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ABSTRACT The trustworthiness of nodes in Vehicular Ad-Hoc Networks (VANETS) is essential for
disseminating truthful event messages. False messages may cause vehicles to behave in unintended ways,
creating an unreliable transportation system. The efficiency and reliability of the transportation system
can be obtained through trustworthy vehicular nodes providing correct event messages. In a VANET, the
consensus issue can be resolved by employing blockchain. Even if we employ blockchain in a VANET, the
trustworthiness of each message recorded needs to be verified separately since the blockchain itself does not
guarantee the trust level of each event message. For instance, when there are multiple conflicting messages
associated with a single accident on the road, a vote based on majority opinion can be considered one option
for making a decision regarding the accident. In this work, we design the VANET event message clustering
algorithm (VEMCA) to resolve the conflicting message problem. Furthermore, we develop a simulator for
the VANET environment that demonstrates how the clustering algorithm can be used for event message
validation. Experimental results show that our algorithm outperforms state-of-the-art clustering algorithms
in terms of accuracy, precision, recall, f1-score, and computational time.

INDEX TERMS VANET, clustering algorithm, trustworthiness, blockchain, simulator.

I. INTRODUCTION

A. BACKGROUND

The Vehicular Ad-hoc Network (VANET) is a special type
of network to provide communications among vehicles and
roadside units (RSUs) in a specific region. The connec-
tion to the vehicle is established through an on-board unit
(OBU). The technology for wireless communications among
the nodes in the VANET has evolved from IEEE 802.11p
Dedicated Short Range Communication (DSRC) to cellular
5G and New Radio (NR) Vehicle-to-Everything (V2X) (i.e.,
cellular 5G NR V2X) [1]. This technology shift is required
to achieve low latency, and high reliability, and to meet
high-bandwidth requirements for V2X applications. There
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are two types of communication in a VANET; vehicle-to-
vehicle (V2V) and vehicle-to-infrastructure (V2I). In V2V
communication, vehicles interact with other vehicles through
OBUs to exchange their own traffic-related information, such
as speed, location, and direction. This helps to reduce traffic
accidents and avoid congestion on the road. A safety appli-
cation installed in the vehicles uses messages from other
vehicles to determine potential threats, like accidents, traffic
jams, slippery roads, etc. This information is delivered to the
driver through the safety application in the form of warning
messages in screen alerts or audible alerts. On the other
hand, V2I communication is between vehicles and roadside
infrastructure like traffic lights, radio frequency identification
(RFID) readers, cameras, radar (radio detection and ranging),
lane markers, parking meters, etc., in order to provide road
information to the vehicles. Different sensing technologies
provide both safety and mobility benefits to autonomous
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vehicles, allowing the infrastructure to warn of potential
hazards and optimize traffic flow. The combination of V2V
and V2I communications is believed to be promising tech-
nology, enhancing efficient road transportation and reducing
the number of deaths due to traffic accidents. Through these
technologies, vehicles can share real-time data with each
other and with road-side infrastructure, such as RSUs, that
help to prevent accidents.

Vehicular Ad-hoc Networks (VANETS) have special char-
acteristics, like high mobility and a rapidly fluctuating net-
work topology, which distinguish them from the conventional
Mobile Ad-hoc Network (MANET) or other ad hoc networks.
Any vehicle can join a VANET based on its communication
range. VANET nodes are highly dynamic, and thus, estab-
lishing trust among nodes in this dynamic environment is
challenging, because the vehicles interact with each other for
a short time, disappear suddenly, and then may reappear [2].

B. MOTIVATION

In VANETs, vehicles interact with each other by transmitting
safety messages or event messages as well as non-safety mes-
sages or beacon messages. The trustworthiness of a node in a
VANET is similar to the trustworthiness of safety messages
and non-safety messages that are transmitted by the node.
Safety messages such as accident information need to be
delivered to other nodes in the VANET without delay. There
have been cases of attacks on such networks, as discussed
in [2]. Some vehicles may provide fake event information
to surrounding vehicles to gain road privileges or for mali-
cious purposes (e.g., message modification and false message
generation) [3]. Thus, in order to avoid possible malicious or
false messages in the network, we must ensure that nodes par-
ticipating in VANET communications are trustworthy. The
trustworthiness of a vehicular node is directly proportional
to the trustworthiness of the messages it generates in the
network. Trustworthiness of nodes in a VANET is different
than security attacks. Consider a case where a legitimate
vehicular node is sending false messages. Here, we cannot
apply cryptographic techniques to measure the trustworthi-
ness of this node [2]. Neither can the authentication method
be applied in the VANET due to its ephemeral nature. Con-
ventional cryptographic techniques may not be good enough
to establish trust in a VANET [3]. Blockchain has been used
to address trustworthiness issues in VANETS [4], [5], [6], [7].
Blockchain is a distributed ledger technology (DLT), in which
records are shared among nodes in the network. By design,
a blockchain is secure and tamper-resistant [8]. However,
it cannot guarantee the trustworthiness of each event message.
Thus, we developed a novel algorithm for event message
clustering: the VANET event message clustering algorithm
(VEMCA). This algorithm will cluster similar event mes-
sages based on event type, vehicle positions, and event detec-
tion timestamps. Miner nodes can deploy this algorithm
for event validation, and can determine the trustworthiness
of each message. Miner nodes can be RSUs or vehicles
with high computational power. The use of this algorithm

14622

in conjunction with blockchain technology is expected to
contribute to the prevention of false messages.

C. BACKGROUND ON TRUST MANAGEMENT IN A VANET
Trust management can be categorized into several approaches:
cryptography-based, fuzzy-logic-based, blockchain-based,
machine-learning-based, infrastructure-based, game-theory-
based, recommendation-based, etc. [2]. In recommendation-
based approaches, a vehicular node calculates the
trustworthiness of another node based on trust value recom-
mendations from surrounding nodes [2]. Kerrache et al. [9]
proposed the T-VNets architecture for trust management in
VANET messages, which is based on the European Telecom-
munication Standards Institute (ETSI) Intelligent Transporta-
tion System (ITS) standard. When a direct neighbor vehicle’s
behavior changes, the trust establishment process triggers a
watchdog module, in which the vehicle generates either a pos-
itive or negative recommendation to its neighbors. These rec-
ommendations are further used for computing trust values of
those neighboring vehicles. The problem with this approach
is that for the same vehicle, two or more neighboring vehicles
may have different recommendation values. This discrep-
ancy causes data synchronization problems and a trust value
selection dilemma. The trust establishment models can be
entity-based, data-centric, or hybrid trust models [3]. Entity-
based trust models are concerned with the trustworthiness of
the nodes themselves, whereas data-centric trust models are
concerned with the trustworthiness of messages sent from a
given node. The entity-based and data-centric trust models are
combined in the hybrid trust model. Many researchers have
developed node trustworthiness models based on adjacent
peer node interaction history information [3]. The lightweight
self-organized trust (LSOT) model for VANETs was sug-
gested by Liu et al. [10]. For calculation of a node’s trust
value, the model additionally considers trust recommenda-
tions from trustworthy neighbors. The disadvantage of these
models is that two or more nodes may have different trust
values for the same node. When a vehicle receives an event
message from a neighboring vehicle, it wants to know its
trust value. For this, it asks for the message sender’s trust
value from neighboring peer vehicles. If two or more nodes
provide conflicting trust values for the same vehicle, it is hard
for the vehicle to determine which information is correct.
As aresult of this inconsistency, a trustless vehicular network
environment may emerge, and we can-not rely on safety
messages sent by a particular vehicle. Fig. 1 illustrates the
data synchronization issues in VANET trust management.
As shown in Fig. 1, when vehicle V7 receives an event
message from vehicle Vy, it will ask for the trustworthiness
values of Vx maintained by neighboring peer vehicles (V4
and V3 in this example). We can see how various vehicles can
hold contradictory trust values for the same vehicle (0.8 from
V4 and 0.3 from V). As a result, Vz can-not know whether
the message is trustworthy or not.

The Infrastructure-based trust models have been estab-
lished for VANETs [11], [12]. The problem with these
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FIGURE 1. Trust value synchronization issue in entity-based trust
management mechanisms.

models, however, is the issue of centralization. The entire
trust establishment method will be impeded if the central
entity fails.

D. CONTRIBUTIONS
The main contributions of this paper can be summarized as
follows:

o We propose a novel clustering algorithm for event mes-
sages in VANETS. Miner nodes can use this algorithm
for event message validation and distinction based on
the majority of reports from the vehicles near the event
spot. This algorithm is unique and helps to overcome
the drawbacks of the K-Means clustering algorithm for
K -value selection as well as high computational costs.

o We build a simulator that emulates the VANET environ-
ment along with the proposed clustering capability. The
simulator can mimic various road scenarios like traffic
accidents and traffic jams. According to these events,
it can also generate reports and cluster them. This sim-
ulator demonstrates the proposed algorithm and creates
our own dataset for clustering performance evaluation.

o Experimental results show that our algorithm out-
performed K-Means and state-of-the-art clustering
algorithms in terms of accuracy, precision, recall,
fl-score, and computational cost.

The abbreviations used in this paper are in Table 1.

E. PAPER ORGANIZATION

The rest of the paper is organized as follows. Section II
provides related work on the topic of trust management in
VANETS using blockchain technology. Furthermore, we sur-
vey clustering algorithms that are developed for VANETS
in Section II. Section III describes how blockchain can be
applied to handling of event messages in VANETs. The
detailed explanation of our proposed VANET event message
clustering algorithm is given in Section IV. The description
of the simulator is provided in Section V. Section VI provides
the experimentation process and evaluation of the results. The
paper ends with conclusions and future work in Section VII.
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Il. RELATED WORK

Machine-learning-based clustering techniques have been
developed for VANETSs. However, they are focused on cluster
formation of vehicles, and selection of appropriate cluster
heads [13]. The main focus is on efficiency and the stability
of the clusters. Taherkhani and Pierre proposed a data con-
gestion control strategy in VANETS using a machine learning
clustering algorithm [14]. The messages are clustered using a
K-Means clustering algorithm based on features such as mes-
sage size, validity, and the type of message. The initial cen-
troid, k, needs to be determined in the beginning and set to the
number of messages received by the RSUs. Hussain and Chen
proposed a clustering technique for VANETS based on hybrid
K-Means and Floyd-Warshall algorithms [15]. The main goal
of Hussain and Chen’s work is cluster formation and cluster
head selection. In [16], a trust mechanism for secure message
exchange in VANETSs was proposed. Clustering of beacon
messages is performed based on the coverage range of RSUs.
The RSU maintains a table consisting of vehicle IDs, posi-
tions, directions, velocities, and restricted neighborhoods.
This RSU table can be referred to by vehicles determining
the trustworthiness of messages. However, maintaining this
table is difficult. Ardakani et al. proposed a cluster-based
routing protocol for VANETSs [17]. That protocol partitions
the network based on node mobility by using a distributed
clustering algorithm. The nodes moving in the same region
with the same road ID and lane number are clustered. The
mobility parameters are node movement region, road ID,
and direction. Clustering reduces network traffic by allowing
packet aggregation at each CH.

Fuzzy logic has been used to maintain the stability of a
clustering algorithm through appropriate cluster head selec-
tion in the VANET [18]. A stabilization factor is calculated
by the fuzzy logic system based on the relative speed and dis-
tance between vehicles in a region. The vehicular node having
the higher weighted stabilization factor will be elected as the
cluster head. This work was further enhanced to form more
stable clusters in VANETS [19]. Here, the authors combined
previous metrics for relative speed and distance between
vehicles with vehicle acceleration for the cluster formation
procedure.

In VANETS, trust management techniques might rely on
a central server [20], [21]. A reputation-based announcement
scheme for VANETSs was proposed by Li et al. [20]. Here, the
message receivers report on the credibility of messages in the
form of a feedback report. The central trusted party will col-
lect, update, and certify the report score. With the increased
flow of communications in the VANET environment, central-
ized servers may be unable to handle the increased demand.
To deal with trust management difficulties, we need decen-
tralized systems. Recently, blockchain-based data-centric
trust management solutions for VANETs have been pre-
sented [6], [7], [22], [23]. Lu and colleagues developed
BARS, a blockchain-based trust management system for
VANETS [4], [5]. The authors designed a hybrid reputation
management system based on message authentication and
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TABLE 1. List of abbreviations.

Abbreviation  Full Form

DBSCAN Density-Based Spectral Clustering of Applications with Noise
DENM Decentralized Environmental Notification Message
DLT Distributed Ledger Technology

DSRC Dedicated Short Range Communications

ETSI European Telecommunication Standards Institute
FC-Means Fuzzy C-Means

GMM Gaussian Mixture Model

ITS Intelligent Transportation System

MANET Mobile Ad-Hoc Network

NR New Radio

OBU On-Board Unit

PoW Proof-of-Work

RFID Radio Frequency Identification

RSU Roadside Unit

SHA-256 Secure Hash Algorithm 256-bit

SVM Support Vector Machine

VANET Vehicular Ad-Hoc Network

VEMCA VANET Event Message Clustering Algorithm
V21 Vehicle-to-Infrastructure communications
v2v Vehicle-to-Vehicle communications

V2X Vehicle-to-Everything Communications

recommendations from neighboring vehicles. A blockchain-
based decentralized trust management system for VANETSs
was proposed by Yang et al. [7]. The authors used the dis-
tance measure between message sender and event location for
rating generation and credibility analysis of event messages.
Bayesian inference was used to calculate the credibility of
any event.

Entity-based trust models and hybrid trust models are also
being developed [3], [24], [25], [26], [27]. Kudva et al. [24]
proposed scalable blockchain-based trust management in the
VANET routing protocol. The trust value is calculated in two
stages. First, is obtaining direct trust scores from neighboring
nodes. Secondly, a consortium blockchain-based system is
developed in which RSUs serve as trust score validators.
Shrestha and Nam proposed a hybrid trust model for trustwor-
thy event information dissemination in VANETS [3]. Trust is
calculated based on the trust level opinions of the vehicles
near the vehicle that transmits the message. However, they
do not address the trust value synchronization issue in a
distributed VANET environment. In [26] and [27], a new sort
of blockchain that is ideal for VANETSs was proposed, which
holds vehicle event data for a specific geographic region. The
trustworthiness of nodes and messages is determined after
each message receiver calculates a trust value and uploads
it to the RSUs.

Table 2 provides a comparison of related work for trust
management in VANETSs. Based on the above literature
review, we conclude that the majority of the work for VANET
trustworthiness is based on recommendations from neigh-
boring vehicles, which is an untrustworthy approach. When
malicious vehicles attempt to act selfishly in order to increase
their own trust values, these systems may produce contradic-
tory results. As a result, we require a different approach to
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addressing the trust management issues in VANET systems.
Furthermore, clustering algorithms that are developed for
VANETS focus mainly on stability and clustering efficiency
through appropriate cluster head selection [13], [28]. There
is a limited number of clustering techniques for maintaining
the trustworthiness of the VANET event message itself. Thus,
the proposed clustering algorithm has a different goal: deter-
mining the trustworthiness of conflicting event messages.

IIl. APPLICATION OF BLOCKCHAIN FOR HANDLING OF
EVENT MESSAGES IN VANET

Blockchain is a distributed ledger technology (DLT) that
records transactions in blocks that are connected using cryp-
tographic hashes. It has features such as immutability, decen-
tralization, enhanced security, use of consensus mechanisms,
etc. Each block consists of a block header and a list of
transactions. The block header consists of the hash of the
previous block, a timestamp, merkle root, nonce, network
difficulty target, etc. The list of transactions in a block is
stored as a Merkle tree, with leaf nodes representing the
hash of the transactions, and non-leaf nodes representing the
hash of the child nodes. Fig. 4 illustrates this mechanism
in more detail. When a miner node gets transactions, it tries
to group them together into a block and add them to the
blockchain. However, numerous miner nodes might attempt
to add blocks to the blockchain. In this situation, we need
a means to keep the block generation rate consistent. As a
result, the network establishes a difficulty target. In order to
add a block to the blockchain, the hash of the block must
meet the network’s difficulty target. Miners change the nonce
value, which is essentially a number, to see if the block
hash meets the difficulty target. Increasing the number of
miners will also increase the difficulty level. Bitcoin uses the
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TABLE 2. Comparison of trust management approaches in VANETs.

Event Message Validation and Distinction

Issues
Risk of centralization
Trust value synchronization issues
Involvement of multiple infrastructures

Trust value synchronization issues
Trust value synchronization issues
Trust value synchronization issues

Trust value synchronization issues

Influence from malicious nodes

Trust Computation

Reputation Server
Recommendation-based

Reputation score
Bayesian inference

Direct trust

Direct and

recommendation-based

Recommendation-based

Direct and

recommendation-based

Blockchain Employed?

Trust Model
Data-Centric

Hybrid
Data-Centric
Data-Centric

Hybrid
Data-Centric

Entity-Based

Hybrid

Ref. #

[20]
[E]
(4], [5]

(7]

[26], [27]

[23]

[24]
[29]

Genesis Block Block 2 Block 3

FIGURE 2. The linking of blocks in a blockchain by using hash chains.

SHA-256 hash algorithm to create hashes for transactions.
The node first solving the proof of work (PoW) puzzle is the
one that gets the chance to add a block to the network. The
miner broadcasts the block to other nodes in the network.
Other miners check the validity of the mined block and stop
mining their current block. In this way, consensus among
different nodes is achieved (i.e., miners will agree on the
validity of the mined block). The process of mining a new
block starts all over again.

Fig. 3 depicts how blockchain can be applied to handling
event messages in a VANET. There are two types of nodes in
the architecture: event message generation nodes and miner
nodes. Vehicle nodes are usually responsible for forwarding
messages to other vehicles and RSUs. Miner nodes are those
with high computational power and capable of performing
more computationally complex tasks like detecting whether
an event message is true or false. If a vehicle has high com-
putational power, it can play the role of both event message
generation and mining node in the proposed model.

One block in this blockchain can contain the following
types of messages:

(A) Type I messages: Statements, i.e., actual messages in
VANET transactions such as traffic accidents, traffic
jam, ice on the road, etc.

(B) Type II messages: Trust values of nodes

Type I messages contain actual statements of VANET
events. These are the messages exchanged between the vehi-
cles and RSUs in the VANET blockchain. They depict various
road events, such as traffic accidents, traffic jams, signal
violations, adverse weather conditions, etc., throughout the
VANET. Type II messages contain trust values of vehicular
nodes, which are computed by the miner nodes.

The event message (Mg) consists of the event ID (Ejp),
vehicle location information (V;o¢), and the event detection
timestamp (7imestamp). The format of an event message is
shown in (1):

Mg = (Emp, Vioc, Timestamp) (1)
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PREV_HASH PREV_HASH PREV_HASH
TIMESTAMP TIMESTAMP TIMESTAMP

Tx_ROOT Tx_ROOT Tx_ROOT
NONCE NONCE NONCE

VANET blockchain
maintained by RSUs

RSU

% RsU Driving direction

FIGURE 3. Application of blockchain for handling event messages in a VANET.

We assume that each vehicle that detects an event will trustworthiness of received messages based on the number

transmit the information to neighboring nodes. If this infor- of event reports for a particular event type. For this, they
mation is relayed, it will also reach miner nodes. A miner run the event message clustering algorithm to determine the
node’s responsibility is to determine whether the event mes- number of event reports for distinct event types. A detailed

sage is true or false. In other words, a miner will calculate the explanation of the clustering algorithm is given in Section IV.

14626 VOLUME 11, 2023



N. Khatri et al.: Event Message Clustering Algorithm for Selection of Majority Message in VANETs

IEEE Access

Avrrival of
Message

Yes )\ Type Il
Typel?

(?fj;se?neg Valid Trust
?
Algorithm value 7

Yes

Selection of Reflect the trust
P value of the node
Majority Message in the blockchain
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If an incident occurs on a road section, a large number of
vehicles will report the incident to miners. Thus, the trust-
worthiness of a message can be inferred from voting, because
there is a large number of event reports from vehicles around
the event location. If there is a sufficient number of event
reports, the miner will determine that the event has occurred
and the transmitted message is legitimate. Malicious nodes
can occasionally send false event reports. If a node receives
two or more conflicting messages in the presence of a single
event, this is referred to as the conflicting message problem
in this paper.

In this case, the number of event reports can help min-
ers distinguish between true and false information. When a
malicious node tries to influence miners by sending false
event messages, legitimate vehicular nodes will not send
the same event report. As a result, with far fewer reports,
miner nodes can distinguish between malicious and non-
malicious vehicles. This majority voting scheme is preferable
to recommendation-based trust management because mali-
cious vehicles can launch a man-in-the-middle attack and
provide false trust values for their neighbors in the latter
scheme. It can also send false trust values in order to gain
different road privileges.

The trust value of a vehicular node is calculated based on
direct interactions between vehicular nodes and RSUs. The
value is calculated as the ratio of true event reports from a
vehicle to the total number of event reports from that vehicle
in a given period of time [3], [29]. If x; is the number of
true messages from vehicle v;, and y; is the total number of
messages it has generated up to a specific time, the trust value
is calculated with (2).

Xi
Trust; = — 2)

Vi
Using this equation, a miner node can calculate the trust
values of vehicular nodes and update the trust values in
the blockchain for future reference. Most of the previous
work calculated trust based on recommendations from neigh-
boring vehicles and historical trust values stored in the
blockchain [2], [3]. However, there is no mechanism for
determining the validity of the event message itself. The
primary goal of our work is to prevent registration of fake
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messages in the VANET blockchain. Storage of an event
message and a trust value in the blockchain cannot ensure
complete trustworthiness. As a result, a mechanism to val-
idate event messages is required. The proposed clustering
algorithm based on a majority vote scheme can be used
to determine whether a vehicle’s event message is true or
false. The miner node can easily determine this by looking at
clusters of similar messages based on event types. The pro-
cessing of event messages at the miner node is summarized
in Fig. 4. When the miner node receives messages from the
neighbor nodes, it classifies the message into either Type I
and Type II. When the received message is Type II message,
if the trust value of the selected node is considered to be
valid, the new trust value will be registered in the blockchain.
When the received message is Type I message, the proposed
clustering algorithm is applied and the majority message will
be selected.

The issue of reflecting the voting result on the trustwor-
thiness of a specific node or a message and design of a
new blockchain, especially focusing on the newly added
voting-decision role of miner nodes, will be investigated
further in our future work, and we will focus on the issue of
event message clustering in this paper.

IV. CLUSTERING ALGORITHM FOR VANET EVENT

MESSAGES
This section explains the clustering algorithm for similarity

analysis of event messages in a VANET blockchain. For
clustering event messages based on event type, we referred
to ETSI’s Decentralized Environmental Notification Message
(DENM) Basic Safety Messages [22], [30], [31]. From these
sources, we categorized event messages into seven classes,
along with their event IDs. Table 3 lists event messages
possible in a VANET network with their IDs. From exam-
ination of these sources, we developed our own algorithm
for event message clustering in the VANET environment.
For each event that occurs, vehicles forward an event ID,
vehicle positions, and a timestamp to neighboring vehicles
and miner nodes. Using the proposed clustering algorithm,
miner nodes can obtain the clustering results showing the
number of event reports for each event type. Furthermore,
miner nodes determine the trustworthiness of message reports
based on the clustering results. If there is a large number of
reports for an event, they assume the messages are true, and
update vehicle’s trust values. Otherwise, they will reject those
messages, reducing vehicles’ trustworthiness.

For two or more event messages to be similar, their
distances should be sufficiently short; i.e., event reports
should be similar to each other. In other words, vehicle posi-
tions, event IDs, and timestamps should be similar. We use
Euclidean distance as a metric for calculating similarity
between event messages.

A. THE VANET EVENT MESSAGE CLUSTERING ALGORITHM
In this section, we investigate a new clustering algorithm that
is suitable for VANETSs. Because VANET event messages
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TABLE 3. DENM basic safety messages along with their classes [22], [31].

Event Class EventID Event Message
TA; multi-vehicleAccident
TAs heavyAccident
TAs accidentInvolvingLorry
. TAs accidentInvolvingBus
Traffic Accident (1'A4) TAs accidentInvolvingHazardousMaterials
T Ag accidentOnOppositeLane
TA7 unsecuredAccident
T As assistanceRequested
TJ, trafficJamAhead
TJ> dangerousEndOfQueue
TJs suddenEndOfQueue
Traffic Jam (T'7) TJy queueOverHill
TJs queueAroundBend
TJs queueOnTunnel
VW stoppedVehicle
VWs vehicleBreakdown
VW3 postCrash
VW, publicTransportStop
Vehicle Warning (V) VWs carryingDangerousGoods
VWe emergency VehicleInOperation
VWy stationarySafeguardingEmergency Vehicle
VWs stationary WreckingServiceWarning
VWy prioritized VehicleApproaching
SVi stopSignViolation
Signal Violation (SV') SVs trafficLightViolation
SVs turningRegulation Violation
AW Cy slipperyRoad
AW Cy precipitation
AW Cs fog
AW Cy tractionLoss
AW Cs fuelOnRoad
AW Cs iceOnRoad
AW Cr oilOnRoad
AW Cs heavyFrostOnRoad
AW Cy mudOnRoad
AW C1o blackIceOnRoad
Adverse Weather Condition (AWC) AWC:i1  roadSalted
AW C1o strongWinds
AWChs  damagingHail
AWC14  Hurricane
AWC15  Thunderstorm
AW Ci Tornado
AW C17 Blizzard
AW C1g heavyRain
AWCi9  heavySnowfall
AW Coo Smoke
AW Ca1 swarmOfInsects
HR,y childOnRoadway
Human Presence on the Road (HR) HR» cyclistOnRoadway
HR3 motorcyclistOnRoadway
.. W D1 wrongLane
Wrong Way Driving (W D) WD, wrongDirection

are generated sequentially over time, we need an algorithm
that can cluster messages sequentially upon arrival, instead
of processing a large number of messages collected over
time. The disadvantage of the K-Means algorithm is that it
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requires the user to pre-determine and supply the number
of clusters, i.e., the K-value. In some cases, determining
the initial value of K is difficult. Because of the number of
iterations and the distance calculation, computation time is
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longer. Furthermore, it is computationally expensive for large
datasets as the K-value becomes large. The disadvantages of
the K-Means algorithm are listed below.

o K-Means is slow, and computation time scales poorly
with large datasets.

o The user must pre-determine and supply the number of
clusters, K.

« It can be difficult to choose a good initial center point
for each cluster.

« It does not guarantee convergence to a global minimum.
It is affected by initialization of centroids. Different
setups may produce different outcomes.

« It has strong sensitivity to outliers.

Details on the proposed clustering algorithm is explained
in the paragraph below.

The proposed event message clustering algorithm for
VANETS is depicted in algorithm 1. This algorithm is distinct
in that it does not require the number of clusters, i.e., the
K-value, like the K-Means clustering algorithm. As the
reports are generated, the algorithm will sequentially cluster
different event messages based on event type. The algorithm
is fed reports sequentially in ascending order of time. The
algorithm’s output is a list of clusters with their associated
event type. The two event reports must occur on the same
street in order to be considered for the same cluster. As seen
from the algorithm, the first data point will be the centroid
of the first cluster (steps 3-4). We establish the initial clus-
ter boundary for each cluster, which is a constant value, &
(Step 5). The default value of the cluster boundary will be
set at twice the length of a vehicle, and its optimal value for
cluster formation will be determined later, based on exper-
imentation. The cluster boundary is used to determine the
similarity of the location from two event messages to avoid
formation of multiple clusters for a single event. Whenever
a new event report arrives, the algorithm first calculates its
proximity to the nearby cluster centroid (i.e., means) using a
Euclidean distance formula. If it is near a cluster’s centroid,
it will be added in the corresponding cluster. We then update
the mean and boundary of the same cluster (steps 10-14).
The new mean is calculated as the average of all reports
in the cluster. The new cluster boundary will be the farthest
distance point in the cluster plus cluster boundary constant §.
If the new event report is too far from the available clusters,
the algorithm will create a new cluster with the new mean
and cluster boundary as the initial settings (steps 15-20).
We then push this new cluster to the Clusterss; (Step 19).
It is possible that a single event can trigger multiple clus-
ters. In this case, a merging algorithm (Algorithm 2) will be
invoked to combine two clusters that represent a single event
type (steps 22-28). The detail steps of the merging algorithm
are provided in algorithm 2. We have to set the conditions
for merging two clusters. Two clusters will be merged if
they intersect with each other. For two clusters to intersect,
the sum of their radii should be less than the sum of their
boundaries [32]. The cluster boundary inequality, as depicted
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Algorithm 1 VANET Event Message Clustering Algorithm
(VEMCA)
1: Input: reports sorted in increasing order of time, number
of lanes L
2: Output: list of clusters with event types differentiated
3: Acquire the first data point, x|
4: Make the first point (x) the first cluster with mean m =
Co — ordinate(xy)
5: Set Initial Cluster Boundary, B = § //§ is a constant with
the optimal value determined based on experiment
6: Counter,k = 1// for updating cluster
7: Clusters; = [c1,¢2,¢3, ... ... cx] /lc; is the i-th cluster
list
8: Set the counts np, na, ..
i-th cluster
9: for each new data point x; do

...ny to zero // n; counter for the

10: if x; is closest to m; then

11: Add x; to same cluster

12: n; = n; + 1 //Update counter

13: m; =m; + 1/nj(x — m;) //Update mean

14: B; = max(d(mj, x;)) + § //Update Boundary
15: else

16: k = k + 1 //Increment cluster counter

17: m; = Co — ordinate(x;)

18: B;=§

19: Push k into Clustery;s;

20: end if

21: end for

22: for each cluster k; in Clusterj;;; do

23: for each cluster k; in Clustery;;; where k; # k; do
24: if d(m;, mj) < B+ Bj) then

25: Merge(k;, k;)

26: end if

27: end for

28: end for

by the formula in Step 24 of algorithm 1, represents this
condition.

The steps for merging two clusters is provided in
algorithm 2. If we want to merge C, and Cj, we copy all
reports from C, to Cy. Then, we delete cluster C, from the
Clusterjiss. We then update the mean and boundary of the
merged cluster (steps 8-10). The algorithm will return merged
cluster C along with its centroid.

V. VANET SIMULATOR FOR EVENT MESSAGE
CLUSTERING

The VANET event message clustering simulator was created
using the Pygame module, which is used to create multimedia
applications such as video games using the Python program-
ming language. The simulation was the intersection of two
eight-lane streets, each with two-way traffic. A snapshot of
our simulator is shown in Fig. 5. The simulator can mimic
two types of events: an accident or a traffic jam. To simulate
an accident, mouse-click the car(s) in the road to cause the
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Algorithm 2 Merge Two Clusters

Algorithm 3 Event-Processing Loop of the Simulator

: Merge(Ci[N], C2[M])
cfori=0;i<M;i++do

Ci[N +i] = C3[i]
end for
: Delete (C3[])
Update mean and boundary of merged cluster
m = Co — ordinates(C1[0])
: for each data x in C[] do
m=m+ (1/(N + M)) x (x — m) //Update mean
B = max(d(m, x)) + 6 //Update Boundary
: end for
: return (Cq[], m)

R AN A R o e

_— = =

FIGURE 5. Graphical output of the simulator.
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FIGURE 6. Overview of objects in traffic and clustering simulator.

event. Cars that have to stop on a regular basis, either due to
congestion or an accident, will cause a traffic jam event.

The simulator will model car movement, report generation,
and clustering. It creates five different types of object, (road,
lane, car, report, and cluster), as shown in Fig. 6. A road
object contains one or more lanes, and each lane contains
cars. A car begins to move in its initially assigned lane but can
change lanes to avoid traffic jams or accidents. Cars also gen-
erate reports based on specified conditions, and these reports
are grouped according to the propsed clustering algorithm.
In addition to the above five objects, traffic lights are created
at each intersection of the roads, such that cars from different
lanes pass the intersection without interrupting one another.

The simulation proceeds according to algorithm 3.
It begins by creating road and lane objects as specified by
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1: Create roads and lanes as specified by the user

2: Create traffic lights at intersections of the roads
Configure events {add..,, move ,r, changejign, } to fire at
their specified intervals

4: Configure event mousejci to fire at user’s mouse click
5. Configure event exit to fire when the window is closed
6: running = True
7
8

(98]

: while running do
: for each event e in event queue do
9: if e is add.,, then

10: choose a lane / at random

11: add a new car to /

12: else if e is move,,, then

13: move each car (as per Algorithm 4)

14: else if e is changej;gp, then

15: switch traffic lights among
{green, amber, red}

16: else if e is mouse,jic; then

17: find the car ¢ at mouse position

18: toggle (s state between {accident, normal}

19: else if e is exit then

20: running = False

21: end if

22: end for

23: end while

Algorithm 4 Moving Car Objects

1: procedure move_car(c) // ¢ is a car object to move
2 if ¢ is under accident then

3 stop and generate reports

4: else if a red light is on in ¢’s lane then

5: stop

6 else if the car in front of ¢ blocks the way then
7 if a neighbor lane / has space then

8: switch into /

9: else

10 reduce speed and generate reports
11: end if

12: else

13: go forward at ¢’s full speed

14: end if

15: end procedure

the user (steps 1-2). It also initiates all the events so they
occur at regular intervals (steps 3-5). Based on these events,
the simulator performs a set of operations on a regular basis,
such as adding a new car (steps 9-11), moving existing
cars (steps 12—13), and switching traffic lights (steps 14-15).
It also creates an accident upon a mouse click on a car
(steps 16-18), so that the car stops and generates reports.
Each car moves according to algorithm 4. When a new car
is created, it is placed at the entrance of a randomly selected
lane, and its speed is assigned from a predefined range. Then,
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FIGURE 7. Clustering based on event types.

the simulator moves the car on a regular basis. If the car is
under an accident or if it hits a red light, it does not move
(steps 2-5). If the car needs to slow down due to a traffic jam
or an accident in front, it attempts to switch into a nearby
lane with sufficient space, or it reduces speed and generates
reports (steps 6-11). Otherwise, the car continues on the
current lane with its full speed (steps 12—14). The reports
are generated and clustered according to the rules described
in Section IV-A. On a regular basis, the simulator removes
existing cluster instances, and begins to create a new set of
clusters. This renewal corresponds to the generation of a new
block in the blockchain system.

At GitHub (https://github.com/sihyunglee26/Clustering-
Simulation), we posted the code for the simulator. We also
posted a demonstration of the clustering simulator for the
three different scenarios described in subsections V-A, V-B,
and V-C below.

The following subsections explain the workings of our
simulator by considering several scenarios. We go over in
detail how the clustering simulator distinguishes between two
different event messages.

A. SCENARIO 1: CLUSTERING EVENT REPORTS BASED ON
EVENT TYPE

We consider two types of events in this simulation: an acci-
dent (E,4) and a traffic jam (Ey). This scenario, looks at how
event reports are grouped based on the type of event detected.
Fig. 7 depicts two scenarios in which event reports are clus-
tered according to two distinct event types. A red rectangle
represents a car in an accident. The algorithm clusters the
reports for this event and displays the total number of reports
received from neighboring vehicles. The other clusters are
formed by vehicles that are forced to stop due to a traffic jam
or an accident. In this case, as shown in Fig. 7, a separate
cluster is formed from a traffic jam. We can see from the sim-
ulation that the algorithm produces distinct types of clusters
for each event. Clustering is done in an online manner as new
reports arrive based on time.

B. SCENARIO 2: DISTINGUISHING EVENT CLUSTERS

The distinction between two or more clusters is made first by
event type. Second, if events are of the same type, position
information will serve as a criterion for cluster distinction,

VOLUME 11, 2023

= X
-

batch #13 (7/20 secs remain)

FIGURE 9. Two clusters merged.

as shown in Fig. 7. There might be multiple accidents on
the highway, and the algorithm will produce clustering results
based on accident position. For example, as shown in Fig. 7,
the simulator displays three distinct event clusters at different
positions. On Street #1, two accidents have occured at differ-
ent locations. The proposed algorithm creates two separate
clusters. Although they are both accidents, they will never
be the same event because they occurred in different places.
There might be cases when it is hard to distinguish between
two or more clusters that are formed due to the same type of
event. We discuss this case in Scenario 3.

C. SCENARIO 3: THE NEED TO MERGE TWO CLUSTERS

A single accident can result in multiple clusters. In such a
case, it is difficult to know if two adjacent clusters correspond
to the same event or not, as illustrated in Fig. 8. Accidents
can cause traffic jams, so we need a way to differentiate
between these clusters. We developed an algorithm to merge
two or more clusters if they represent the same event type.
Two clusters that intersects each other will merge to form
one cluster, as shown in Fig. 8 and Fig. 9. From this type
of clustering based on event type, blockchain miners can
easily determine the validity of the reports, and can maintain
vehicle trustworthiness in a blockchain network. Thus, the
proposed algorithm is important in order to create a trustwor-
thy VANET environment.

VI. EXPERIMENT SETUP AND PERFORMANCE
EVALUATION

This section describes the experiment environment and the
evaluation results for our clustering algorithm. In addition,
dataset generation and performance metrics are described.
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X Y TIME EVENT_ID

0 258.0 244.0 1653544822 1

1 2580 244.0 1653544822 1
2 258.0 244.0 1653544822 1
3 258.0 244.0 1653544822 1
4 258.0 244.0 1653544822 1
6234 872.0 184.0 1653544954 2
6235 536.0 100.0 1653544954 2
6236 496.0 414.0 1653544956 2
6237 208.0 244.0 1653544956 2
6238 436.0 25.0 1653544956 2

6239 rows x 4 columns

FIGURE 10. The description of the dataset.

A. SIMULATION PARAMETERS AND DATASET
GENERATION

The proposed algorithm was evaluated using the VANET
event message dataset generated by our simulator. Table 4
shows the simulation setup parameters for our experiment.
The simulation lasted about three minutes, and a dataset
consisting of 6239 event reports was generated. As shown
in Fig. 10, each row contains the x-position, y-position,
timestamp, and ID of the event. In our simulator, we lim-
ited the number of event types to two for simplicity. The
primary goal of dataset generation is to compare clustering
results from our proposed algorithms with other algorithms,
such as K-Means [33], K-Medoids [34], Fuzzy C-Means
(FC-Means) [35], the Gaussian mixture model (GMM) [36],
spectral clustering [37], and density-based spectral cluster-
ing(DBSCAN) [38]. The dataset was preprocessed before
passing it to the clustering algorithm. Data preprocessing
refers to the steps required to transform or encode data so they
can easily be parsed by the clustering application. Preliminary
steps include filling in the missing values and removing
duplicates from the dataset.

B. PERFORMANCE METRICS

The performance of the proposed algorithm was evaluated
in terms of accuracy, precision, recall, f1-score, and com-
putation time. Accuracy is defined as the ratio of correctly
predicted observations to the total number of observations.
It is calculated with (3).

TP + TN -
accuracy =
YT TPLFP+FN+ 1IN
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TABLE 4. Simulation setup parameters.

Parameter Value
Number of streets 2
Number of lanes 8 (two-way traffic)
Lane width 4m
Number of events 2
Cluster boundary (9) 10 m
Time to add car 200 m
Time to move car 80 m
Simulation time 3 min
Time to change traffic signal from red to green 5000 m
Amber signal time (yellow light) 1000 m
Velocity of vehicles 70 km/h

where TP, TN, FP, and FN represents True Positive, True
Negative, False Positive, and False Negative, respectively.
TP represents the predictions where the model correctly pre-
dicts the positive class. Similarly, TN represents the predic-
tions where the model correctly predicts the negative class.
FP is the model predictions where it incorrectly predicts the
positive class. FN is the result of model predictions where
it incorrectly predicts the negative class. Precision is defined
as the proportion of correctly predicted positive observations
to all positive predictions. It is calculated with (4). Recall
represents the total number of correct positive predictions out
of all the positive cases in the dataset. It is calculated with (5).
The f1-score is the harmonic mean of precision and recall. It is
calculated with (6).

. P @)
recision = ————
P TP + FP
TP
recall = ——— )
TP + FN
£1 — score = 2% Precision % Recall ©)

Precision + Recall

Computation time is the amount of time required by the
algorithm to cluster the given dataset. It is related to the
algorithm’s complexity.

C. PERFORMANCE EVALUATION

In this section, we examine the performance of our VANET
event message clustering algorithm and compare it to
state-of-the-art clustering algorithms such as K-Means,
K-Medoids, FC-Means, the GMM, spectral clustering, and
DBSCAN. The Python scikit-learn library used for this com-
parison is an open source, machine learning library that
includes support vector machine (SVM), K-Means, random
forest, and DBSCAN algorithms for classification, cluster-
ing, and regression problems [39]. The evaluation results
in Table 5 show that our model outperformed state-of-the-
art algorithms. The accuracy, precision, recall, and f1-score
of our proposed algorithm were 91.28%, 90.41%, 91.29%,
and 90.24%, respectively. Accuracy, precision, recall, and
fl-score for the K-Means algorithm were 85.65%, 73.36%,
85.65%, and 79.03%, respectively. These results show the
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TABLE 5. Performance result comparison between the proposed algorithm and state-of-the-art clustering algorithms.

ALGORITHM ACCURACY (%) PRECISION (%) RECALL (%) F1-SCORE (%)
K-Means 85.65 73.36 85.65 79.03
K-Medoids 85.65 73.36 85.65 79.03
FC-Means 85.65 73.36 85.65 79.03
GMM 85.65 73.36 85.65 79.03
Spectra clustering 87.27 88.91 87.27 82.64
DBSCAN 87.27 88.91 87.27 82.64
VEMCA (proposed) 91.28 90.41 91.29 90.24

Cluster Boundary Vs Accuracy

Accuracy %)

4 6 9 10 11 13 15 17 19 21 32 42 53 63 74 84 95 105

Cluster Boundary (meters)

FIGURE 11. Impact of cluster boundary § on algorithm accuracy.

efficacy of our algorithm and its usefulness in clustering
VANET event messages.

Experiment results show that cluster boundaries have a
significant effect on algorithm accuracy, as shown in Fig. 11.
If the cluster boundary is too small, there will be too few
event reports, resulting in poor cluster formation and reduced
accuracy. On the other hand, if the cluster boundary is too
high, two clusters that belong to different event types might
be merged, reducing the algorithm’s accuracy. Experiment
results show that a cluster boundary in the range of 9-10 m
is optimal for cluster formation. Thus, as a rule of thumb,
we find that twice the vehicle length can be a good candidate
for the value of cluster boundary §. We assume the average
vehicle length is about 5 m.

D. COMPLEXITY ANALYSIS

We ran our algorithm and the K-Means algorithm in order to
measure the execution times for several datasets of varying
sizes. We implemented both algorithms in C++- for the anal-
ysis. Fig. 12 compares the execution times (in milliseconds)
of these algorithms based on varying data sizes. Table 6 pro-
vides the execution times for the K-Means and the proposed
algorithms. As shown in Fig. 12, the execution time of the
K-Means algorithm for a dataset with one million rows was
12,270 m. In contrast, the proposed VEMCA took just 370 m
to cluster a dataset of one million records. These results
demonstrate that the proposed algorithm is faster, regardless
of the size of the dataset.
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TABLE 6. Execution times of the K-Means and the proposed algorithms
for various datasets.

Data Size K-Means (ms) VEMCA (ms)
1000 rows 10 3

10,000 rows 140 6

100,000 rows 1050 30

1,000,000 rows 12270 370

Execution Time

14000

12000

10000

8000
= K-Means Algorithm

6000
Proposed Algorithm

Execution Time (Milliseconds)

4000

2000

1000 10000 100000 1000000

Data Size

FIGURE 12.
algorithms.

Execution time comparison of the K-Means and the proposed

Itis well known that the K-Means algorithm has O(n?) time
complexity, where 7 is the size of the input data [40]. Due to
its quadratic complexity, the algorithm may not be efficient
for big and critical applications where time is limited. Our
algorithm greatly shortened the execution time by avoiding
the initial cluster size problem of the K-Means algorithm
by using a sequential approach. Fig. 12 shows that, in com-
parison to the K-Means method, the number of operations
increased slowly as input increased. Thus, we expect our
algorithm will be more efficient, compared to the K-Means
algorithm, for a VANET, where the number of vehicles can
be very large.

VIi. CONCLUSION AND FUTURE WORKS

This paper proposes the VANET event message cluster-
ing algorithm for VANETSs. Blockchain miners can use
this algorithm to determine the validity of event messages
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and maintain trustworthiness scores for vehicles in the
blockchain. VEMCA is unique and does not require guessing
the initial number of clusters. It can perform clustering as
new event reports arrive. Furthermore, we developed a new
simulator to model event message generation in the presence
of a traffic event, including accidents, and we evaluated the
proposed event message clustering algorithm through simu-
lations based on our simulator. Our proposed algorithm was
evaluated in terms of accuracy, precision, recall, f1-score,
and computation time. Results show that our algorithm out-
performed various clustering algorithms, such as K-Means,
K-Medoids, FC-Means, the GMM, spectral clustering,
and DBSCAN.

We will investigate how to determine the trust level of each
node and that of each message based on VANET blockchain
and our clustering algorithm in our future work.
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