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ABSTRACT The growth of modern technological sectors have risen to such a spectacular level that the
blessings of technology have spread to every corner of the world, even to remote corners. At present, techno-
logical development finds its basis in the theoretical foundation of classical physics in every field of scientific
research, such as wireless communication, visible light communication, machine learning, and computing.
The performance of the conventional communication systems is becoming almost saturated due to the usage
of bits. The usage of quantum bits in communication technology has already surpassed the limits of existing
technologies and revealed to us a new path in developing technological sectors. Implementation of quantum
technology over existing system infrastructure not only provides better performance but also keeps the system
secure and reliable. This technology is very promising for future communication systems. This review article
describes the fundamentals of quantum communication, vision, design goals, information processing, and
protocols. Besides, quantum communication systemmodel is also proposed here. This research included and
explained the prospective applications of quantum technology over existing technological systems, along
with the potential challenges of obtaining the goal.

INDEX TERMS Quantum bridge keeper, quantum computing, quantum communication network, quantum
key distribution, qubits.

I. INTRODUCTION
The way our uses of bandwidths are increasing in with it data
rates, computational speed, and security are also increasing
day by day. A massive number of bandwidths are provided
through communication channels for every user in existing
communication systems [1]. Internet of things (IoT), artifi-
cial intelligence (AI), virtual reality (VR), and many other
technologies have developed so fast that these technologies
have created a huge amount of traffic volume [2]. It can be
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expected that, between 2020 and 2030, every year world-
wide mobile data traffic will increase by 55% [3]. By 2030,
this increased traffic will generate 5,016 Exabytes [4]. The
constant increase in wireless user devices, data uses, and
the requirements for a higher level of user experience are
the main factors influencing the advancement of the wire-
less network system quality of experience [5]. The current
and upcoming wireless based networks will need to develop
in several ways to meet these expectations and challenges.
Recent technological components like long-term evolution
and high-speed packet access are included as a part of the
development of existing wireless based technologies [6].
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The rapid increase in wireless broadband traffic has a
profound influence on future mobile network architec-
tures [7]. Many technologies are already being considered
for a prospective wireless system through wireless research
activities.

In the present day, we go through all possible techniques
to overcome these challenges. However, every generation
of technology has some limitations of its own. By over-
coming those limitations, we stepped next to technology as
a replacement for the previous one. What we see in these
technologies around us is based on the classical theory of
physics and the classical principles of physics. This clas-
sical theory or principle that we apply to establish new
technologies, it also adds an extra dimension of limita-
tions. To shatter these limitations, we find a promising
and reliable solution from the quantum method that adds
new dimensions over existing communication and computing
technologies.

The need for a high computation power of the systems
has risen swiftly along with the demand for communications
that are quick, dependable, secure, intelligent, and environ-
ment friendly. It is apparent that quantum computing (QC)
technology has the potential to surpass traditional computing
systems because of the inherent parallelism provided by the
core ideas of quantum mechanics and the prospects shown
via recent breakthroughs [8]. In addition to service classifi-
cation and autonomous management, machine learning (ML)
is seen to offer great potential for handling the reconfigura-
bility requirements of future systems. This quantum-powered
computing and data-driven learning techniques have a greater
chance of achieving the goals of a service-driven, fully
intelligent sixth-generation (6G) communication network.
Another emerging study field is QC-assisted communica-
tions, which is thought to have the potential for deliver-
ing exceptionally high data speeds and connection security
in upcoming communication systems. This quantum com-
munication technology is super fast, has high data rates,
and is enormously secure. So, each person can have an
uninterrupted and secure connection. In order to achieve
these, research into the reliable communication of quan-
tum channels for combined noiseless classical communica-
tion, quantum communication, and entanglement resources
has started [9], [10]. This quantum communication also has
clock synchronization and interactive communication with
the brain computer.

Inspired by these new key features, we have taken a
standardized approach aimed at a broad audience to com-
prehend the preliminaries, vision, architecture, information
processing, advantages, and application scenarios of quantum
communication. The contribution of this paper can be concise
as follows:

• To help elucidate a clear overview of quantum commu-
nication, the primary concepts of quantum communica-
tion definition, quantum mechanics, and the difference
between classical and quantum communication have
been demonstrated.

TABLE 1. List of acronyms.

• Ongoing research activities on quantum technology
expounded to demonstrate the research track of quantum
technology are presented.

• Discussion and overview of quantum protocols for better
and deep understanding of information processing in
quantum computing and communication.

• Presented quantum technology applications over
existing technological infrastructure to get in-depth
knowledge about the direction for future hybrid quantum
technology.

• Discussed the challenges and future research directions
to accomplish the goal of quantum technology in the
near future.

The rest of the paper is organized as follows. Section II
presents preliminaries about quantum communication.
A direction about the review methodology of this paper
is provided in Section III. Section IV briefly explains the
major protocols of quantum computing and communication
technologies. An in-depth overview of quantum communi-
cation vision, design goals, proposed quantum communica-
tion architecture, and information processing is discussed
in Section V. Section VI sets out the challenges and future
research direction for accomplishing the quantum technology
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FIGURE 1. Basic secure quantum communication with public key cryptography.

goal. At last, in SectionVII, we reach our conclusions. Table 1
summarizes the numerous key acronyms used in this paper for
ease of reference.

II. PRELIMINARIES
Quantum science brings a revolution to the world of physics.
Applications of quantum science based on quantum princi-
ples and theories show a significant development over exist-
ing technology. The communication system is not apart from
these technologies. Quantum science in the communication
sector has created a new dimension for future communication
systems.

A. WHAT IS QUANTUM COMMUNICATION?
The word quanta is the plural form of quantum. In physics,
quantum is defined as a packet of energy. A unique parti-
cle called entangle photons, they share quantum states with
each other. Quantum communication can be defined as the
moving of quantum information as encoded in some quantum
state from one place to another place. In this communication
technology, data is not transmitted in bits. Rather, data is
transmitted by quantum bits (qubits). In this information and
communication technology (ICT), the whole system is end-
to-end encrypted. Fig. 1 gives a clear overview of the basic
secure quantum communication system. Here, the sender
transmits an encrypted message to the receiver. The receiver
can only open that message if the receiver has that secret key.
Without having the secret key, no other person can access and
open that message.

B. POSTULATES OF QUANTUM MECHANICS
Quantum mechanics have six postulates, but four postulates
rule the world of quantum communication and computing,
which are the result of experimental observations. They share
their place with axioms in the Euclidean geometry.

• First Postulate (State-space):Any closed physical sys-
tem’s exact state may be characterized by a state vector
v with unit length in a Hilbert space V and complex
coefficients, that is an inner product with complex linear
vector space (state space) [11].

• Second Postulate (Evolution): The development of any
closed physical phenomenon in time may be described
using unitary transformations that are dependent only on
starting and the ending times of evolution [12].

• Third Postulate (Measurement): Any quantum mea-
surement may be expressed in terms of a set of mea-
surement operator {Mm}, where m denotes the range of
potential outcomes.Mm is a matrix which is acting upon
state space of the system that is being measured.M†

m and
v† are the adjoints of the Mm and v, respectively. The
probability of measuring m when the system is in state v
can be computed as [13],

P(m |v) = v†M†
mMmv (1)

After measuring m, the system states can be defined as,

v′ =
Mmv√

v†M†
mMmv

(2)

Now considering the classical probability theory (1) can be
expressed as,∑

m

P(m |v) =

∑
m

v†M†
mMmv ≡ 1 (3)

Measurement operators must meet the completeness rela-
tion shown as, ∑

m

M†
mMm ≡ I (4)

• Fourth postulate (Composite system):By applying the
vector product of the separate systems, it is possible to
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calculate the state space of a composite physical system
W = V⊗Y .Moreover, system states v and y are defined
corresponding to y ∈ Y and v ∈ V after that, the
combined state of the composite system is w = v ⊗ y
[14], where v and y are two dimensional vectors with
unit length in a Hilbert space and complex coefficients.

Thus, the four basic postulates that rule the quantum realm
of computation and communication.

C. CLASSICAL COMMUNICATION VERSUS QUANTUM
COMMUNICATION
In conventional communication systems, the transmitter
transmits the sequence of 0 and 1 as data. Then, these
sequence of 0 and 1 bits goes to the receiver by processing
different steps. The main thing in the conventional communi-
cation system is that transmission is based on bits, however,
in quantum communication, the transmitter transmits qubits.
A single qubit can have the value of two bits. In general,
n qubits can have values of 2n bits. Here, the main things
are in the conventional system, if there is any branch created
between receiver and transmitter, it can be detected, but in the
quantum communication system, if there is any branch cre-
ated between receiver and transmitter, it cannot be detected
because of entanglement particles and quantum states.

III. REVIEW METHODOLOGY
Selection criteria and research activities on quantum tech-
nology have been highlighted in the review methodology.
In the selection criteria segment, the selection steps of this
paper have been described and also a detailed overview of
information selection in this paper is provided. In research
activities on quantum technology part, some previous and
ongoing research topics main focusing areas and contribu-
tions have been explained.

A. SELECTION CRITERIA
In the selection criteria section, the selection procedure of
this paper is discussed. The review procedure, search criteria,
database, exclusion, and inclusion criteria are all represented
in this Table 2. The following two necessary steps are main-
tained to consist of this paper selection:

• Go through thetitle and the abstract in short: At
first, select the non-contradicting paper between 1976 to
2022. Then, read at a glance the paper’s title and the
abstracts to specifically point out the right paper. After
selecting the proper papers, then jump into the next
phase, which is full text go through.

• Full paper goes through: In this step, analyze thewhole
article based on the full text. After that, a decision was
made on exclusion and inclusion for writing selection.
The similar papers recently published in the journals and
existed in the ArXiv were excluded. If more than one
paper has been contributed by similar authors and their
contributions are identical, then the most related paper
is considered here.

TABLE 2. Overview of selection topics.

B. RESEARCH ACTIVITIES ON QUANTUM TECHNOLOGY
Different types of research, projects, and experiments are
ongoing based on quantum methods around the world. In this
part, some research activities are highlighted on quantum
technologies over the past few years until now. Table 3 high-
lights the research direction, contribution, and the area of
focus in some relevant publications. In other words, Table 3
is the summary of recent study on quantum technologies.

IV. QUANTUM COMMUNICATION AND INFORMATION
PROCESSING
Quantum communication is a recent technological develop-
ment approach for modern communication systems. There-
fore, vision and design goals must be set for this technology
for further development. The vision for this communication
system must be clear so that by keeps it in focus for further
research activities continues. The quantum information pro-
cessing and the proposed quantum architecture will give a
clear concept of transmission to receiver end communication
steps and the information processing steps between them.

A. VISION
The main visions of the quantum communication network
are to maintain secure, stable, and high-speed communi-
cation for the different conditions of places and different
type of users. This network not only supports our tradi-
tional data applications but also allows us to execute quan-
tum services like QKD [35]. The future quantum device,
quantum gadget, quantum computer, and all other devices
can be connected to this quantum network. To make this
network for daily life communication purposes, a relation
bridge has to make with the existing network communication
systems. For this reason, it is mandatory to develop a hybrid
system of quantum classical network globally [35]. Fig. 2
shows a concept of future quantum communication scenar-
ios. This technology spread influences over recent emerging
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TABLE 3. Summary of recent studies on quantum technology.

technological development sectors such as fifth generation
(5G) and beyond communication system, quantum computer,

electronic banking, underwater communication, space com-
munication, and machine-to-machine communication. The
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growth of technological development clearly implies that,
very soon the bandwidth we are using won’t be sufficient.
To overcome this challenges quantum will add a new dimen-
sion to these technologies. As a result, high speed data
communication is possible in 5G and beyond technological
platforms. For high speed computing, quantum computing
is a new approach. Today based on classical physics prin-
ciples, the computation speed of the fastest supercomput-
ers is nearly 1017 flops [36]. The computation speed of a
quantum computer is much higher than any classical com-
puter. Quantum computing and communication expand the
roads of the banking sector. With the presence of quantum
cryptography, banking transactions and security have become
powerful. Different types of cryptocurrencies have been used
now for secure and anonymous transition. The beginning
of a new era has opened by using quantum cryptography
over blockchain technology. QKD based secure authentica-
tion blockchain protocol has the ability to maintain integrity
and transparency of transactions against cyber-attacks [36].
Quantum computing has lifted the advancements of VR,
augmented reality (AR), and mixed reality. For having high
computational processing power, quantum allows calculating
high dimensional objects in low dimension [37]. As a result,
it can solve very complicated pattern recognition problems in
a short time. With AR, quantum makes it possible to create
the most comprehensive mixed-media training applications,
integrating VR with real-time action and telepresence from
a distance for distant experts. QKD protocols are used in
both free-space optical communication (FSO) for satellite
to ground communication and underwater optical commu-
nication. Visible light communication (VLC) is compatible
technology for indoor data communication. It allows better
channel capacity than wireless fidelity. Using quantum in the
VLC system will allow seamless, faster, and more secure
communication [38]. Quantum key optimization method is
a great approach for modern eHealth networks. By applying
this technique, quantum bit leakage and transmission error
were both significantly decreased [39]. As a result, it provides
better medical diagnosis systems. Quantum cryptography in
the eHealth sector also provides a secured network and keeps
safe patient database records.

B. DESIGN GOALS
Design is the most challenging issue for any compatible sys-
tem of technology. If the design is not cost-friendly, simple,
suitable, and sophisticated for the system, then the technology
may not put any footsteps in the future. So, in this quantum
communication network, keep all possible challenging things
in mind to design it.

• Security: The whole end-to-end communication in a
quantum network must be highly secure. Otherwise,
an invulnerable system may cause the hacking of impor-
tant information.

• Cost efficiency: If this network is not cost effective,
then it cannot be used for commercial purposes, and the

highly funded project will be postponed someday for its
high cost.

• Shared infrastructure: Shared infrastructure makes
this networkmore suitable formulti-user communication.

• Hybrid system: Today, in world’s existing communi-
cation technology is based on classical communication
technology, and quantum communication is different
from this classical technology. So, marching classi-
cal technology over quantum technology will pro-
vide greater benefits for both user and technological
advancement.

• Manageability: No matter what network it is, without
proper management of this network, its efficiency and
effectiveness will be poor.

• High-speed stable connectivity: Designing a network
to minimize propagation delay and latency by ensuring
a stable connection in any environment.

• Simple hardware design: Designing hardware for any
technological devicemust be out of complexity. Then, its
implementation will be ubiquitous, and its maintenance
will be easy.

C. PROPOSED QUANTUM COMMUNICATION
ARCHITECTURE
From transmission to the receiving end, the whole com-
munication process needs to be end-to-end encrypted.
The proposed communication architecture mainly focuses
on end-to-end quantum channel, network management,
QKD protocols, services, and applications. Fig. 3 shows
the proposed quantum communication system model. The
transmission path is divided into two layers. One is the quan-
tum physical layer, and another one is the quantum network
layer. In the quantum physical node, two quantum nodes
(Q-nodes) communicate with physical connectivity, signal
rate, signal encryption, cryptography (secret key), gener-
ate random quantum numbers, and entanglement generation.
In the quantum network layer, entanglement transmission
and conventional wave routing are performed by software
defined network (SDN) to establish Einstein, Podolsky, and
Rosen (EPS) to Q-nodes or only between two Q-nodes. The
Quantum channel is divided into two parts. The first one is
the quantum network management and control layer, and the
other one is the quantum link layer. Hardware and software
management are the main functions of quantum network
management and control layer. Link status monitoring and
quantum nodes protocol layer are the key functions of the
quantum link layer. Error control and flow control are a prime
functions of link statusmonitoring. Quantummultidirectional
protocol, secret sharing protocol, six state protocol (SSP), and
SARG04 protocol are key protocols responsible for error con-
trol. On the other hand, coherent one way (COW) protocol,
differential phase shift (DPS) protocol, and link layer proto-
col (LLP) are the primary protocols of flow control. Quantum
nodes protocol layer build of BB84, BBM92, E91, S09, and
S13 protocols. Finally, in the reception path, it is mainly

15860 VOLUME 11, 2023



S. R. Hasan et al.: Quantum Communication Systems: Vision, Protocols, Applications, and Challenges

FIGURE 2. Vision of quantum computing and communication.

divided into two layers. The first one is the quantum service
layer, and the second one is the application. The quantum
service layer is built on entanglement distribution and EPS
management. At the end of all, confidentiality, authenticity,
integrity, non-repudiation, and encrypted signal functions are
under the application layer segment, which is the last part of
the proposed quantum communication architecture.

D. QUANTUM INFORMATION PROCESSING
The important elements of quantum information processing
are quantum information science and quantum mechanism.

They make it possible for quantum state transfer from one
position to another. In the quantum communication process,
two or more parts are connected with the quantum channel
and classical communication channel for information pro-
cessing. Usually, measurements are performed on the indi-
vidual quantum subsystems, and the measurement bases used
for every measurement are communicated via the classical
channel. Here, this section concentrates on quantum commu-
nication along with discrete variables [40]. In quantum com-
munication, it is subsisted on the parallel branch. To perform
comprehensive theoretical and empirical works, it must be
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FIGURE 3. Proposed quantum communication system model.

established on continuous variables that are the causes of the
parallel branches. There are seven stages in the development
of the quantum information processing [40]. By completing
each stage challenge with time, next stages are more complex
than the previous stages. Fig. 4 shows the steps of quantum
information processing. The first step is the single physical
qubit operation. Then, algorithm on multiple physical qubits.
After that, in the third step control and error correction of
qubits measure. In the next step, if the logical memory with a
longer life time than physical memory, then it repeats first
and second steps otherwise, it will allow fault tolerances
and procced to compute for information processing. After
completing all the challenges in every process then, quantum
information processing establishes adequately.

V. QUANTUM KEY DISTRIBUTION PROTOCOLS
A. SOME MAJOR QUANTUM KEY DISTRIBUTION
PROTOCOLS
Cryptography is the process of transforming plain text data
into incomprehensible text data in order to preserve informa-
tion [29]. It is a process of storing and exchanging transaction
data in a certain format. So that only those who are supposed
to access and process it may do so [29]. The ability to dis-
tribute keys using quantum mechanics in a way that ensures
Alice and Bob’s security was one of the first breakthroughs
in quantum computation and quantum information [41]. This
method is referred to as quantum cryptography or QKD [41].
In previous communication technology, information was
encoded from the transmitter side and decoded on the receiver
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side, this is the security or cryptography technology. Here the
problem is if any third person wants to interrupt, then it is
very hard to find the interrupter. In other words, it can be said
that the process is not so secure. To make a secure connec-
tion, quantum cryptography brings a new solution. To ensure
the high security of the system, the cryptographic protocol
is must for the communication system. QKD protocols of
quantum communication are used for secure quantum com-
munication. Somemajor QKDprotocols are briefly presented
in this section.

1) BB84 PROTOCOL
In 1984, QKD protocol was proposed for the first time by
Brassard et al. [42]. This protocol is mainly designed based
onHeisenberg’s uncertainty principle andwhich is also famil-
iarized as BB84 protocol [43]. The steps of BB84 protocol are
given below [33] :

Step 1:Alice selects an n arbitrary bit using a flipping coin.
Step 2: Alice must flip the coin n times more to determine

the basis, for each matching corresponding arbitrary bit.
Step 3: Bob receives the arbitrary bits that Alice prepared

in their corresponding bases.
Step 4: Bob does not know the source corresponding to

each arbitrary bit. Now, he tosses the coin n number of times.
So that he can measures the received qubits in the obtained
number of basis after tossing the coin. Bob declares the
receiving of states.

Step 5: Using a classical channel, Alice and Bob compare
their bases publicly. Alice tells Bob about the fundamentals
of the agreement and the disagreement. Now, they drop the
matching bit, if they disagree on a specific basis. After that,
Bob will now get exactly n/2 random bits, and the remaining
n/2 random bits are knocked out.

Step 6: Bob chooses half of the remaining n/2 arbitrary
bits from Step 5 at random and compares them publicly with
Alice. If they differ by more than the permissible number of
mistakes (because to noise), they discard the entire series of
arbitrary bits, indicating that Eve was listening. If these n/4
random bits are almost identical (i.e. within the permissible
error because of noise). It means that, Eve was not listening.
The remaining n/4 will be utilized as an arbitrary key between
Alice and Bob in this circumstance.

2) BBM92 PROTOCOL
For the first time BBM92 protocol was proposed by
Bennett et al. [44]. In here, both Alice and Bob collect
photons emitted from a single source and Alice is not sup-
posed to produce a photon. Both classical information and
quantum information are mixed in this protocol. The steps of
the BBM92 protocol are given below:

Step 1:Alice generates strings of EPR pairs qwith the size
n and then transmits strings of qubits qb from every single
EPR pair with the size of n to Bob via a quantum channel.
The other strings if qubits qa remain from every single pair
with the size of n.

FIGURE 4. Steps of quantum information processing.

Step 2: Alice generates a string of bits with the size of n
arbitrary, which is denoted as Ba.

Step 3:Bob receives qb and then randomly generates string
of bits Bb with the size of n.
Step 4: Now, Alice measures every single qubit of qb

corresponding to bits Ba if Bai = 0, then it uses x axis; else
if Bai = 1, then it uses z axis.
Step 5: After that, Bob measures every single qubit of qb

corresponding to the bits of Bb if Bbi = 0, then it will use x
axis; else if Bbi = 1, then it will use z axis.
Step 6: Bob transmits his measurement axis by choices by

Bb to Alice via the public channel.
Step 7: After receiving Bb, Alice transmits her axis choice

Ba to Bob via the public channel and the Bob receives Ba.
Step 8: Alice and Bob both agree to remove all the

instances in which they take place to measure different
axis and instances in which measurements failed because
detectors do not have perfect quantum efficiency. Then, the
remaining of the instances can be used for generating private
key Ka,b.
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3) SIX STATE PROTOCOL
In 1999, for the first time, this SSP was proposed by
Bechmann-Pasquinucci and Gisin [45]. By using three
orthogonal bases SSP was designed by Baruß and he proved
that its security is higher than BB84 protocol [46]. Lo has
shown that if one way classical communication is allowed
with SSP the bit error rate (BER) will be 12.7% which is
a development over BB48 (11%) [47]. Kato and Tamakiin
[48] used a photon number for resolving detector to provide
security proof of the SSP. Fig. 5 shows the indication of
positive and negative of the Bloch sphere in x, y, and z axis,
which are pointed by these six states.

The three bases of SSP are [33]:
Toward z-axis of the Bloch Sphere: |0⟩ , |1⟩.
Toward x-axis of the Bloch Sphere: 1

√
2
(|0⟩ + |1⟩) ,

1
√
2
(|0⟩ − |1⟩).

Toward y-axis of the Bloch Sphere: 1
√
2
(|0⟩ + i |1⟩) ,

1
√
2
(|0⟩ − i |1⟩).
Alice chooses the basis with a chance of 1/3 and transmits

qubits to Bob. If the input number is increased, then it is
difficult for Eve to read the message. Alice uses a classical
channel to announce the basis utilized, once Bob receives
all qubits. The value which is used as key measured by Bob
for Alice basis. Eve can use a random basis to measure the
qubits transmitted by Alice and then transmit Bob new qubits.
The probability of Eve gets the right basis is 1/3, and the
probability that Eve chooses the wrong basis is 2/3. As a
result, the probability of Bob getting the right qubits is 2/3.

4) DIFFERENTIAL PHASE SHIFT PROTOCOL
DPS protocol was first introduced by Inoue et al. in 2003.
Due to its relatively easy practical implementation, the DPS
QKD algorithm is creating great interest. Coherent pulses are
trained by this protocol that allows the particular users to
protect from active beam splitting attacks [49]. The steps of
DPS are given below :

Step 1: Alice generates a string of qubits q with the size
of n, which is carried by series of single photon, probably at
four times consecutive intervals.

Step 2: Alice transmits q to the Bob via the quantum
channel.

Step 3: Bob receives q by using detectors clicking at the
time in the second and third interval, then records the time T
with the size n. Detector clicks into D with the size n.

Step 4: Bob transmits T to Alice via a public channel.
Step 5: Now, Alice receives T . From her modulation data

and T , Alice knowswhich detector that click represents Bob’s
site.

Step 6: Then, Alice and Bob own uniform bit string,
provided that the first detector clicks denotes ‘‘0’’ and the
second detector represents ‘‘1’’. After that Ka,b is formed.
Ka,b is denoted as shared raw key.

5) COHERENT ONE WAY PROTOCOL
In 2004, Gisin et al. elaborated the COW protocol [50].
It is an improved QKD protocol designed to function with

poor coherent pulses at high data rates [51]. This protocol’s
advantages include its experimental simplicity, tolerance of
assaults, including photon numbers splitting and decreased
interference visibility, and high efficiency in terms of exact
secret bits per qubit. Keep in front of Fig. 6, the steps of COW
are given below [52] :

Step 1: Alice generates strings of qubits q with the size n
and ith qubit of q is ‘‘0’’ with the probability 1−p

2 , ‘‘1’’ with
the probability 1−p

2 and the decoy sequence of the probability
is p.
Step 2: Alice sends q to Bob via the quantum channel.
Step 3: The items corresponding to a decoy sequence are

sent by Alice as item A via a public channel.
Step 4: Bob removes all the detections at times 2A − 1

and 2A from his raw key. After that, he looks at whether the
detector D has ever fired at the time 2A.

Step 5: Bob transmits Alice over the public channel B of
the periods 2A+ 1, where he has a detector in D.

Step 6: When Alice receives B, she checks to see whether
some of the items match the bit sequence ‘‘1, 0;;.

Step 7: Bob uses the public channel to transmit C , a list of
the objects he found.

Step 8: Alice and Bob apply error correction and privacy
amplification to these bits, and the private keyKa,b is created.

6) E91 PROTOCOL
In 1991, E91 protocol was first proposed by A. Ekert.
He tested eavesdropping by using generalized Bell’s theorem.
In order to generate identical random numbers at distant
locations, his method utilized Bohm’s version of the EPR.
E91 is composed of the following steps [33]:

Step 1:Alice and Bob obtain their entangled photons from
a prime source, in one out of four utmost entangled states
(|ψ1⟩ to |ψ4⟩ Consider the source produce EPR pair |ψ3⟩

Step 2: Now, Alice measures her particle, which she
received from entangle pair among any of the 0, 45, and
90 degree bases.

Step 3:Next, Bob measures his particle, which he received
from entangle pair among any of the 45, 90, and 135 degree
bases.

Step 4: After that, Alice and Bob measure the particle in
a same base and remove the particle from a different base.
If the base is the same, they obtain a common key. If any bits
or particles remain that are known by shifted key.

Step 5: Finally, Alice and Bob check the system and then
make the decision by interchanging the key’s hashes, either
accepting or throwaway the keys.

7) SARG04 PROTOCOL
In 2004, Scarani et al. designed the SARG04 protocol
vigorous against the photon number splitting attack [53].
Branciard et al. designed SARG04 protocol entangled ver-
sion to prove that the performance of SARG04 is better than
BB84 in terms of long distance communication, Eve’s attack,
and secret key rate [54]. From the SARG04 to the n sate
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FIGURE 5. The Bloch sphere, SSP basis states.

protocol was generalized by Koashi [55]. This protocol also
uses two non-orthogonal quantum states. SARG04 and BB84
both protocols have the same transmission and measurement
phase. The first phases of SARG04 and BB84 protocols are
the same. The main difference is in the second phase. In the
second phase, Alice declares a pair of the non-orthogonal
states [42]. Now, Alice and Bob double check which bases
they have for which bits. Rather of stating her bases directly,
she utilizes one of them to encode her bit. After that, if Bob
chooses the correct base, he is able to measure the precise
state; otherwise, he is not able to acquire the bit [53]. By using
SARG04 protocol, H. K. Lo et al. successfully proved the
security of photon pluses [43]. When Poissonian source pro-
duces aweak signal, an imprecise detector receives that signal
SARG04 protocol is used in that situation [56].

8) QUANTUM SECRET SHARING PROTOCOLS
For the first time, Hillery presented out a quantum secret
sharing protocol built on the Greenberger-Horne-Zeilinger
state that combines secret sharing with quantum technology
to accomplish the goal of eavesdropping detection [57]. Its
principle is based on quantum entanglement. Based on fun-
damental physics, quantum secret sharing protocol ensures
unconditional security. A close connection exists between the
security of this protocol and QKD [58]. Steps of quantum
secret sharing protocol are given below [59]:

Step1: Alice initially creates three-particle entangled
states, each of which takes the following form |ψ⟩ =

1
√
2

(
|0⟩ |00⟩+|11⟩

√
2

+ |1⟩ |01⟩+|10⟩
√
2

)
. After that, Alice sends the

second and third particles of each entangled state to Bob and
Charlie, respectively, and preserves the remaining particle for
herself.

Step 2:WhenBob receives a qubit, he chooses at randomly
to determine and measure it using the basis {|0⟩ , |1⟩} and
relays the state he discovered or to reflect it back to Alice
without disruption. Charlie exhibits similar behavior.

Step 3: After temporarily restoring these qubits from Bob
and Charlie, Alice declares that she has now obtained all the

FIGURE 6. COW protocol.

qubits over a public classical channel. Bob and Charlie then
disclose the qubits they have measured.

Step 4: Depending on Bob and Charlie’s selections, Alice
chooses to do different operations on the qubits at her end.
If Bob and Charlie both agree to measure the qubits on
the basis {|0⟩ , |1⟩} , then Alice measures her own qubit on
the basis and uses the measurement result as a secret key
bit. The following condition applies when rA, rB, and rc
are denoted as the measurement results of Alice, Bob, and
Charlie, respectively rA = rB ⊕ rC .

As a result, Bob and Charlie only can obtain Alice’s secret
key if they work together. Alice can utilize this decision to
detect eavesdropping if Bob or Charlie decide to reflect their
qubit.

9) S09 PROTOCOL
In 2009, S09 quantum protocol is founded by Bacsardi et al.
[60]. It is an arbitrary state protocol based on the Heisenberg
uncertainty principle. The polarization of this protocol is bit-
flip and phase-flip [61]. The efficiency and security of this
protocol are average. Keep in front of Fig. 7, the basic steps
of S09 protocol are given below [52] :

Step 1: Alice creates two strings of bits with the size n
arbitrarily, which is denoted as Ka and Ba.

Step 2: Alice creates a string of qubits q with n size, q is
|xy⟩ in i th qubit, where ith bit of Ba is x and ith bit of Ka is y.
Step 3: Alice transmits q to Bob through the quantum

channel.
Step 4: Bob receives q and after that arbitrarily generates

a sets of bits Bb with n size.
Step 5: Now, Bob measures every single qubit of q cor-

respondingly to a basis by bits of Bb. After completing the
measurement, q′ is produced which is the elevation from of q.

Step 6: Bob transmits q′ to Alice via the quantum channel.
Step 7: Alice measures every single qubit of q′ to generate

string C.
Step 8: Now, Alice sums Ci ⊕ Bai to achieve private key

Ka,b = Bb.

10) LINK LAYER PROTOCOL
In quantum communication, the LLP was first proposed by
A. Dahlberg in 2019. This protocol is robust for long distance
communication. The steps of the LLP are given below [62]:

Step 1: Alice randomly chooses n number of strings from
node A and then transmits it to node B. Bob receives qubits
from node B.

Step 2: Node A and node B create one entangled pair.
Then, node A sends qubits to node B correspondingly with
respective qubits in the basis r .
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Step 3: Node B sends the outcome strings to the node A.
Step 4: The error rates are estimated by both node A and

node B.
Step 5:Now, node A and node B record their measurement

results.
Step 6:After that, if Alice ensures the eavesdropping from

node A, Bob shares key from node B.

11) KEY AGREEMENT PROTOCOL
A significant area of study in cryptography is quantum key
agreement protocol (QKA), which enables participants to
agree on a conventional shared secret key across open quan-
tum channels. In 2004, the QKA protocol was first proposed
by Yu et al. Correctness, security, privacy and fairness these
requirements should be met by a secure QKA protocol [63].

The steps of QKA protocol are given below, which is based
on BB84 [64] :

Step 1: Any two n numbers are selected by Alice ran-
domly from bit strings SA =

{
S1A, S

2
A, . . . . . . . . . . . . . . . , S

n
A

}
and PA =

{
P1,P2, . . . . . . . . . . . . . . . ,Pn

}
. Where, S iAand P

i

denote ith number of the bit for SA and PArespectively. Here,
the range of i is 1 ≤ i ≤ n. Alice’s contribution is represented
by SA and PA denotes polarization bases that are utilized to
encode SA.

Step 2: As per the information of bit for each pair, Alice
produces the associated photons into one of the four photon
states that are listed below:∣∣ψ0,0

〉
= |0⟩ =

1
√
2
(|+⟩ + |−⟩)∣∣ψ1,0

〉
= |1⟩ =

1
√
2
(|+⟩ − |−⟩)∣∣ψ0,1

〉
= |+⟩ =

1
√
2
(|0⟩ + |1⟩)∣∣ψ1,1

〉
= |−⟩ =

1
√
2
(|0⟩ − |1⟩)

Step 3: After receiving protons,nnumber of bits contributed
SB =

{
S1B, S

2
B, . . . . . . . . . . . . . . . , S

n
B

}
. That is selected by

Bobs to switch the photons states Alice received. After that,
entirenphotons are saved into quantum memory by Bob.

Step 4:Bob ambiguously picks nphotons out ofmas public
discussion to check, say it is C . Now, selected mphotons
positions and an authorized classical channel connects SB to
Alice is also declared by Bob.

Step 5: Following to the SBbits values, Alice determines
SAB = SA ⊕ SB =

{
S1A ⊕ S1B, S

2
A ⊕ S2B, . . . . . . . . . .., S

n
A ⊕ SnB

}
as the key. After that, she transmits PA and constants of the
C (the values of C are removed from SAB correspondingly
position declared by Bob) to Bob by a classical channel.

Step 6: After receiving the message from the Alice, Bob
measures all the photons correspondingly values of PA ={
P1,P2, . . . . . . . . . . . . . . . ,Pn

}
.Then the measurement result

is decoded by Bob as key SAB. He then compares the related
measurement findings to obtain the C . If the comparing find-
ings are identical, there are no eavesdroppers, and Bob will

FIGURE 7. S09 protocol.

acknowledges Alice via a secure classical channel. After that,
the Bob obtains the shared key S = SAB−C .Which represents
the leftover bits of SABafter eliminating the placements of the
bits in C . Otherwise, Bob alerts Alice that the protocol is
terminated if any error reachs the preset threshold.

Step 7: If Alice ensures that no eavesdropping occurs
there, then she obtains S = SAB − Cas shared key.

12) KMB09 PROTOCOL
KMB09 protocol is also a QKD protocol [65]. The design
goal of this protocol is to increase the transmission path
without having any intermediate nodes [66]. Single photon
source is required for this KMB09 protocol. Considering
exceeding noise tolerance, long distance transmission can be
done with this protocol. Robustness against eavesdropping is
high in this protocol [65]. The steps of basic KMB09 protocol
are given below [67]:

Step 1:Alice generates sets of strings with size n arbitrary,
which is denoted by Ka. Then, each of the bit values is
randomly assigned into an arbitrary index i = 1, 2, 3,. . . . . . ,
N into Ba.

Step 2: Alice create sets of qubits q with n size, corre-
spondingly either |ei⟩or |fi⟩Basis ‘e’ and ‘f ’ is used accord-
ingly here for coding ‘0’and ‘1’.

Step 3: Alice transmits q to Bob through the quantum
channel.

Step 4: Alice transmits Ba via a public channel.
Step 5: Now, Bob measures every single qubit of q by

arbitrarily changing the basis of measurement among ‘e’ and
‘f ‘. Then, he records the exact change into Kb, and the exact
change information into the Bb.

Step 6: Bob transmits Bb to Alice via public channel.
Step 7: Now, Alice and Bob determine the position of the

bit where it remains. After that, rest of the bits of KaandKb
are the private key of Ka,b.

13) S13 PROTOCOL
In 2013, S13 quantum protocol was founded by Serna [68].
It is four state protocol based on Heisenberg uncertainty prin-
ciple. The polarization of this protocol is two orthogonal. This
protocol is the developed version of the BB84 protocol [69].
For the small distance communication, the security of this
protocol is best, and efficiency is good. Keep in front of Fig. 8
the basic steps of S13 protocol are given below [52]:

Step 1: Alice creates two strings of bits with the size n
arbitrarily, which are denoted as Ka and Ba.
Step 2:Alice creates a set of qubits qwith n size, q is |xy⟩in

ith qubit, where ith bit of Ba is x and ith bit of Ka is y.
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Step 3: Alice transmits q to the Bob through the quantum
channel.

Step 4: Bob receives q and after that arbitrarily generates
a string of bits Bb with n size.

Step 5: Then, Bob measures every single qubit of q cor-
respondingly to a basis by bits of Bb. Now, the result of
measurement would be Kb, which has similar size of n.
Step 6: Alice transmits an arbitrary binary string, which is

denoted as C to the Bob via a public channel.
Step 7:Alice sumsBai⊕Cito achieve T and creates another

arbitrary strings of binary value, which is denoted as J . T is
set of bits which is generated by Bob. From all the elements
that occupy a certain position i of the previous string, Alice
will get new states of q′ and then, transmits it to Bob via
quantum channel.

Step 8: Bob sums 1 ⊕ Bbi to get the binary basis string N
and measures q′ following to these bases, and then generates
detector D.

Step 9: Alice sums Kai ⊕ Jito get binary string Y and then
transmits it to Bob via a public channel.

Step 10: Now, Bob encrypts Bb to get U and transmits to
Alice via a public channel.

Step 11: After that, Alice decrypts U to get Bb. Then, she
sumsBai ⊕ Bbi to get L and transmits L to Bob via a public
channel.

Step 12: Bob sums Bbi ⊕ Lito get Ka,b, which is a private
key.

B. OBSERVATION OF PROTOCOLS
In a network system, the protocol is a series of rules for
transmitting, receiving, and processing data. In Section IV,
brief overview ofmajor QKD protocols are discussed. Table 4
summarizes the protocols overview in short, which is elabo-
rately explained above.

VI. APPLICATION SCENARIOS
Many experiments, research, and projects are going on over
quantum technological developments. As a result, many tech-
nological fields have been created for the application of quan-
tum technologies. Some major applications are discussed
below.

A. QUANTUM OPTICAL COMMUNICATION
A research and development path addressing the phenom-
ena (and associated technologies) relating to the interactions
between quanta of the electromagnetic field and matter is
known as quantum optics (QO) [83]. Initial research on QO
concentrated on several straightforward non-classical light
states such as single photon, compressed states, twin opti-
cal beams, and EPR states; which are only defined by a
few electromagnetic field modes [83]. By using quantum
optics theory and principle, there will be the establishment of
quantum optical communication. The idea behind quantum
optical communications is to use photons, which are elec-
tromagnetic field quanta, as flying qubits that can transmit
qubits from a physical quantum emitter to a physical quantum

receiver across a network [27]. The benefits of flying qubits
are low environmental effects, low noise, and high emission
speed over the radio and optical channels. Use of quantum
cryptography, this network is highly secure. We know that
terahertz (THz) system can be operated by QKD. As a result,
the architecture of the physical hardware of THz technology
can be used in QKD technology. For this reason in 6G and
upcoming new network technologies, the development and
implementation of quantum optical communication is a new
and promising approach.

B. QUANTUM BASED SATELLITE COMMUNICATION
Both classical and quantum information can be trans-
mitted through the quantum channel. Fig. 9 shows the
basic scenarios of quantum based satellite communication.
Classical information is transmitted by the sender (plane,
ships, submarines, base station) to the receiver through a
satellite quantum channel. The whole converting process of
communication begins from the classical domain to the quan-
tum domain and is done by classical input and encoding.
In the classical state, this is equivalent to source coding and
channel coding [86]. And by the channel, data is transmitted.
Because of the channel errors, receiver receives some error
bits. Now it decodes quantum transformation and measures
data.

C. CLUSTER STATES BASED QUANTUM COMMUNICATION
NETWORK WITH THE HELP OF FS
A cluster-state computation starts with the concoction of a
special entangled many qubit quantum states known as a
cluster state, which is then followed by an adaptive sequence
of single-qubit measurements that processes the cluster, and
finally, the read-out of the computation’s result from the
remaining qubits [84]. Cluster state refers family of quantum
states. To allow the next generation of quantum communi-
cation networking, a situation is proposed recently, in which
unconnected terrestrial cluster state based quantum com-
munication network (QCNs) are coupled through the low
earth orbit (LEO) satellite (cluster state) quantum network
to enable worldwide coverage [85]. The two-dimensional
cluster state is ubiquitous, for this reason, this same net-
work architecture may be used for both QCN and distributed
QC [85]. Considering the case when each node has several
qubits and numerous layers of two dimensional cluster states
are active at once, allowing us to execute QCN and dis-
tribute quantum computing at the same time [85]. With the
help of quantized detector networks, it can able to config-
ure QCN. The function of software defined network (SDN)
is to ensure service in network management, data plane,
and control plane. SDN based QCN architecture is divided
into three layers: the application layer, the control layer,
and the QCN layer [85]. In application layer request has
been sent through the user. For this process control layer
help him. Dense wavelength-division multiplexing/FSO/
single-mode fiber (SMF)/few-mode fiber (FMF) and other
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TABLE 4. List of protocols, principles, and polarization.

FIGURE 8. S13 protocol.

nodes of QCN are compressed in QCN layer. Two nodes
into QCN can be communicated by FSO/FMF/SMF link or
a channel of wavelength which is dedicated to it.

D. TERAHERTZ QUANTUM COMMUNICATION
THzmeans trillion cycles per second. THz waves lie between
the long wavelength of the infrared and short wavelength of
microwave radiation. The term ‘‘THz waves,’’ also known
as ‘‘submillimeter radiation,’’ typically refers to the fre-
quency range between 0.1-10 THz, with correspondingwave-
lengths in the 0.03-3 mm range [87]. Using the range of
this wavelength for communication purposes is called THz
communication. Though THz communication is high-speed
communication but, the ranges of this communication sys-
tem security is so low between one meter to one kilometer
distance. For long transmission and without compromising
its security, the approach has been taken as THz quantum
cryptography. In here, the communication method is the
same based on THz and the security is ensured by quantum

cryptography. This high-frequency signal is encoded by
quantum technology and transmitted through a classical
channel across the quantum channel to decode this informa-
tion. Here secret key is also needed. To implement quantum
cryptography in THz communication, special hardware must
have to be implemented [31].

E. QUANTUM TELEPORTATION
The application of quantum entanglement is quantum telepor-
tation. Quantum teleportation is themethod bywhich the state
of one quantum system is transmitted to another distant quan-
tum system without the need for any intermediate site [88].
It is the quantum information, or rather the quantum state
that is transferred and not the physical system on which the
qubit state is stored [12]. A complete quantum teleportation
process, from start to end, goes through three steps. The
first step is distribution of entanglement, the second step is
Bell-state measurement. The last step is the sender informing
the receiver of the outcome of this Bell-state measurement.
Completing these operations teleportation process is finished.

F. QUANTUM COMMUNICATION IN 5G AND 6G
The way our network users is increasing with this demand
also rising proportionally. Our aim is not only fulfilling
this demand, we must ensure the system of the network’s
security, reliability, and capability. To meet these chal-
lenges, we stepped into new 5G and beyond technologies.
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FIGURE 9. Quantum based satellite communication.

These technologies have some extra features such as AI,
AI based networks, global connectivity, and sense. Imple-
ment the quantum communication technology in 5G and
beyond networks the data rate will increase, link capacity
will be increased and almost noiseless communication will
be achieved. This technology comes with low latency, high
mobility (up to 1000 km/hr), and high operating frequency
(up to 1 THz). So, it can be said that this network has a high
security and data rate. In future communication techniques,
that are being developed to increase link capacity, such as
power domain multiple access supported by successive inter-
ference cancellation, have very high run-time computational
power requirements. Therefore, there is a clear opportunity to
utilize quantum communication [22]. The intrinsic security
characteristic of quantum entanglement, which cannot be
replicated or accessed without tampering, makes it an appro-
priate technology for 5G and beyond networks [4]. Fig. 10
shows some implementations of QKD, and other protocols
work properly on this system. QKD based optical commu-
nication added a new dimension for FSO. Quantum com-
munication also allows high security in autonomous vehicle
communication. As a result, any third person cannot track the
vehicle information during the journey time. This quantum
based secured vehicle communication is given high priority
for very important person transportation. QKD based secured
wireless communication allows to block any third person,
who wants track or crack the information between sender and
receiver. Another emerging study topic is QC-assisted com-
munications, which is expected to show promise for obtaining
exceptionally high data speeds and connection security in

future 6G and beyond communications [22]. In wireless com-
munication networks, Quantum communication also solves
different types of problems in numerous layers such as min-
imizing the latency, maximizing the transmission data rate,
and providing better security. So, it can be seen that quantum
communication technology can make a vital impact on 6G
communication.

G. QUANTUM ASSIST INDOOR LOCALIZATION FOR
MMWAVE AND VLC
Millimeter wave(mmWave) and VLC technology are the lat-
est technologies for indoor localization applications. One of
the main reasons for implementing these technologies is to
get the proper location with high accuracy. The previous
methods of localization basis on fingerprints which is based
on radio frequency (RF) and VLC technologies. However,
their accuracy of localization is both complex and costly. So,
one of the promising approaches to address this complexity
reduction issue is to employ a quantum search algorithm
(QSA), which aims to find the minimum entry in the unsorted
database with N elements by utilizing some techniques of
cost function evaluations. The possibility of using a QSA
is to reduce the computational complexity of mm-Wave and
VLC based localization techniques while attaining the same
performance as a comprehensive search [22].

H. QUANTUM COMPUTING
Quantum computing is a branch of research that employs
quantum mechanical phenomena such as superposition
and entanglement to conduct operations on data [14].
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To overcome the limitations of classical computer, quantum
computer is a great approach. Different types of problems and
algorithms are solved by quantum computer so quickly than
the classical computer. The algorithms used here are so com-
plex. There are some challenges to meet for the establishment
of quantum computers. The challenges of quantum computer
are

• The amounts of qubits must be increased.
• Qubits must have some random values which can be
initialized.

• Quantum gates must be faster than the loss of the quan-
tum coherence time.

• It must be some unique set of universal gates.
• Easily readable qubits.

I. QUANTUM MEMORY
Quantum memory is one of the major parts of quantum
communication systems. For long-distance communication
without missing any information, quantum memory is a great
approach. It is now possible to increase the range of quantum
communication with the help of quantum memory. The oper-
ation and synchronization of quantum memory are extremely
time consuming [86]. Quantum memories are used to convert
qubits between light and matter in order to achieve the scal-
ability necessary for large-scale and long-distance quantum
communication [86].

J. QUANTUM AIDED MULTI-USER TRANSMISSION
Multi-user transmission means many information or data
are sent through multipath of one system to another sys-
tem. Quantum-aided multi-user transmission means that
multi-user transmission will happen with the help of quantum
technology. QSA can be used to reduce the complexity of vec-
tor perturbation precoding and improve multi-user transmis-
sion performance in wireless networks [22]. For this reason,
multi-user transmission is now done smoothly. In order to
execute vector perturbation precoding, reduce transmission
power at the base station, and lower BER at mobile users,
quantum-assisted particle swarm optimization methods can
be used in both discrete and continuous modes [22]. By so
many experiments conducted on it, the result shows that with
the help of quantum precoding bit error rate is minimized and
gets better performance.

K. QUANTUM INTERNET
If the transaction of information in a network through quan-
tum devices are based on the principle of quantummechanics,
then this network is called as quantum internet [21]. Data
can be encoded in the state of qubits, which can be created
in quantum devices like a quantum computer or a quantum
processor. Qubits can be sent through a network of numerous
quantum devices. These devices are separated by physically.
There are mainly six major functionalities for quantum inter-
net. They major functionalities of quantum internet are,

• Quantum teleportation.

• Quantum channel.
• Quantum repeaters.
• Quantum memories.
• QKD.
• End node.

L. UNDERWATER QUANTUM COMMUNICATION
Over 70% of the earth’s surface is covered by oceans. Under-
water oil exploitation, oceanographic investigations, and
underwater military actions are just a few instances of how
the waters are being explored for industrial, scientific, and
military interests [89]. If quantum technology can be added
to underwater communication, then it will be a revolutionary
change for underwater communication technology because
water covers a major part of the earth’s surface. Due to a
variety of physical processes in varied underwater settings,
from shallow coastal water to deep sea or oceans, dependable
underwater communication faces substantial challenges [90].
To get rid of these interruptions to underwater communication
quantummethod is a great approach. Fig. 11 shows underwa-
ter QKD based communication. It explains the QKD based
rf communication among satellites, ships, submarines, and
QKD based optical communication between submarines. The
major motive for exploring optical based QKD in an under-
water setting is that, present acoustic communication tech-
nology has limited bandwidth and cannot be communicated
over the water systems [91]. The average polarization fidelity
for the optical based QKD in an underwater communication
of the whole connection is greater than 98% [26]. Using of
QKD protocol for underwater communication will be more
secure, and it would be possible to minimize the noise due to
underwater turbulence by using quantum communication.

M. QUANTUM IoT
IoT has evolved steadily over the last decade [92]. The
advancement of IoT technology has laid the groundwork for
innovative applications in a wide range of variety in industrial
domains such as agriculture, logistics, and healthcare [93].
The applications of IoT are growing so faster over a few
decades. IoT working system has four fundamental princi-
ples. They are given below,

• Sensors.
• Connectivity.
• Data processing.
• User interference.

Combining these four fundamentals, IoT system works.
To make this technology as a ubiquitous communication
purpose there are lots of new things and technologies must
be added with this system. To take this technology into a
new level, we must make sure its security, stable connectivity,
and network strength. Quantum technology will give this
IoT platform a new level. Quantum computing improves the
computational and data processing capability of IoT sensors
and devices [25]. IoT sensor space minimization is a dynamic
challenge inspired by the traditional sensor placement
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FIGURE 10. Quantum communication in 5G and 6G communication scenarios.

problems [30]. Various optimization approaches have been
used for this goal; however, recent advances in quantum
computing-inspired optimization (QCiO) have opened up
new paths for obtaining the optimal behavior of the network
system [30]. Fig. 12 shows QKD based QCiO IoT network
system. In this network system a user first gives an input

command to the device. Then, the command goes to the
server. After that, by usingQKDprotocol the server processes
and optimizes the data. This data optimization is done with
the help of QCiO. Now, data reaches the gateway. Gateway
optimizes the network to ensure the best routing path in
the network and makes secure communication for example
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FIGURE 11. Underwater QKD based communication.

in the industry, robotics, smart home, banking, IoT based
traffic signal, and power generation systems. This QCiO
method can also minimize the sensor space. QCiO IoT net-
work system accuracy is 93.25%, the precision of the sys-
tem is 92.55%, and sensor sensitivity is 91.68% [30]. How-
ever, applying quantum technology in IOT platforms then it
will improve its computational power and data processing
capability.

N. QUANTUM AI
Quantummechanics has created a profound effect on the field
of AI. The AI community strongly believes that quantum
processing has great potential for solving some of the most
difficult challenges we face now [94]. To solve the compli-
cated problems and boost up the performance in different
sectors such as data training, computing, pattern recognition,
and communication quantum AI is a great approach [95].
Quantum AI works mainly in four steps. They are given
below,

Step 1: Convert the quantum data to the quantum data set.
Step 2: Choose a quantum neural network model for quan-

tum information processing in order to get proper informa-
tion. That is hidden in an entangled state.

Step 3: Measurement of the quantum states collect clas-
sical information in the form of the samples from classical
distribution. These values are obtained from quantum state.

Step 4: Evaluate classical neural network models for better
data learning.

In quantum computation and communication, quantum AI
creates a great impact. With the help of quantum AI appli-
cations it is now more easy to know the deeper structure of
a human body, advancing the space exploration on a larger
scale, create extensive connected security by combining the
IoT and blockchain, and so on. Quantum AI is capable of
reacting in both classical and quantum environment in any
sensitive response [96].

VII. CHALLENGES AND FUTURE RESEARCH DIRECTIONS
Several types of technical issues stand in the way of the
implementation quantum communication network systems.
These technological issues must be resolved before quantum
communication systems can be properly deployed. Some of
the major possible issues are briefly explained below:

• EPR Pair Supplement: In quantum routing mecha-
nisms and quantum transportation, EPR plays an essen-
tial role. When the quantum routing is executed, for
each processing time EPR pair will consume. Quantum
mobile devices and EPR pairs cannot be built up all the
time because of wireless connectivity. For this reason,
quantum wireless connections might fail to work by
using EPR pairs. To solve this problem, there is require
another charging device that can supply EPR pairs like
quantum mobile station [16]. Their EPR can be said as
an energy source.

• Routing Path Exploration and Maintenance: Ini-
tially, quantum wireless wide area network (WAN) was
accepted for its network architecture. Quantum routing
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FIGURE 12. IoT application for QKD based QCiO network system.

mechanism also works for both wireless local area net-
works and public area networks. To record the position
of mobile devices, wireless WAN does not require net-
work components like quantum bridge keeper (QBK) to
transmit data wirelessly, because mobile devices shall
explore routing paths automatically. Several routing path
exploration techniques have been reported in the litera-
ture [16]. However, the majority of them are unsuitable
for quantum-domain routing. The reason is conventional
schemes give the privilege to find the routing path which
is shortest. So, compared with conventional and quan-
tum routing paths it shows that, the conventional routing
path is based on a concise routing path, and quantum
routing mechanism is based on EPR pairs. So, it’s clear
that the conventional routing path is still communicated
in the routing path which is short. However, in the quan-
tum routing mechanism if the numbers EPR pairs are

short, then it will not be able to communicate [16]. As a
result, if EPR pairs are insufficient then it will pick the
latter path instead.

• Handover Scheme Modification: Taking care of EPR
pairs is one of the main destinations of QBK. If any
wireless quantum device shifts into another new cover-
age QBK’s area, EPR pairs must have to archive share
with the new QBK; make proper use of proposed EPR
pair bridging, then this issue will be solved. Then the
EPR generator is asked by QBK to set up pairs between
one QBK to another QBK. After that, QBK creates
the EPR-pair bridging to deliver the qubits, which are
entangled with the qubits in the quantum mobile device,
to QBK. Following that, the quantum mobile device
would exchange EPR pairs with the QBK [16].

• Error Rate: Logic gates need to improve to achieve
better performance. The intensity of laser light creates
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an environmental effect on qubits because laser produce
both temperature and electromagnetic waves in nature
which affect the qubits. About 10−6 error rates per gate
can be eliminated by putting ions in miniature holes to
prevent the unwanted transformation. In addition, error-
correcting algorithms used in fault tolerance schemes
may accept error probability rates of 10−6 per gate,
which is sufficiently below the threshold accuracy [29].

• Decoherence: Quantum computer’s many problems
are solved by quantum principle and its properties.
These computers take advantage of quantum states.
In future ICT, the next upcoming research challenge
is decoherence. When qubits change their quantum
states by interacting with the environment, it spoils
information in the way of destination. Decoherence is
caused by a variety of factors, including radiation from
heated objects, changing magnetic and electric fields,
a collision between qubits, and the collapse of wave
functions in the quantum mechanics [29]. That is why
it is a challenging practical implementation issue for
future ICT.

• Barriers in Quantum AI: Nowadays, all the
researchers agree that the performance of quantum AI
is better than conventional AI, but still this quantum AI
technology faces some critical issues that create a barrier
to its future progression. The training frameworks and
open source data analysis are not available. Lacings
of sustainable and well trained developer system envi-
ronment. Insufficient amount of quantum hardware for
converting classical data to quantum data. Scientists
are relentlessly working on this quantum AI system to
remove its barriers. Firstly, quantum algorithms must be
used with practical quantum hardware in order to get
its benefits. Secondly, in order to encode classical infor-
mation in quantum mechanical form, quantum machine
learning requires the integration of quantum random
access memory as an interface device [97]. Finally,
to achieve the full potential of quantum AI, applicability
of quantum algorithms in quantum machine learning
must be resolved. Researchers at Google company are
working on a project on quantum algorithms to solve
this issue [98].

• Quantum State Fragility: In the future, ICT quan-
tum state fragility is one of the major challenges.
We already know that quantum computer uses qubits
for its computing. Compared with bits, qubits states
are very weak using an environment for communication
purposes. Quantum states might be modified for outdoor
communication. This indicates that original pieces of
information can likewise change or be lost in quantum
communications in future ICT for outdoor conditions
[29]. That is why quantum state fragility is a challenging
issue for the future for uninterrupted connection and
secure transmission.

• Designing and Constructing Device: The high perfor-
mance network devices are so complicated to design and

build because its programming language is not simple
but rather very complex. Low attenuation or distortion
can make a huge impact on the system. For this reason,
transmitting the signal over a long distance with ampli-
fication is challenging.

• Limited Resource: New generation technologies come
with a new infrastructure of the systems. Since quantum
communication is a new technology, for this reason, all
its resources are not available right now to complete the
system infrastructure. Nowadays, scientists are in relent-
less pursuit of inventing new devices and instruments to
overcome resource deficiency.

Limitations and disadvantages are the main challenges to
overcome. To minimizes these limitations, hybrid technology
and many other methods such as matter qubits and flying
qubits are needed.

VIII. CONCLUSION
Over the past few decades, the applications of classical theo-
ries and principles have led the technological advancement in
communication systems almost to its edge. Fascinating and
innovative features are added to communication systems to
overcome ongoing challenges. The way users are increas-
ing, it can be easily predicted that even the technological
development in 6G communication network systems cannot
fulfill the growing demands and network security in the
future. For this reason, to think outside of the box, scien-
tists have introduced quantum physics, which has created
a new path in modern physics. Scientists are giving hard
and soul efforts to establish quantum based technological
systems. Nowadays, several experiments are done to develop
a shared infrastructure between quantum and classical com-
munication systems. These technologies play a vital role
in health care, space, banking, underwater communication,
industry, and transportation. Besides, many other research
and experiments are ongoing for the development of the
quantum systems. In this review paper, we present definition
and mechanism of quantum communication, the vision of
quantum communication, difference between classical and
quantum communication. That gives a clear overview of
different types of implementations in quantum communica-
tion and its prospects. Quantum communication design goals
and information processing have been demonstrated pro-
foundly. We proposed quantum communication architecture.
That clarifies the steps of quantum communication system
from transmission to reception end, what will have to keep
in mind before designing the system, and the information
processing steps in quantum communication. Major QKD
protocols functionality and their principles are explained
elaborately. Numerous application scenarios are set out for
different prospects of quantum technologies such as quan-
tum internet, quantum computing, quantum based satellite
communication, quantum underwater communication, and
quantum IoT. Moreover, the challenges in quantum com-
munication systems and future research directions are also
illustrated. We believe that this review article will serve as a
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noble resource for comprehending the fundamentals, applica-
tions, protocols, and research directions of emerging quantum
technologies.
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