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ABSTRACT Dynamic spectrum access (DSA) and network slicing are some of the principal concepts to
realize the emerging applications in Beyond 5th Generation (BSG) and 6th Generation (6G) networks. The
frequency spectrum remains scarce and underutilized, while the performance requirements in terms of data
throughput and latency of the network tenants have diversified. DSA allows for the efficient utilization
of spectrum resources, while network slicing aims to serve network users with highly distinctive service
needs. Lack of incentivization, sharing of spectrum resources among multiple operators, and lack of trust
between operators are some of the challenges faced by centralized DSA approaches. Similarly, secure
network slice orchestration, slice-isolation, secure access to network resources, privacy of user sensitive data,
assuring the provision of Service Level Agreements (SLAs), are some of the challenges in existing network
slicing techniques. Blockchain due to its innate capabilities can be a promising technology to solve the
key issues pertaining to current DSA and network slicing approaches. Blockchain through smart contracts,
provides traceability of network resources, auditability and accountability of network operators and service
providers. Smart contracts facilitate the automation of resource sharing and network slice orchestration,
while ensuring that SLAs are met, and network operators are compensated. This paper first provides a
comprehensive overview of the DSA concept, the existing DSA techniques, and the challenges posed
by these techniques. This is followed by a detailed description of network slicing, its key elements and
architecture, various network slicing parameters, existing network slicing techniques and their challenges.
Then an in-depth review on blockchain, its working principle, factors that affect blockchain implementation,
and a comparison of various open-source blockchain platforms that support smart contracts is presented.
This discussion is summarized by presenting the state-of-the-art in the blockchain-enabled DSA and network
slicing, challenges and trade-offs of these techniques, and the gaps and future directions in this research area.
Finally, we conclude by providing some future research directions.

INDEX TERMS 6G, blockchain, dynamic spectrum access (DSA), network slicing, smart contract.

I. INTRODUCTION

Spectrum is a limited and vital resource, and most of our elec-
tronic communications rely on it. Spectrum usage is increas-
ing exponentially and thus the spectrum is becoming scarce.
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As per the Cisco Annual Internet Report (2018-2023) [1], the
total number of internet users will increase from 3.9 billion
in 2018 to 5.3 billion internet users in 2023. This is an
increase of 35% in internet users in only five years. Further-
more, there will be a massive increase of 59% in networked
devices from 18.4 billion in 2018 to 29.3 billion in 2023,
which is almost three times the predicted global population
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in 2023 [1]. Similarly, as per the International Telecom-
munication Union Radio-communication (ITU-R) report on
traffic estimates from 2020 to 2030, the global mobile traf-
fic is estimated to increase from 62 Exabytes (EB)/month
to 607 EB/month by 2025 and reach 5016 EB/month by
2030 [2]. This immense growth in data requirements and the
number of connected devices have resulted in a demand for
higher bandwidth availability and new network resources.
Therefore, spectrum scarcity and decentralized management
of network resources have emerged as crucial challenges in
this current era of hyper-connectivity with enhanced data
and latency requirements [3]. Fixed spectrum allocation is
the least efficient resource sharing method, as the spectrum
becomes insufficient to serve all the users due to it being
underutilized. For instance, to deploy and provide connectiv-
ity to billions of Internet-of-Things (IoT) devices, we need
76 GHz of spectrum resources for exclusive frequency allo-
cation [4], [5], [6]. To increase spectrum utilization, the
concept of Dynamic Spectrum Access (DSA) networks was
introduced [7]. With DSA, the spectrum required to provide
connectivity to billions of IoT devices, reduces from 76 GHz
to just 19 GHz [4], [5]. In 4™ Generation (4G) Long-Term
Evolution (LTE), centrally managed DSA techniques, such
as Cognitive Radios (CRs), Licensed Shared Access (LSA),
Spectrum Access System (SAS) for Citizens Broadband
Radio Service (CBRS), and TV White Spaces (TVWS) were
proposed [5], [8], [9], [10], [11], and [12]. All these DSA
techniques rely on a central control authority to gain access to
the spectrum and thus introduce issues, such as bias, single-
point-of-failure, lack-of-incentive-based sharing, breach of
security, and additional signaling overhead in DS A networks.
Therefore, the need for more decentralized approaches has
gained attention in 5™ Generation New Radio (SGNR) and
Beyond 5™ Generation (B5G). The issues related to cen-
tralized DSA techniques can be mitigated by introducing a
decentralized and distributed solution for spectrum sharing.

Recently, blockchain has gained massive popularity in this
context due to its inherent capabilities such as immutabil-
ity, decentralization, transparency, traceability, and no sin-
gle point-of-failure. Blockchain-based DSA provides several
advantages over the centralized DSA techniques, such as
incentivization of the spectrum sharing mechanism, sharing
of spectrum among multiple trustless entities, privacy protec-
tion of users and the sensitive data of users, fairness of the
sharing mechanism, etc. [5], [8], [9], [10], [11], [13].

The development of B5G technologies and the emerging
data-driven applications that 6 Generation (6G) aims to sup-
port, have also contributed to this increase in traffic volume
[14]. Global 5™ Generation (5G) rollout is currently under-
way where the focus of 5G networks is to achieve services
such as enhanced Mobile Broadband (eMBB), Ultra-Reliable
and Low Latency Communication (URLLC), and massive
Machine Type Communication (mMTC) or massive Internet-
of-Things (mloTs). These SGNR services demand varying
performance requirements, such as peak data rates of 10 Gbps
in eMBB, URLLC with a latency of less than 1 ms in the
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FIGURE 1. Typical depiction of a blockchain-based DSA and network
slicing architecture.

Radio Access Network (RAN), while mMTC aims to have
as many as 1 million connected devices per square kilometer
[15]. 5GNR relies on key enabling technologies such as End-
to-End (E2E) network slicing, Network Function Virtual-
ization (NFV), and Software Defined Networking (SDN) to
realize these diverse services with varying data and latency
requirements [16]. E2E Network slicing enables the network
providers to provide the required services to these emerging
applications and network tenants through the creation of
multiple logical networks over the common physical infras-
tructure which span over multiple technical domains such
as RAN, Transport Network (TN), Core Network (CN), and
Network Management System [17], [18]. The security of net-
work slice orchestration and the efficiency and transparency
of resource allocation are prominent challenges in network
slicing. Continuous monitoring of customer-devised Service
Level Agreements (SLAs) is required to coordinate the ser-
vice requirements and network capabilities [16]. This neces-
sitates the need for a more decentralized slice orchestration
mechanism. To this extent, blockchain-enabled network slic-
ing has become increasingly popular. Blockchain enhances
the security of network slice creation, safeguards the sensitive
information of network tenants, reduces operational costs,
and provides secure access to the services [19]. Fig. 1 presents
a typical depiction of blockchain-based DSA and network
slicing scenario. It shows the different SGNR services with
distinct Quality-of-Service (QoS) requirements, such as high
data throughput for eMBB slice users, high reliability and
low latency for URLLC slice users, and massive connectivity
for mMTC slice users. It depicts how blockchain through
smart contracts can be deployed in slice manager to ensure
the SLAs. It also depicts a blockchain-based DSA scenario.
6G networks are expected to be more intelligent, secure,
energy and spectrum efficient, scalable, reliable, and sup-
porting a multitude of emerging applications [20]. 6G is
envisioned to support peak data rates as high as 1 Tbps,
an E2E latency of less than 1 ms, the E2E network reliability
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TABLE 1. Summary of related surveys and their scope.

Contributions Lukaetal. Chahbaretal. Yueetal Khanetal. Javedetal Our work
[13] [2021] [26] [2021] [27] [2021]  [28] [2021] [29] [2022] [2022]
DSA techniques x x x x x v
DSA Challenges v x x x x v
Network slicing architecture and key attributes x v x x v v
Network slicing parameters and existing techniques x x x x v v
Network slicing challenges x v v x x v
Blockchain overview x x v x v v
Blockchain architecture, working principle, and x x v 4 v v
types of blockchains
Factors affecting blockchain implementation x x x x x v
Open-source blockchain platforms supporting smart x x x v v v
contract
Blockchain applications v x v x v v
Review of state-of-the-art in blockchain-enabled x x x x x v
DSA, challenges, and future directions
Review of state-of-the-art in blockchain-enabled x x x x 4 v

network slicing, challenges, and future directions

to be near 99.99999%, and to have as many as 10 million
connected devices per square kilometer to support Internet-
of-Everything (IoE). 6G is envisioned to support newer appli-
cations and use cases, a few of which are discussed as follows
(81, [20], [21], [22], [23]:

1) Mobile Broadband Reliable Low Latency Communi-
cation (MBRLLC): Emerging applications, such as
Extended Reality (XR), encompassing Virtual Real-
ity VR) and Augmented Reality (AR), Brain-Computer
Interactions (BCI), and Connected Robotics and
Autonomous Systems (CRAS), not only require low
latency and reliable communication, but also high data
rates. Thus, for the above-mentioned mainstream 6G
applications, eMBB and URLLC can be combined as
MBRLLC to deliver high speed, reliability, and data
rates [8], [20], [21].

2) Massive URLLC (MURLLC): To satisfy the newer
applications, 6G envisions combining mMTC with
URLLC and thus making a reliable, latency conscious,
and scalable network for entertaining services such as
IoE [8], [20], [21].

3) Human-Centric Services (HCS): For applications such
as wireless BCI, HCS is envisioned which aims
to define a new performance metric, Quality-of-
Physical-Experience (QoPE), which determines the
network performance based on human users [8],
[20], [21].

4) Multi-Purpose Services (MPS): MPS envision the
convergence of multiple functions of wireless com-
munication as one, such as Communications, Com-
puting, Control, Localization, and Sensing (3CLS)
(81, [20], [21].

The above discussed ambitious use cases which are envi-

sioned for 6G will be challenging to realize without the
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presence of efficient spectrum access and resource manage-
ment mechanisms. To this extent, some potential schemes
such as blockchain-based DSA and network slicing will be
discussed, as well as the implementation challenges of 6G
networks with respect to these schemes in Section V and VI
of this paper.

A. EXISTING WORK

In the recent research efforts, blockchain has been considered
as an efficient solution for many emerging wireless network
applications, such as improving security, enhancing automa-
tion, and reducing issues pertaining to the centralized control
of the application processes [24], [25]. Current surveys in
the domain of blockchain-based solutions for decentralized
applications, lack an in-depth discussion on the application of
blockchain through smart contracts for enhancing the perfor-
mance of DSA and network slicing, as well as in addressing
the issues that arise with the centralized control of these
applications. In [26], authors have provided a detailed survey
on E2E network slicing, which encompasses the network
slicing modelling for RAN, CN, and TN. This survey [26],
also provides a general structure of network slicing modelling
as suggested by the ETSI NGP workgroup and how a network
slice is ordered through the service graph, as well as the
in-depth network slicing models for RAN, CN, and TN are
provided. Furthermore, the authors in [26] have identified
key issues pertaining to the conventional network slicing
orchestration methods, such as security and isolation. But this
survey lacks the discussion on other potential 6G schemes
like DSA and blockchain.

In [27], various use-cases of blockchain as a solu-
tion for decentralized applications in SGNR and beyond
such as network coding, authentication, infrastructure shar-
ing, spectrum sharing, and network slicing are described.
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Furthermore, a detailed overview of blockchain technology
and its characteristics that results in blockchain being an
effective solution for decentralized applications is provided.
But this survey does not provide any discussion on other
spectrum management schemes like DSA.

Section | - Introduction
|

¥ 13
Section Il - Dynamic Spectrum Section Ill - Network Slicing
Access
* Motivation and Key Attributes
* Architecture of Network
* Existing Approaches to DSA Slicing
¢ Challenges of Centralized DSA * Network Slicing Parameters
Approaches * Existing Network Slicing
Techniques and Their
Challenges
|
Section IV - Blockchain
* History and Overview of * Blockchain Implementation
Blockchain 1) Factors Affecting Blockchain

*  Key Elements of Blockchain
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FIGURE 2. Organization of the review paper.

In [28], numerous solutions for Blockchains interoperabil-
ity are surveyed which are based on smart contracts. This
survey aims to provide a detailed discussion on how differ-
ent Blockchains can achieve interoperability by employing
smart contracts. However, it did not discuss the application
of blockchain for many decentralized applications.

In [29], the application of blockchain as a Distributed
Ledger Technology (DLT) for network slicing is presented.
The authors provide an overview of blockchain and network
slicing. They have also shown how blockchain can be imple-
mented for network slicing. But they have not discussed any
other use-case of blockchain in 5GNR and beyond.

In [13], the blockchain implementation for spectrum sens-
ing and spectrum sharing is presented. However, the work
in [13] lacks a discussion on different blockchain platforms
that are available and how to use them for spectrum sharing,
including the use of smart contract based blockchain plat-
forms. Table 1 highlights the contributions and scope of the
related surveys and our work.

VOLUME 11, 2023

B. OUR CONTRIBUTION

As evident from the discussion provided above, the existing
research lacks a comprehensive overview of the key-enabling
technologies DSA and network slicing for B5SG and 6G
networks, as well as their integration with blockchain.
Blockchain when deployed in these applications, can enhance
the spectrum utilization and ensure the provision of the
required QoS. The recent surveys also lack a discussion about
different open-source blockchain platforms that provide a
smart contract development environment. Furthermore, there
lacks a discussion about the various implementation features
of blockchain that facilitate in its implementation for appli-
cations like network slicing and DSA.

In summary, the prominent contributions of this survey

article are as follows:

o To provide a comprehensive overview and state-of-the-
art research in DSA and network slicing, along with their
challenges and research gaps.

« To provide an in-depth overview and various imple-
mentation features of blockchain and compare several
open-source blockchain platforms that enable smart con-
tract development environment.

C. ORGANIZATION OF THE PAPER

This paper is organized as follows and as depicted in Fig. 2.
In Section II, we discuss DSA, the existing DSA approaches,
and the challenges faced in centralized DSA techniques.
In Section III, we provide a comprehensive discussion on
network slicing, its key attributes and architecture, the var-
ious parameters of network slicing that can be enhanced
through more decentralized approaches, existing network
slicing techniques and their challenges. In Section IV, we pro-
vide an in-depth review of blockchain technology which
encompasses the history of blockchain, key elements of
blockchain architecture, its working principle, different types
of blockchain, factors affecting blockchain implementation,
and various open-source blockchain platforms that support
smart contract development environments, and applications
of blockchain in B5G and 6G networks. In Sections V,
we review the state-of-the-art research in blockchain-enabled
DSA, followed the challenges and trade-offs of these tech-
niques, and gaps and future directions of this research area.
In Section VI, we first provide the review of the state-
of-the-art in blockchain-enabled network slicing, followed
by the challenges and limitations of these techniques, and
lastly the gaps and future research directions. Finally, we con-
clude the paper with a discussion of some future research
directions.

Il. DYNAMIC SPECTRUM ACCESS

The spectrum is divided into two distinctive frequency
groups for the deployment of 5GNR and B5G networks.
One group comprises of frequencies lower than 7.225 GHz,
and the other group is composed of frequencies rang-
ing between 24.25-52.6 GHz. The higher frequencies band
can offer high data rates as supported in millimeter wave
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communication, but its transmission range is short. This
poses other challenges, such as interference management
and mitigation. For most, long-distance communications, the
lower frequency group is the one that is preferred, but it is
underutilized due to fixed spectrum allocations. To resolve
the spectrum under-utilization problem, DSA has been pro-
posed as an effective way to enhance the spectrum usability
[30]. DSA is the process that enables the use of spectrum
holes through spectrum sensing and real-time management of
network resources. The aim here is to enhance the resource
utilization efficiency and support the opportunistic access of
spectrum resources without the need for additional band-
width [31]. In this section, we will discuss several different
techniques for DSA that have been proposed in the past,
their drawbacks, and what could be a better solution for the
challenges posed by DSA in 6G networks.

A. EXISTING APPROACHES TO DSA

Various DSA techniques have evolved to enhance spectrum
utilization. From opportunistic access approaches, such as a
few different schemes in CRs, and LSA, to cooperative shar-
ing schemes which are based on databases, such as TVWS
and CBRS [32]. For instance, service-based incentives were
exploited for spectrum sharing between incumbent and sec-
ondary users in [33], [34], [35]. Whereas [36] presents an
analytical case study based on game theoretic analysis of
LSA to demonstrate the energy and spectral efficiency of the
scheme. A game theory-based DSA technique for enhancing
spectrum utilization is proposed in [37]. Firstly, the network
is trained using the Long Short-Term Memory (LSTM)-based
deep Q-network with a fairness incentive mechanism for
optimal DSA. Then based on the trained model, spectrum is
allocated to user for maximum utilization of resources. Simi-
larly in [38], a deep reinforcement learning based distributed
DSA mechanism is proposed. A spectrum access system
is designed which aims to maximize network utility while
limiting message exchange among users. The design param-
eters are established through a game-theoretic analysis of the
system attributes. In [39], various auction-based mechanisms
for DSA in cognitive radio networks have been proposed.
Several auction-based methods for spectrum sharing have
been discussed such as:

¢ One-sided spectrum auctions in which there is one spec-
trum seller and multiple buyers.

« Double-sided spectrum auctions in which there are mul-
tiple sellers and buyers with an intermediate operator
playing the role of the auctioneer.

¢ Online spectrum auctions where the bids are placed
continuously, and the auctioneer must take a decision
about allocation and payment instantly.

o Dynamic spectrum auctions in which the auction mech-
anism is dynamically modified to enhance the perfor-
mance of the mechanism.

These methods enhance the spectrum utilization in CRs

networks. Similarly, other DSA techniques, such as In-
Band Full-Duplex (IBFD) scheme for Dynamic Spectrum
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Sharing (DSS) in the CBRS band have been examined in [10].
In this CBRS Mobile Broadband Network (MBN), a Multi-
ple Input Multiple Output (MIMO) radar system represents
the Incumbent Access (IA) users, while the Priority Access
License (PAL) and General Authorized Access (GAA) users
are specified in terms of IBFD-based MIMO MBN. A joint
beamformer is designed with constraints on transmit and
detection probability of IA users to satisfy the QoS require-
ment of the PAL and GAA users and reduce the interference
caused by the radar system towards the MBN. It enhances
the conventional SAS for CBRS three-tier spectrum sharing
regime. It also improves the QoS requirements and perfor-
mance of PAL and GAA users while limiting the interference
incurred on IA users. However, the IBFD-CBRS scheme
introduces new challenges, such as security of the sensitive
information shared by the IA users, such as for military com-
munication, and new MAC layer protocols are required for
adaptation of the IBFD scheme. Recognizing and classifying
interfering signals is another open issue. The most advanced
DSA techniques utilize blockchain as a solution, but these are
discussed later in Section V of this paper.

B. CHALLENGES OF CENTRALIZED DSA APPROACHES
The centralized DSA techniques present certain challenges
as these approaches demand a central management system to
ensure QoS of the incumbent user. Few of these challenges
are mentioned as follows [40], [41], [42]:

« centralized control requires additional

overhead;

« addition of new infrastructure;

o sharing of sensitive user data such as identity and

geo-locations;

« interference management;

« centralized control of access leads to bias and untrust-

worthiness of the network administrators;

« risk of exposure of sensitive user information;

« single-point-of-failure, among other challenges.

In this section, we discussed one of the key-enabling
techniques for realizing the emerging BSG and 6G appli-
cations, that is DSA. We further mentioned some existing
DSA approaches, followed by the drawbacks of centralized
DSA techniques. In the following section, we will provide an
overview of another SGNR key enabling technology, which
is network slicing.

signaling

IIl. NETWORK SLICING

A. MOTIVATION

A multitude of applications with varying data, latency, and
QoS requirements are emerging with the advent of 6G.
Spectrum resources are limited and the 6G use case scenar-
ios such as e-health, vehicle-to-everything communication,
smart cities, smart factories, and mloTs connectivity, have
different QoS requirements [43]. Network slicing is a mech-
anism in 5GNR that enables the service providers to meet
the diverse service requirements of a broad range of Network
Service Customers (NSC). In network slicing the end-to-end
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network is divided into multiple logical networks called net-
work slices. A network slice consists of multiple Virtual
Network Functions (VNFs). These VNFs consist of resource
blocks from different layers such as access, transport, and
core layer. Furthermore, these VNFs must be managed and
isolated from the other VNFs of slices, while ensuring secu-
rity, QoS, and other aspects of the network slice [29], [44].
Each VNF performs a specific network task from Access
Network (AN) to the CN to fulfil the agreed-upon SLAs
between the network tenant and the service provider. Each
network slice configures the E2E network resources to deliver
the required service in terms of throughput, latency, QoS,
and reliability [45]. E2E network slicing offers numerous
advantages to network operators and allows them to serve
the commercial users as per their diverse data and latency
demands, but at a low cost with better flexibility and swiftness
[18], [46]. For instance, high data throughput would concern
some commercial users. While for others, low latency and
seamless communication would be desirable, and for some
users, massive device connectivity might be crucial for their
operation [18]. Hence by further optimizing and automating
the network slice creation, modification, and management
process, additional gains in terms of QoS and performance
can be achieved. Network slice management can allow the
network operators to fully utilize their physical resources
through efficient management and allocation of their spare
resources to the network slice instances. Automation along
with resource management can maximize profits while main-
taining or lowering the cost of deployment [18].

B. KEY ATTRIBUTES

In this subsection, we will discuss the key attributes of net-
work slicing. Network slicing relies on two enabling tech-
nologies: NFV and SDN [47]. We first define NFV and SDN,
followed by brief definitions of the key attributes of network
slicing.

1) NFV

Traditional networks comprise Network Functions (NFs) that
are implemented on vendor specific software and hardware
and are also known as network elements or nodes. NFV
decouples software from the hardware, thus making the soft-
ware network nodes independent of the hardware network
nodes. This assists in modifying both nodes separately. Due
to this decoupling, the infrastructure resources can be shared
and reassigned, thus enabling both the software and hardware
to perform distinct functions at different times. This further
facilitates the network operators to deploy latest services over
the common physical infrastructure [48].

2) SDN

SDN is a network architecture that allows the network to
be controlled centrally through software applications such
as Application Programming Interfaces (APIs), regardless of
the underlying technologies. Thus, network operators can
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manage and control the whole network consistently. SDN
achieves this by separating the control plane from the data
plane. By decoupling the control plane and data plane, the
network switches become mere forwarding devices, and net-
work control is implemented in a logically centralized con-
troller. This separation between SDN controller and network
switches is achieved by programming interfaces such as
OpenFlow [49].

3) E2E SERVICE

The E2E service provision attribute of network slicing
ensures that the requested E2E performance by the slice cus-
tomer should be provided, and if a specific Network Service
Provider (NSP) does not have the control over the required
E2E network resources, then multiple NSPs must reach to an
agreement and stitch together the required network resources
in order to fulfil the agreed upon SLAs [29], [44].

4) NETWORK RESOURCES

The network slice consists of VNFs comprising network
resources spanned over multiple technical domains, from
access, to transport, and to the core layer of the network.
These resources could comprise of virtual resource blocks,
computing resources, storage, and other network components
[29], [44].

5) PROGRAMMABILITY

SDN and NFV can simplify network management and service
provision and enable integration and operability of multiple
networks to support communication services. They facilitate
real-time service customization, and they control the allotted
network slice resources through open APIs [50].

6) AUTOMATION

Automation allows the dynamic and on-demand configu-
ration of network slices without manual intervention. The
automation process relies on a signaling-based technique,
which enables the third parties to put in network slice
requests and mention the main performance requirements
in the SLAs. Through automation techniques, network
slice creation, deployment, and management processes are
automated [47].
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7) ISOLATION

For E2E network slicing, it is crucial to keep the network
resources allocated to one slice isolated from the other
slices. Isolation ensures the QoS and performance agreement,
as multiple logical slices are created over the same shared
network resources and each network tenant can have vari-
able capacity and latency requirements. However, achieving
slice isolation is a critical task and it introduces performance
degradations, such as reduction in multiplexing gain and inef-
ficient use of network resources to achieve explicit resource
separation [51].

8) CUSTOMIZATION

The network resources allotted to the network slice instances
must be able to adapt to the varying needs of a wide range of
services. The allocated resources can be scaled up or down as
per the diverse requirements of the network tenants. This kind
of resource customization ensures that the SLA requirements
are met [52].

C. ARCHITECTURE OF NETWORK SLICING

To support a multitude of applications and provide partic-
ular services to the end users, NFV and SDN are used
to create, partition, and manage the physical infrastruc-
ture elements comprising software and hardware network
components such as computational, storage, and commu-
nication resources [53]. Each slice has unique properties
such as its design, packet capacity, and signal processing
capabilities to serve particular users with variable perfor-
mance, functionality, and isolation demands [54]. Let us
now briefly discuss the operational layers of network slicing
architecture.

1) LAYERS OF NETWORK SLICING ARCHITECTURE
According to Next Generation Mobile Networks (NGMN)
[55], the network slicing architecture consists of three layers.

These operational layers of network slicing are discussed
below and shown in Fig. 3 [46], [54], [55].

o Resource/Infrastructure Layer: This layer is responsible
for providing the required physical and VNF resources
for creating the service instance to serve the end users
as per their demands. These resources comprise of
communication and computational resources, storage
etc. [46], [53].

e Network Slice/Partition Instance Layer: This layer runs
on top of the resource/infrastructure layer. It provides the
necessary network capabilities for the service instance
layer. A network operator creates a network slice
instance, and it is shared by multiple service instances.
Network slice instances combine to form E2E logical
network slices [46], [53].

o Service Instance Layer: This layer is composed of
end-users and other services that are required to be
served by the network operator or by a third party. There
is a service instance for each service and the service
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instance layer runs on top of the network slice instance
layer and resource layer [46], [53].

D. NETWORK SLICING PARAMETERS

E2E network slicing involves the virtualization of network
resources which spans over multiple network elements, from
RAN to CN, and TN to User Equipment and network opera-
tors [18], [46]. The network parameters that may be config-
ured as SLAs for network slicing implementation as per the
GSMA white paper [18] are:

« the maximum data throughput that can be achieved,

« the minimum signal latency,

« the highest number of users that can be served,

« the availability of resources, in cases of any limits on

time and place utilization, and

o the availability of support for voice and mobility

capabilities.

For the creation of a network slice through the virtualiza-
tion techniques, a logical network is created consisting of
either dedicated or shared NFs of the 5G Stand-Alone (SA)
network and the network resources such as computational and
storage resources, signal propagation resources, and band-
width allocation in transport network [18].

E. EXISTING NETWORK SLICING TECHNIQUES

In this subsection, we present some of the existing net-
work slicing techniques, from deep learning and Artifi-
cial Intelligence (AI) based techniques to opportunistic
resource allocation-based network slicing. For enhanced
resource utilization while satisfying user’s QoS requirements,
a deep learning based Deep-Q-Network (DQN) algorithm
for dynamic network slice creation for users with heteroge-
neous service demands is proposed in [56], [57]. Similarly,
a Deep Reinforcement Learning (DRL) based network slicing
mechanism for Vehicle-to-Vehicle (V2V) communication is
proposed in [58]. An Al-based approach for RAN slicing
is proposed in [59], for the Next Generation Wireless Net-
works (NGWNs). A DRL-based network slicing solution
for resource allocation for smart grids is proposed in [60].
A network slicing technique based on opportunistic access
of a shared channel is proposed in [61], to simultaneously
enhance the spectrum utilization. The most recent network
slicing approaches are based on a blockchain implementation,
but these are discussed later in Section VI of this paper.

F. CHALLENGES OF EXISTING NETWORK SLICING
TECHNIQUES

A centralized control-based slice manager can introduce cer-
tain challenges pertaining to the provision of required SLAs
and security of the slice orchestration process. With regards to
E2E network slice creation, there exist two major challenges;
isolation and security. Slice isolation is a multi-dimension
challenge. Firstly, performance isolation requires that the
SLAs per slice are ensured, regardless of the network load
of other slices. Secondly, there must exist isolation between
network resources which are allocated to various slices. And
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lastly, isolation of slice security, which requires that any
attack on one network slice does not affect the security of
other slices [18], [51].

In the next section, we will provide an in-depth review of
blockchain technology, which is the key enabler for achieving
decentralization in the emerging BSG and 6G applications.
In Section V and VI we will discuss how blockchain can
be a potential solution to resolve the issues pertaining to
centralized approaches for DSA and network slicing.

IV. BLOCKCHAIN

In this section, we will provide a detailed overview of
blockchain technology. We begin by defining the key aspects
and elements of blockchain architecture, its working prin-
ciple, and different types of blockchain. We then discuss
various factors that affect the blockchain implementation, and
a comparison of various open-source blockchain platforms.
We conclude this section with a brief discussion on various
applications of blockchain in 6G networks.

A. HISTORY AND OVERVIEW OF BLOCKCHAIN

The term blockchain has been in use since 2008 when it
was first revealed by Satoshi Nakamoto in his paper “Bit-
coin: A Peer-to-Peer Electronic Cash System” [62]. How-
ever, the concept of creating a secure chain of digital blocks
has been in existence since 1991, when it was proposed by
Stuart Haber et al. with the primary aim to digitally time
stamp the electronic documents in a distributed manner to
protect them against any kind of tampering [63], [64], [65].
Blockchain technology started to gain massive popularity in
the last decade [66]. In the earlier years, blockchain had
just been used as a DLT to store digital transactions without
requiring a trusted third party or central control. However,
blockchain is being used in a variety of different applica-
tions beyond cryptocurrency, such as for resource sharing,
eHealth services, I0Ts, security, network slicing [25], [67].
Blockchain has been identified and considered as a key-
enabler for 6G communication networks [9]. Blockchain,
due to its inherent capabilities such as decentralization,
auditability, immutability, traceability, and transparency, has
been integrated with SGNR and B5G networks by provid-
ing E2E services to the users. The potential use cases of
blockchain in B5SG and 6G networks are resource man-
agement, spectrum sharing, network slicing, authentication,
tracking, record keeping, infrastructure sharing, and secure
control of access [68]. Blockchain gives an additional advan-
tage over traditional spectrum sharing by providing a secure
and incentive-based sharing mechanism. The transactions are
monitored and tracked, and a distributed ledger is maintained
to ensure fairness in the system [69], [70], [71]. Furthermore,
to deal with the challenges posed by a multitude of different
applications with diverse performance, security, and mobil-
ity requirements, network slicing enables a division of the
physical infrastructure into multiple virtual networks [72].
Blockchain-enabled network slicing ensures the security of
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network slice orchestration and provides secure admission
control. These network slices provide a customized user expe-
rience with specific requirements [27].

1) WHAT IS BLOCKCHAIN?
Blockchain is a decentralized, unchangeable, distributed
ledger that can record a transaction and keep track of the
resources in a business network [73]. These transaction
records are stored on time-stamped, unchangeable, digital
blocks. These digital blocks of data are connected to form
a chain, which is called blockchain. Blockchain is main-
tained by the network nodes. Each node has a copy of the
blockchain, thus enabling tracking and maintaining a record
of transactions [74].

In the following sub-section, we will discuss in detail the
key elements of blockchain architecture, and its operating
principle.

B. KEY ELEMENTS OF BLOCKCHAIN ARCHITECTURE
To fully understand how blockchain works, we need to review
the key elements of its architecture, which are:

1) PEER-TO-PEER NETWORK

A Peer-to-Peer (P2P) network consists of a distributed net-
work of connected computing devices. P2P devices do not
have a central controlling node or a server where data is
stored. Each node acts as a server and a client by sharing its
data with other nodes in the P2P network. Each node stores
its data in its storage and does not rely on a server for storing
data. Each node in a P2P network possesses equal capabilities
in terms of sharing, receiving, and transferring of data and
thus is less prone to cyberattacks and single-point-of-failure
[64], [75].

2) NODE

A node can be a computer system in a P2P network where all
nodes are linked to each other in a distributed manner having
equal capabilities. The main task of a node is to verify and
process all the transactions [25].

3) HASH

A hash function calculates a fixed length cryptographic string
called hash from any kind of data, which can either be a
sentence or a whole file. Hash chains the digital blocks of
data together and prevents tampering with the data. Even if
a single transaction is tampered with, the resulting hash will
change indicating that the data integrity is lost [74], [76].

4) TRANSACTIONS

This is the most basic element of blockchain. Blockchain
technology’s purpose is to be able to access and verify trans-
actions which happened in the past. A transaction can be
a payment record containing critical information about the
sender and the receiver, the time stamp marking the comple-
tion of transaction [25]. A transaction is approved through a
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method called consensus, and there are different algorithms to
reach a consensus to approve and validate a transaction [77].
These consensus algorithms will be discussed later in detail.

5) MINERS

Adding a transaction to the block consumes substantial
amount of computing power and resources. Miners are the
network nodes/individuals who process blocks. The pro-
cess of solving for the verification of a block is called
mining [78], [79].

6) BLOCK

Blocks are the units that are linked together to form a
blockchain. Each block has two main components, a block
header and its data that comprises numerous transactions.
Each block contains the following information:

« A block version number, containing the policies used for
block validation.

o Timestamp, indicating the creation time of that particu-
lar block.

« nBits or target hash, the threshold target for a valid block
hash.

« Nonce, is the abbreviation for ‘“‘number only used once™.
The nonce is the number that the blockchain min-
ers/nodes are trying to solve. Before any block is veri-
fied, a nonce is calculated, and the node which calculates
the nonce first receives the reward. Miners go through
several solutions to obtain the correct nonce, and this
process is called Proof-of-Work (PoW).

o Merkle tree root hash, which is calculated from all the
transactions in a particular block. If any transaction is
modified, the Merkle tree root hash will get modified as
well.

o Previous block hash field, which contains the hash of the
previous already verified block, hence forming a chain
which provides security and integrity.

e Current block hash, which is calculated from all the
transactions present in the block as well as the hash of
the previous block [25], [78], [79].

7) CONSENSUS ALGORITHM

Consensus algorithm or consensus protocol is a procedure
that takes place when a new block is added to the blockchain.
The addition of a new block requires a consensus from all
the participating nodes in the P2P network to reach an agree-
ment. Consensus in blockchain is majority-based, so when at
least 51% of the network nodes agree to the verification and
addition of a new block, the block is verified and then added
to the blockchain. Various types of consensus algorithms are
present which are implemented based on the specific type and
performance requirements of a blockchain framework, such
as PoW, Proof-of-Stake (PoS), Proof-of-Authority (PoA),
Practical Byzantine Fault Tolerance (PBFT), LibraBFT, etc.
PoW is the basis of Bitcoin cryptocurrency blockchain. PoW
is highly decentralized and secure, but it is not scalable, as it
requires a huge amount of computational power and storage
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capacity. Recently new algorithms such as PoS have been
implemented which focus on reducing energy consumption
and decreasing the computations required to add a new block
to the chain [9], [27].

8) SMART CONTRACT

A smart contract is an executable computer code stored
on blockchain, and it runs autonomously once some pre-
defined conditions are satisfied. Nick Szabo created Smart
Contracts in 1994 and they allows the participating nodes in
a blockchain to make transactions without the control of a
central entity. Smart contracts promote automated decentral-
ization while also ensuring that the terms of the agreement,
also known as SLAs, between trustless parties are met. When
a smart contract is stored in blockchain, it ensures its authen-
ticity and integrity [9], [27], [74], [80].

9) ORACLE

An oracle is a device or entity that provides services
for connecting blockchain and real-world data. For the
smart contract to execute based on some off-chain real-
time data, oracle provides the required data inputs and out-
puts from the real-world to meet the specific conditions
of a smart contract, and thus enable the smart contract to
execute [74], [81].

C. BLOCKCHAIN WORKING PRINCIPLE

After defining the key elements that constitute a blockchain,
we will discuss how to create a block and how these elements
are chained together to form a blockchain. Fig. 4 depicts
the working principle of blockchain [68]. A blockchain is
a distributed database, shared among all the participating
connected nodes forming a P2P network as shown in Fig. 4.
Each node possesses the same copy of that database. There-
fore, it is impossible to alter an added block since all the
nodes can verify if any record is altered. The first block in
the blockchain is called the Genesis block, and it does not
contain the hash of the previous block. But for adding the next
block to the chain, multiple nodes/miners compete against
each other to find the nonce. The winner is selected through
a consensus algorithm, such as PoW. The winner is rewarded
with some predefined incentive, and the block is added to the
blockchain. The new block contains the hash of the previous
block; hence any kind of alteration can be detected and thus
it makes it immutable. Fig. 4 shows that every new block that
is created holds the hash of the previous block in its header.
Furthermore, all the nodes are connected in a P2P network,
thus each node stores a copy of the blockchain, which makes
it immutable [82].

D. TYPES OF BLOCKCHAIN

There are different types of blockchains which are imple-
mented based on their application. These are briefly discussed
in this sub-section.
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FIGURE 4. Blockchain working principle depicting the creation of chain of blocks.

1) PUBLIC BLOCKCHAIN

In a public blockchain or “permissionless’ blockchain, any-
one can join, view the ledger, and write to the blockchain.
A public blockchain can be adopted for network slicing
and spectrum sharing to service the users within the service
domain of a single operator. It can also find its application
in smart cities, smart energy, etc. to develop trust among
connected communities [83].

2) PRIVATE BLOCKCHAIN

This is also called as “permissioned” blockchain, and it is
managed by a “trusted” intermediary node, allowing only
the invited nodes from a specific organization to join. Private
blockchains can be implemented for services that are limited
to a specific organization, with particular requirements and
regulations, such as e-health services, etc. [84].

3) CONSORTIUM BLOCKCHAIN

This is also known as ‘‘federated” blockchain, and it is a
combination of both public and private blockchains. Instead
of a single organization, multiple organizations join this
blockchain through permission and are governed by a single
trusted node. The consortium blockchain is the solution when
spectrum is shared among multiple operators, where each
operator runs a public blockchain for its own users and a
private blockchain is implemented among multiple operators
for regulatory purposes and to build trust among the operators
[64], [74], [85].

E. BLOCKCHAIN IMPLEMENTATION

The fundamental goal behind blockchain implementation is
to attain three basic properties that are: scalability, decentral-
ization, and security. However, attaining all these three prop-
erties in a single blockchain implementation is challenging,

VOLUME 11, 2023

and this challenge in blockchain implementation is also
termed ‘“Vitalik’s blockchain scalability trilemma’ which is
shown in Fig. 5 (Vitalik is the co-founder of Ethereum) [85],
[86]. According to Vitalik, usually, only two out of these three
properties can be achieved in a blockchain implementation,
through simple methods [85]. In this sub-section, we will
discuss the factors that impact blockchain implementation,
followed by an overview of various open-source blockchain
platforms that are available.

1) FACTORS AFFECTING BLOCKCHAIN IMPLEMENTATION
Applications which have their back-end code running
on a decentralized network, are called Decentralized
Applications (DApps) [87]. In recent years, multiple
blockchain open-source platforms have been developed,
which can be employed based on their specific applica-
tions requirements. Each blockchain has distinct charac-
teristics, and based on those characteristics, we decide
which implementation is best suited for our specific
DApp. The factors that impact the decision while choos-
ing which blockchain implementation is suitable for a spe-
cific application are discussed below, and they are depicted
in Fig. 6:

1) Type of Blockchain: The first thing when choosing a
specific blockchain is its type, such as a public, private,
or consortium blockchain. Many applications require
a permissionless blockchain, where any user/node can
join and read/write on the blockchain. While some
applications require a permissioned blockchain solu-
tion, such as for enterprise applications where only
a few trusted users/nodes are allowed to join the
blockchain. Many inter-company applications demand
hybrid solutions, where a federated blockchain imple-
mentation is the most suitable, such as e-Health
systems [88].
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2)

Scalability, Security, and Decentralization: The next
factor that impacts the blockchain implementation is
the attainment of these three capabilities. As dis-
cussed earlier, through simpler solutions, only two of
these three capabilities are usually attainable. There
are already available open-source blockchain plat-
forms, but most of them lack at least one of these
three attributes. Most public blockchain platforms are
highly secure and decentralized, but they are not scal-
able, since storing and processing public Blockchains
requires huge storage and computational resources. In a
similar way, private blockchain platforms are scalable
and secure, but they lack the decentralized aspect of the
blockchain. In a private blockchain, there is a central
controlling node which decides which nodes can stay
and participate in the blockchain, thus it is compro-
mised on decentralization. Some of these open-source
platforms will be discussed in detail later in this section
[89], [90].

Scalable

Blockchain
Scalability
Trilemma

Decentralized Secure

FIGURE 5. Vitalik’s blockchain scalability trilemma [85].

3)

4)
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Smart Contract Development Environment: Smart
contracts are self-executable computer programs that
employ blockchain to store the terms of the contracts.
Once the predefined conditions in the smart contract
are met, the program executes itself, thus removing the
need for a third party or central control to enforce the
terms [91]. Several blockchain open-source platforms
are available, each with different characteristics, some
are private, some are public, and many of these plat-
forms support a smart contract development environ-
ment, but there are quite a few which do not support
smart contracts. Thus, this becomes a crucial factor
when deciding which blockchain implementation will
be compatible with a specific DApp [92], [93].

Transactions per Second (TPS): Another key factor is
the TPS rate of the blockchain platform. In this context,
TPS means how many transactions is a blockchain
platform able to process in one second. Many of the
public and highly decentralized blockchain platforms
have a lower TPS rate, which means that the time to

process a single transaction is high. For time-sensitive
DApps, such a platform with low TPS might not be
suitable [94].

5) Transaction Cost: Transaction cost or transaction fees
were introduced to speed up the transaction validation
process. The transaction fee depends upon the size of
the data block, as well as the time required to validate
the transaction. Therefore, if a block’s data size is large,
and it needs to be validated in a shorter time, then the
transaction fee will be higher. Transaction fees facili-
tate transaction processing, help to pay the miners, and
reduce the number of spam transactions [95], [96]. The
transaction fee in the Ethereum platform is calculated
in terms of ‘Gas.” Gas is the computing power required
to complete a specific transaction. Each gas unit has
a price that can be measured in gwei. For the case of
Bitcoin, the pricing is calculated in terms of Satoshis.
While deciding which blockchain platform would be
suitable for a specific application, we need to analyze
how many times the app will need to interact with
the blockchain, and what will be the cost burden per
transaction [27], [97].

6) Confirmation Time: The time between when a trans-
action is submitted to the blockchain network and the
moment it is recorded on a validated block is called
confirmation time. This is the time which a user will
have to wait after submitting the transaction until a
miner validates the transaction and adds it to the block.
A user can expedite the confirmation time by paying a
higher transaction fee [98].

7) Consensus Algorithm: The purpose of the consensus
algorithm is to reach to an agreement regarding the
addition of a new block in the blockchain, and which
consensus algorithm is employed greatly impacts the
performance of a blockchain platform. Different plat-
forms deploy different consensus algorithms, such as
PoW, PoS, Delegated Proof-of-Stake (DPoS), etc. and
each consensus algorithm has varying computational
and storage requirements, thus impacting the perfor-
mance of a blockchain platform [99], [100].

2) OPEN-SOURCE BLOCKCHAIN PLATFORMS
There are various open-source blockchain platforms that are
available and choosing which blockchain platform to use
depends upon its characteristics. Traditional chains such as
blockchain (Bitcoin) and Ethereum are highly decentralized
and secure, but they are not scalable. There are also some
high-TPS chains such as those which deploy DPoS. These
are scalable and secure, but not decentralized. Multi-chain
ecosystems are scalable and decentralized, but they are not
secure [9], [27]. Here we will only discuss a few open-source
blockchain platforms which support the smart contract devel-
opment environment. The comparison of these platforms is
depicted in Table 2, and these are discussed in detail below.
1) Ethereum: is a public blockchain, and it uses PoW
as the consensus algorithm. Ethereum is the most
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renowned blockchain platform for creating smart con-
tracts, and it uses Solidity and Vyper scripting lan-
guages for the implementation of smart contracts. With
the PoW consensus mechanism, Ethereum can sup-
port 15 TPS. The base transaction fee for Ethereum
is 21,000 Gas units, and the confirmation time ranges
between 12 to 14 seconds [101].

2) Hyperledger Fabric: is a private blockchain, and it
utilizes the PBFT algorithm as a consensus mecha-
nism. Hyperledger Fabric can support more than 3,500
TPS with a lower than one second confirmation time.
It supports smart contract development with scripting
languages Go and Java [102].

3) Polygon (Matic): Polygon or previously known as
Matic, is a scalable version of Ethereum, which aims to
increase the TPS exponentially with lower transaction
costs. It is a public blockchain platform and it uses
PoS as the consensus mechanism, thus enabling higher
TPS of more than 7,200. Polygon supports smart con-
tract development, and it uses the Solidity language for

scripting the smart contracts [103].
/ Blockchain \
Implementation
Public/Priy ate/ Scalable/ Confirmation Consensus
o opum Time Algorithm
Blockchain Decentralized &

Secure/

Transactions Smart Contract Transaction
per second Development Cost
K (TPS) Environment

FIGURE 6. Factors affecting Blockchain implementation.

4) Algorand: is a public blockchain, which uses Pure PoS
as a consensus mechanism. It supports smart contract
implementation using the Java and Go languages. It has
a very low transaction fee and supports more than 1,000
TPS with a confirmation time of less than 40 seconds
[104], [105].

5) Energy Web Chain: is a hybrid blockchain platform.
Anyone can join, but only selected few remain on
the blockchain. It utilizes PoA as the consensus algo-
rithm. With lower Gas fees as compared to Ethereum,
it gives a high throughput of more than 76 TPS, with
a confirmation time of less than 5 seconds. It supports
smart contract deployment and utilizes Solidity as the
scripting language for smart contracts [106], [107].

F. APPLICATIONS OF BLOCKCHAIN
Blockchain technology evolved from cryptocurrency and
found its application in various key challenges posed by
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B5G and 6G networks. The following sub-section discusses
various applications of blockchain in B5G and 6G networks.

1) SPECTRUM MANAGEMENT

The current spectrum sharing methods rely on a central entity
for verifying all the spectrum access transactions, which may
lead to biasness, single-point-of-failure, and privacy issues.
There is still a lack of E2E dynamic spectrum management
and sharing techniques. To create a more flexible and effi-
cient spectrum sharing process, blockchain can be deployed
to enhance the security, access fairness, and automate and
incentivize the sharing mechanism [27], [81].

2) NETWORK SLICING

B5G and 6G enables multiple applications with varying QoS,
mobility, and security requirements. The one-size-fits-all phi-
losophy does not apply to these emerging applications, there-
fore new mechanisms are being proposed to cater for such
diversified user requirements. Network slicing has been pro-
posed as a prominent solution, which divides the physical net-
work resources into multiple logical networks with varying
QoS requirements. Blockchain can be deployed to create and
manage the network slices in a decentralized and automated
way, while safeguarding the privacy of the users. Network
slicing aims towards a more efficient resource management
and utilization, while minimizing the administration related
costs and the delays caused by negotiations [9], [19], [27].

3) SECURE ACCESS CONTROL

With the massive increase in the number of connected
devices, the security risks pertaining to access of the wireless
communication systems have also increased. The traditional
access mechanisms are based on centralized access control,
which may create challenges such as single-point-of-failure.
Blockchain can be employed to provide a secure access con-
trol mechanism for wireless networks, due to its decentralized
nature and capabilities such as traceability and auditability
[108], [109].

4) PRIVACY PROTECTION

The merging 6G applications involve sharing of sensitive
user data such as identity information, location, and other
confidential data. For gaining access to certain services like
DSA and network slicing, sensitive data needs to be shared.
Therefore, to preserve the security and privacy of the net-
work users, blockchain can be employed to safeguard user
sensitive information, and provide a secure access to services
[27], [110].

V. BLOCKCHAIN-BASED DYNAMIC SPECTRUM ACCESS

DSA techniques mostly rely on a centralized control sys-
tem for spectrum sensing, spectrum sharing, and spectrum
management. The centralized control of access poses chal-
lenges such as, biasness and untrustworthiness of the net-
work administrators, risk of exposure of sensitive user-related
data, additional communication overhead between user and
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TABLE 2. Comparison of open-source blockchain platforms that support smart contract development environment.

Characteristics Ethereum Hyperledger Fabric Polygon (Matic) Algorand Energy Web Chain
Type of blockchain Public Private Public Public Hybrid
Consensus algorithm PoW PBFT PoS PPoS PoA
Smart contract Yes Yes Yes Yes Yes
Transaction per Second >15 >3,500 >7.200 > 1,000 >176
(TPS)

Transaction cost 21,000 Gas None Low transaction fees 1,000 microAlgos Lower Gas fees
Confirmation time 12-14 sec <1 sec Not known <40 sec <5 sec
Contract scripting Solidity, Vyper Go, Java Solidity Java, Go Solidity

language

network operators, and interference management. Blockchain
provides a potential solution to cater for these problems
by providing a decentralized solution for DSA. Blockchain-
based DSA solution can provide numerous benefits, such
as automation of resource sharing process, incentivization
and compensation mechanisms for network operators, fair
resource trading, and unbiased access to spectrum resources.
In this section, we will first provide review of the State-of-
the-Art (SOTA) research in blockchain-based DSA, followed
by the challenges and limitations of blockchain-based DSA
techniques, and lastly the gaps in this research area with some
future research directions.

A. REVIEW OF THE STATE-OF-THE-ART RESEARCH

In this subsection we present the SOTA research which has
been done in the field of blockchain-based DSA. We out-
line the primary focus, the consensus algorithms used, DSA
techniques and the results obtained, and the limitation and/or
future direction of these works. The review has been summa-
rized in Table 3.

A novel blockchain-based spectrum trading mechanism
Spectrum Trading Blockchain (STBC) is proposed in [111].
STBC aims to enhance the efficiency, provide better secu-
rity, increase simplicity of the trading process, and improve
energy usage. As opposed to the Nakamoto consensus algo-
rithm, STBC is based on a new consensus algorithm with
prompt transaction confirmation and a better fault-tolerance.
STBC also safeguards against the Distributed Denial of
Service (DDoS) attack and protects the identity of the
nodes through temporarily anonymous transactions. More-
over, STBC considerably reduces the power consumption,
improves the spectrum utilization by 30%, and reduces
the transaction confirmation delay by 12.5 times. STBC is
majorly focused on consensus of transaction information
of spectrum, and it lacks the auction and management of
spectrum. Furthermore, the security considerations of the
proposed mechanism are limited.

In [112], for dynamic and opportunistic access to the
CBRS band, a blockchain-based secure SAS framework
called TrustSAS is proposed. TrustSAS aims to safeguard the
privacy of secondary access users lying under the category
of PAL and GAA users by providing anonymous access to
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SAS. The major drawback of this work is the communica-
tion and computational overhead incurred by the blockchain
operations.

The authors in [113], propose a blockchain-enabled
interference-based consensus algorithm for spectrum shar-
ing. This mechanism aims to reduce the system overhead
and improve the efficiency of transactions. The node which
suffers the most combined interference in the last transaction
will obtain as a compensation, the accounting rights for the
next block to be added to the blockchain. When this new
block is verified by the participating nodes, it will be added
to the blockchain, and the node with accounting rights will
be rewarded with spectrum coins. These spectrum coins can
then be traded with other nodes for the use of spectrum.
An interference-based transaction validation mechanism is
devised to circumvent the interference caused by spectrum
traders, by validating the stored spectrum transactions in the
block. The proposed solution not only reduces the system
overhead, but also improves the system fairness and the
Signal to Interference and Noise Ratio (SINR) of the nodes.
In order to test the proposed blockchain-based architecture,
various mechanisms are required to be developed, such as
block generation, pricing, and incentive mechanisms.

A blockchain-enabled multi-operator spectrum sharing
mechanism is proposed in [114], with intra and inter spectrum
sharing management. Blockchain-based smart contracts are
employed for serving a primary user of one operator through
spectrum resources of secondary operators. Extensive simula-
tions show that the blockchain-based spectrum management
system is not only scalable but provides ample security as
well. In [114], the trust on operators and security of the
regional telecommunications network is still an open issue.

A blockchain and Al based Dynamic Resource Shar-
ing (DRS) mechanism is proposed in [115], for 6G and
beyond networks. The authors in [115], present a two-layer
hierarchical solution for overcoming the challenges of stor-
age and computation for blockchain-based DRS strategies.
Blockchain is employed to obtain DRS functionalities, while
Al aims to enhance the performance of pattern recognition
and decision making, as well as improve the profit margins of
the users. The future direction includes the setting of criteria
for choosing the type for blockchain such as private or public
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for different scenarios. And the formulation of a consensus
algorithm with reduced computational complexity and cost.

In [116], a new distributed blockchain-based dynamic
access model for CBRS band sharing is proposed, which aims
to reduce the high administrative costs and privacy concerns.
For spectrum allocation, a new consensus algorithm named
Proof-of-Strategy is devised, as well as a privacy protection
method based on ring signature techniques. These mecha-
nisms protect the spectrum access system from single-point-
of-failure, protection of legal users from malicious users, and
enhance the spectrum utilization. The future direction of this
work is to predict the usage behavior of incumbent users, thus
enabling PAL users to continually utilize the spectrum.

The authors in [117], propose a blockchain and smart
contracts based dynamic spectrum access management of
unlicensed spectrum for transmission of non-real-time data
in Cyber-Physical-Social Systems (CPSS). Users gain access
to spectrum licenses through PoW mining, and they can also
sell/lease the spectrum access license through an auction
when they no longer need to utilize the spectrum. Just like
digital currency in blockchain, such as bitcoin (BTC) or ether
coin (ETH), a new virtual currency called Xcoin is introduced
for spectrum trading which is used in the auction process as
an incentive for spectrum sharing. Xcoin may refer to spec-
trum, or paid edge computing services, or digital currency
etc. They also outline some future extensions of their work,
such as development of blockchain-based spectrum auction
mechanisms, blockchain-based cooperative transmission and
cloud-fog-edge computing schemes, and other consensus
algorithms to replace resource-hungry PoW algorithm.

The authors in [118], envision blockchain-enabled services
for 6G networks such as spectrum sharing and resource
management, computing and energy trading, network slice
management, and hardware virtualization. Blockchain will
enable the sharing of resources between devices, such as
data, spectrum lease, energy, and computing power. They also
present some motivations for the use of blockchain in future
use-cases, such as IoT, network slicing, Device-to-Device
(D2D) communication, and network virtualization. Due to
its application as a trusted database, blockchain has opened
new opportunities for DSM. Blockchain helps to reduce the
DSM related administrative costs, and it also improves the
traditional spectrum management techniques such as spec-
trum auction. We can securely record sensitive information
such as spectrum sensing, spectrum auction results and leas-
ing mappings, data mining outcomes, and information about
idle spectrum on the blockchain. The future direction of this
work is the creating a lightweight blockchain solution while
considering the privacy and security concerns of a wireless
communication system.

The authors in [119], propose a blockchain-enabled spec-
trum sharing mechanism for 5G heterogeneous networks.
Primary User (PU) agree to share its spectrum with the Sec-
ondary User (SU) in return for some incentives. Matching
theory is employed to match the PU spectrum with the SU.

VOLUME 11, 2023

PU and SU detail their spectrum preferences in their respec-
tive preference lists and utilize the Gale-Shapley algorithm
to get matched. In [119], there are certain limitations, such as
multi-operator spectrum sharing is not considered, as well as
aPU can receive varying contracts from multiple base stations
with overlapped coverage.

A cooperation-based contract needs to be devised in such
scenarios.

The authors in [120], propose another blockchain-based
spectrum sharing mechanism. They implement auction and
spectrum sensing based sharing techniques for opportunistic
use by the secondary user. Blockchain is deployed to ensure
that spectrum use is validated, tracked, and compensated.
Proof-of-Concept (PoC) is implemented in Ethereum for the
purpose of demonstrating the usefulness of the proposed
scheme. The drawback of this scheme is the increased latency
introduced by blockchain mining, but this can be deployed for
those cases of spectrum sharing where the spectrum share is
for longer durations, such as CBRS, IEEE 802.22 WRAN,
and Small-Cell as a Service.

In this subsection, we reviewed the SOTA research in
blockchain-based DSA, along with the limitations of these
works. In the following subsection, we will discuss the chal-
lenges faced by the blockchain-based DSA and few future
directions.

B. IMPLEMENTATION CHALLENGES AND TRADE-OFFS

In this subsection, we will discuss the challenges of imple-
menting blockchain for DSA and the trade-offs that must be
made, considering the B5SG and 6G network requirements. 6G
networks are envisioned to support peak data rate of 1 Tbps,
latency of 25 us to 1 ms, and a connection density of
10 million devices/km? [8]. Keeping in view these network
requirements, we will discuss the various challenges and
the trade-offs that need to be made for blockchain-based
solutions.

1) SUITABILITY

Considering the performance requirements of B5G and 6G
networks, the foremost challenge is to categorize the areas
where blockchain will be suitable as a solution. Blockchain
provides certain benefits like decentralization of network
management system, auditability and accountability of net-
work resources, but these advantages come at a cost of higher
implementation expenses. For a multi-operator resource shar-
ing scenario, where different operators are willing to share
their resources, a decentralized resource sharing scheme
outweighs the cost and system overhead incurred by the
blockchain. Due to the stringent QoS requirements of users
in 6G networks, the implications of blockchain on the service
delivery must be considered before it is employed as a solu-
tion for resource sharing and management. However, with
proper incentive mechanisms, the performance of blockchain
can be optimized for its applicability in 6G networks.
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TABLE 3. Summary of related work with their main contributions.

Reference Primary Focus Consensus DSA Technique and Results Limitations and/or Future
Algorithm Directions
Xue et al. Dynamic Spectrum Spectrum Novel blockchain-based spectrum trading mechanism Limitation: STBC algorithm does
[111] Sharing and Trading STBC not consider the consensus of
[2021] Management, Blockchain Consumes less power, enhances security and scalability | spectrum auction and
Distributed (STBC) of spectrum sharing management. Furthermore, it
Consensus Consensus Improves spectrum utilization by 30%, reduces requires better security
Algorithm Protocol transaction confirmation delay by 12.5 times over the considerations.
SOTA blockchain-based spectrum sharing solution
Grissaetal. | CBRS, Privacy Byzantine Blockchain-based secure SAS for secondary access Limitation: Communication and
[112] Safeguarding, Fault users (SAUs) in CBRS band called TrustSAS computational overhead incurred
[2021] Spectrum Access Tolerant Protects the privacy of SAUs through the provision of by the blockchain operation.
System (BFT) anonymous access to SAS
Liang etal. | Dynamic Spectrum | Interference- Blockchain-enabled interference-based spectrum Future direction: To test the
[113] Management, based sharing method as well as transaction validation proposed blockchain-based
[2021] Transaction Consensus mechanism architecture, various mechanisms
Validation Mechanism Improves system overhead, fairness of operation, and are required to be developed, such
SINR of nodes as block generation, pricing, and
incentive mechanisms.
Gorlaetal. | Multi-Operator Proof of Blockchain-enabled Smart Contracts for multi-operator || Limitation: Trust on operators and
[114] Spectrum Sharing, Authority spectrum sharing security of regional
[2021] Smart Contracts (PoA) Licensed user of one operator is served through telecommunications network.
spectrum resources of secondary operators
Blockchain-based DSM methods are scalable as well as
secure
Huetal. Artificial Proof of Two-layer hierarchical blockchain and Al based Future direction: Design of a
[115] Intelligence, Work Dynamic Resource Sharing (DRS) mechanism computationally less complex
[2021] Dynamic Resource (PoW) or Blockchain is employed to obtain DRS functionalities consensus algorithm, and
Sharing Proof-of- Al enhances the performance of pattern recognition and | blockchain type selection criteria.
Stake (PoS) decision making
Zhang et al. | CBRS, Consensus Proof-of- Novel blockchain-based consensus algorithm called Future direction: Predict the
[116] Algorithm, Strategy Proof-of-Strategy for dynamic access to the CBRS band | usage behavior of incumbent
[2020] Spectrum (PoS) Reduces the administrative cost of DSM, prevents users, thus enabling PAL users to
Management single-point-of-failure, and provides consensus continually utilize the spectrum.
mechanism
Fan et al. Smart Contracts, Proof of Blockchain-based smart contracts for DSA Future direction: Development of
[117] DSA of unlicensed Work management of unlicensed spectrum blockchain-based spectrum
[2020] spectrum (PoW) PoW based consensus algorithm for spectrum sharing in | auction mechanisms, cooperative
return for incentives in the form of spectrum, edge transmission, and cloud-fog-edge
computing services, or digital currency computing schemes. Design of
consensus algorithm to replace
resource hungry PoW.
Xu et al. 6G, Spectrum Comparison Blockchain-enabled services for 6G networks are Future direction: Creating a
[118] Management, of Multiple envisioned lightweight blockchain solution
[2020] Network Slicing, Consensus For instance, spectrum sharing and resource while considering the privacy and
Wireless Algorithms management, computing and energy trading, network security concerns of a wireless
Blockchain slice management, and hardware virtualization communication system.
Zhou etal. | Spectrum Sharing, Proof of Blockchain-enabled spectrum sharing mechanism for Limitation: Multi-operator
[119] Heterogeneous Work 5G heterogeneous networks spectrum sharing is not
[2020] Networks, (PoW) Primary users share their spectrum with secondary users | considered, as well as
Matching Theory in return for some incentives cooperation-based contract needs
to be devised.
Ariyarathna | Smart Contracts, Proof of Blockchain-based spectrum sharing mechanism Limitation: Increased latency
etal. [120] Spectrum Sharing, Concept Auction and spectrum Sensing based Sharing techniques introduced by blockchain mll’lll’lg
[2019] Cognitive radio (PoC) for opportunistic access by SU
Blockchain ensures that spectrum use is validated,
tracked, and compensated
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2) STORAGE OVERHEAD VS. LEVEL OF CENTRALIZATION
For blockchain-based DSA solutions, a highly decentralized
public blockchain is a better solution, but that increases
the storage overhead of the network, since all the partici-
pating nodes in blockchain have access to the same copy
of blockchain and it is saved on each node. For a public
blockchain, as the number of nodes increases, the storage
overhead also increases exponentially. While for a private or
consortium blockchain implementation, the storage overhead
is lower, but we lose the degree of decentralization. Thus,
there exists a trade-off between the level of decentralization
and the storage overhead, which poses an implementation
challenge for 6G networks [115].

3) LATENCY REQUIREMENTS VS. SCALABILITY

B5G and 6G use-cases like URLLC and MURLLC demand
a latency of less than 1 ms. Due to high spectrum
demand in 6G networks, the resource requests will be
more frequent, which will induce a high transaction con-
firmation delay in blockchain-based DSA. For a highly
decentralized blockchain solution, the transaction confir-
mation time also increases as the number of transactions
increases, which makes it less scalable. Public blockchain
with reduced scalability poses an implementation challenge
for blockchain-based DSA solutions in 6G networks with
stringent delay requirements [115].

4) COMPUTATION COMPLEXITY VS. SECURITY

Computation complexity of a blockchain consensus
algorithm is an essential implementation challenge for
blockchain-based DSA solutions. For future 6G networks,
to enhance resource utilization, more users will be involved
in the resource sharing process. With high number of nodes
involved in the consensus process, the computation com-
plexity of consensus algorithms elevates, but this brings
more security in the network. Therefore, we have a trade-off
between computational complexity and the level of security
for a particular 6G application [121].

5) ENERGY CONSUMPTION

A public blockchain consumes a massive amount of energy.
Even private or consortium blockchains consume more
energy than a traditional centralized management system.
In 6G networks, DSA system will need to accommodate
a large number of users, therefore the energy consumption
will pose a great challenge and will affect the Operational
Expenditures (OPEX) of the network operators [122].

C. GAPS AND FUTURE DIRECTIONS

There is immense potential for blockchain implementation
for the evolving B5G and 6G applications. Firstly, a computa-
tionally less complex consensus algorithm needs to be devel-
oped, which can reduce the transaction confirmation delay
and hence improve the system latency. This will improve the
TPS rate and make the blockchain solution more scalable
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for 6G applications. Secondly, to reduce the system over-
heads, the researchers are focusing on creating off-chain
and on-chain blockchains. This will help reduce the storage
overhead as well as the computation complexity. Most of
the transactions will be stored on the off-chain part of the
blockchain, while only the final transaction will be mined
on the on-chain part of blockchain. The second most popular
concept for reducing the blockchain overheads is Sharding.
Where the transactions are divided among different branches
and are only validated by the nodes associated with that
branch [115]. Since DSA needs a public blockchain platform,
so that maximum number of users can participate in the
resource sharing process, therefore, it is required to create
lightweight blockchain solutions. Furthermore, combining
Machine Learning (ML) as well as Al with blockchain can
further assist in optimizing blockchain solutions for BSG
and 6G network applications and services [102]. With ML
and Al user request and usage can be predicted, which can
help in better management of resources, thus improving the
performance of blockchain [103].

VI. BLOCKCHAIN-ENABLED NETWORK SLICING

Network slicing techniques face certain challenges as out-
lined in Section III-F. Blockchain with its inherent capabil-
ities, can be a potential solution to cater for these challenges.
Blockchain can enable secure network slice orchestration
process, safeguarding of user-sensitive data such as identity
and geo-locations, secure access to network resources, slice
isolation, and ensuring SLAs. In this section, we first present
the SOTA research in blockchain-enabled network slicing,
followed by the challenges and limitations posed by these
techniques, and lastly the gaps and future research directions
in blockchain-enabled network slicing.

A. REVIEW OF THE STATE-OF-THE-ART RESEARCH

This subsection presents a review of SOTA research which
has been carried out in the domain of blockchain-enabled
network slicing. We outline the network slicing parameter
which has been optimized, the consensus algorithm used, the
presented network slicing technique and the obtained results.
The review is summarized in Table 4.

An experimental testbed for blockchain-enabled state-
based allocation of network slice to User Equipment (UE) has
been implemented in [123]. This allocation is based on the
UE’s state and the user’s QoS demand. Blockchain-enabled
network slice allocation achieves transparency, security, fair-
ness, and makes the slice allocation process cost-efficient.
A smart contract is implemented for achieving these goals.
Furthermore, the blockchain-enabled state-based network
slice allocation mechanism enhances the network resource
handling as well as improves the security and transparency
of the system.

A secure E2E network slice creation mechanism called
NetChain is proposed in [124], which is based on blockchain
and the Trusted Execution Environment (TEE). NetChain
aims to eradicate the challenges and risks which arise from
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the disclosure of sensitive information, from single point-of-
failure, and having no guarantee of providing the agreed upon
QoS to the users. Furthermore, to complement the privacy and
scalability of NetChain, the authors have developed a novel
protocol for consensus called CoNet. In order to prevent any
malicious activities and guarantee QoS and fairness during
the multi-domain slice creation process, a game theoretic
based bilateral evaluation method is devised. The viability of
the proposed scheme is evaluated on Microsoft Azure Cloud,
and the results show that NetChain and CoNet provide better
security during slice orchestration than current blockchain-
based solutions.

A blockchain-based information management system for
network slice creation is proposed in [125]. The goal is to
allow the users to securely access and manage the services,
while also allowing the network and service providers to
monitor the transactions. Blockchain provides a distributed
ledger, which maintains the security, privacy, and integrity of
delicate information.

The authors in [126], propose a novel blockchain-based
architecture for the implementation of network slicing and
NFV. Blockchain-based distributed ledger provides secure
direct interaction between any end user with any virtu-
alized network instance of any Mobile Network Operator
(MNO), which enhances the flexibility of network deploy-
ment. By means of Al-predicted traffic demand of each net-
work slice and through the potential of blockchain, network
slicing performance in terms of overall throughput of the
physical network infrastructure is improved by almost two
times during peak traffic load.

A blockchain-based network slicing brokerage solution
called NSBchain is proposed in [127], to cater for the needs
of new network tenants such as automotive industry, e-
health, smart factories etc. NSBchain comprises of Inter-
mediate Brokers (IBs) who acquire network resources from
Infrastructure Providers (InPs) through the implementation of
smart contracts. IBs then reallocate these resources among
the network tenants who are willing to pay for gaining
access to the network slices and computational resources.
NSBchain is proposed as a secure and cost effective solu-
tion, which is scalable and automated. By making use of
the open-source Hyperledger platform and through a PoC
implementation, the viability of the proposed solution is
verified.

A blockchain-based distributed network slicing framework
is proposed in [128], which enables the dynamic leasing of
resources to the service tenants by the resource providers
to enhance the performance and QoS provision. The promi-
nent aspect of this framework is the Global Service Posi-
tioning (GSP) system, which allows the new users to make
a service request and control their admission through a
blockchain-based auction type bidding system for dynamic
resource allocation. The main purpose of this work is to
improve the performance of users having varying service
requirements, and to minimize the monetary burden of oper-
ation and service provision of the network provider.
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A blockchain-based brokerage mechanism is devised for
network slice provision in 5G [129]. The network slice
provider will lease the network resources from multiple
providers while maintaining the security and anonymity of
the transactions, to create E2E network slices. PoC based
implementation is used to observe the performance of a
blockchain-based network slice broker. The results demon-
strate that the enhanced security provided by blockchain does
not impact the performance of the network slice broker.

The authors in [130], propose a blockchain-based mech-
anism to ensure that network slice orchestration is secure,
to identify any malicious and failed VNFs, and to prevent
the degradation of QoS of valid network users. Each slice
has different requirements, which initiates the need for the
use of various blockchains each with different characteristics.
Various blockchain characteristics come into play here, such
as the number of participating nodes, throughput and type
of transaction, different consensus algorithms, and kinds of
networks involved, etc. Through PoC implementation, the
viability of blockchain-based network slice creation is stud-
ied, where the security of slice orchestration and network
virtualization is assessed.

In [131], a blockchain-based slice leasing mechanism is
proposed for network slice creation for factory equipment.
It allows the equipment for mechanical operations to dynam-
ically and autonomously request and acquire the needed
resources for efficient slice creation. Blockchain provides
the trust and accountability for sharing of resources among
resource providers. In [131], authors have presented a use
case scenario for the blockchain-enabled network slice bro-
kerage. In order to fully automate the factory operations, they
have automated the slice request and creation process for the
mechanical equipment based on their resource requirements
through the use of blockchain.

In this subsection, we reviewed the SOTA research in
blockchain-enabled network slicing. In the following subsec-
tion, we will discuss the challenges faced by the blockchain-
enabled network slicing and some future directions.

B. IMPLEMENTATION CHALLENGES AND TRADE-OFFS

In this subsection, we will discuss the challenges of imple-
menting blockchain for a network slicing system with strin-
gent QoS requirements in B5G and 6G networks.

1) COMPUTATION COMPLEXITY OF CONSENSUS
ALGORITHM

In B5G and 6G networks, for multi-operator resource shar-
ing, a consortium or private blockchain is the appropriate
solution. When only few permitted stakeholders are allowed
in the blockchain network, the computation complexity of
consensus algorithm will be lower. But if the nodes involved
in network slice orchestration process increase, the need for a
public blockchain might arise, which can lead to the challenge
of higher computation complexity of the consensus algorithm
for time-sensitive 6G applications [123], [132].
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TABLE 4. Summary of related work with their main contributions.

Usage, Total
Bandwidth Usage

Reference Network Slicing Consensus Network Slicing Technique and Results
Parameter Algorithm
Gorlaetal. [123] Number of Users Proof-of-Authority Experimental testbed for blockchain-enabled state-based allocation of
[2021] Connected, Bandwidth (PoA) network slice to User Equipment (UE)

This allocation is based on the UE’s state and the user’s QoS demand
Blockchain-enabled network slice allocation achieves transparency,
security, fairness, and also makes the slice allocation process cost-

efficient

Heetal. [124]
[2021]

Security of slice

orchestration process

Novel consensus

protocol CoNet

Blockchain and Trusted Execution Environment (TEE) based secure
E2E network slice creation mechanism called NetChain

Prevent disclosure of sensitive information, malicious activities during
slice creation, and single point-of-failure

Ensure provision of agreed upon QoS/QoE to the users

Gebraselase et al.
[125] [2021]

Secure access to

services

Unspecified

Blockchain-based information management system for network slice
creation

Allowing the users to securely access and manage the services
Blockchain helps maintain the privacy and integrity of the delicate

information

Maksymyuk et al.
[126] [2020]

Overall Throughput

Delegated Proof-of-
Stake (DPoS)

Blockchain-based NS and NFV enhances flexibility of network
deployment

Through Al-prediction of network slice traffic demand and blockchain
implementation, overall throughput of physical infrastructure almost
doubles

Zanzi et al. [127]
[2020]

Slice Request
Throughput

Proof-of-Concept
(PoC), Byzantine
Fault Tolerant (BFT)

NSBchain — a network slicing brokerage solution is proposed

IBs acquire network resources from InPs through smart contracts

IBs reallocate these resources to the users who are willing to pay to get
access to the network slices and computational resources

NSBchain is secure, cost-effective, scalable, and automated solution

Togou et al. [128]

Improve user’s

Multiple consensus

Blockchain-based distributed network slicing framework

[2017]

slice orchestration

process

[2020] performance, reduce algorithms Enables dynamic leasing of resources to the service tenants by the
operational cost of resource providers
provider Enhance the performance and QoS provision
Blockchain-based auction type bidding system for dynamic resource
allocation
Nour et al. [129] Security and Proof-of-Concept Blockchain-based brokerage system for the creation of E2E network
[2019] Anonymity (PoC), Hashcash slices
PoW This mechanism enhances the security and anonymity of the
transactions
Rebello et al. [130] Security of network Proof-of-Concept, Blockchain-based mechanism to ensure the security of network slice
[2019] slice orchestration and Hyperledger Fabric orchestration
virtualization To identify any malicious and failed virtual network functions (VNF)
To prevent the degradation of QoS of valid network users
Backman etal.[131] | Automation of network Unspecified Blockchain-based network slice brokerage mechanism

Use case scenario: factory of the future
Equipment can dynamically and autonomously request and acquire

network slices as per the requirements

2) ENERGY CONSUMPTION

The energy consumption will be comparatively less for
a network slice broker with fewer nodes running on the
blockchain. But if the number of nodes in the network slice
management system increases, the OPEX will increase sig-
nificantly, which poses a challenge. But these expenses out-
weighs the benefits received by blockchain-enabled network
slicing system for the network operators in 6G networks.
Since it enables the secure access to network resources and
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proper incentivization when resources are shared among mul-
tiple operators [29].

3) SCALABILITY AND STORAGE OVERHEAD
The future 6G networks will depend on high spectrum
availability for users with high mobility. The scalability
does not pose a bigger concern when it comes to network
slicing until the number of operators are limited. But even
if the blockchain nodes are lower, when the blockchain starts
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recording transactions, the storage overhead starts increasing
exponentially, which poses a challenge for service providers
in 6G networks [29], [132].

C. GAPS AND FUTURE DIRECTIONS

Blockchain-enabled network slicing is of paramount impor-
tance in realizing the future wireless networks. There are still
many areas which need to be investigated in this domain.
Since the future networks depend upon even lower latency
in service provision, blockchain-based network slicing can be
combined with edge computing to bring the service provision
closer to the end users. Furthermore, blockchain-enabled net-
work slicing and machine learning can be combined to learn
the user usage patterns, so that the resources can be managed
more efficiently [123], [132].

VIi. CONCLUSION AND FUTURE DIRECTIONS

A. CONCLUSION

DSA and network slicing are the key-enabling technologies
for the realization of envisioned B5G and 6G applications.
In this article, we have provided a comprehensive overview
of DSA and network slicing, as well as the challenges posed
by their existing schemes. We have provided an extensive
overview of blockchain, its architecture, and smart contracts,
in a manner that gives the reader a complete yet precise
tutorial of blockchain. We have reviewed the state-of-the-
art in blockchain-enabled DSA and network slicing, their
implementation challenges related to BSG and 6G network
requirements, and some future research directions. Consid-
ering the stringent QoS requirements of B5G and 6G net-
works, blockchain can be viewed as a promising solution for
ensuring the SLAs where multiple entities participate in the
resource sharing process.

B. FUTURE RESEARCH DIRECTIONS

The research on blockchain integration with DSA and net-
work slicing is still in its initial stages, and there are many
challenges which are yet to be investigated. Trust between
operators is still an open issue while sharing the resources
among multiple operators. Slice-isolation and secure network
slice orchestration is a challenge faced by current network
slicing techniques. Preserving the privacy of user sensitive
data such as identity and geo-location is a challenge faced
by both DSA and network slicing. Blockchain pose a great
storage overhead as well as high energy consumption. Ways
to reduce the system overheads in blockchain-based solutions
and making it more energy efficient is of prime importance.
A use-case scenario for blockchain-based DSA and network
slicing is to integrate DSA and network slicing together,
so that the focus is to primarily use the underutilized spectrum
resources while creating the user-specific network slices.
This way, we not only enhance spectrum utilization, but also
satisfy users with stringent QoS requirements. Blockchain
will provide the functionality of ensuring SLAs of users and
fair incentivization for the network operators. Nonetheless,
the transaction confirmation time in blockchain-based solu-
tions pose a challenge for time-sensitive applications like
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TABLE 5. Technical abbreviations.

Acronym Definition

3CLS Communications, Computing, Control, Localization, and Sensing
4G 4" Generation

5G 5™ Generation

SGNR 5™ Generation New Radio

6G 6" Generation

Al Artificial Intelligence

AN Access Network

API Application Programming Interfaces
AR Augmented Reality

B5G Beyond 5" Generation

BCI Brain-Computer Interactions

CBRS Citizens Broadband Radio Service
CN Core Network

CPSS Cyber Physical Social Systems

CRs Cognitive Radios

CRAS Connected Robotics and Autonomous Systems
D2D Device-to-Device

DApps Decentralized Applications

DDoS Distributed Denial of Service

DLT Distributed Ledger Technology
DPoS Delegated Proof-of-Stake

DQN Deep-Q-Network

DRL Deep Reinforcement Learning

DRS Dynamic Resource Sharing

DSA Dynamic Spectrum Access

DSS Dynamic Spectrum Sharing

E2E End-to-End

¢cMBB enhanced Mobile Broadband

GAA General Authorized Access

HCS Human-Centric Services

1A Incumbent Access

IBs Intermediate Brokers

IBFD In-Band Full-Duplex

InPs Infrastructure Providers

IoE Internet-of-Everything

IoT Internet-of-Things

LSA Licensed Shared Access

LSTM Long Short-Term Memory

LTE Long-Term Evolution

MBN Mobile Broadband Network
MBRLLC Mobile Broadband Reliable Low Latency Communication
MMTC massive Machine Type Communication
MNO Mobile Network Operator

MPS Multi-Purpose Services

MURLLC Massive URLLC

NFs Network Functions

NFV Network Function Virtualization
NGWN Next Generation Wireless Networks
NSP Network Service Provider

pP2P Peer-to-Peer

PAL Priority Access License

PBFT Practical Byzantine Fault Tolerance
PoA Proof-of-Authority

PoC Proof-of-Concept

PoS Proof-of-Stake

PoW Proof-of-Work

PU Primary User

QoPE Quality-of-Physical-Experience
QoS Quality-of-Service

RAN Radio Access Network

SAS Spectrum Access System

SDN Software Defined Networking
SINR Signal to Interference and Noise Ratio
SLA Service Level Agreements

SU Secondary User

TEE Trusted Execution Environment

N Transport Network

TPS Transactions Per Second

TVWS TV White Spaces

UE User Equipment

URLLC Ultra-Reliable and Low Latency Communication
VNF Virtual Network Functions

VR Virtual Reality

XR Extended Reality

URLLC and MURLLC, as well as the highly mobile users
in BSG and 6G networks.
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APPENDIX
In the appendix, we tabulate the technical abbreviations used
in the paper and their corresponding definitions in Table 5.
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