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ABSTRACT The regular PIN-entry method has been still the most common method of authentication for
systems and networks. However, PINs are easy to be captured through various attacks, including shoulder-
surfing, video-recording, and spyware. This could be attributed to the involuntary nature of entering the
original PIN during authentication. In this paper, we employ an indirect inputmethod that utilizes the addition
mod 10 and a mini-challenge keypad in order to produce a one-time PIN (OTP) that obscures the original
PIN. The results of our user study manifest that the proposed PIN-entry method provides better security
than the existing PIN-entry methods while maintaining an acceptable level of usability. Moreover, the user
feedback fully support the use of the proposed PIN-entry method in critical-security situations.

INDEX TERMS PIN entry, password authentication, OTP, shoulder surfing, observation attack, video
recording, spyware attack.

I. INTRODUCTION
Personal Identification Number (PIN) entry, or regular
PIN-entry, is an example of knowledge-based authen-
tication in which users enter shared secrets of either
4-numeric or 6-numeric password to prove their identi-
ties [1]. It is still the most popular method of authentication
for systems and networks. The popularity of the regu-
lar PIN-entry method comes from being easy to use and
remember [2].

In regular PIN-entry method authentication, users need
to type in their original PINs each time they login into a
system. However, revealing the original PIN during login
may make it susceptible to be attacked. For example,
adversaries may shoulder surf the authentication session to
obtain the PIN. They may use a video-recording device
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to record a user while performing authentication and later
reproduces the PIN. It is also possible that the adver-
saries might install spyware at the compromised device
and capture the user input (e.g., PIN) and screen con-
tent [3]. These examples highlight the problem of the reg-
ular PIN-entry method and signify the need to enhance its
security.

Many PIN-entry methods have been proposed in the lit-
erature to solve the aforementioned problem. They can be
classified into direct and indirect input methods according to
whether a user enters the original PIN or not [4]. Direct input
methods ask users to reveal the original PIN during authenti-
cation as the regular PIN-entry method does. However, these
methods try disguising the observer from capturing the orig-
inal PIN through gaze input [5], [6], [7], [8] and visual dis-
traction [9], [10], [11], [12], [13], [14]. Despite reducing the
shoulder-surfing effect, direct input methods are still vulner-
able to video-recording and spyware attacks. Indirect input
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methods prevent users from entering the original PIN during
authentication through a challenge-response approach. That
is, a challenge is sent to the user, and then the user finds
out and enters the response based on their knowledge of the
challenge and the original PIN. The indirect input methods
can be categorized into audio-based [15], [16], [17], haptic-
based [18], [19], [20], and visual-based [21], [22], [23], [24],
according to the channel through which the challenge is sent.
Nonetheless, these indirect input methods either provide no
protection against video-recording and spyware attacks or
hamper the PIN-entry method’s usability [25]. Therefore, the
development of a secure and usable PIN-entrymethod against
such attacks would be promising.

In this paper, we employ a challenge-response approach
that utilizes the addition mod 10 and a challenge keypad in
order to produce a one-time PIN (OTP) that obscures the
original PIN. To simplify the login process and maintain
regular PIN-entry compatibility, the visual channel used to
enter the response is used to transfer the challenge through the
challenge keypad. Besides, a user needs only to remember the
PIN digits to identify the challenge digits. The main objective
of the research is to develop a secure PIN-entry method and
evaluate its feasibility in preventing shoulder-surfing, video-
recording, and spyware attacks. The key contribution of this
research is to provide a compatible and usable PIN-entry
method resistant to shoulder-surfing, video-recording, and
spyware attacks. We can therefore indicate that the proposed
PIN-entry method could be utilized by users to secure a
variety of everyday-life and critical applications and services.
For example, the proposed PIN-entry method can be used
as an alternative to the regular PIN to unlock smart device
screens, withdraw cash from ATMs, make payments at POS
systems, and open electronic doors. The proposed PIN-entry
method enjoins the user to enter an OTP to thwart the threat
of shoulder-surfing and recording attacks that arise when
observing or capturing the user’s PIN directly or through a
recording tool when he is with-drawing cash from an ATM,
unlocking his device in public, or logging from an internet
cafe machine.

This paper is organized as follows. Section II-B presents
the literature review. Section III explains the proposed
approach. The evaluation analysis of the proposed PIN-entry
method is described in Section IV. Finally, Section V con-
cludes this paper and suggests future work.

II. LITERATURE REVIEW
A. PIN AUTHENTICATION ALTERNATIVES
There are several alternatives to personal identification
number (PIN) authentication that can be used to verify a
user’s identity, including biometric authentication, token-
based authentication, one-time password (OTP) authentica-
tion, and security question authentication.

In the token-based authentication system, a token or an
object such as a key card, RFID card, bank card, or smart
card is used as an instrument for an authorized verification.

Token-based authentication provides an additional layer of
security, as the token is typically only valid for a limited
period of time. However, it may require the user to possess
a separate device, such as a security token, to generate the
authentication code, which may be less convenient for users.
Furthermore, if a user has obtained a valid token, the user can
immediately gain access to a particular system, even if the
user is not an authorized user. As a consequence, a biomet-
ric authentication system has been proposed to address the
limitations of the token-based authentication system.

Biometric authentication involves the use of personal and
physiological characteristics of an authorized user, such as a
fingerprint, speech, facial recognition, or iris scan, to verify
the user’s identity. This method can be more secure than
token-based authentication systems because biometric data is
unique to each individual and difficult to replicate. However,
biometric authentication is still not widely adopted due to
some major drawbacks, such as the exorbitant development
cost that is required for setting up and maintaining such
a system. Moreover, most biometric authentication systems
suffer from slow performance and often produce a high, unre-
liable rate during the identification process [26]. For instance,
most voice authentication schemes produce high error rates
when tested in a noisy environment, while facial recognition
schemes are still sensitive to variations in lighting conditions
during verification, and fingerprint readers can be defeated by
fake fingerprints [27]. Furthermore, biometric authentication
systems may not be suitable for individuals with disabilities.

An OTP is a password that can only be used once on a
computer or other digital device for a single login session or
transaction. OTPs are immune to replay attacks, so they can-
not be used against them. This means that even if a potential
intruder records an OTP that has already been used to log into
a service or complete a transaction, they will be unable to use
it again because it is no longer valid after being used once.
Because they are only valid for a single transaction, OTPs add
an extra layer of security. They may, however, necessitate the
use of a separate device, such as a phone, to receive the OTP,
which may be inconvenient for users. It is possible that some
of the emailed OTPs will arrive late or in the spam folder. If a
user loses or misplaces their physical token, they will lose
access to their OTP. It is possible that cellular network traffic
is not always encrypted, which allows out-of-band networks
to monitor the data. OTPs obtained via SMS, for example,
are more likely to be hacked because they can be hacked via
wireless infiltration and malware.

Security questions are a type of authentication method in
which users must answer questions in order to be authenti-
cated. Setting up security questions is a very simple process.
Most of the time, a drop-downmenu of questions is presented,
and a user needs to select a few of them and then provide an
answer. Because the information is already in the user’s head,
no additional tools or devices are required. However, many
security question answers are easily accessible. In public
records or on social media, people can find information such
as your father’s or mother’s middle name, your favorite place
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or color, and so on. Social engineering techniques, such as
phishing emails or phone calls, can also inadvertently reveal
this sensitive information.

In conclusion, despite the availability of other forms of
authentication, PINs continue to be a popular and effective
method of accessing bank accounts, unlocking smartphones,
and logging into computer systems. This is because they are
convenient and cost-effective.

B. RELATED WORK
This section provides a literature review of the PIN-entry
methods resistant to shoulder-surfing, video-recording, and
spyware attacks. These methods either employ a direct or
indirect input way of entering the original PIN.

1) DIRECT INPUT METHODS
The previous research has shown that direct input methods
attempt to disguise the observer from obtaining the original
PIN through visual distraction or gaze input approaches.
Visual distraction methods endeavor to distract observers
visually by using a cursor camouflage [9], [10], by presenting
a random-digit keypad [11], [12], and by input distraction
ways such as aligning PIN digits together [13] or tapping the
appropriate number using a deep or shallow pressure [14].
Visual distraction methods can provide varied protection
against shoulder-surfing attack; however, they are vulnerable
to spyware or video-recording attacks or both as the attacker
can recover the original PIN directly from the recording tool
regardless of the visual distraction tactics.

Gaze input methods [5], [6], [7], [8], [28] employ the eyes
to enter the PIN in order to minimize the effect of shoulder-
surfing attack. These PIN-entry methods are highly resistant
to shoulder-surfing attack. They may further reduce the threat
of video-recording attack. However, they are susceptible to
spyware attack because users still reveal the original PIN
during the authentication process. Furthermore, the applica-
tion of gaze interaction methods is too limited because these
methods fail to meet high accuracy, cost, and user experience
requirements [29].

2) INDIRECT INPUT METHODS
The idea of indirect input methods is to prevent users from
exposing the original PIN during each authentication attempt
to thwart the adversary. The challenge-response approach
is the typical example of indirect input methods in which
a challenge is sent to the user through the audio, haptic,
or visual channel. Then, the user needs to enter a response
according to the received challenge and the original PIN.

Several studies have employed audio-based [15], [16],
[17] and haptic-based [18], [19], [20] challenge-response
methods to defend shoulder-surfing, video-recording, and
spyware attacks. In audio-based and haptic-based methods,
the challenge is sent through an audio channel and a haptic
channel, respectively. The user then needs to provide the
response based on the received challenge and the original

PIN. These PIN-entry methods can provide high resis-
tance against shoulder-surfing, video-recording, and spyware
attacks as long as the channel that transfers the challenge
is secure. Audio-based and haptic-based methods require an
additional channel (audio or haptic) in addition to the visual
one that is used to enter the response. However, requiring
an additional channel may harm the acceptance and adoption
of such methods as it contradicts the compatibility condition
of the PIN-entry method [30]. We are not going to elaborate
more on these methods as this paper focuses on visual-based
challenge-response methods.

Visual-based challenge-response is a unimodal method in
which the same visual channel is used to transfer the chal-
lenge and deliver the response. Thus, this could give such
method more preferences than bimodal challenge-response
methods (i.e., audio-based and haptic-based). For example,
a visual-based challenge-response method has been proposed
by [21], to resist shoulder-surfing attack. This method is
similar to the cognitive trapdoor game method [24] in which
it asks users to enter colors instead of the 4/6-numeric PIN
to disguise user input. In other words, users of these meth-
ods must enter the background colors (black or white) that
are assigned to each PIN number. The proposed method,
however, does not mitigate the video-recording attack. More
precisely, the attacker can easily narrow down the possi-
ble PINs by analyzing the recorded authentication sessions.
Moreover, the proposed method may hamper usability by
requiring multiple rounds to input PIN digits.

Lee [31] presented a challenge-response method where its
layout comprises an array of digits (0-9), juxtaposed with an
array of 10 objects. In the first round, a user identifies the
session decision key, which is the object aligned with the first
digit of the PIN. For subsequent rounds, the user aligns the
session decision key to each PIN digit. Assume the user’s
PIN is 1234, and the object that is aligned to the first digit
in the first round (i.e., 1) is ⃝. For the second round, the
user needs to rotate the object array so that the second PIN
digit (i.e., 2) is aligned with the session decision key (i.e.,⃝).
The same process applies to entering the third and fourth PIN
digits. Although the developed method is effective against
shoulder-surfing attack, it is susceptible to video-recording
attack with two recorded sessions. A usability limit of this
method is the requirement ofmultiple rounds to enter the PIN.
AlignPIN [32] is a challenge-response indirect input method
to resist repeated shoulder-surfing attack. A user needs to
align each PIN digit with each challenge digit in each row
of a random 4 × 10 grid of cells to perform authentication.
To illustrate, each grid cell has four digits: one static digit and
three other digits chosen at random. Each row has a unique
occurrence of each static digit (0, 1, 2, . . . , 8, 9). During the
registration process, a user must register a reference cell (row,
column) that will be used to recognize the challenge digits
when logging in. So, the user should use the arrow keys to
align the first PIN digit with the first challenge digit in the
first row. Then, he should repeat the same process for the
remaining PIN digits in order to login. AlignPIN provides
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high resistance against shoulder-surfing attack. However,
it is still prone to video-recording attack where an attacker
can recover the original PIN through two recorded sessions.
Moreover, AlignPIN is not compatible with the regular PIN-
entry method with respect to the interface layout and the
memorized information.

Zezschwitz et al. [23] proposed an indirect input PIN
entry method named SwiPIN that assigns a simple random
touch gesture to each digit on the keypad in order to resist
the shoulder-surfing attack. These random gestures are UP,
DOWN, RIGHT, LEFT, and TAB. To perform authentication,
a user needs to draw the gestures that are assigned to his
PIN digits. The authors have conducted a security and usabil-
ity evaluation of the SwiPIN. Even though the evaluation
results showed that SwiPIN performs fast regarding login
time, it is susceptible to shoulder-surfing attack. In particular,
an attacker needs to recognize the gestures drawn by the user
to break the PIN.

Kwon and Na [22] proposed a visual-based indirect input
method named SteganoPIN to resist video-recording attack.
SteganoPIN consists of two numeric keypads, random (per-
mute) and standard. The random keypad is used to derive
the new OTP. It permutes the 10 numeric keys randomly for
each session. However, this keypad is hidden by default, and
it appears in a small circular touch area when a user puts a
cupped hand on this circle. The standard keypad is used to
key in the OTP. The user first locates the original PIN in
a random keypad and subsequently maps the key locations
into the standard keypad for OTP derivation. The user then
enters the OTP on the standard keypad. Thus, the use of
OTP resists the shoulder-surfing attack. SteganoPIN is secure
against video-recording attack if a user correctly uses the
system.

III. THE PROPOSED PIN-ENTRY METHOD
The proposed PIN-entry method employs an indirect input
way of entering the PIN using the challenge-response
approach. The challenge-response approach utilizes the addi-
tion mod 10 formula with a mini-challenge keypad in order to
produce an OTP that obscures the original PIN. The employ-
ment of the addition mod 10 produces equally likely OTP
digits so as to remove any correlation between authentica-
tion sessions and thus resist shoulder-surfing and recording
attacks. The challenge is sent to the user through the challenge
keypad. The user then computes the response (i.e., OTP)
based on the received challenge and the original PIN. The
principle of the proposed PIN-entry method is to create an
OTP per each authentication session based on the addition
mod 10 formula that takes two parameters, the original PIN
P and the challenge R, as shown in equation 1.

OTP = (P+ R) mod 10 (1)

A. CHALLENGE KEYPAD
Challenge keypad is a mini random digits keypad that is
used to locate the challenge digits. It can be aligned to a

FIGURE 1. Challenge keypad incorporated within regular keypad.

key location within the regular keypad as shown in Figure 1.
The challenge, R, is a random number composed of the same
length of digits as the original PIN. The R digits are reordered
for each authentication session by the user. To derive R,
a user needs to map the PIN key locations on the challenge
keypad. To illustrate, suppose the user’s PIN is 1234 and
Figure 1 represents the challenge keypad sent by the server.
The user needs tomap his PIN key locations (i.e., 1234) on the
challenge keypad (seen in Figure 1) in order to derive R digits
(i.e., 7, 5, 1, 3). R digits should be ordered according to the
key locations of the PIN digits on the regular keypad layout
(i.e., 1, 2, 3, . . . , 9, 0) to avoid sessions correlation and thus
make it difficult for an attacker to predict the original PIN. For
example, suppose the user creates a PIN of 1472. As in Fig 1,
the R digits are 7, 3, 6, and 5. We can notice that the digit
5 of the R digits results frommapping the digit 2 (fourth digit)
of the PIN with its key location on the challenge keypad. The
sequence of the R digits needs to be rearranged in ascending
order based on the key locations of the PIN digits on the
regular keypad layout (i.e., 1, 2, 3, . . . , 9, 0) to prevent the
correlation between the authentication sessions. Therefore,
the digit 5 of the R needs to be placed before the digits 3 and
6 because digit 2 precedes digits 4 and 7 of the PIN on the
regular keypad layout. Therefore, R is 7536. We remark that
users need only to remember their original PIN to know the
challenge. This is a strength point of the proposed PIN-entry
method in which it maintains the regular PIN compatibility.

B. HOW THE PROPOSED PIN-ENTRY METHOD WORKS?
1) REGISTRATION PHASE
In this phase, the user registers a username and creates a
PIN password (4 digits). We go with a 4-digit PIN to keep
our method simple. The registration process is assumed to be
secure.

2) LOGIN PHASE
At this phase, the user has to provide their username (i.e., ID)
and the OTP to login into the system. Fig 2 shows how the
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FIGURE 2. Login Phase.

user login into the system. First, the user types in the user-
name. Then, the server sends R in the form of the challenge
keypad. Finally, the user must calculate the OTP and send it
to the server. For instance, let Fig 1 represents the keypad sent
by the server for authentication. Suppose P is 1472, then R is
7536 and OTP is 8908. To illustrate, the first OTP digit results
from adding the first P digit to the first R digit using mod 10
(i.e., 1+ 7 mod 10= 8). The user needs to repeat this step to
produce the remaining OTP digits.

Identifying the challenge digits becomes easy when a user
memorizes the PIN digit key locations. For the user’s PIN
digits of 1472, the corresponding digits on the challenge
keypad are 7365, as seen in Fig 3a. To get the challenge digits,
the user must rearrange the PIN digits in sequential order
(1,2,3, . . . , 9, 0), as depicted in Fig 3b. The user can easily
memorize the the order of the PIN digits by the time. So, the
new order of 1472 PIN digits is 1247, and the corresponding
challenge digits are therefore 7536.

Likewise, the server calculates otp_server and grant-
ing access to the user if there is a match, as described
in Algorithm 1. At first, otp_server is calculated based on the
R that is sent to the user and the stored P. The server grants
access to the user only if otp_server matches the OTP that is
taken as input from the user.

Algorithm 1 Login Procedure at Server
Input : OTP as an array of 4 elements
Output: Grant access or wrong password
Initialize: otp_server = [],X = 0;
for i = 0 to 3 do

otp_server[i] = (P[i]+ R[i]) mod 10;
end
for j = 0 to 3 do

if otp_server[j] = OTP[j] then
X ← 1;

else
X ← 0;
break;

end
end
if X == 1 then

grant access;
else

wrong password;
end

If the user enters a wrong PIN many times (i.e., violate the
threshold), the system asks the user to attempt authentication
after a certain time. If the user failed again, the system would
lock the account. The user then needs to contact the system
administrator for the procedures required (e.g., requesting a
security code through email or phone number) to unlock their
account. The reason for locking the user’s account is to avoid
guessing attack. In fact, entering a wrong password many
times is a sign of the attack. The recovery phase is similar
to traditional password-based authentication, where the user
resets the password if it is forgotten.

IV. EVALUATION AND ANALYSIS
In this section, we present the threat model and describe the
user study conducted to evaluate the security and usability of
the proposed PIN-entry method. We also provide the security
and usability analysis of the proposed PIN-entry method and
compare it to other PIN-entry methods.

A. THREAT MODEL
1) SHOULDER-SURFING ATTACK
In this type of attack, the attacker uses his naked eye to capture
the authentication session data. Shoulder surfing is a potential
threat of PINs in crowded and public places such as trains,
airports, and markets. To evaluate the proposed PIN-entry
method against this attack, users type in their PINs in a semi-
public environment. The attacker stands in the user’s vicinity
and can observe the authentication session multiple times.

2) VIDEO-RECORDING ATTACK
In this attack, we employed a camera device to record
the user’s authentication session multiple times. Later, the
attacker watches these recordings and reproduces the original
PIN.

3) SPYWARE ATTACK
To evaluate the proposed PIN-entry method against this
attack, the attacker has access to all information exchanged
during the authentication session, including user input and
screen content.

4) GUESSING ATTACK
A guessing attack is an attempt to login with the most com-
mon PINs (dictionary attack) or every possible PIN combi-
nations (brute-force attack). The purpose of analyzing the
guessing attack is to measure the security level of the pro-
posed PIN-entry method when an attacker has no knowledge
of it. We assume the attacker has access to the device and can
manually guess the 4-digit PIN using both attacks.

B. USER STUDY
1) DESIGN
We conducted a 2×2 within-subject design study to evaluate
the security and usability of the proposed PIN-entry method.
The independent variables are PIN type (easy and hard) and
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FIGURE 3. How to locate challenge digits.

TABLE 1. PIN types and patterns.

PIN system (regular and proposed). We categorize PINs into
hard and easy according to the number of distinct/identical
digits. The hard PIN has at least three distinct digits, while
the easy PIN has at most two. Table 1 presents the details
of PIN types and patterns. We counterbalanced the order of
the conditions to reduce the learning effect. Participants were
given three attempts per authentication session.

2) PARTICIPANTS
We recruited 30 participants (9 females) to conduct this study.
For a comparative user study, a sample size of 30 participants
can provide significant results. For instance, Alroobaea and
Mayhew [33] suggest that a group size of 12 to 25 participants
typically provides valid results. Six andMacefield [34] found
that a sample size of greater than or equal to 20 partici-
pants is valid for comparative studies or for studies that seek
statistically significant findings. Moreover, it was extremely
difficult to obtain larger sample size during the Covid-19
pandemic. The participants have different levels of educa-
tion, including elementary and secondary school, undergrad-
uate, and postgraduate. They were aged between 11 and 38.
All participants had experience with the regular PIN-entry
method. It is deemed appropriate for studying this type of
population as they often experience a variety of situations
with regular PIN. Table 2 shows the demographic information
of the participants.

3) PROCEDURE
The user study was proceeded in three phases: training,
testing, and feedback. The training phase was started by

TABLE 2. Participants demographic information.

explaining the purpose of the study and the procedures and
task scenarios for each PIN-entry method. The next step was
to provide free training for participants until they were ready
for the test. Prior to the test, participants were asked to fill
out a basic demographic information form in order to attain a
sufficient context of the study.

In the testing phase, each participant was asked to enter two
PINs (easy and hard) using each PIN-entry method 10 times.
We marked each login as successful if the participant passed
the test within three trials. For later analysis, the PIN-entry
time and error rate were logged. The user study was con-
cluded with the feedback phase. In this phase, participants
were asked to fill out a questionnaire.

A pilot study was conducted to find the most appropriate
attackers for conducting the attacks. First, the participants
were surveyed about their familiarity with PIN-entry meth-
ods, shoulder-surfing, and recording attacks. Then, those who
reported their familiarity were tested. Only two of them
were found capable of conducting and implementing all the
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TABLE 3. Level of resistance of a PIN-entry method against
shoulder-surfing and recording attacks [4].

attacks. The two attackers were free to move in order to
find the best position to perform the shoulder-surfing attack.
To implement the video-recording attack, all login sessions
were recorded using a camera. For spyware, the attackers
have access to the recorded videos and the user input (i.e.,
OTP). The attackers had full control of the recorded videos
for the purpose of guessing the original PINs. All attacks were
based on three views followed by three guesses per each view.

C. SECURITY ANALYSIS
This part analyzes the security of the proposed PIN-entry
method against shoulder-surfing, video-recording, spyware,
and guessing attacks, in addition to a custom scenario of
PIN length and challenge digits distribution. We analyzed
the security of the proposed PIN-entry method according
to the level of resistance it provides against these attacks,
as described in Table 3. The level of resistance against attacks
has been categorized into vulnerable (not resistant to any
session), low (resistant to a single session), moderate (par-
tially resistant), high (fully resistant), as described in [4].
The attack results show that the regular PIN-entry method is
vulnerable to shoulder-surfing attack because users directly
reveal their PINs without any protection. So, the attackers
did not perform further testing on other attacks (i.e., video-
recording and spyware) for the regular PIN because they
succeeded to recover all the participants’ PINs through the
shoulder-surfing attack.

1) SHOULDER-SURFING ATTACK
The attackers failed to recover all hard and most easy PINs
entered through the proposed PIN-entry method, as shown in
Fig 4. The proposed PIN-entry method is a type of indirect
input method that uses the concept of OTP. That is, an OTP
is entered by the user for each authentication session. As a
result, the attackers found it difficult to reveal the original
PINs even though they captured the OTP. It was also difficult
to capture the OTP and the challenge keypad simultaneously.
However, they were able to recover 16.67% of the easy PINs.
Indeed, all these recovered PINs are composed of four identi-
cal digits. Thus, the attackers needed one to three captured
authentication sessions to recover these PINs, as shown in
Figure 5. It was easy for them to recover such PINs as there
were only 10 possibilities of the four identical digits, i.e.,
attackers could narrow down the possibilities after each trial.
Overall, the proposed PIN-entry method with a hard PIN
type offers a high level of resistance against shoulder-surfing

FIGURE 4. Attack success rate for easy and hard PINs of the proposed
PIN-entry method.

attacks, while its resistance is only modest with an easy PIN
type.

2) VIDEO-RECORDING ATTACK
Video-recording attacks failed in most hard PIN cases, while
they were successful in all cases of easy PINs, as presented in
Figure 4. This means that, when used with a hard PIN type,
the proposed PIN-entry method provides a moderate level
of protection against these types of attacks; however, when
used with an easy PIN type, it is vulnerable to such attacks.
The attackers failed to recover most hard PINs because the
proposed PIN-entrymethod produces different, equally likely
OTP digits per authentication session. For example, the digit
1 in the OTP could be 1+0, 9+2, 8+3, 7+4, or 6+5 or vice
versa.

However, the figure shows that the attackers succeeded in
recovering some of the hard PINs entered through the pro-
posed PIN-entry method. In some cases of such PINs, the
produced OTP contains two identical digits, according to the
R digits distribution. Thus, this helps the attackers predict
the pattern of the original PIN and start narrowing down
the possibilities. In the other cases, the random distribu-
tion of R digits helps the attackers narrow down the possi-
bilities of the PIN digits after each trial. This occurs with
the help of expecting that the first R digits are located at the
beginning of the challenge keypad, whereas the last R digits
are located at the end of the challenge keypad. The R digits,
as we know, are the same PIN digits but ordered according
to the key locations of the PIN digits on the regular keypad
layout (i.e., 1, 2, 3, . . . , 9, 0). Thus, the attackers could narrow
down the possibilities of the PIN digits over the trials based
on the recorded OTPs and the expected R digits.

For easy PINs, the attackers succeeded in recovering all
the participants’ PINs because the produced OTP pattern
helped them predict the PIN pattern. In fact, all easy PINs
(except for the four-identical digits) are composed of only
two distinct digits. Therefore, the produced OTP is always
composed of two distinct digits. Hence, attackers need only to
assume the correct pair that matches all OTP digits to recover
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FIGURE 5. Success rate of shoulder-surfing, video-recording, and spyware attacks over three captured authentication sessions.

the participant’s PIN with the help of the recorded challenge
keypad.

Remarkably, the attackers failed to detect all easy PINs
and any hard PINs from the first recorded authentication
session, as illustrated in Figure 5. The figure shows that
attackers needed three recorded authentication sessions to
recover all easy PINs and some hard PINs. This implies a
positive correlation between the number of recorded sessions
analyzed by the attackers and the attack success rate. It is
noteworthy to mention that despite the difficulty of recording
the authentication session multiple times, the attackers failed
to recovermost of the hard PINs entered through the proposed
PIN-entry method.

3) SPYWARE ATTACK
Fig 4 shows that the proposed PIN-entry method with a
hard PIN type offers a modest level of resistance to spyware
attacks; however, it is vulnerable with an easy PIN type.
Spyware attackers succeeded in recovering all easy PINs
because the produced OTP pattern reveals the victim’s PIN’s
pattern. Unlike easy PINs, attackers failed to recover most
hard PINs due to the difficulty of identifying the PIN pattern
or digits. Similar to video-recording attack, attackers needed
more than one captured session to recover all easy PINs and
some hard PINs, as shown in Fig 5.

4) GUESSING PIN
To evaluate the proposed PIN-entry method against
guessing attack, we need to compute the PIN space
(digit spacePIN length). Since the proposed PIN-entry method
is the same as the regular 4-digit PIN, the possible PIN
combinations are 104 (10000). The success probability of
both guessing attacks (brute force attack or dictionary) is
too low ( 1

10000 ). However, an attacker may repeat the same
PIN to increase their opportunity to login since the PIN is
dynamic and just four digits. Mathematically, the probability
of matching the user’s PIN increases by trials. This attack
can be limited by allowing only three continuous failed login
attempts, as in the case of the regular PIN-entrymethod. Also,

we can mathematically point out the success probability of
shoulder-surfing and recording attacks against a PIN-entry
method as reported in [35] and [20]. For a challenge-response
method, Lee et al. [20] proved that the success probability
of guessing, shoulder-surfing and recording attacks are same
( 1
10000 for a 4-digit PIN) when the adversary has no access to
the challenge, and all possible responses are equally likely.
To some extent, this is applicable to our proposed PIN-entry
method. The concise details to mathematically evaluate the
success probability of these attacks against both PIN types of
the proposed method are left for future work.

We can extend our statistical analysis to describe the
success probability of these attacks. Theoretically, the prob-
ability of an attacker successfully shoulder-surfing, video-
recording, or spying against a one-time 4-digit PIN can be
represented by the following formula:

P(success) =
1
N

where N is the number of possible 4-digit PINs. In this case,
N is equal to 10000, since there are 10000 possible 4-digit
PINs ranging from 0000 to 9999.

Therefore, the probability of an attacker successfully
shoulder-surfing against a one-time 4-digit PIN is 1

10000 =

0.01, or 1%. This probability can be considered to be very
low, since the attacker would need to be in the right place at
the right time and be able to correctly guess the PIN from
the small number of digits that they can see. The success
probability against the regular PIN is 1 because the attacker
is assumed to observe the entered PIN.

D. CUSTOM SETTINGS
The previous section shows that the video-recording and
spyware attacks are successful against some of the hard PINs
entered through the proposed PIN-entry method. It is argued
that this results from the random distribution of the R digits.
That is, the random distribution of R digits helps the attackers
to correlate the OTP digits after each trial to narrow down
the PIN digit possibilities. So, a custom setting of R digits
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distribution was created to test if the proposed PIN-entry
method is capable of resisting these attacks. R digits were
deliberately distributed in this setting to prevent any corre-
lation between authentication sessions. The attackers were
allowed to watch three recorded authentication sessions of
10 hard PINs each. They were allowed three guesses per PIN.
The results of this custom setting found that the attacker failed
to recover any of the hard PINs due to the equally likely OTP
digits. That is, the proposed PIN-entry method with the hard
PIN type is highly resistant to video-recording and spyware
attacks. The nonrandom distribution of R digits eliminates
the correlation between the authentication sessions and leads
to narrowing down the PIN digit possibilities. Therefore, the
random distribution of R digits helps the attackers to narrow
down the PIN digits over trials.

One limitation of the proposed PIN-entry method is the
weak resistance of the easy PINs against video-recording
and spyware attacks. In the user study, the 4-digit PIN was
employed to keep themethod simple. Therefore, all easy PINs
(except for the four-identical digits) are composed of only two
distinct digits. As a result, the generatedOTP pattern helps the
attackers predict the PIN pattern and recover it. So, another
custom setting of a 6-digit PIN is created so as to check if the
PIN length affects the PIN type security (easy and hard) of
the proposed PIN-entry method. The attackers were allowed
to watch three recorded authentication sessions followed by
three guesses. The results of this custom setting are sum-
marised in Table 4. It is noted that the attackers succeeded
to recover all PINs: two PINs in one recorded session, eight
PINs in two recorded sessions, and two PINs in three recorded
sessions. The proposed PIN-entry method requires attackers
to assume the correct pair(s) (PIN digit(s), challenge digit(s))
that matches all OTP digits in order to recover the victim’s
PIN using the recorded challenge keypad. The probability of
assuming the correct pair(s) using the 6-digit PIN is higher
than the 4-digit PIN. Thus, the success in recovering two
digits (a pair) of the 6-digit PIN can easily help the attacker
to narrow down the possibilities and recover the PIN digits.
Overall, the attack success rate is positively correlated with
the PIN length.

E. USABILITY ANALYSIS
Usability is a key factor to consider when designing a
secure PIN-entry method. Therefore, we analyzed the relative
usability of the proposed PIN-entry method in terms of PIN-
entry time, error rate, and learning effect and compared it
to the regular PIN-entry method. A paired sample t-test was
used to measure the effect of the PIN type as well as the PIN
systems. A p < 0.05 is used for statistical significance level.

1) PIN-ENTRY TIME
We measured the PIN-entry time as the time a user takes to
enter the 4-digit PIN. Fig 6 shows the average PIN-entry time
for easy and hard PINs of the proposed and regular PIN-entry
methods.We can notice that the average PIN-entry time of the
proposed PIN-entry method is significantly longer than the

TABLE 4. Recording attacks against 6-digit PINs entered through the
proposed PIN-entry method.

FIGURE 6. PIN-entry time for easy and hard PINs of the proposed and
regular PIN-entry methods.

regular one regardless of the PIN type (p < 0.05). This longer
time of the proposed PIN-entry method results from OTP
derivation. It is also noted that users took less time to enter
their easy PINs (5.56s) using the proposed PIN-entry method
than the hard ones (8.18s). This is attributed to the easiness
of locating and calculating the repeated digits an easy PIN
contains. The t-test analysis shows a significant effect of the
PIN type (easy or hard) on PIN-entry time (p = 0.023).
With respect to the regular method, the study results reveal
no significant difference between easy and hard PINs on pin-
entry time (p = 0.73).

2) ERROR RATE
The error rate was classified into basic and critical. We mea-
sured the basic error rate as the number of failed login
attempts for successful authentication sessions. The critical
error rate was measured as the entirely failed authentication
sessions. Participants were asked to enter their PINs 10 times
with three attempts per entry. Fig 7 shows the results of the
basic error rate of the easy and hard PINs of the proposed
and regular PIN-entry methods. The results show that the
proposed PIN-entry method is more error-prone than the reg-
ular one for both PIN types. These erroneous login attempts

VOLUME 11, 2023 18129



F. Binbeshr et al.: Secure PIN-Entry Method Using One-Time PIN (OTP)

FIGURE 7. Basic error rate for easy and hard PINs of the proposed and
regular PIN-entry methods.

FIGURE 8. Variations in PIN-entry time over 10 trials using easy and hard
PINs of the proposed and regular PIN-entry methods.

of the proposed PIN-entry method stems from deriving and
entering the OTP in one attempt. Nonetheless, participants
could perform 10 successful logins in 10 attempts with more
than 90%. The t-test results show no significant effects of PIN
type on the basic error rate for both PIN systems. For critical
error rate, none of the participants failed any authentication
session (i.e., all three attempts) for either method.

3) LEARNING EFFECT
We measured the learning effect among participants through
the variations of the PIN-entry time over 10 trials. Fig 8
reveals a learning effect for both types of the proposed
PIN-entry method in which the average PIN-entry time
decreases with successive runs. This is because participants
become familiar with the mechanism over time. The average
PIN-entry time for both types of the regular method is rela-
tively stable over time.

Multiple t-tests were performed to evaluate the statistical
significance of differences in study outcomes among partic-
ipants of different genders, ages, and educational levels. For
example, two-sample t-tests (paired) were performed to deter-
mine if there is a significant difference between the average
login times for males and females for easy and hard PINs. The
sample data consisted of 21 males and 9 females for both PIN

types. For easy PINs, the t-test yielded a p-value of 0.5012,
which is greater than the significance level of 0.05. Therefore,
it cannot be concluded that there is a significant difference
between themeans of the two groups. For hard PINs, the t-test
yielded a p-value of 0.0563, which is also greater than the
significance level of 0.05. A two-sample t-test was performed
to determine if there is a significant difference between the
average error rates of males and females for hard and easy
PINs. The significance level for the test was set at 0.05. The
t-test results show that there is no significant difference in
error rates between males and females for hard PINs (p =
0.1996), but there is a significant difference for easy PINs
(p = 0.0734). Furthermore, the t-test results revealed that
the use of the proposed PIN authentication method varied
significantly based on education and age in some instances
but was not statistically significant in others. Overall, it is
important to note that having a larger sample sizewould likely
increase the accuracy of the t-test results, as it would provide
a more representative sample of the population.

F. USER FEEDBACK
Participants were asked to evaluate the proposed PIN-entry
method in terms of ease of use, usage, and security through
a questionnaire. Figure 9 illustrates the questionnaire results
using a 5-point Likert scale with a rating from 1 (strongly
disagree) to 5 (strongly agree). Even thoughmost participants
considered that the regular PIN-entry method is more conve-
nient than the proposed one, they agreed that the proposed
PIN-entry method is easy to use. This result goes in line
with the reported results of the user study regarding PIN-
entry time, error rate, and learning effects in section IV-E.
In the case of usage, most participants fully supported the
use of the proposed PIN-entry method in critical-security
situations, whereas they had different views regarding daily
use. This indicates a clear inclination towards the proposed
PIN-entry method. For security, all participants perceived the
proposed PIN-entry method to resist shoulder-surfing and
recording attacks (video and spyware). They also perceived
that the proposed PIN-entry method is more secure than the
regular one. This observation supports our previous findings
in section IV-C, which shows that the proposed PIN-entry
method (hard PIN) is secure against such attacks, and it
outperforms the regular method.

G. COMPARISON WITH RELATED WORK
Table 3 shows a security and usability comparison of our
proposed PIN-entry method with the regular PIN, LIN4,
SteganoPIN, and TTU.We compared our proposed PIN-entry
method with the regular 4-digit PIN-entry method because
it is still in use for most forms of user authentication. The
other PIN-entry methods are the most relevant and best per-
forming PIN-entry methods in terms of security and usability
that employ the concept of OTP according to our systematic
review [4]. The level of resistance against attacks has been
categorized into vulnerable (not resistant to any session), low
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TABLE 5. Comparison of PIN-entry methods.

FIGURE 9. Participants’ feedback of the proposed PIN-entry method in terms of ease of use, usage,
and security.

(resistant to a single session), moderate (partially resistant),
high (fully resistant), as described in Table 2.

The proposed PIN-entry method (hard) outperforms all
other methods in terms of resisting shoulder-surfing, video-
recording, and spyware attacks. This is because it drives users
to enter an OTP for each authentication session. The employ-
ment of the mod 10 addition produces equally likely OTP dig-
its. Besides, the nonrandom distribution of R digits eliminates
the correlation between the authentication sessions, which
leads to narrowing down the possibilities of the PIN digits.
Thus, the attackers failed to recover any hard PINs.

It can be seen that StenagnoPIN and TTU are moderately
resistant to both shoulder-surfing and video recording attacks.
Indeed, these methods rely on the physical hand protection of
the challenge. Therefore, improper user posture of themecha-
nism can reveal the PIN. Both StenagnoPIN and TTU are vul-
nerable to spyware attack because this type of attack cannot

be defeated by physical protection. LIN4 provides a moderate
resistance against shoulder-surfing and low resistance against
video recording and spyware attacks. The problem with this
method is the correlation between the authentication sessions.
The attacker needs only two captured sessions to identify the
session key and then the original PIN. Shoulder-surfers may
require multiple sessions to discover the PIN due to the lim-
ited cognitive capabilities of humans. The regular PIN-entry
method is vulnerable to all three attacks because it does not
provide any means of security. The likelihood of a guessing
attack is 1

10000 for all methods except LIN4, which employs
the first digit of the PIN to identify the session key. Regarding
usability, the regular PIN-entry method outperforms all other
methods due to the direct input of the PIN. Nonetheless, all
methods except TTUmatch the condition of the secure human
executable protocol in which users perform authentication
within 10 seconds with at least a 90% success rate.
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V. CONCLUSION
An indirect input PIN-entry method using OTP has been
proposed to defeat shoulder-surfing, video-recording, and
spyware attacks. The user study shows that the proposed
PIN-entry method with the hard PIN type is immune to
such attacks because of the employment of the OTP. The
results of the custom settings illustrate that the random dis-
tribution of R digits assists attackers in narrowing down
the PIN digits over trials, and the attack success rate is
positively correlated with the PIN length. For usability, the
proposed PIN-entry method maintains an acceptable level
of usability with respect to PIN-entry time and error rate.
The learning effects on PIN-entry time indicates that the
proposed PIN-entrymethod could becomemore user-friendly
by practice. User feedback supports our findings regarding
the security and usability of the proposed PIN-entry method.
Even though most participants considered that the regular
PIN-entry method is more convenient than the proposed one,
they agreed that the proposed PIN-entry method is easy to
use. Moreover, they fully supported the use of the proposed
PIN-entry method in critical-security situations, whereas they
had different views regarding daily use. Comparing the pro-
posed PIN-entry method with related work, it provides bet-
ter security than all methods and an acceptable level of
usability.

One limitation of the proposed PIN-entry method is the
weak resistance of the easy PINs against recording attacks
due to the limited number of distinct digits. In fact, all easy
PINs (except the four identical digits) are composed of only
two distinct digits. Therefore, the produced OTP is always
composed of two distinct digits. Hence, attackers need only to
assume the correct pair that matches all OTP digits to recover
the victim’s PIN with the help of the recorded challenge
keypad. In future work, it may be desirable to develop a
PIN checker to help users avoid easy PINs. Other points that
we are interested in examining in the future work include
the potential effect of elderly people and timing attacks
on the proposed PIN-entry method’s usability and security,
respectively.
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