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ABSTRACT Online video streaming is becoming more widespread in people’s everyday entertainment
routines. Protecting copyright and piracy has become a key concern in real-time video streaming systems.
This research provides a revolutionary multi-key and hybrid cryptography approach to offer security. This
work describes the software implementation of video encryption and decryption employing continuous
systems based on the Elliptic Curve Cryptography approach as pseudorandom encryption key generators.
This approach creates several keys to encrypt and decode small chunks of video files that are produced
dynamically based on the video data. The suggested approach was implemented on the Android platform,
where applications for sender and recipients had been created to enable streaming. The security and
performance of the proposed system have been examined by implementing it on devices and streaming
videos. The outcomes demonstrate superiority in terms of performance and security.

INDEX TERMS Asymmetric key cryptography, multi-key encryption.

I. INTRODUCTION mainly the data related to telemedicine and real-time video

Real-time media streaming has become a commodity due to streaming.
rapid advancements and developments in our Internet infras- The following security measures are used in content
tructure and applications that drive these technologies [1], [2]. protection:

Streaming media is the continuous delivery of media data,
such as audio or video, over the Internet, where the content is
presented to the end-user before it has been completely down-
loaded. Due to the growing popularity of video conferencing,
web-based television services, e-learning, telemedicine, and
popular Internet-based businesses like YouTube and Netflix
offer live media streaming services to their corporate and

« forensic watermarking to prevent content re-acquisition
during rendering;

« trusted compute environment to prevent access during
decoding; and

« encryption to prohibit access to the content during tran-
sit.

individual users [3], [4]. As a result, there is more sharing of
Internet traffic. Additionally, the Internet is a decentralized
network; therefore, anyone can connect from anywhere and
share any media data [5].

The increase in the video traffics of OTT (Over-The-Top)
services [6], [7], and similar applications have shown signif-
icant concern for security and privacy. Both consumers and
producers have been experiencing illegal sharing of media
content and pirated videos of sensitive data. These disrupt
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New content protection strategies that rely less on hardware
are required with the introduction of next-generation video
and the rising popularity of embedded devices for content
consumption.

Hence, a suitable cryptography technique is needed to han-
dle the issues of video communication. Here, the most critical
challenges that need to be focused on are authentication,
encryption, and key management [8], [9].

Many cryptography techniques are implemented in the
applications to improve media data security. Symmetric and
asymmetric key cryptography is the techniques that are avail-
able to achieve security in communication. Symmetric key

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/ 15693


https://orcid.org/0000-0003-1781-3211
https://orcid.org/0000-0001-8270-8675
https://orcid.org/0000-0002-6502-472X

IEEE Access

Y. Fouzar et al.: Novel Hybrid Multikey Cryptography Technique for Video Communication

cryptography is the one most used in multimedia commu-
nication [10], [11], [12]. Advanced Encryption Standard
(AES) [13] is the most efficient and commonly used sym-
metric encryption. Websites and web browsers use 128-bit
AES to provide security over Internet communication. The
key management method has been problematic in this pro-
cedure due to the implementation of the Secure Real-time
Transport Protocol (SRTP). As the network is decentralized,
key management becomes a challenge. In many techniques,
the key and algorithms cannot be split effectively to improve
the security of the Internet. Hence, many research works
are going on to realize asymmetric key cryptography tech-
niques [14], [15]. Asymmetric cryptography methods such
as Rivest-Shamir-Adleman (RSA) [16] and Elliptic Curve
Cryptography (ECC) [17], [18], [19] have been explored and
gaining popularity to overcome the challenges of symmetric
cryptography.

In a video streaming application, the video data is divided
into multiple chunks and then streamed using streaming
protocols. The majority of the traditional encryption and
decryption methods use symmetric key cryptography, but the
key exchange methods in these techniques lead to security
bleaches. Hence, asymmetric key cryptography techniques
help enable higher security for video content streamed over
the Internet. Figure 1 shows the asymmetric key cryptog-
raphy techniques in video communication. The keys used
in this method are static; hence, a dynamic key genera-
tion method is needed. This paper has developed a novel
method that uses asymmetric key cryptography to encrypt
video chunks. This work involves designing and developing
a novel equation-based multi-key encryption technique and
video attribute-based decryption key generation method.

This works aims at developing a multi-key cryptography
technique for video streaming applications. The features of
this method are as follows:

« RSA and ECC-Based Method: Both methods provide
higher security in video communication. The RSA is
used for encrypting the Video ID, and ECC is for gener-
ating encrypted video chunks.

o Multi-key Technique: The separate keys are generated
for each chunk of video data, and a separate key for video
metadata.

« Automatic Key Generation: An equation-based key gen-
eration method implemented to achieve dynamic and
automatic key generation. This feature enables the algo-
rithm to generate a unique key for each video stream.

The rest of the paper is organized as follows: in Section
II, we discuss the related works. Section III presents the
proposed mechanism: the evaluation and numerical results of
the algorithm detailed in Section I'V. Finally, the conclusions
drawn are described in Section V.

Il. RELATED WORK

Zia et al. [20] proposed a pseudorandom number generator-
based chaos theory capable of generating a unique and inde-
pendent number that can be used in cryptography techniques.

15694

This method helps in automatic and adaptive random num-
ber generation. Kezia and Sudha [21] developed a novel
video encryption scheme based on chaotic maps. Here, the
encrypted video sequence is taken, and then it is split up
into frames. The frames are broken into macro-blocks for
the operation when frames are large. The high-dimensional
Lorenz chaotic system is employed to confuse the position of
the pixels, and the multi-key concept is used to improve the
security of the cryptosystem against attacks.

Khan et al. [22] proposed an ECC-based authentication
and encryption technique for IoT applications. In this work,
the computational cost and delay in processing the medical
sensed data have been analyzed and demonstrated the fast
processing of ECC. Imam et al. [23] reviewed RSA-based
cryptographic techniques and suggested the suitability of the
crypto techniques for various applications.

Sen et al. [24] studied the performance of ECC-based cryp-
tography techniques on video data. The ECC performs better
than any other asymmetric crypto technique because of the
smaller key and faster encryption and decryption operations.
In [25] and [26], a hybrid crypto approach that uses RSA or
AES with ECC for video encryption has been studied, and the
performance of the techniques measured. Chen and Ye [27]
implemented an image encryption method using hash SHA-
3, RSA and compressive sensing. This hybrid model achieves
higher security using chaotic sequence along with the latter
listed methods.

Hegde and Jagadeesha [28] designed a crypto technique
using ECC. The uniqueness of the method is that it uses
multiple elliptic curves to improve the robustness of the data.
The metadata are separated and encrypted and then embedded
into a video using Optimized Modified Matrix Encoding.

Murad Rahouma [29] have studied two-tier and three-
tier hybrid cryptography models applied for cloud security.
s. Ghosh et al. [30] proposed a hybrid method to achieve con-
fidentiality and security of the data on the Internet. Zhang and
Gao [31] proposed a method for the video data encoded using
a layered coding method. Yu et al. [32] have discussed the
applications of the hybrid encryption algorithm in software
securities. The work discusses the uses of hybrid methods in
enhancing security in video surveillance software.

Khan et al. [33], to accomplish the Hybrid encryption
technique, data encryption techniques using the Fibonacci
series, XOR logic, PN sequence are studied, analyzed, and
their performance is compared in this work. The message is
divided into three parts, and these three different techniques
are applied to these parts, and the performance is again ana-
lyzed. The basis of this work is the application of these three
different methods to different parts of the same message along
with two keys, namely, segmenting key and encrypting key,
to provide further authentication and validation.

Chowdhary et al. [34] have proposed an analysis for per-
forming image encryption and decryption by hybridization
of Elliptic Curve Cryptography (ECC) with Hill Cipher
(HC), ECC with Advanced Encryption Standard (AES) and
ElGamal with Double Playfair Cipher (DPC). Dave and
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FIGURE 1. Secured video communication using asymmetric key cryptography.

Gayathri [35], the pros and cons of storing biometric data on
the cloud are discussed. For unimodal biometric templates,
the paper shows a hybrid cloud-based encryption method.
A generic algorithm has been proposed. Additionally, the
overall impact of the existing algorithms and the challenges
associated with their use are briefly discussed.

Hamdi et al. [36] have proposed a hybrid encryption algo-
rithm based on block and stream ciphers using chaotic sys-
tems. The proposed scheme adopts two primary operations
one to generate a pseudorandom data block that will be used
for stream cipher, and the second to create substitution and
permutation tables in the initial step and perform rounds for
confusion and diffusion processes in the block cipher.

Yu et al. [37] explored a unique hybrid model by leveraging
the power of automation for security tests at the Video Acqui-
sition/Aggregation level and amalgamating the best practices
from traditional security tests done at the user Video Applica-
tion level. This hybrid methodology covers all video stream-
ing value chain phases, from origin to playback. Therefore,
it achieves maximum test coverage across multiple playback
devices under multiple workload conditions. They deploy
real-world conditions in this methodology, including latency,
delay, and concurrency.

Zhu et al. [38] proposed a hybrid encryption approach
based on a blockchain. The processing delay of the encryption
and decryption procedure is lengthened in this paradigm
by the query time and security levels. Hosny et al. [39]
developed a chaotic logistic map-based encryption method.
To increase security, frame-level encryption has been used
in this technology. Similarly, Alarifi et al. [40] proposed a
cryptosystem combining DNA encoding sequences, Arnold
chaotic map, and modified Mandelbrot sets. However, the
approaches work well for applications that stream video on
demand and do not anticipate real-time streaming.

From this literature, it is observed that the hybrid model is
the suitable method to enhance the robustness of the secured
data. Additionally, the ECC-based crypto techniques are more
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suitable for real-time video streaming applications as ECC
generates a small key and is fast in processing. However,
asymmetric methods increase the complexity of the decryp-
tion; hence hybrid model using RSA and ECC is considered
in this work.

lll. PROPOSED METHOD

In this work, we have proposed a novel multi-key cryptogra-
phy technique to improve security in video communication.
The proposed method uses RSA and ECC to achieve the
asymmetric crypto technique.

A. PROBLEM STATEMENT

In a video streaming application, the video is streamed from
the media server to the client devices on-demand basis. Secur-
ing digital video content involves the following: conditional
access, user authentication, content copy control, and video
content tracking. These security measures are generally real-
ized using cryptography techniques. However, achieving a
complete solution for digital video security is a research
challenge.

Much research has been carried out in cryptography to
explore the advantages of asymmetric key cryptography
methods to overcome key management challenges. The exist-
ing methods do not support dynamic and automatic multi-key
techniques to enable higher security in video communication
applications. As a result, an automatic and dynamic key
management method is needed. Hence, this work focuses on
a multi-key encryption technique based on RSA and ECC.

B. PROPOSED ALGORITHMS

The proposed method aims to generate multiple dynamic
keys based on RSA and ECC asymmetric key cryptography
techniques. The goal of the proposed techniques are:

o secure the video data based on the content and receiver’s
unique identifications
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« to take the advantage of the hybrid crypto techniques,

the proposed uses RSA, ECC and AES techniques

o improving the security by multi-key encryption tech-

nique

« increasing the security with the video chunks

« reduce multi-key management using automatic key gen-

eration methods

The goals are achieved using the proposed key generations
model shown in Figure 2.

The process is initiated by passing video data to the key
generation module. The module requires the receiver’s Public
Key Rpyey and MAC address Rp,c; these improve the unique-
ness of the keys generated in the process. These attributes are
required throughout video communication; hence, they are
stored on the sender’s side. Initially, the video is divided into
multiple chunks of size 1 MB. These video chunks are used
individually in the key generation.

Algorithm 1 and Figure 3 discuss the steps involved in
the key generation. The encryption of video chucks starts
with creating the unique video identification Vip. The Vjp is
generated using the first video chunk Vcy. In this step, the
module fetches the first 16 bytes from the Vcy before the
encryption. Then, it converts it into a base64 string format.
Later, itis used as V;p in the key generation; therefore, the Vip
is stored temporarily in a file for quick access. The first video
chuck is encrypted using the V;p and RSA crypto technique.

Algorithm 1 Encryption Flow

1: Input video file Vi
Generate video chunks Vc; from Vi,
Fetch the receiver’s public key of the Rpyey
Collect receiver’s MAC address R;;qc
Generate Vjp using Vg
Store Vjp in a temporary file
Encrypt Veg using RSA
Generate Key, < x> + Vip % x + Rypac
Encrypt Ve; using Key, and AES
for i:=2 don
Generate Key, < X3+ Key, x x + Ry
Encrypt Vc; using Key, and AES
: end for

e A

—_— = e
W N = O

The key for each video chuck is created as follows: the Vjp
generates the subsequent key. Here, the method uses Public
Key Rpiey and MAC address Rj,q¢ of the receiver to generate
the key for the second video chuck. The method derives the
key from the ECC equation, i.e.,

V=x +ax+b @))

The proposed method considers Vjp as a and Ry;4c as b in
the ECC equation (Eq.1). Hence, the modified equation is as
follows:

Key, = x3 + Vip * X + Ryac (2)

Eq. 2 is used only for the first video chuck. The video
chuck uses that is from the second chuck; it uses Eq. 3. Here,
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the algorithm considers previously computed Key, instead of
Vip. This method is continuous for all the remaining chucks
in the video.

Key, = o+ Key, * x + Rpac 3)

The unique key that is generated for each video chuck
is then used for encrypting the video chuck using the AES
algorithm. The proposed method does not share any keys in
this multi-key and hybrid method. As described in Algorithm
1, the key is generated on the fly for video communication;
hence maximum security can be achieved. Another essential
feature of the proposed method is that even if one chuck is
compromised using brute force methods, the rest of the video
data is secure.

IV. EXPERIMENTATION

The mobile platform is used to implement the suggested
cryptography technique. Here, an android-based application
is used to implement the encryption and decryption processes
and video streaming.

For streaming, the sender devices store the video content
and video metadata. When a receiver requests to stream a
video file, the sender application starts. Before sending the
video content to the recipient, the sender, an authorized video
distributor, verifies the recipient’s identity. A database is used
to maintain receiver information. Information about the recip-
ient is gathered during the sign-up process. All information,
including the username, password, public key, and device
information like the MAC address, is retrieved and stored in
the sender’s database.

The main tasks at the receiver are decryption and video
playback. The module receives encrypted video chunks and
decrypts them using the proposed module. The necessary
keys are obtained from the receiver’s database. As a result,
no key exchange occurs in this method. The decryption
employs the sender’s public and receiver’s private keys.
To obtain the first video parts, the module employs an RSA
implementation. The video data is then displayed on the
device’s display unit via the implemented application. This
eliminates the need to save received video data.

Implementing a database is necessary for the applications’
need to store the video metadata and receiver information.
The following information is kept in the database on the
sender side: Information about the recipient, including user-
name, MAC address of the device, public key, and other
account-specific information. The sender’s public key and the
communication session’s video metadata are similarly stored
in the receiver side database.

The dynamic key is automatically generated by the pro-
posed approach using the ECC equation. The ECC is known
for the trap-door mechanism; hence, the proposed module
uses it. Along with the previously generated key that was
covered in the previous section III, the module also takes into
account the receiver’s public key and MAC address.

The sender-side module reads the video file, creating the
chunks. The video chunks in this instance were generated
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FIGURE 2. Block diagram of proposed key generation technique.

using the FFMpeg module. A unit size has been used to divide
the video. The module generates the chunks to the nearest full
frame, regardless of the chunk size, which can be any size.
The proposed cryptography technique was evaluated in this
section using parameters such as time to generate each key,
time to encrypt files with varying file sizes, time to encrypt
files with varying chunk sizes, Number of keys generated, and
End to end processing delay from key generation to complete
encryption. The same is held for decryption.

A. DELAY FOR SPLITTING FILE TO CHUNKS

The time it took the application to create the video chunks
from the video file was measured using this metric. One of
the key contributions of this work is the use of video chunk-
based encryption. This investigation, therefore, demonstrates
the processing time involved in the video processing module.
The FFMpeg utility from the sender reads the chunk size. The
chunk is then divided into the nearest full frame, resulting in
a chunk size that is determined by user input.

The time needed by the video processing module to split
the video file into several chunks is depicted in Figure 4.
The outcome shows that the latency increases gradually as
file size increases, which is simple to understand. The find-
ings demonstrate that the technique does not unexpectedly
lengthen the time. However, the delay as a whole is a result
of chunk formation. To accomplish high security, however,
this is necessary.

B. TIME TO GENERATE THE KEYS

To determine the impact of the multi-key in the encryption
and decryption process, the time required to generate the key
was calculated in this experiment. The method and equation
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used to derive the keys are the same for both encryption and
decryption. So, for the sake of analysis, the delay calculated
for encryption has been employed in this part.

Figure 5 depicts the time required to generate each key.
The receiver’s public key and partial video data serve as
the basis for the key used to encrypt the first video chunk.
The remaining keys are obtained using the receiver’s MAC
address, public key, and previously computed key. Since the
length of the parameters is consistent during this procedure,
the time between each key does not vary much.

C. TIME TO ENCRYPT THE VIDEO CHUNKS

This section has talked about how long it takes to encrypt
each chunk. Although the video processing modules split the
video file into chunks for each full frame, the implementation
assumes the chunk size to be 1 MB.

Figure 6 depicts the delay involved in the check encryption.
The video chunks are fed into the AES module before being
transmitted. The chunks are mostly the same in that it varies
between 1MB and 1.2MB, and the time taken to encrypt each
also varies between 0.9 sec to 1.2 sec.

D. TIME TO ENCRYPT THE VIDEO FILES

This section details the execution time for the pipeline, which
starts with the production of video chunks and ends with
encrypted video chunks.

The process’s end-to-end latency is depicted in Figure 7.
The findings indicate that as the file size increases, the time
increases progressively. This is typical for all applications.
Furthermore, it is significant to note that Figure 7 depicts
the added delay by each chunk of the video clip. The video
streaming and playback on the receiver side are unaffected.
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FIGURE 4. Time taken by the video processing module to split the video
into chunks.

E. NUMBER OF KEYS GENERATED

The number of keys generated depends on the quantity of
generated video chunks. This statistic has been considered
for the study because the suggested solution uses multiple
key technologies to provide improved security. Multiple keys
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FIGURE 7. End-to-end encryption delay.

have no impact on memory use because the keys are only
momentarily saved at the transmitter and receiver sides. Fur-
thermore, because each key is only utilized once, an increase
in the number of keys has no impact on the fetching delay.

F. END-TO-END DECRYPTION DELAY

In this section, the receiver side pipeline’s processing time has
been examined. The encrypted video chunks are delivered to
the receiver application, which decrypts them sequentially.
The chunks are then combined and displayed on a device.
Here, it has been considered how much time this processing
cycle takes. Because the transmission medium impacts the
decrypting process, receiver apps must wait until they have
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received the entire chunk before processing it. Comparing the
delay to encryption might make it longer.

V. CONCLUSION

An innovative and secure platform has been presented in this
work. The platform uses the suggested cryptographic method
to encrypt and decrypt the video file. A hybrid and multi-key
cryptography method has developed in this work. It secures
the video contents using RSA, the ECC equation, and AES.

The multi-key solution that has been presented separates
the video into many parts and then encrypts each chunk with
a different key. The receivers do not have access to these
keys. The receiver application generates the key using the
encrypted chunks it has received. The receiver application
starts the decryption process as soon as the video chunks
are received because the suggested method is dynamic and
automatic.

The application was created on the receiver side for the
Android platform. A java-based server-side program has
been created to implement the suggested method and testing.
Based on the tasks taken into account in the suggested strat-
egy, distinct modules have been developed. Then, video files
of various sizes were used to test the application. The findings
showed that the application’s delay is consistent and supports
real-time video communication. The hybrid approach uses
the well-established AES, RSA, and ECC algorithms. These
cryptography approaches improve the security of the video
content.

The proposed platform is advantageous for video-on-
demand applications since it encrypts and streams across
the network while protecting the video contents using a
dynamic key, all using the recipient’s credentials and device
information. Program settings can be made to temporarily
store all generated keys and encrypted material locally on
the destination device. By preventing the data from being
transferred, this tool greatly aids in protecting copyright. This
helps increase the number of people who subscribe to video
services, which boosts earnings.

Future goals include expanding this work to multi-level
security systems and creating a cutting-edge, deeply-
implemented security system for online video streaming.
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