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ABSTRACT The interaction between the physical world and information technologies creates advantages
and novel emerging threats. Cyber-physical systems (CPSs) result vulnerable to cyber-related disruptive
scenarios, and, for some critical systems, cyber failures may have fallouts on society and environment.
Traditional risk analysis in no more sufficient to deal with these problems. New techniques are gaining
increasing consensus, especially those based on systems theory. In this context, the System-Theoretic
Process Analysis for Security (STPA-Sec) extends the Systems-Theoretic Accident Modelling and Processes
(STAMP) model considering cyber threats, and identifying unsafe and unsecure controls throughout a
cyber socio-technical system. Despite its large usage as a descriptive tool, there is still limited use of
STPA-Sec in (semi-)quantitative terms. This article presents System-Theoretic Process Analysis for Security
with Simulations (STPA-Sec/S), a methodological interface between STPA-Sec and quantitative resilience
assessment based on simulation models. The methodology is instantiated in a demonstrative case study of
a water treatment plant, and its critical CPSs which may impact both community health, and environment.
The obtained results show how STPA-Sec/S foster systems understanding, allow a systematic identification
of its major criticalities, and the respective quantification.

INDEX TERMS Cyber security, cyber-socio-technical systems, hazard analysis, industrial systems engi-

neering, resilience management, systems modeling.

I. INTRODUCTION

Over recent years, the call for digitalization and automa-
tion has demanded an increasing attention towards human-
machine interactions [1]. The cooperation between human
agents and smart and interconnected devices stresses the need
to acknowledge a joint social and technical dimension [2].
Starting from the 1950s notion of socio-technical systems [3],
cyber-socio-technical systems are here used to emphasize the
cyber-physical integration with human related elements [4].
On one hand, modern industrial systems that are more prone
to human slips and lapses might benefit from this transforma-
tion, on the other, the same systems might suffer from unex-
pected new threats and disruptions. These latter emerging as
a result of the tight interactions between the physical world
and the Information Technology (IT) environment. A cyber
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security issue does not only refer to data or information
leakage anymore, but it can have tangible consequences,
too. In this context, an update of risk management practices
becomes fundamental for safety and security purposes. Acci-
dent models support the definition of causal factors leading to
an accident, and hence, they support the identification of nec-
essary measures to be implemented in order to avoid future or
similar consequences and/or reduce their likelihood [5], [6].
Due to the increment of systems complexity, many accidents
do not simply result from one — or a set of — trigger event(s),
but they are caused by more complex intertwined etiological
structures [7]. These accidents involve many different factors
that increase variability of normal systems’ operations, such
as human factor, mission, smart devices, financial aspects,
and information exchange [8]. Complex systems are charac-
terized by nonlinear behaviors generated through the inter-
actions among the system components, stressing the need to
develop systematic methods to manage safety and security
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risks simultaneously [9]. Dysfunctional interactions among
the system components might be a suitable way to describe
accidents [10], [11], and such complexity-oriented accident
analysis models seem necessary. They may rely on systems
theory which stresses the focus on both the system operations
and the management process related with the analyzed system
itself [12].

The systems thinking techniques consist of three main
aspects: (i) the attributes of system elements; (ii) the inter-
connections among elements; (iii) the functional purpose of
the system. Systems theory can be applied in risk, safety
and security management to analyze the interactions among
system components and the overall system behaviors [13].
On this path, an interesting stream of research has been
built upon the Systems-Theoretic Accident Modelling and
Processes (STAMP) model, which is rooted in both control
theory, and previous experiences with hierarchical safety con-
trol actions [12], [14]. Based on STAMP, a powerful accident
analysis tool called System-Theoretic Process Analysis for
Security (STPA-Sec) has been proposed in [15]. STPA-Sec
provides a methodology to perform hazard analysis suitable
for both physical and cyber accidents, especially in complex
socio-technical cases.

In this context, this paper presents a novel methodology for
cyber socio-technical systems modelling specifically suited
for cyber threats analysis. In this regard, this work enhances
qualitative system-theoretic approaches by adding a proce-
dure to allow quantifying their output. The methodology
integrates systems theoretic modelling with simulation tools
to enhance process engineering design and practice via cyber
resilience assessments. To this purpose, cyber resilience is
defined as the ability of the system to anticipate, withstand,
recover from, and evolve to improve capabilities in the pres-
ence of cyber threats [16]. In operational terms, the pro-
posed methodology, STPA-Sec/S (System-Theoretic Process
Analysis for Security through Simulations) relies on STAMP
modelling, and extends a STAMP-like technique, to calculate
cyber resilience metrics in a simulative environment.

The proposed methodology is instantiated in a case study
of an hypothetical water treatment plant (specifically a Sea
Water Reverse Osmosis plant) as a significantly critical
segment of a water supply system. Digitalization strongly
improves operations and systems’ performance ensuring
higher efficiency and coordination, and such benefits acquire
particular relevance in critical infrastructure systems and in
their related industrial settings. In this sense, the water supply
systems represent a prime example. Sensing instrumentation,
communication networks, and computing and control algo-
rithms are, by now, jointly integrated within the water sup-
ply systems to enhance their operations. A successful cyber
attack against a water system may result in water shortages,
but also in contaminated — may be harmful — water supply,
or even in potential environmental contamination. For this
reason, the water sector strongly demands dealing with the
potential vulnerabilities due to cyber-related failures and their
consequent disruptive scenarios. Recent events demonstrate
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the potable water sector to be extremely vulnerable under
this point of view, demanding for solutions in this sense.
For example, two cyber-attacks were conducted against water
distribution system in Israel during 2020 creating an ‘‘unpre-
dictable risk scenario” [17]. Even though no consequences
have been declared by the responsible authorities, there was
an open chance that thousands of people would have been
fed with low quality — may be poisoned — water or left
without it. These attacks were not isolated, as observable by
multiple similar events distributed all over the world [18].
On this basis, we believe the case study represents a priority
domain to be investigated from a joint safety, security and
environmental perspective.

The remainder of the manuscript has been organized
as follow. Section II reviews literature on the uses of
system-theoretic approaches in different domains. In Sec-
tion III, STPA-Sec/S, our novel methodology, is pre-
sented, discussing the integration between system-theoretic
approaches with cyber resilience assessment based on sim-
ulations. The methodology is instantiated in Section IV for
the case study at hand, presenting results and discussing their
validity for operative cyber risk management. In Section V
concluding remarks with possibilities for future domain of
applications, and ideas for further development, are provided.

Il. LITERATURE REVIEW
Traditional system safety approaches are being challenged by
the introduction of new technologies and the related increas-
ing complexity. The dependencies, the relationships, and the
interactions between systems parts make it difficult to assess
and control system functioning in a linear mechanistic way.
These concepts have been previously introduced into Prof.
Leveson’s STAMP, i.e., System Theoretic Accident Model
and Processes, CAST, i.e., Causal Analysis based on STAMP,
and STPA, i.e., Systems-Theoretic Process Analysis [12].
While the STAMP is a descriptive model of the system
under investigation, CAST and STPA permit to analyze past
(CAST) and probable future (STPA) accidents and incidents.
STAMP and its nested techniques are widely applied in
domains dealing with socio-technical systems, as the aviation
sector. For example, in [19] authors propose a defect pre-
diction model for radars’ software based on STAMP theory;
in [20] a mid-air accident is analyzed through CAST, also
expressing the interactions between people, technical equip-
ment, and environment; in [21] STAMP and STPA are used at
first to identify unsafe scenarios encompassing both technical
and organizational aspects of a flight demonstrator, and then
to guide the proposal of safety control measures. The space
sector has been shown to have benefitted from STAMP as
well, e.g., in [22] STAMP is used to map human-machine
interactions during various stages of the lifecycle of the
Apollo system. In [23] the authors developed a CAST analy-
sis to describe the International Space Station EVA 23 water
intrusion incident in order to explore complex interconnec-
tions, and real-time flight organizational operations, pairing
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it to safety recommendations. Other exemplary domains of
application comprehend: the healthcare services [24], the
automotive industry [25], the transportation systems [26], the
nuclear energy generation [27], and the process industry [28],
among others.

The traditional risk perspectives are not necessarily ade-
quate to deal with cyber threats. As per the context of this
paper, special attention should be devoted to the application
of system-theoretic approaches oriented towards cyber-
related failures. In [29] STAMP-Sec is introduced as an exten-
sion of the STAMP method to model security incidents as
the result of inadequate controls rather than strictly failure
events. Cyber threats were then translated into security con-
straints that can inform the design of security-critical systems.
An extension of the STPA method has been proposed in [30],
namely, the System Theoretic Process Analysis for Security
(STPA-Sec). STPA-Sec shares the same principles with its
traditional safety-oriented counterpart, STPA, although the
results and detailed procedures are slightly different. The
security-tailored methodology is also tested on a nuclear plant
reactor showing the set of conditions which could lead the
plant to a loss. STPA-Sec has been successively applied in
a variety of sectors. In [31] STPA-Sec is used to guide the
choice of security requirements for the design of a drone.
The analysis is made upon three different levels of detail to
provide traceability to the system owner’s mission, to make
systems security easily understandable. In [32] STPA-Sec is
applied to understand and to elicit systems security require-
ments during the conceptual stage of development of a space
system. The obtained results provide insights in getting viable
systems security requirements in terms of traceable security,
safety, and resilience. STPA-Sec has been also used (e.g.) to
understand security and resilience requirements in the early
stages of the development of a refueling aircraft [9], in the
design of the controls of a smart electrical micro-grid [33],
or to perform a preliminary hazard analysis, to evaluate
available alternatives, and to ensure safe operations of an
autonomous driven vehicle [34].

Although the usefulness of these techniques has been
widely proven, a recent literature review on STAMP-like
techniques documented the increasing tendency by scholars
to complement them with other approaches [13]. For exam-
ple, in [35] authors proposed a new accident causation theory
based on STAMP and on a risk management framework to go
beyond human, organizational and technological character-
istics encompassing sociological factors (legislative, regula-
tory, and cultural). While STAMP and its related tools have a
purely qualitative nature, other research is aimed at their inte-
gration with risk and losses quantification methods, e.g., [36].
A shared solution relies on the usage of model checking
techniques to improve or verify system requirements against
their actual configuration [37], [38], to guide prioritization of
hazardous scenarios highlighted by the STPA analysis [39],
or to perform a safety assessment providing a formal and
unambiguous representation of the system and its related
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threats [40]. In [41] instead, authors proposed an integration
of the STPA and the Functional Resonance Analysis Method
(FRAM) to carry out a safety analysis identifying potential
risks and providing mitigation measures. The FRAM model
is verified against the STPA-based safety properties and used
as a starting point for a quantitative model checking.

Also, the system dynamics modelling is used in [42] to
map the human factor, and to identify the impacts of avionics
reconfigurations during system development, operations, and
revision. A hazard analysis made through STPA become
the foundation of this study. An extension of STPA is also
provided in [43] where it is proposed a new approach named
STPA-RAM (Reliability, Availability, and Maintainability).
This latter consists in the utilization of a discrete event sim-
ulation to transform the feedback control loops into a set of
stochastic Petri nets.

A quantitative resilience assessment may complete the
analysis, too. Accordingly, in [44] authors proposed a
methodology to carry a quantitative resilience assessment
based on STAMP modelling of the system under analysis.
Assessing the system resilience under the influence of a
disruption, demand for two main steps: (i) development of
the STAMP model of the system permits to describe system
relationships, (ii)) modeling parameters and a quantitative
resilience metric. Also, STPA is used to identify system haz-
ards and accidents, determine unsafe control actions, and find
out their causes. The proposed method is also tested through
an application on a diesel oil hydrogenation system.

Besides multiple developments to complement STAMP/
STPA methodologies, there is still little — but recent — track of
proposal integrating STPA-Sec. In [45] this latter is integrated
with the Combined Harm Analysis of Safety and Security for
Information Systems (CHASSIS) methods for the informa-
tion lifecycle analysis to complement and generate additional
considerations on top of the ones provided by STPA-Sec anal-
ysis. An additional methodological structure is provided also
in [46] where the NIST (National Institute of Standards and
Technology) requirements have been integrated throughout
the security analysis. In [47] it is pointed out how STPA-Sec
lacks in considering the IT security issues such as data con-
fidentiality. To overcome this gap, STPA-DFSec (DF stands
for data flow) is presented. This new framework introduces a
data-flow diagrams for information security considerations.
A study on a vehicle digital key system is shown to instantiate
the modified approach and compare it with the classic STPA-
Sec methodology. In [48] STPA-Sec becomes STPA-Priv
which relaxes the assumptions to consider only closed loop
controls and extend the analysis also to open-loop controls.
In [49] the authors proposed an ontology-based technique that
extends STPA-Sec placing emphasis on the security threat
scenarios and their identification.

Nonetheless, if the presence of some quantitative analyses
improving classic STPA has been shown, there is still no track
of guidelines for the development of quantitative approaches
making the STPA-Sec assessment less expert-dependent. The
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current research in system-theoretic based cybersecurity still
focus in improving the cyber issues identification. In this
paper, we propose a novel approach, i.e. STPA-Sec/S, which
integrate the STPA-Sec analysis with a quantitative resilience
assessment based on simulations. The STAMP model is used
to guide the simulation model development, then STPA-Sec
helps identifying system cyber vulnerabilities which consti-
tutes the causal scenarios to be simulated. We rather aim to
provide a methodological guide to assist the model develop-
ment, the system cyber resilience assessment and the system’s
criticalities evaluation.

ill. METHODOLOGY

This section describes the theoretical aspects and the
operational implications of our novel methodology, namely,
STPA-Sec/S. At first, the theoretical fundamentals of both
STPA-Sec and simulation techniques in the context of socio-
technical systems are introduced. The description is then
complemented to show how to perform the novel integration,
including guidelines to translate the elements of the STAMP
model into the simulation environment. It is shown how to
frame simulation scenarios based on STPA-Sec outcomes.
The resulting resilience metric definition relies on system-
theoretic approaches, too.

A. SYSTEM-THEORETIC PROCESS ANALYSIS FOR
SECURITY (STPA-SEC)

STPA-Sec is a hazard analysis technique based on an
extended model for threats against IT systems under attack.
It consists of an early concept analysis to identify inadequate
safety controls in system design. Its aim is to assist security
and safety management in the definition of the requirements
and the countermeasures against cyber attacks [15]. The
method can be used to analyze complex system interactions
between their components, or throughout organizational lev-
els. STPA-Sec comprehends four phases:

e Purpose of the analysis. STPA-Sec requires a definition
of systems boundaries and its hazards. Five sub-steps
are needed to precisely define the constraints and the
scope of the analysis. (i) Problem framing, to identify
which elements must be protected and to define how
these elements could be protected. During the problem
framing phase, a problem statement is synthesized.
(i1) Losses identification, in terms of the values which
impact the stakeholders (financial losses, productivity
losses, social impacts or reputational damage, legal
liability). The losses must be defined by identifying
the stakes (goals, aims, values, or missions) defined
by the stakeholders. The stakes are transformed into
system losses to be avoided in the system security
analysis. (iii) System hazards identification, which pro-
vides the definition of components to be analyzed and
their boundaries. This allows to highlight the difference
between hazards and losses. Thus, the hazards can be
defined by a combination of conditions that, in a partic-
ular situation, will lead to a security loss in the system.
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(iv) System safety and security constraints identifica-
tion, which are the security conditions to satisfy, to pre-
vent, or reduce the system hazards. (v) Refine systems
hazards. When a hazard comprehends more than one
sub-hazard. This step may be suitable for large analysis
and complex applications. In such cases, creating a new
sub-hazard with its specific safety constrains might be
appropriate.

e Safety Control Structure (SCS) model. The system is
modelled through a hierarchical structure, leading to
the development of a STAMP model. This enables
mapping the interactions among the system compo-
nents. The model is composed by control loops (i.e.,
control actions and feedbacks), and inputs/outputs
parameters, on which the controllers act.

o Unsafe and Unsecure Control Actions (UCAs) identifi-
cation. UCAs are control loops which lead to hazards
or losses when ad adverse condition verifies. STPA-Sec
proposes four possible scenarios describing unsafe or
unsecure control loops: (i) a not provided feedback or
control action which leads to a hazard; (ii) a provided
feedback or control action which leads to a hazard;
(iii) a feedback or a control action provided too early,
too late, in wrong order or with an inappropriate appli-
cation; (iv) a feedback or a control action provided (or
stopped) for too long, or too short.

e Security-related causal loss scenarios identification.
Following the definition of the UCAs, it is possible to
describe the causal factors that may lead to the unsafe
or unsecure actions, and in turn leading to unaccept-
able system losses. STPA-Sec foresees several types of
loss scenarios to be considered in the analysis. A first
type of scenario describes why an UCA would occur.
A second type, defines why the feedback or the control
actions would be improperly or not executed. Lastly,
the scenarios in which UCAs lead to unacceptable
losses. To retrieve this type of scenarios, one can move
backward from an UCA looking for what could induce
the controller to generate (or to receive) that unsafe
control action (or feedback). Therefore, the scenarios
can be related to: (i) controllers, (ii) system behaviors,
(iii) control actions, (iv) context.

B. MODELLING AND SIMULATION FOR CYBER
RESILIENCE ASSESSMENT

To quantitatively evaluate cyber resilience, it is necessary to
experience faults and damages caused by cyber attacks. In this
regard, it is often difficult to carry on experiments, since their
impact on critical systems may have disastrous consequences.
This issue is by-passed using simulation techniques, which
make it possible to assess system behavior without produc-
ing real disservices. The use of model-based approaches for
quantitative cyber resilience assessment is a common practice
(e.g., [50], [511, [52], [53]). These approaches consist of
modelling all the phases of the process of interest using soft-
ware, and then simulate system’s failures to finally compute
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certain resilience metrics. Common modelling and simulation
methodology to assess cyber resilience can be resumed in the
following steps [54]:

Problem identification. To identify a problem statement
containing the information on the system to be ana-
lyzed, the knowledge of its acceptable states, and a
hypothesis of one (or a set of) successful cyber attack
event(s).

System description. To define the system’s boundaries
and the simulation testbed. The selected system is
described breaking down it to its elements. For cyber
resilience evaluation, elements description must con-
sider both physical and IT components, along with
control strategies and communication aspects.

Digital model design. Elements and their functionality
are formalized through adequate analytical relation-
ships, which allow transferring the digital model into
a selected simulation environment. The model is then
validated to obtain a representative nominal function-
ing scenario.

Metrics definition. To define indicators to study the
cyber resilience problem. Resilience indicators rely on
chosen definition of cyber resilience and the critical
variables of both the physical systems and its digital
counterpart.

Modelling failure scenarios. Cyber attacks must be
modelled on the simulation environment taking into
account attack’s characteristics. System response and
recovery capacities are modelled accordingly.

Cyber resilience assessment. Each cyber attack gen-
erates a disrupted performance curve which has to be
compared against system nominal performance. Cyber
resilience is then calculated accordingly.

C. INTEGRATING STPA-SEC AND SIMULATION: SYSTEM
THEORETIC PROCESS ANALYSIS FOR SECURITY WITH
SIMULATIONS (STPA-SEC/S)

Relying on the theoretical aspects proposed by STPA-Sec and
simulation techniques, Fig. 1 depicts the steps to develop a
cyber security analysis through the System Theoretic Pro-

CESS

Analysis for Security with Simulation (STPA-Sec/S),

which incorporates analytical steps from both methodolog-
ical instruments. Accordingly, the steps of STPA-Sec/S are:

Step 1: Define the purpose of the analysis. The first
step consists in defining the system at hand, its mission
and operating scenarios, and to frame the problem to
be investigated. Subsequently, the aim of the system
mission, its related losses, the hazards, and the safety
constrains shall be identified for each operating sce-
nario.

Step 2: Safety control structure modelling. A safety hier-
archical structure is required to map the system process.
Therefore, the Systems-Theoretic Accident Model and
Process (STAMP) model is used to create a model for
the system at hand mapping the interactions among its
elements. The STAMP model reports the control actions
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and the feedbacks to monitor and manage the controlled
process.

Step 3: Identify unsafe/unsecure control actions. At this
stage, based on the STAMP model, it is possible to iden-
tify those loops that — under certain operating conditions
— may lead to hazards or losses. Besides, the control
actions or the feedbacks could be unsafe or unsecure
when: (i) not providing the feedback or the control
action leads to an hazard; (ii) providing the feedback
or the control action leads to an hazard; (iii) providing
the feedback or the control action too early, too late,
in wrong order, or with an inappropriate application
leads to an hazard; (iv) the feedback or the control action
provided are stopped too late, or too soon, leading to an
hazard. Step 4 is proposed to substitute the causal factors
identification.

Step 4: Digital model design. The identification of
the critical elements guides the digital model design.
The model boundaries, in terms of the features and
the relationships to be reproduced, strictly depends on
which part of the safety control structure model appears
to be critical from Step 3. Each critical element, its
related entities, and its linked relationships shall be
reproduced in the simulation environment. For this pur-
pose, the STPA-Sec/S includes guidelines to ensure
a coherent digital model conversion from STAMP
(see Section III-C1). Model validation is included in this
step to ensure a representative nominal scenario [55].
Step 5: Define resilience metrics. At this stage, one (or
a set of) system performance cyber resilience metric(s)
shall be defined. The definition of the metrics relies on
the specific purpose of the analysis (i.e., which system
losses are considered, which are the hazard causing the
losses), and on the capabilities of the developed digital
model. These metrics lay the foundations for the sub-
sequent performance analysis and as such they shall be
SMART, i.e. specific, measurable, attainable, realistic
and tangible [56].

Step 6: Model faults and effects. To proceed with the
cyber resilience assessment, it is necessary to reproduce
the system failures caused by cyber attacks with their
consequent effects, as well as system restoration capac-
ity, if any. The failure scenario definition is based on
the outcomes of the STPA-Sec analysis: scenarios to
be simulated are those arising from the occurrence of
UCAs. The attacks’ characteristics must be modelled to
generate representative simulation outputs.

Step 7: Perform resilience assessment. The cyber
resilience quantification analysis is finally performed
by looking at the simulation outputs in terms of the
pre-defined performance metrics. Simulations could
reproduce a single specific failure scenario by fixing
attack characteristics, or they could be run multiple
times (e.g., by considering stochastic parameters and
perform Monte Carlo simulations) to define system
behaviors under different attack parameters.
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FIGURE 1. STPA-Sec/S methodological steps, as resulting from the integration of STPA-Sec technique (red boxes) with simulation-driven resilience

assessment (blue boxes).

1) USING STAMP TO DEVELOP THE DIGITAL MODEL

The STAMP analysis helps developing a process model based
upon the principles of systems theory. Through STAMP, it is
possible to highlight all the system elements and their rela-
tionships in term of feedbacks they exchange, and control
actions one imposes on another. This descriptive model can
be used for other assessments, either qualitative as for STPA-
Sec, or quantitative as for the STPA-Sec/S. For this purpose,
the STAMP model is reproduced in a simulation environment
to permit a cyber resilience assessment. The elements which
require a digitalized counterpart are: (i) system entities and
their state variables, (ii) controlled processes, (iii) sensors
and feedbacks, (iv) controllers and related control algorithms,
(v) actuators and control actions. Fig. 2 synthetizes the scope
of this conversion.

The STAMP model identifies inputs and outputs for each
controlled process. At first, it is necessary to highlight the
entities to be processed inside the system, i.e., the ele-
ments which are transformed from being input to output.
Notice how this identification (and the STAMP model itself)
strictly depends upon the problem derived from purpose of
the analysis. For example, in analyzing a water treatment
plant, the entity to be modelled is clearly the water, which
changes its state (i.e., is transformed) through the process.
Accordingly, the entities to be reproduced in the simula-
tion environment are the inputs and the outputs which are
connected to the controlled processes in the STAMP model.
The entities must be formalized mathematically through their
characteristic dimensions, which are the state variables of
the entities themselves. In the already mentioned example
(i.e. a water treatment plant), state variables may comprehend
(e.g.) water pressure, water flow rate, and water temperature.
Thus, a system entity can be expressed as a vector X (¢) of n
state variables x:

X(1) = (x1,x2, ..., Xn) ey

State variables are changed within the process since the
entity is transformed being input (first) and output (then),
and so on. It is then possible to define the entity X(¢) in two
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These latter representing two states of the entity, specifi-
cally before (i.e., )_(I(t)) and after (i.e., Yo(t)) the transfor-
mation occurs (i.e., the process).

Processes are the elements of control, and they generate
one or more outputs (both intermediate and final) through-
out the system. The STAMP model provides an indication
of processes to be modelled in the simulation environment.
These latter equal the controlled processes from the STAMP
model. A process is a part of the system in which the entity is
transformed, and a change of its state variables is procured.
Accordingly, the STAMP description of each controlled pro-
cess, must be abstracted through a mathematical relation
connecting X ! (t) to Yo(t):

X%y =P ()_(’(r)) @)

in which P is a transformation function that permits the
change from a state to another.

Sensors are devices that responds to a signal or a stimulus
and share the obtained information with the surrounding envi-
ronment. Signals to be shared are the feedbacks highlighted in
the STAMP representation. A sensor can be seen as a process
with the aim to generate an output corresponding to a specific
state variable measure. In the real world, this is done using
well-known physical phenomena. In the modelling environ-
ment this can be done following a similar approach. Starting
from process outputs, it is possible to obtain measures using
equations that links physical quantities. The input of a sensors
equals the output (or a part of it) of a related controlled
process, so a relation can be written as:

FB(t) =S (s ()_(0* (r))) (5)

in which FB(t) represents the sensor output vectors (i.e., the
feedback obtained from the sensing operations), )_(0*(t) is
the sensor input vector containing the entity state variable
(or a group of state variables) after the controlled process
has taken place, S is a function that allows computing the
desired measures (e.g., a derivative to obtain acceleration
from velocity), S is the characteristic function of the sensor
device (i.e., the ability and the extent in which the device
performs the measuring action effectively). Looking at a
generic STAMP model, it is clear that not all process outputs
are relevant in the calculus of the sensors output, i.e., not all
the state variables are feedbacks. This consciousness justifies
the need to use a YO*(t) which is not necessarily equal to
)_(O(t). More specifically, some other observations can be
made on }_(O(t) vector. At first, not significant outputs, i.e.,
outputs that are not useful for modelling the sensor measure
should be set to zero in X 0*(t). These state variables may be
used to visualize system behavior in the final analysis, but
they are not useful for model development. For some other
state variables in )_(O(t), no calculation or change might be
needed, it happens when the modelled process gives as output
the exact information that the sensor should read. In these
cases, no transformation S is needed. Equation (5) can be so
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specialized relating each i-th element of the FB(t) vector to
YO(I). Accordingly:

FBj(t)
0 fori:X IQ(t)is not in the feedback
=18 ()_(io(t)) fori: )_(io(t)to be not transformed

S (S (Y?(t))) fori: )_(?(t) to be transformed
(6)

Feedbacks becomes inputs for the controllers, which aim
to elaborate information and generate the control actions.
In the STAMP model, a controller is defined by two parts:
the process model, and the control algorithm. The controller’s
process model represents the knowledge the controller has
on the system. It is updated through the feedbacks that the
controller receives, and on a set of standard information about
the system it is designed to have (i.e., how the process is
meant to work). Based on the process model, the control
algorithm produces the control action required to modify the
controlled process. Control algorithms and their relationships
with the process model (which relates to the feedback from
the sensors) must be transposed from the STAMP model to
the simulation environment. Accordingly, a controller can be
formalized as a transformation C which produces a control
action CA.(t) based on a process model PM to be updated by
the feedback FB(7):

CA.(t) = C (PM (FB (1)) (7)

It is worth noticing that not all the state variables are mod-
ified by the control actions. Accordingly, the CA.(t) vector
must be arranged and filled with null values to be coherent
with the entity state description dimension. To model the
transformation C two approaches can be suggested. A first
strategy may rely on the utilization of control theory. Consid-
ering the process model to be a dynamical system, a controller
can be designed to make the system output follow a desired
control signal. The system output will represent the control
action to be imposed to the controlled process. The con-
troller monitors this output comparing it with the reference
input (i.e., the feedback) and adjusts its actions accordingly.
An example may be continuous controller, such as propor-
tional controllers, integral controllers, derivative controllers,
and their combinations (e.g., PID controller). The second
strategy may focus on the development of control algorithm
through programming languages. The way a controller works
can be seen as a response to a certain event involving the
process. In this approach, the process model describes the
occurrence or not of such events by computing state variables
based on the feedback. The algorithm may trigger different
control actions based upon the definition of a set of events
and their occurrence, following certain logics.

The control action from the controller is not directly con-
nected to the controlled process, but it is imposed to the
process through an actuator. This latter is a device that works
in reverse of a sensor, producing a signal or a stimulus from
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an information obtained from the surroundings. Modelling
actuators really depends on the accuracy the model is sup-
posed to have. For simplicity, the output of the controller
could be shaped as a signal that directly modify the process
input. In case an in-depth study on actuators dynamics is
needed, the modelling procedure follow a similar approach
to the one used to model sensors. Physics laws permit to
correlate the electronic signal entering the actuator to the
transformed signal (may be physical or not) that will impact
the process dynamics. Similar to sensors modelling, the cor-
relation between actuators inputs and actuators outputs can
be written in the form:

CA(1) = A(A (CA.(1))) ®)

In which CA(t) is the actuator’s output vector representing
the control action defined in the STAMP model. It contains
values to modify the process’ input vector }_(I(t). CA.(?) is
the controller output vector (i.e., the control action prescribed
by the controller), A is the function to correlate input and
output and the physics transformation that occurs, and A is the
characteristic function of the actuator device (i.e., the ability
and the extent in which the device performs the control action
effectively).

Finally, the modification of the controlled process input
can be expressed by:

X'+ 1) =X )+ CAG) )

. <! . .
being X (#+1) the state vector which describe the updated
entity state at the entrance of the process.

2) USING STPA-SEC TO MODEL SYSTEM DISTURBANCES
AND CAUSAL SCENARIOS

Based on the STAMP model, the STPA-Sec analysis provides
the set of unsafe and unsecure control actions. These latter
being critical to ensure both system safety and security. UCAs
may derive from: (i) anomalies related to the controller, and
(ii) anomalies related to the controlled process. The first case
comprehends all those cases in which the controller processes
a wrong control action due to a modification of its control
algorithm. This can be done by altering the communication
between two system parts, making them believe that they
are directly communicating with each other. The attacker and
its custom control algorithm insert themselves between these
two system parts, acting as the real controller. The attacker
who manages to prescribe its control logic into the system
will disrupt the process taking control over it (e.g.), see man-
in-the-middle attack strategies [57].

The controller may process a similar adverse outcome
either if the control algorithm is modified by the attacker,
or not. A modification to the input of the controller may
lead to the generation of unsafe control actions. Inadequate
feedback will update the process model wrongly, inducing
to an unsafe/unsecure control even if the control algorithm
is computing information correctly. Thus, anomalies related
to the controlled process comprehends all the situation in
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which an UCA verifies due to wrong feedback to the con-
troller. For cyber safety/security issues, this latter can rise
from both unintentional events, and intentional events. The
first set comprehend all the unpredictable external events
which disrupt the controlled process feedback. An example
may be heavy rainfall which may lead to communication
blackout between sensors and controllers. This kind of event
are strictly related to NaTech scenarios [58] and represents an
inherent vulnerability of cyber-physical systems. The second
set considers all situations where an adversary voluntarily
forces a modification in the feedback, and consequently
modifies the controller process model. For example, a cyber
attacker may: hide the real sensor reading and inserting a
wrong one inside the system, inducing wrong control actions,
see (e.g.) false data injection attack strategies [59], [60];
or completely blocking communications throughout the IT
system part with, for example, a jammer (e.g., denial of
service attack strategies) [61]. Additionally, both anomalies
related to controller, and anomalies related to the controlled
process may occur simultaneously. The attacker may mask
its adverse control actions by providing wrong feedbacks,
remaining undetectable, see (e.g.) replay attack strategy [62].

Connecting these reasonings to the STAMP/STPA-Sec, the
potential system failure scenarios can be derived from the
unsafe control action prescribed by adverse control algo-
rithm, but also from the inadequate feedback to the controller
itself.

From the previous lines, it is clear how, in a cyber
safety/security analysis, a relevant part of the simulation
model is represented by communication systems. It is not
necessarily true that a variable is perfectly moved from a
component to another. For example, the feedback generated
from the sensor reading may not be the same to be used as
input by the controller. A perfect communication between
two system elements is represented by an immediate and
accurate connection that moves an information from the out-
put of an element to the input of another. In this sense, the
equations shown in the subsections above were built under
the assumption of perfect communication. Communication
has to be modelled taking into account two main concepts:
differences in shape, i.e., exchange of information not fol-
lowing a certain communication protocol or specific rule,
and differences in time, i.e., not immediate or not continuous
exchange of information. Accordingly, based on (5) and (7)
differences can be reproduced as:

FBarx (1) = fi(t) + fo(t) - FB (t + f3(1)) (10)
CAark (1) = c1(t) + ca(t) - CA (t + c3(1)) (11)

being f1(¢), fo(t), c1(t), and c»(t) elements of the time
dependent vectors to describe the differences in shape of
the feedback and the control action models respectively; and
being f3(t), and c3(¢) elements of the time dependent vectors
to describe the differences in time for the feedback and the
control action models respectively.
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Even if these differences may be inherent in system func-
tioning, a modification of them results in the occurrence of the
UCAs. Accordingly, any not provided or wrongly provided
CA (or FB) represents a difference in shape of the CA (or FB)
model. Any CA (or FB) provided too late or too early, or for
too long or too short, represents a difference in time of the CA
(or FB) model. Modelling communication and their failures
within the digital model allows reproducing different causal
scenarios. For example, a not provided feedback at time ¢
results in fi(f) = f>(t) = 0. A control action provided too
late is reproduced through a c3(¢)< 0.

IV. CASE STUDY

The following section describes an application of the
STPA-Sec/S methodology for a SeaWater Reverse Osmosis
(SWRO) plant. At first, UCAs have been identified, under-
lining system criticalities. Interactions between system parts
are depicted by the STAMP model. Later, a simulation model
based on STAMP/STPA-Sec is used to quantify specific
resilience metrics. The obtained results and their discussion
have been provided.

This study focuses on the desalination process which is a
water treatment process aiming at the removal of salts and
minerals, and suspended solids from saline water to produce
water suitable for human consumption. For demonstrative
purposes, a SWRO plant represented the use case for STPA-
Sec/S application. Specifically, seawater desalination is a
separation process used to reduce the dissolved salt content
of saline water to a usable level. All desalination processes
involve three main water streams: the saline seawater feed
stream, the low salinity produced water (i.e., permeate), and
a very saline rejected concentrate (i.e., brine). The saline
feedwater is drawn from oceanic or underground sources.
It is then processed by the desalination process resulting in
the two output streams (permeate, and brine). The permeate
water is suitable for most domestic, industrial, and agricul-
tural uses. The brine must be disposed generally by discharge
into deep saline aquifers or surface waters with a higher salt
content. The desalination process makes use of membranes
to separate salt content to water. The most used are Reverse
Osmosis (RO) membranes. A RO system performs four major
processes (cf. Fig. 3):

e Pre-treatment. The incoming feedwater is pre-treated
to be compatible with the membranes. Suspended
solids of big dimension are removed by travelling
screens (e.g., Travelling Screens (#4), Particle Settle-
ments (#5), and Residual Treatment (#8)). Then the
feedwater passes through a series of filters such as sand
filters (#6), earth filters (#7), and cartridge filters (#10).
Chemical processes to adjust the pH level of water
occurs too.

e Pressurization. The pre-treated water has to reach from
5,5 MPa to 7 MPa for seawater desalination, high
pressure pumps (#10) have to be used to achieve this
result. The pumps raise the pressure to an operating
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TABLE 1. Accident outcomes due to system hazards.

1D Loss description Category

3" party-human
3 party-human
3" party-human
Brand/relationship
Assets/equipment
Environmental
Legal/contractual

L-01  Harmful or poisoned water supply
L-02  Low quality water supply

L-03  Reduction of permeate water
L-04  Loss of reputation

L-05 Damage to equipment

L-06  Environmental contamination
L-07  Financial loss

L-08  Water production stop 3 party-human

value appropriate to guarantee the membrane passage
based upon the salinity level of the feedwater.

e Desalination. The RO desalination process separates
the pressurized feed stream water from the dissolved
salts by let it flow through a water-permeable mem-
brane (#11). The permeate is encouraged to flow
through the membrane by the pressure differential cre-
ated between the pressurized feedwater and the output
stream, which is at atmospheric pressure. The perme-
able membranes inhibit the passage of dissolved salts
while permitting the desalinated feed to pass through.

e Post-treatment. The product water of the membrane
assembly usually requires pH adjustment and degasi-
fication before being stored (#14) to be transferred to a
water distribution system (#16) to be used as drinkable
water.

A. STEP 1: DEFINE THE PURPOSE OF THE ANALYSIS

In accordance with the first step of the methodology, this
section aims to define the system, and its operating scenario
to be investigated [63]. These latter will be used to later create
a control system model, and to identify the criticalities in the
system itself. Accordingly:

o Operating scenario. The analysis will focus on the oper-
ating condition in which the SWRO plant is in steady-
state production. The water quantities and water quality
throughout the system are assumed to be constant during
time if no disturbance applies.

o System losses. System losses organized by category are
summarized in Table 1. These are the losses which
turn out to have an essential value for stakeholders (the
impacted stakeholders form each category).

o System hazards. The pumping system, the pre-treatment
process, and the post-treatment process are the system
operations highlighted to be critical for system losses.
Table 2 contains the system hazards, in terms of their
condition, behavior or period leading to the undesired
event.

B. STEP 2: SAFETY CONTROL STRUCTURE MODELING

The second step prescribes the creation of the STAMP model.
The model aim is to map the control procedures. Accord-
ingly, at least two hierarchical levels are needed. A controller
imposes constraints on the lower level, that same controller is

VOLUME 11, 2023



F. Simone et al.: Thinking in Systems, Sifting Through Simulations: A Way Ahead for Cyber Resilience Assessment

IEEE Access

Travelling screens (#4)

I €) | ]

| Intake Pump (#1)

Particle settlement (#5)

Residual treatment (#8)

Power Plant (#2)

Sand filters (#6)  Diatomaceous earth filters (#7)

Filtered Sea
Water Pump (#9)

Power plant process

> Solids processin >

* | Backwash Pump (#3) ‘

FIGURE 3. Seawater Reverse Osmosis plant (single stage) diagram.

TABLE 2. System hazards related to RO process.

Related losses

L-01, L-02, L-03, L-04,

ID Hazards description

Pumping system imposes low

HI pressure in the process L-06, L-07, L-08
Pumping system imposes high

H2 pressure in the process L-03, L-05, L-07, L-08

H3 Not proper pre-treatment L-01, L-02, L-04,L-05,
process L-07, L-08

H4 Wrong chemical dosing in post- L-01, L-02, L-05, L-07

treatment stage

then controlled by higher level represented by the feedbacks
and the control actions. In modelling the hierarchical control
structure, a major focus must be dedicated on the control flow,
since the inadequate control or feedbacks loops may result
in system losses. The Safety Control Structure (SCS) for the
SWRO plant has been created based on the system hazard and
losses defined previously. A high-Level SCS is represented in
Fig. 4 and comprehends:

o SWRO plant central office (green box in Fig. 4): compre-
hending the central utilities, the operation office; and the
maintenance office. These latter being responsible for
the internal organization, and for guaranteeing SWRO
plant correct operational conditions.

o SWRO plant auxiliary services (purple box in Fig. 4):
the RO plant is connected to a power plant to optimize
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Blending

and Storage
Process
Post— {#15)
Treatment
Process

(#13)

Holding Tank (#14)

Transfer
Pump Il (#17)

Transfer Pump | (#15)

the usage of resources and energy in the process. The
SWRO plant deeply rely on electrical power to guaran-
tee the correct operations, e.g., imposing an appropri-
ate pressure on water is very energy consuming. Also,
brine discharge offers a possibility for energy recovery.
Accordingly, another controlled process is inserted in
the high level SCS model, i.e., the power plant process.

o SWRO plant process (light blue box in Fig. 4):
this section represents the core of the entire plant
since it comprehends the components which allow
the desalination process to physically take place.
It comprehends: the SWRO plant operators crew
(both operators and contractors), the SWRO plant
central automated control system (i.e., SCADA sys-
tems), the automated control sub-systems for pre-
treatment, the automated control sub-systems for
reverse osmosis, the automated control sub-systems
for post-treatment. The controlled processes are: the
pre-treatment phase; the reverse osmosis phase, and the
post-treatment — plus blending, storage and delivery —
phase. The processes match with the ones depicted in
Fig. 3.

Red boxes in Fig. 4 highlight the system parts that will
be within the scope of the case study. Accordingly, a more
granular SCS is proposed by isolating only the red boxes.
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FIGURE 4. Seawater Reverse Osmosis process Safety Control Structure (red boxes depicts the system parts involved in the case study).

The fractal nature of STAMP allows exploiting controls at
different levels of abstraction. This detailed SCS has been
defined to highlight the control actions and feedback among:
the High Pressure (HP) feed pump (#10), the Membrane filter
pass (#11), the Energy recovery device (ERD) (#18), and their
interactions. Fig. 4 shows the STAMP model isolating these
components.

This excerpt has been further detailed in Fig. 6 in which
further information concerning interactions and components
has been inserted, too. At this level of detail, the controls
have been explicated by means of two types of controllers.
(i) Human controllers, represented by orange boxes in Fig. 6,
that generate a control action on the Automated Controller
and receives feedback regarding data from the controlled pro-
cess. (ii) Automated controllers, represented by blue boxes in
Fig. 6, which receive control action generated by the human
controllers and forward this control in the process in light of
their process model.

Additionally, the SWRO plant Central Automated Con-
trol System (light blue boxes cf. Fig. 6) shall guarantee the
presence of a feedback loop on the process being controlled,
as well as process operability in terms of correct actions.

C. STEP 3: IDENTIFY UNSAFE/UNSECURE CONTROL
ACTIONS

The third step concerns the definition of the system-level
hazards. These latter are identified by determining the sys-
tem states or conditions that lead to a loss in worst-case
operational and environmental circumstances. The hazards
identified in the first part of the analysis can be linked with
the UCAs. For the following evaluation the focus will be on
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the high pressure (HP) pump (#10) only, since this element
play an important role in two out of four hazards: “Pumping
system impose low pressure in the process”, and ‘‘Pump-
ing system impose high pressure in the process’. Further-
more, the control actions “RPM settings”, “RPM value”
and “RPM condition” (red arrows, cf. Fig. 6) represent the
control actions related to the HP feed pump.

Table 3 describes the causation (i.e., not provided, pro-
vided, timing or sequence, and duration) of each of those
control actions.

The “RPM condition” control action (highlighted in italic
font in Table 3) will be used to build and implement the
resilience simulation analysis. This control action is respon-
sible to handle the interactions between the Automated con-
troller pump (#10) and the HP feed pump (#10). This is a
crucial interface in the RO process since an inadequate action
at this stage may lead the process to change the operating
parameters significantly. Thus, this set of UCAs will be used
to proceed with the cyber resilience analysis.

D. STEP 4: DIGITAL MODEL DESIGN

The digital model of a SWRO plant has been adapted
from [54] reproducing the pressurization and desalina-
tion phases. The simulation model has been developed in
the MATLAB/Simulink simulation environment. Simulink
blocks have been re-arranged to be compliant with the
STAMP descriptive model for the case study at hand. The
model follows the principles of dynamic resilience mod-
elling introduced in [64] as a dynamic approach to quantify
resilience and resilience metrics under different stochastic
conditions that can impact process performance.
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FIGURE 6. Detailed SCS for High Pressure pump (#10), Holding tank (#14), and Membrane filter pass (#11).

|> P

E. STEP 5: DEFINE RESILIENCE METRICS
The plant performance is evaluated based on the system

to evaluate the cyber resilient performance of the SWRO
plant.

losses identified in Table 1. Losses may concern the quality
of the produced permeate (L-01, L-02, L-06), or the quan-
tity of this latter (L-03, L-08). No emphasis is given to the
plant loss of reputation (L-04) since it is mostly an indirect
consequence of the quality/quantity losses. Damage to the
equipment (L-05) and financial losses (L-07) are not quan-
tified as well. Resilience metrics should allow the integration
of system capacities and provide flexibility to capture sys-
tem peculiarities [65]. Accordingly, two metrics are defined

VOLUME 11, 2023

As simulation starts, the plant works in a defined steady
state condition that is represented by a fixed flow rate of
produced permeate water qo. As permeate diminishes or
increases, a coefficient depicting the variation related to pro-
duction quantity can be calculated as follow:

My () =10 (12)

q0
where ¢(;) is the permeate flow rate at simulation time t, and
qo is the permeate flow rate at steady state working condition.
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TABLE 3. UCAs description based on STAMP model.

Con.trol N(.)t Provided Timing or Duration
action provided sequence
Human
controller I
set too early
Human RPM
controller I |, settings for
does not set controller T the Pump Not
RPM RPM set RPM (10) controls | relevant
settings parameters arameters Human for the
for the ?na dequatel controller I analysis
Pumps (10) q Y| set too late
controls. RPM
settings for
the Pump
(10) controls
Pump (10)
Pump (10) controls set
controls do t0o carl
not have RPM V'zlue
communica with
tion with reference to
automated feed water
controller Pump (10) CesSUre Not
RPM pump (10) controls set §1easure d relevant
value RPM value Pump (10) for the
inadequately ump analysis
controls set
Pump (10) too late RPM
controls do value with
not set reference to
RPM value feed water
pressure
measured
Automated
Automated controller
controller 10
pump (10) pump (10)
set too early
does not RPM
have . condition
communica Wlth
ZIOIZI fvevel‘gl reference to
o (10) Automated permeate
‘Z c tu]; (ors controller conductivity Not
RPM ' pump (10) measured relevant
condition Automated | 5¢ RPM Automated for the
utomate condition controller analysis
controller wrong pump (10)
Zump (10) set too late
oes not set RPM
RPM. . condition
condition with
Jor the HP reference to
fe edp ump ermeate
(10) p
conductivity
actuators measured

Similarly, the metric to evaluate loss in terms of quality of
permeate water is defined as:

My (1) = SO (13)

Co
where C(y) is the permeate conductivity at simulation time t,
and Cy is the permeate conductivity at steady state. The more
water quality decreases (i.e., amount of salt in water increases
and, subsequently, conductivity increases) the more M;(t)
will increase. A value of the metric less than 1 does not
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necessarily depict a better working condition since SWRO
is a very energy-expensive process. Basically, to provide a
lower permeate conductivity the pressurization phase must
consume more energy. My (t) = 1 is imposed also when the
permeate water valve at the entrance of the storage tank is
closed. In such configuration no water is entering the tank.
The metric will so depict only the moments in which the
quality of water will exceed the steady state requirements.

On the metrics time series, a measure of system cyber
resilience for a specific performance is then given through
the integral approach [66]:

1
i Mi([)dl‘
[ dr

0 i

(14)

where M;,,
state (i.e., not disrupted) performance curve. The resilience
index R; is equal to 1 if the two areas have the same extension,
describing a perfect response with 100% resilience, it will
decrease as long the difference between the two areas will
increase, showing a less resilient response

is the i-th metric time series, and M i?;) is the steady

F. STEP 6: MODEL FAULTS AND EFFECTS

Simulation scenarios to evaluate cyber-resilience are based
on the development of an attacker model. It implements the
capabilities of the opponent and can it be extended in order
to reproduce different types of cyber attack strategies. It is
assumed that the attacker can intercept any communication
exchange throughout the model and so it can store, analyze,
replay, alter and inject data. In this sense, cyber attacks are
composed of two phases: a passive mode and an active mode.
The passive phase aims to gain knowledge of the system, ana-
lyzing data without modifying information contained in them,
but the adversary is already capable to provoke damages. Pas-
sive phase is not object of simulation since it is not interesting
in evaluating system cyber-physical malfunctioning (that is
the purpose of this study). Once an appropriate knowledge is
obtained, the active mode begins. In this phase the attacker
starts injecting data to take control of the system producing
inadequate feedbacks, or/and hacked system controls that can
generate different disruption scenarios.

Accordingly, based on the unsafe control action derived
from the STPA-Sec analysis, two exemplary simulation sce-
narios are developed in line with the results in Table 3:

o First simulation scenario. The control action on HP
pump provides wrong settings due to wrong feedback
from sensors.

o Second simulation scenario. The attacker forces the con-
trol action on pump to provide wrong settings. More-
over, the feedback from sensors is masked by replaying
previous measures.

1) FIRST ATTACK SCENARIO: SURGE ATTACK

The first scenario is reproduced through a surge cyber attack
pattern [59]. It consists in a false data injection that aims
to obtain maximum damage in the shortest time. False data
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are inserted into the communication channel between sensors
and controllers. In this way, controllers impose wrong con-
trol actions since corrupted sensor readings are provided to
them. In this sense, a false pressure feedback may force plant
shutdown since the RO desalination unit is designed to work
under specific pressure range. Accordingly, the controller
process model for the pump is able to consider this limit and
to force pumps slowdown if the system reaches an alarming
pressure. So, injecting a false pressure measure can result
in: (i) controller forcing the pump to increase pressurization
if the feedback reports a suboptimal pressure value (may
lead to desalinator and pipes damages), (ii) controller forcing
the pump to slow down with a subsequent loss on permeate
quantity and quality, (iii) pump controller forcing the system
to shut down if the feedback reports an alarming pressure
(i.e., a pressure value that exceeds an imposed limit). The
third situation is the one that most comply with the purpose
of a surge attack to maximize damages in the shortest time.
As long as the fake data (unacceptable pressure) are provided
to the controller, pumps velocity will slow down. At first,
the pump deceleration will cause a production decrease since
a minor quantity of permeate will pass through filters. This
happens since water enters the RO unit at lower pressure.
In this first phase, good quality water is still produced, but
in less quantity. At a second stage, water enters the RO unit
with insufficient pressure. Some water will still passthrough
filters, but its conductivity will be too high to consider the
product acceptable. The downstream valve will be closed.
The conductivity measure will suggest pumps controller to
increase pump velocity but the pressure feedback still being
unacceptable will maintain pump controller slowing down
the pump. This phase already represents a production shut-
down since no drinkable water is produced. If the adversary
manages to transmit the false pressure measure for further
time, the controller will completely stop the pump. Once this
happens, the entire system is compromised causing a long
disservice.

The scenario descripted above is modelled in the Simulink
environment developing a custom block following the logic
in the following pseudo-code:

Attack 1 Pseudo-Code (Surge Attack) — Feedback
Input:

P]'? : measured feed flow pressure

Py : maximum admittable pressure

tsare - Cyber attack start time

tend : cyber attack end time

t : current simulation time step

Output:

P;” : measured feed flow pressure

if 250 <t (i) < tepg then
P;n (l) = Pmax
else
P () = P} (i)
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In accordance with (10), and considering P}” to be the only
value in the feedback vector FB:

ﬁATK ®) =f1(t)=Pmax (15)

when the system is under attack, i.e., fsqrr <t < fend-

2) SECOND ATTACK SCENARIO: REPLAY ATTACK
The second scenario is reproduced through a replay attack
pattern [67]. It is structured in two phases that the adver-
sary manages to perform simultaneously: (i) the attacker
affects the feedback by replicating the last measure provided
(which correspond to a normal operation condition), (ii) the
attacker inserts adverse control actions to modify the system
state. The attacker remains undetectable as long the feedback
is replayed, since it will report a good working condition.
A replay attack does not require a knowledge of system
dynamic since once the access to sensors is obtained it simply
continue replaying the previous measure. Replaying the feed-
back inhibits the controller, which will continue to analyze a
good working condition and it completely loses the ability to
know the actual system state. As a result, the controller pro-
cess model is completely compromised. However, it still per-
mit the calculation of good control outputs. So, also the con-
nection between controllers and actuators is attacked. Wrong
control actions are inserted on this communication branch
and the system falls under the attacker control. Through the
replay attack, the adversary can provoke different disruption.
The simulation scenario is built with the purpose to create
contaminated water, which is not highlighted by the plant sen-
sors, and so it may reach the water distribution network. The
conductivity feedback is the one replayed, making two con-
trollers to be inhibited. The pump controller will consider the
current velocity and the measured pressure to be good enough
to produce good quality water, so it will not modify pump
speed. The valve controller instead, will not close the path
to the storage tank since the quality control will be passed.
At the same time, the adverse control action is imposed on
the pump. The attacker lowers pump velocity making the
pressure fall, and increasing conductivity. As conductivity
increases (as a result of a bad filtration process), flow rate will
decrease, making the system producing fewer water at low
quality. The product water will be considered pure enough
to be supplied to population since the feedback will always
provide a good conductivity measure. The scenario has been
implemented into the Simulink simulation environment. Two
custom blocks are developed, their logic is presented in the
following pseudo-codes:

In accordance with (10) and (11), and considering C[’," to
be the only feedback, and v, to be the only control action
in FB and CA respectively:

FBark (1) = FB(t + 5(1)) . f3 (1) = —1 — (t — ty1ar) (16)
CAark (1) = c2 (1) - CA (1), c2 (1) = —1 (17)

when the system is under attack, i.e., fyarr <t < fond-
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Attack 2 Pseudo-Code (Replay Attack) — Feedback

Input:

C 1’,” : measured permeate conductivity
tsare - Cyber attack start time

tend : Cyber attack end time

t : current simulation time step
Output:

CI’," : measured feed flow pressure

if tstart <t (l) < lend then
C[’," (i) = CI’,” i—1
else
Cr (i) = CI (i)

Attack 2 Pseudo-Code (Replay Attack) — Control Action

Input:
Vpump : desired pump velocity
vk " velocity target to be reached by the attacker
tsart - Cyber attack start time
tend : cyber attack end time
t : current simulation time step
Output:

Vpump : desired pump velocity

if fysare <t (i) < teng aNd Vpyp # V9% then
Vpump (4 1) = Vpump (i) £A i
else

Vpump(i) = Vpump(i)

3) CYBER ATTACKS DURATION

The time between the moment in which the cyber attack
starts, and the moment in which the system re-starts its
normal working conditions gives a measure of the system
recovery capacity. A probabilistic approach is used to model
inherent variability in the process, starting from previously
published works that helped electing reasonable time ranges,
e.g., [18], [68]. The disruptions take place in a time range
defined as:

AT = tstarr — tend (18)

where t,,+ identifies the moment in which the cyber-physical
attack starts.

This means that all the tasks the adversary does to collect
data, to gain knowledge and to enter the system are consid-
ered to be precedent to this moment (e.g., a phishing e-mail
exchange to get sensitive information about plant function-
ing). On the other hand, #,,4 is the moment in which system
functionality have been completely restored. This latter con-
dition, does not imply that system restart to perform as it did
before disruption occurs but that it is again the condition to do
it. AT will give a measure of how quick the system is capable
to recover. Concerning the system state after recovery, an as-
good-as-before [69] logic is followed. This means that from
tend, the system is forced to improve performances since
the pre-disruption state is reached again. Different AT will
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produce different metric patterns, Monte Carlo simulations
are used to aggregate results. The simulation output will
not be a deterministic value for the system cyber resilience
but a set of them, related to the attack duration and their
frequency. The number of simulation run is calculated conser-
vatively through [70]. Accordingly, considering a 95% level
of confidence the number of iterations is 218. Conservatively,
250 iterations are made.

G. STEP 7: PERFORM RESILIENCE ASSESSMENT

In this section presents the simulation outputs and the conse-
quent cyber resilience assessment. The simulation scenarios
are used to compute resilience metrics referred to both the
proposed performance measures. Simulation have been con-
ducted evaluating the system performances for a time frame
of a week, without making any change in system normal
condition behavior. This permits to underline effects of the
proposed disruption scenarios on a medium/long term.

1) ATTACK SCENARIO 1: SIMULATION OUTCOMES

The first simulation refers to the surge attack. A wrong mea-
sure leads the system to shut down. This happens as long
controllers identify a dangerous situation and cannot manage
to resolve it by decreasing pump velocity, so pumps are
stopped. Fig. 7 shows an exemplary pattern for this situation
and consequent effects that such an attack has on the digital
model outputs. In the specific case shown in Fig. 7, the
attack is performed in the time range between f,= 60 and
tena= 600.

Concerning contaminant, its value goes up, at first, since
controller diminishes pump velocity to contain pressure. Con-
taminant increases because the lower pressure imposed on
RO desalination unit implies a less pure permeate stream
at its exit. The valve controller will close the valve once
the conductivity measure will report an unacceptable value.
Since no more water is entering the permeate water tank,
the contaminant jumps to 0, i.e., no more contaminant
is entering the tank (neither water too). At some point
(t = 600 in this case) the threat is resolved, and the system
starts working again as before. This means that the controller
is aware of the real pressure measure, not the one imposed
by the adversary, and it starts to accelerate pumps. This is not
sufficient to repristinate system performance because water at
not acceptable conductivity is still produced, and so the valve
remains close. Once an acceptable conductivity is measured
at desalinator exit, the valve is re-opened and, again, the con-
troller regulates settings to return the system to its initial state.
The loss on quantity represents the most critical performance
since the cyber attack aims to stop water production for a
certain time range. In a similar way to the contaminant profile,
the volume loss profile has at first an increasing phase that is
represented by pump deceleration. In facts, a lower pressure
imposed at desalinator entrance implies a minor quantity of
water passing through filters. Accordingly, a loss in produc-
tion is verified. Once the conductivity sensor measures a
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FIGURE 7. Exemplar M; and M, metrics’ patterns for 15 attack scenario (gt = 60, teng = 600).

non-acceptable conductivity value, the valve is closed making
the loss in production maximum (i.e., M1 equal to 0). Again,
when the system restarts its normal functioning, the initial
performance is repristinated with a delay due to the pump
restart.

2) ATTACK SCENARIO 2: SIMULATION OUTCOMES

The second simulation scenario reproduces the replay attack.
It has the aim to both reduce production and insert low quality
water in the water supply system. The conductivity measure is
replayed in order to inhibit both the pump and the valve con-
trollers. In this way valve controller will always drive water in
the storage tank even if the adversary modify production by
taking control on the system. Fig. 8 shows the effects of the
attack on the Simulink model outputs. The disruption shown
in Fig. 8 lasts from tsg;r = 60 to 20,4 = 600.

When the attack begins, the adversary starts to lower
pumps velocity, this induces to both an increment on quan-
tity of contaminant in produced water and a decrease in
production (i.e., percentage loss increase). At some point,
a new disrupted steady state is reached since the attacker
managed to obtain the desired velocity decrease. The system
works this way since the treat is resolved and the controllers
regain awareness of system bad functioning. As long as the
produced water is unacceptable from a quality point of view,
the valve controller does not permit the water to enter the
storage tank, this translates in a complete stop in production.
The initial performance is reached again when the pumps
reach an appropriate velocity, and the controllers sets process
parameter to perform in an as-good-as-before state.

V. DISCUSSION ON RESULTS
System recovery phase is influenced by the random variables
tstarr and fopq. Accordingly, the computed resilience will be
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dependent from these parameters, too, with no possibility to
assess it by running a single simulation. For this reason, mul-
tiple iterative simulations are performed to evaluate resilience
as a function of random variables ty,; and te,q.

Regarding the first simulation scenario, the results for the
two resilience indicators are shown in Fig. 9. Table 4 reports
numerical value for the indicators’ distributions.

Decision makers from the plant management (or even
regional water authorities) can utilize these results to iden-
tify worst case scenarios related to a specific control action
failure. It is clear from Fig. 9 how this attack scenario has
minimum impact on Rj. The loss on resilience is of the order
of 10-4. In fact, the false pressure feedback injected to the
pump controller leads it to turn off the pumps and stop the
production, resulting in a minimum change of water quality
inside the storage tank. The impact on water quantity is, on the
contrary, huge. In the worst case a loss of more than 60% is
registered. This may provoke major disservices to society if
it is assumed that the storage tank is part of a distribution
system. Confidence levels can be assigned to plant configu-
ration, too. For example, in this configuration, more than the
65% on water production compliance is expected just in 25%
of cases.

This value goes down to 55% if considering the median
scenario (50% of cases).

Quite different results are obtained from the second simu-
lation scenario (cf. Fig. 10, Table 5). In this case, the impact
on water conductivity is clearly visible. In fact, the adversary
aims to contaminate water being undetectable by masking
the conductivity measure. The effect on water quality may
be dangerous both from a societal and environmental point
of view. SWRO plant usually are built in water critical
regions in which freshwater is not available. So, desalinated
water is used to feed people, but also for agriculture and
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FIGURE 9. Boxplots for R; and R, cyber resilience indicators in 15t cyber
attack scenario.

TABLE 4. Numerical data from box-plots in Fig. 9.

R, R,
Maximum value 0.9417 0.9996
75" percentile 0.6635 0.9995
Median value 0.5668 0.9995
25" percentile 0.4999 0.9995
Minimum value 0.3841 0.9995
Minimum value 0.3841 0.9995

farming. Unacceptable quality standards may imply health
consequences for people, and environmental contamination.
In the simulated case study, there is almost no loss (2%) in the
best-case condition, but just in the 25% of cases water quality
compliance remain above 82%.

The median scenario prescribes a loss of 25% and,
the worst case leads to a loss of more than 35%. Overall,
the quantity loss depicted by R is minor with respect to the
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FIGURE 10. Boxplots for R; and R, cyber resilience indicators in 15t cyber
attack scenario.

TABLE 5. Numerical data from box-plots in Fig. 10.

R, R,
Maximum value 0.9706 0.9873
75" percentile 0.7868 0.8214
Median value 0.7136 0.7562
25" percentile 0.6506 0.7001
Minimum value 0.5901 0.6462
Minimum value 0.9706 0.9873

previous scenario. The median value equals 71% compliance
on production quantity, more than 65% of compliance with
expected water production is obtained in 75% of cases, and
in the worst case, a loss of 40% is depicted.

Simulation outputs also enable another type of analy-
sis. Resilience values may be plotted with respect to cyber
attack time to graphically define the plant’s cyber resilience
functions. For this sake, attack start time #,,; and attack end
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FIGURE 12. R; as a function of cyber attack duration for the two simulation scenarios.

time ¢,,4 have been aggregated following (18). Fig. 11 and
Fig. 12 report respectively the Ry and the R, resilience indi-
cators over the two cyber attacks (different colors) durations.
This type of results may guide decision making at arranging
responses to cyber disruption by means of a desired level
of service to maintain. For example, if a 90% performance
on water quantity production has to be ensured, the cyber
attacks may be contained and resolved within a range of
1000 minutes (almost 16 hours). Accordingly, this kind of
reasoning can guide the business in quantifying the improve-
ments to be made upon specific system parts to deal with sys-
tem vulnerabilities highlighted in STPA-Sec analysis. This
analysis can be used as well to compare multiple cyber attack
scenarios to get the more critical in terms of impact on the
water production. In this case, between the two, the second
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attack scenario resulted to be way more critical concerning
the water quality, and quite less disruptive in terms of the
quantity of water produced.

VI. CONCLUSION

STPA-Sec/S shows the possibility to quantify cyber resilience
based on STAMP systems theoretic modelling. To do so, the
STAMP model is converted into a simulation environment.
This paper provides detailed guidance on the translation pro-
cess of a STAMP safety control structure into its correspond-
ing analytical entities needed for the simulation environment.
The resulting STPA-Sec/S combines STPA-Sec with simu-
lation models to develop and study a cyber-socio-technical
system behavior under disruptions occurrence. The proposed
methodology has been instantiated with a case study for a
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seawater treatment facility. It is important to notice how the
proposed industrial domain does not restrict the applicability
of STPA-Sec/S in other industries. Studying cyber threats is
not limited to the water supply sector since STPA-Sec/S may
generate benefits for open research questions for e.g., nuclear
plants [71], chemical plants [72], oil and gas industry [73],
etc.

The obtained results demonstrate the feasibility of the pro-
posed methodological solution to assess plant cyber resilience
under two exemplary cyber attack scenarios. Successful cyber
attacks against the systems that process potable water are
significant since such failures may have public health and
environmental impacts. Based on the industrial process of
interest, various cyber attacks can be modeled considering
different system’s critical aspects. The proposed STPA-Sec/S
analysis has no limit concerning cyber attack scenarios to be
framed, permitting the cyber resilience assessment in multi-
ple processes and operations settings.

Decision makers from water treatment facilities and water
authorities may benefit of such methodology to take more
secure decisions. Accordingly, such evaluations can be made
at different stages of system lifecycle: (i) to guide the sys-
tem engineering design and the development of process
safety, integrating security countermeasures throughout sys-
tem specifications; (ii) to address plant operation manage-
ment in terms of adapting the process capabilities when a
cyber attack occurs; (iii) to suggest operative countermea-
sures from a societal management perspective in terms of reg-
ulation, risk treatment plans, and risk assessment/mitigation
procedures.

Despite this manuscript shows an assessment of cyber
resilience for an industrial plant, its systemic perspective can
be further reinforced. In this regard, future developments
may include considering the fractal nature of resilience [74],
exploring more dimensions, specifically:

o Micro-resilience, which refers to resilience of single

system components, may be technical or a human.

« Meso-resilience, to consider resilient response of the
whole organization.

o Macro-resilience, which is societal resilience, to extend
impacts evaluation also considering society involvement
and crowd behaviors.

o Cross-scale resilience, to consider not only societal
impact but also environmental implications of system
failures.

STPA-Sec/S fits each of these perspectives, taking advan-
tage of the inner fractal nature of STAMP. In the case
study, the problem to be analyzed leads to a focus on auto-
mated control structure, but a meso-resilience point of view
might have considered also human controllers and orga-
nization above them to manage maintenance and recovery
actions.

Similarly, no procedure to prioritize causal scenar-
ios due to cyber attacks has been used. Future works
may improve the proposed methodology by supporting
a harmonized identification of the scenarios triggered by

11448

malicious cyber-physical attacks on plants [75]. Also, a pri-
oritization step might be inserted as long it would be much
time expensive running simulations for each scenario high-
lighted from STPA-Sec, specifically for highly complex
systems.

If on one side, the cyber security problems have been
recognized significant for critical infrastructures [76], on the
other, the innovations related to the use of CPS and security-
related technologies in process safety are still not explored
deeply [77]. Overall, the results of this study contribute to
the industrial engineering, setting a staging area to evolve
quantitative cyber resilience assessment for process plants,
putting into operational terms systems theory for process
engineering design and practice.
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