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ABSTRACT The Internet of Things (IoT) is a rapidly evolving field that provides seamless connections
to a physical object, making it part of a smart environment. To fully realize the potential power of the
connections between these objects in IoT, trust between them is critical. Conventional security measures
are not sufficient to provide comprehensive security for this smart world. Trust is used to reduce the risk of
insecurity when nodes are connected to the Internet. In an IoT environment, various trust models have been
proposed for Wireless Sensor Networks (WSNs) and Radio Frequency Identification (RFID). Nevertheless,
these are not fully adapted to the dynamic and uncertain environment of the intelligent IoT. Therefore, this
article reviews the characteristics of recent works in IoT trust models. A comprehensive study has been
conducted on the classification of trust models. A set of factors are discussed, such as trust characteristics,
trust architecture, trust distribution, trust aggregation technique, trust model type, and attack type. In addition,
this paper provides readers with an understanding of the current existing trust model and directs future works
to propose new models that satisfy all characteristics that should be considered when developing a trust
model. Finally, some research challenges and directions are identified.

INDEX TERMS Internet of Things, wireless sensor network, radio frequency identification, trust model.

I. INTRODUCTION
The IoT is a technology that allows massive of intelligent
communication nodes to be connected to the Internet. These
nodes are actuators or/and sensors that can process and
restore data from other systems without or with personal
interference. The growth of IoT has brought a huge impact
on several fields, andmany IoT applications have been imple-
mented to enhance system performance and quality of life in
manufacturing, transportation, healthcare, etc., [1], [2], [3].

IoT technology involves multiple tasks to obtain the goals
developed through smart services. The smart activities allow
devices to interact with the physical world to provide users
with the right service anytime, anywhere.

The associate editor coordinating the review of this manuscript and

approving it for publication was Wei Wei .

Its architecture consists of three layers, which are the
perception, network, and application layers [4], as shown in
Figure 1. At the perception layer, the actuator/sensor node
performs sensing, processing, storage and transmission of
data to the network layer. The network layer performs routing
and delivery of data over the internet to multiple IoT hubs
and computers using a variety of new technologies. While,
the application layer ensures the authenticity, integrity, and
confidentiality of data, and connects the physical world with
the ubiquitous cyberspace through millions of smart things,
which provided high economic benefits in different fields.

Significant advances in this technology have increased the
number and mechanisms of attacks. Attackers often exploit
the heterogeneity of IoT to raise trust issues and manipulate
behavior to deceive the reliability of devices and the ser-
vices provided through it. Furthermore, the heterogeneity and
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FIGURE 1. IoT architecture layers [4].

dynamics of IoT applications and the scarcity of resources
have created huge challenges in terms of trust, security, and
privacy, which play an essential role in the accomplishment of
IoT implementation [5]. Therefore, the trust evaluationmodel
uses to identify untrusted behaviors and isolate untrusted
objects. It also helps to overcome the perception of uncer-
tainty and reduce potential risks before making any decisions,
which can help IoT infrastructure operate in a controlled
manner and avoid unpredictable conditions and service
failures [4], [5], [6].

IoT applications are unlikely to achieve widespread adop-
tion if they do not have a robust security foundation, which
will prohibit the development of malicious models, or at least
alleviate their influence [6], [7]. Therefore, authentication
and encryption mechanisms are utilized for IoT security.
Providing robust authentication and encryption mechanisms
helps mitigate several IoT security issues. The authentica-
tion and encryption mechanisms used to securely exchange
messages between nodes, and thus represent the first line of
defense against external attacks [8]. These mechanisms can
prevent and detect external attacks but cannot handle internal
attacks and adversarial nodes in the network. In fact, inter-
nal attackers can bypass these mechanisms by accessing the
shared key and triggeringmultiple attacks on the IoT network.
For this reason, the concept of trust has been introduced to
deal with internal attacks in the IoT [7].

In the literature, privacy and security have been discussed
in many research and they are explained in more detail.
However, the trust model in IoT research has not been com-
prehensively investigated in a holistic manner. Therefore,
in this paper, we will emphasize the trust evaluation model,
which is considered to be more complex than the security
itself as described in [9] and [10]. This is because trust is
evaluated based on several factors such as strength, merit,
reliability, usability, ability or other characteristics related to
the object [11]. The contributions of this survey paper can be
summarized as follows:

• A comprehensive literature review of the trust evaluation
model.

• Emphasized and suggest the most common characteris-
tics that can be considered in any trust evaluation model.

• Study the existing classifications of trust models
deployed to current WSN and RFID technology in IoT.

• Point out the challenges and direction of research.

The rest of this article is organized as follows: In section II
trust definition is described, and section III elaborates on
the characteristics of trust in IoT. The classification of trust
models is discussed in section IV. In section V overview of
the suggested trust model is discussed, and the trust in WSN
andRFID is described in sectionVI. In sectionVII we defined
research directions within the trust model in IoT. Finally,
section VIII presents the conclusion of this paper.

II. TRUST DEFINITION
Trust in IoT is a term that involves analysis of the behavior
of the devices connected to the same network. The trust
relationship between two devices helps in influencing the
future behaviors of their interactions. When devices trust
each other, they prefer to share services and resources to a
certain extent. Trust management allows the computation and
analysis of trust among devices to make a suitable decision
in order to establish efficient and reliable communication
among devices.

Trust is very important in autonomous sensor networks and
self-configuration because it helps nodes determine whether
another member of the network is a malicious node or a non-
cooperative node [8]. Therefore, it is necessary to ensure that
the object is trustworthy when it interacts with other objects
[12]. Objects in the IoT cannot perceive other objects around,
such as humans, so it is much more difficult to establish trust
in the IoT environment. Moreover, it is difficult to measure
the actual credibility value of an object with high accuracy.
This is even more difficult when each subject has different
perceptions and interpretations of the word ‘’trustworthy’’.
Therefore, the definition of trust includes more than a few
concepts, such as lack of control, risk attitude, context speci-
ficity, utility, comfort, reliability, vulnerability, confidence,
expectation and dependency [12].

There is no typical description of trust, so the researchers
defined it from their perspective. In [13], they defined it as
the level of belief in other objects according to direct and
indirect observation. In [8], they defined it from a sociological
domain as the behavior of one person trusting another person
in the presence of ambiguous paths. In this term, trust is used
to reduce the risk of dealing with others. In [14], trust is
defined as a quantitative or qualitative attribute of a trustee,
which is assessed as measurable confidence in an objective
or subjective method by the trustee and used for a specific
task, context, and period. While in [15], the trust is defined
as an estimated subjective probability that an object shows
reliable behavior for specific processes under a condition
with possible hazards.
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TABLE 1. Comparison in this survey and the previous surveys.

The researchers have evaluated the trust model either based
on node data or node behavior, where the node data trust
and node behavior trust should be seriously considered and
stringently supported. Besides that, there is no survey has
elaborated on the trust model in WSN and RFID in the IoT
environment, where WSN/RFID is the two main technology
in IoT. The comparison in this survey and the previous sur-
veys is tabulated in Table 1.

III. CHARACTERISTIC OF TRUST
The characteristics of trust evaluation have been driven based
on the researcher’s perspective view and there are no common
characteristics that have been followed. In [5], [7], [20], and
[21] authors have classified the trust as follows:

• Context attributes: the trust relationship is based on the
context, and the context point to all the information that
defines the condition of the relevant participant.

• Subjectivity: A trust factor that is hard to measure and
monitor. These attributes are more related to cognition
or social trust.

• Objectivity: a trust factor that can be measured and
monitored. These attributes are more about computing
trust.

While authors in [4], [8], [22], and [23] have defined the
trust characteristics into several attributes (see Figure 2) as
follows:

• Trust is subjective: Trust can differ from the trustee in the
same confidence and sense of trust, for example, if node
X trust on node Y, that does not mean, node T has the
same confidence on node Y.

• Trust is asymmetric: The trust does not apply in both
directions between trustee and trustor. For example,
if node X trusts node Y, this does not mean that node
Y also trusts node X.

• Trust is dynamic: It can exist for a while. Over time, the
level of confidence will change.

• Trust depends on the context: The level of trust in oneself
may vary greatly in different environments.

• There is no complete trust: Trust that one object holds
over another object is never 100%.

• Trust is transferable: in the case where node X trusts
node Y and node Y trusts node T, the transitivity is
related to the degree to which node X trusts node T.
This attribute is important and can be used for reason-
ing in another context, which may be a more complex
relationship.
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FIGURE 2. Explanation of each trust characteristics.

IV. CLASSIFICATION OF TRUST MODEL
The main concern is to evaluate the trust value of the
node before the actual data communication. The trust com-
puting model is a model that provides the trust value of
nodes in the network. Based on the different characteris-
tics of trust, several trust models have been classified in
[8], [13], [14], [24], [25], [26], [27], [28], and [29].

In [25], researchers discussed the challenges and existing
solutions of the trust model, which are divided into eight cate-
gories; identity, verification, confidentiality, mobile security,
middleware, policy enforcement, trust, privacy, and access
control. In [8], the authors divided the trust model into two
categories; node trust model and data trust model. The node
trust model is based on corresponding characteristics of node
behavior such as:

(i) data repetition rate of the sample that can reflect the
abnormal behavior of the node, and

(ii) packet size that reflects the abnormal node

If the packet size is too large, it means denial of service attack,
and, if it is too small, it means selfish node. The data trust
model is based on the data collected by sensor nodes such as
the data’s reliability, accuracy, consistency, correctness, and
competence.

In [14], authors developed a trust model based on the three
trust metrics which are reputation, experience and knowledge
as illustrated in Figure 3. As can be seen from Figure 3, the

trust evaluation model is divided into direct and indirect trust.
Direct trust is represented by the knowledge trust metric,
which directly provides the perception of trustees during
the interaction between objects. There are two attributes in
the knowledge trust metric, namely social attribute and non-
social attribute. The social attribute is used to determine
whether a trustor can rely on other social objects such as
(confidence, relationship, and willingness). Whereas the non-
social attribute is used to determine whether the trustor can
rely on physical or cyber objects for example (competence,
dependence). On the other hand, indirect trust is represented
by experience and reputation trust metrics. The experience
trust metric is a personal observation considering only inter-
actions from a trustor to a trustee for example (feedback),
whereas the reputation trust metric reflects the global opinion
of the trustee such as (recommendations and ratings) [14].

In [24], the authors proposed two categories; decision
model and evaluation model. The decision model includes
strategy models and negotiation models, while the evaluation
model comprises communication (flow) models, reputation
models, and behavior models. The two proposed categories
are displayed in Figure 4.
Different types of trust models have been proposed in [26]

to assess the trust such asMarkov chain, arithmetic/weighted,
directed/undirected graph, swarm intelligence, neural net-
work, probability, fuzzy, entropy, game theory, and Bayesian
statistics. These methods are used to evaluate the trust of
secure routing. As shown in Figure 5, the authors have divided
the trust model based on related methods that have been used.
Eachmethod has different characteristics from the others, and
is only suitable for specific purposes, e.g., fuzzy logic tech-
nique is appropriate for the case of uncertain or inaccurate
data.

A classification of trust models has been developed in [27]
based on five characteristics which are trust composition,
trust propagation, trust update, trust formation, and trust
aggregation. They also pointed out the challenges related
to each category. The classification of the trust model is
illustrated in Figure 6.

Indeed, most current trust models utilize analytical meth-
ods to assess trust values. However, other techniques such
as social networks, machine learning, ant colony-based algo-
rithms, and evolutionary algorithms have also been used.
Therefore, the authors in [28] introduced a new category of
trust models according to biologically inspired and socially
based trust techniques. Therefore, the author classifies the
trust model into; social inspiration, biological inspiration, and
analysis as shown in Figure 7.
In [29], they proposed various indicators of trust computing

in the IoT environment which are trust, security, energy,
accuracy, service quality, social network, reputation, and rec-
ommendation quality. While the author in [13] defined the
trust model into five components trust which are metrics,
propagation, architecture, algorithm, and source. The trust
model is illustrated in Figure 8.
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FIGURE 3. Trust evaluation model [14].

FIGURE 4. Trust evaluation model [24].

V. OVERVIEW OF THE SUGGESTED TRUST MODEL
Based on the aforementioned, we emphasized the most com-
mon characteristics that can be considered in each trust

evaluation model. Therefore, we classified the trust model
into six categories. They are (i) trust attributes, (ii) trust archi-
tecture, (iii) trust aggregation, (iv) trust source, (v) type of
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FIGURE 5. Trust evaluation model [26].

FIGURE 6. Trust classification tree [27].

trust model (vi) type of attack. These parameters can be used
as common terms for discussing IoT trust. Figure 9 shows
our proposed classification of trust models. In summary, the
most common trust models aforementioned are tabulated in
Table 2.
As depicted in Figure 9, we elaborate our proposed classi-

fication of trust models as following:

A. TRUST ATTRIBUTES
In the IoT environment, there are two types of trust based
on the relationship [16]. The first is the trust between a
person and its device which is known as non-social trust,
also known as quality of service (QoS) trust, and the second
is the trust between a person and another person, known as
social trust. Non-social trust indicates the confidence that
IoT systems can offer high-quality services in response to
service requests. QoS trust generally indicates performance,
which is measured by task completion ability, reliability, col-
laboration, and ability [29], [30], [31]. Social trust originates
from the social relationship between owners of IoT devices,
measured by connectivity, centrality, privacy, honesty, and
intimacy. Social trust is particularly common in IoT devices
that must be in social IoT systems. Evaluation is not only
according to QoS trust but also based on the level of trust of its
owner [13], [27].

FIGURE 7. Trust models according to [28].

B. TRUST ARCHITECTURE
For heterogeneous applications and services on the IoT, spe-
cial attention must be paid to the architecture of the trust
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FIGURE 8. Trust Models according to [13].

TABLE 2. Summary of most common trust model.

TABLE 3. Trust architecture approaches.

model related to trust propagation. Trust propagation refers to
how to propagate trust information to other objects within the

network. Generally, there are three types of trust propagation
methods: centralized, distributed, and decentralized.
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In the centralized method, a centralized entity manages all
aspects of the trust model including the information about
trust metrics, trust attributes, decision-making mathematical
models, trust negotiation, algorithms, protocols, and provides
the service on demand. Every trust service and request will
pass via a central node that can be accessed by all other nodes
in its domain [32].

On the other hand, in distributed trust evaluation method,
each node should compute all aspects of the trust model
locally by observing and exchanging trust reports with neigh-
boring nodes.

In a distributed approach, the IoT users indepen-
dently exchange trust matrices with neighbouring users
without the interference of a centralized entity, which
means the trust agents complete all necessary calculations
locally.

For IoT applications, however, it is not enough to stick to
one method, because sometimes the computation has to be
done remotely and some needs to be done locally, based on
the accessibility of resources. Therefore, a fully centralized
model or a fully distributed model will not give satisfactory
results, so alternatives between distributed and centralized
methods should be considered. In this respect, the decentral-
ized model, it can be considered as an optimummodel for the
trust evaluation. It is considered an alternative model to both
distributed and centralized architecture, which combines the
positive points of both [13], [27], [32].

In line with the literature, the author in [27] divided
trust propagation into centralized and distributed, while the
authors in [13] divided the trust architecture into centralized
and decentralized. Based on this division, the trust architec-
ture can be divided into centralized, distributed, and decen-
tralized [32]. Table 3 demonstrates a comparison between the
trust architectures.

C. TRUST AGGREGATION METHODS
Previous research efforts have tried to combine multiple
models to take benefit of their advantages and at the same
time try to alleviate their shortcomings. This clue has lately
become more famous in the context of the IoT, where trust
is more complicated due to a lot of aspects engaged in trust
evaluation and trust establishment. Therefore, trust aggre-
gation techniques can be used as approaches to inspect a
trust level or trust score once all trust attributes (TAs) and
trust metrics (TMs) are already collected and calculated [33].
It also indicates the assessment of trust assurance attained via
reputation or self-observation feedback of other IoT objects
[17]. The key algorithms and methods used to assess trust
include particle swarm, fuzzy logic, Bayesian inference, and
so on. Some researchers [28], [34], and [35], have proposed
algorithms inspired by biologists, namely particle swarm
optimization (PSO) and ant colony. Recently, a new algorithm
for calculating the trustworthiness of the IoT has emerged,
which is according to machine learning [14], [36], and [37].
Table 4 shows the comparison between these types of recent
aggregation algorithms.

D. TRUST DISTRIBUTION
The trust distribution has been divided into direct trust, indi-
rect trust, and hybrid trust. Direct trust is computed according
to the interface between IoT devices and other systems. It rep-
resents a quantifiable value of the device’s ability to finish
the demanded task. It also depends on the historical record of
the interaction between the two systems [33]. Indirect trust
is the trust value achieved by an object from another object
based on previous interaction experience. Other scientists
and researchers utilized different terms to denote indirect
trust, including feedback, rating, recommendation, and rep-
utation [38]. The most commonly utilized source of trust is
hybrid trust that combines direct trust and indirect trust [12].
Figure 10 points to these three types of trust sources utilized
by current scientists and researchers [33] to employ a trust
model in IoT devices.

E. TYPE OF TRUST MODEL
Through our research, we can observe that trust has been
conceptualized based on node behaviour or node data [39],
[40]. Most researchers develop their trust model according to
the node behaviour [10], [11], [39], [41], [42] and few of them
considered the node data [43], [44].

• Node Behaviour Trust Model: Most trust evaluation
models build their trust based on characteristics of node
behaviour such as forwarding packet, delay transmis-
sion packet, size packet. Moreover, these systems utilize
a certain set of metrics like length/frequency of the
transaction, certificate validity, reputation, community
interest, cooperativeness, honesty to assess the trust-
worthiness of the end node and then to determine the
trust relationship between the trustees and trustors [39].
The other general misunderstanding is that assuming the
existence of node trust will ensure trust in data. This is
undoubtedly different in several aspects, such as timeli-
ness, the validity of data and other unique attributes to
data which are often ignored in computing trust for end
nodes [39].

• Data Trust Model: Current research identifies the key
role of accurate data in the current era of the IoT. Data
accuracy and quality directly affect model results and
decision-making [43]. The rise in the number of linked
systems on the IoT lets it difficult to establish data
trust using conventional evaluation approaches [44].
In the IoT based on wireless sensor network applica-
tions, the functions of WSN are reporting, processing
and data sensing, rather than learning information of
nodes. Nevertheless, as the weakness of the wireless
communication channel, an attacker can easily attack the
transmission of information through the wireless link,
eavesdrop, forge, tamper, and even initiate a denial-of-
service attack. The spread of false data will cause serious
damage and waste a lot of system energy [8], [45].
As mentioned above (node trust model), data trusted
is ignored by many researchers. Therefore, it is very
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FIGURE 10. Trust distribution [33].

important to assess the trust value of data. The traditional
data trust model used MAC (Message Authentication
Code) to evaluate information inWSN.MACcan protect
data integrity. However, once an attacker initiates fake
data, these trust models will become invalid. Therefore,
it needs a new trust model that can consider the trust
model of nodes data and nodes behaviour at the same
time [8].

F. TYPE ATTACK OF TRUST MODEL
In the IoT, sensors are distributed in all places to monitor
the environment. Nevertheless, these entities are suscepti-
ble to a lot of security threats, which may cause serious
issues in numerous fields, such as the medical field, where
minor safety issues may threaten the lives of patients [46].
In this review, we are focusing on entities that misbehave, and
these entities essentially intend to impact the quality of the
information and efficiency of the communication in the IoT
architecture layers (perception layer, application layer and
network layer). Table 5 shows the description of the attack
types.

VI. TRUST IN WSN AND RFID
WSN and RFID are two technologies that are mainly used in
IoT and became the fundamental pillars of the IoT [47]. Both
technologies focus on sensing and wireless communication,
which are the two key requirements of the IoT [48].

WSN is composed of a group of dedicated autonomous
sensors and actuators with wireless communication infras-
tructure. It is designed to control and monitor the physical
or environmental conditions in different locations, coordinate
data to the main location, and transmit control commands
back to the desired through the network actuator location
[49]. The WSN architecture consists of four components,
namely the sensor node, the sink node, the transmission
medium, and the control terminal. The data is collected from
each sensor node and routed back to the sink node. These sink

or receiver nodes can be connected to the Internet. Figure 11
shows the structure of a typical WSN [47].

RFID is an automatic identification technology that utilizes
two essential kinds of equipment: a reader as the main body
of communication, and a tag with a unique electronic code.
The reader utilizes radio frequency (RF) signals to interrogate
these tags, and the tags respond with their identification code
(ID). The tag can also contain a sensor, in which case the tag
will also backscatter the data from the sensor. The tag can be
active (powered by a battery) or passive (harvesting energy
from the RF signal of the reader) [49]. An RFID tag consists
of an antenna, a chip, and every tag have a unique electronic
code. Furthermore, RFID can store some information in the
RFID tag according to the size of its storage space. RFID
communication process includes signal encoding or decoding
and modulation or demodulation [60].

A. TRUST EVALUATION MODEL IN WIRELESS SENSOR
NETWORKS
Recently, WSN has become one of the largest benefit tech-
nologies and has attracted the attention of more and more
researchers. Due to their functions of data gathering, trans-
mission, and processing, sensor nodes can be installed in a
lot of fields, such as health care, industrial security mon-
itoring, battlefield detection, and environmental monitor-
ing [61]. Nevertheless, because of the open environment and
restricted energy, these sensors are exposed to several attacks,
for example, an attacker capturing some normal nodes and
trying to modify its behaviour by entering wrong data or
decisions to mislead the entire network’s decisions. Besides
that, the sensor nodes might be procumbent to non-malicious
faults, like insufficient residual energy and failure of wireless
transceivers or elements, producing untrustworthy data gen-
eration [45]. Therefore, data aggregation is required in sensor
networks to enhance the energy ratio. When the node is taken
the erroneous or forged data transmitted by the faulty node,
it will influence the results. Thus, the security and the trust of
WSN is an important issue that needs to be resolved.
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TABLE 4. Summary trust aggregation methods.

Asymmetric encryption technology is broadly applied to
deal with external attacks in the IoT [14]. However, due
to complexity in the calculations and huge computational
memory requirements, the restricted processing power, and
resource constraints are not useful for WSN. In recent years,
trust mechanisms have been regarded as an effective supple-
mentary mechanism to guarantee the reliability of sensor net-
works [14]. According to historical behaviour, the trust value
of the node can be estimated depending on the performance
of a specific task to evaluate the node reliability. At present,
numerous typical trust models have been presented for
WSNs, which can originate from fuzzy logic, Dempster-
Shaffer (D-S) evidence, Bayesian estimation, game theory,
etc [62]. These models have detected malicious nodes via
trust evaluation to a certain extent, providing a theoretical
basis for more research.

In [50], a trust evaluation model based on entropy method
was proposed to detect malicious nodes. They evaluated the
direct and indirect trust values based on the attributes of
the corresponding behavior nodes and they used the entropy
method to define appropriate weight values. Their model can
identify malicious nodes and effectively reduce the impact of
malicious nodes, however, when the rate of malicious nodes
increases, the efficiency of the model decreases.

In order to precisely evaluate the trust relationship between
sensor nodes, it is necessary to design an appropriate
trust estimation model to effectively resist attacks and bad

behaviours [10]. A quantitative model of trust value was
proposed to detect node behaviour in the WSN. A number
of trust factors related to the behaviour of sensor nodes are
selected. Each trust factor is found by the entropy method
to avoid the influence of subjective settings. Moreover, the
D-S theory is used to derive and synthesize trust, and the
statistical factors of node behaviour are presented to mod-
ify the comprehensive results. The model has the ability to
resist attacks and detect malicious nodes. The data packet
forwarding security is achieved by the combination of the
entropy method and D-S theory. However, this model uses
a complex algorithm for computing processes which leads to
greater energy consumption.

In [63], a trust model scheme based on Dumpster-Shafer
Dempster-Shaffer (D-S) evidence theory is proposed. They
consider the spatiotemporal correlation of data gathered by
sensor nodes in neighbouring areas and approximate the trust-
worthiness of nodes. Based on the D-S theory, the trust model
is established to count the number of interactive behaviours
of trust, uncertainty, or distrust. It is also used to estimate the
direct and indirect trust values and a flexible synthesis tech-
nique that accepts to compute the whole trust to classify the
malicious nodes. This scheme has benefits over the conven-
tional approaches in the identification of malicious nodes and
data fusion accuracy. However, a better balance is needed to
enhance energy efficiency, diminish redundant information,
and guarantee the objectivity of credibility assessment.
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FIGURE 11. WSN components [47].

In [67], a group-based clustered wireless sensor network
trust management scheme (GTMS) is proposed. This method
is mainly used to decrease the cost of trust evaluation. GTMS
requests less energy, memory, and communication overhead,
and is considered more proper for large-scale sensor net-
works. The model has the ability to prevent and detect
abnormal, selfish, and malicious nodes. GTMS used security
flexibility analysis, which analyses the flexibility of GTMS
protocol against trust management attacks. However, GTMS
uses more than a few mechanisms to enhance the resource
efficiency of clustered WSNs. This method depends on a
broadcast-based strategy to gather feedback between cluster
members (CMs), which needs a lot of resources and power
consumption.

The Agent-Based Trust and Reputation management
scheme (ATRM) is proposed to administer the trust and rep-
utation of the node with the least overhead in terms of extra
messages and delay time. The major contribution of ATRM
is the notability of localized trust and reputation management
strategies that can reduce acquisition and communication cost
delays [68]. However, the ATRM needs each node to have a
locally held mobile agent which is in charge of administering
the trust and reputation of its hosting node.

In [52], a dependable and lightweight trust system (LDTS)
is proposed for clustered WSN based on the nodes’ iden-
tities (roles) in the clusters. The authors developed a trust
evaluation scheme for cooperation between cluster members
and cluster heads, which uses an adaptive weighting method
for trust aggregation. This scheme reduces communication
overhead by cancelling feedback between cluster members or
cluster- heads, which leads to reducing the effect of malicious
nodes.

A data fusion mechanism and a trust evaluation model
based on trust is proposed in [40]. In this model, the trust
value is computed by the simple average of the weight of
the comprehensive trust degree. The comprehensive trust
includes data trust, behaviour trust, and historical trust. Data
trust can be computed by processing sensor data, while
behaviour trust can be obtained based on the behaviour of

nodes during perception and forwarding packets. The initial
value of the historical trust is set to the maximum and is
updated with the comprehensive trust. Comprehensive trust is
attained through the weighted calculation for historical trust,
behaviour trust and data trust. Then the trust value is recorded
in the list and the data fusion process is implemented based
on this trust list. This trust model can be better to control the
status of nodes and can enhance the survival time of the node.
Moreover, the trust model has a better anomaly detection
rate than the other models, because this model includes three
factors: data, behaviour, and historical inertia.

In [38], dynamic trust evaluation is realized by dynamically
adjusting the weights of direct trust and indirect trust and
updating mechanism parameters. Direct trust is computed
based on energy trust, data trust and communication trust,
as well as punishment factors and adjustment functions. Indi-
rect trust is recommended and assessed by a third-party trust.
Moreover, comprehensive trust is measured by assigning
dynamic weights to direct trust and indirect trust and com-
bining them. They also proposed an update mechanism based
on sliding windows and induced ordered weighted average
operators to improve flexibility.

Recently,WSN data aggregation technology using external
mobile elements (ME) has been presented. A trust scheme
was introduced in [53] to assign the task of aggregating data
to the most reliable external ME in the WSN to diminish data
loss. The program accomplishes well in decreasing data and
energy loss. Figure 12 shows that the WSN is divided into
fixed grid clusters, and the passing mobile elements act as
the cluster head ME.

In [34], an ant colony optimization algorithm for secure
routing (ACOSR) based on the WSN trust-aware model was
proposed. The authors considered internal attacks such as
black hole attacks, ACOSR uses a trust evaluation model to
effectively isolate malicious nodes based on node behaviour,
reduce packet loss rates, and establish secure routes. Further-
more, by using the remaining energy of the node as the main
factor of the chosen probability, the average energy of the
node is considered when updating the pheromone, which can
effectively balance the energy consumption between all nodes
and decrease the average energy consumption of the entire
node.

B. TRUST EVALUATION MODEL IN RFID
The term IoT originates from the requirement to establish
a heterogeneous environment in which systems with dif-
ferent processing abilities can communicate and cooperate
in a smart environment that is transparent to users [69].
In the context of the IoT and current research, RFID tech-
nology is considered to be the basic technology of the IoT.
RFID has been broadly utilized in a lot of different fields,
such as supply chain management, retailing, pharmaceuti-
cal production, and logistics [49]. The utilization of RFID
technology in a distributed and challenging environment usu-
ally results in a multi-domain RFID device, where security
problems such as reader revocation, data access permissions,

11176 VOLUME 11, 2023



S. A. Alhandi et al.: Trust Evaluation Model in IoT Environment: A Comprehensive Survey

TABLE 5. Description of attack types.

tags, and reader authentication, have become management
challenges.

A common case is the enabled aircraft scenario, where on
board RFID tags and readers will be linked to different ground
systems across several management domains for logistics and
access control. The maintenance history of the part included
in the on-board RFID tag is the airline’s proprietary informa-
tion, and accessmust be kept prohibiting deliberate or random
access by unlawful RFID readers in other administrative
domains.

Several data protection and encrypted authentication meth-
ods have been presented to overcome the security issues
in [70]. Despite the traditional encryptionmechanism that can
offer data integrity, node authentication, and data confiden-
tiality for exchanged messages, and protect the system from
external attacks, they cannot deal with internal attackers [71].
An example of an internal attacker, a reader owning legitimate
encryption keys which can effortlessly launch an internal
attack inside the system by changing data or injecting false
information without being recognized.

An open RFID system can only be effective when the
system can trust and collaborate with each other. The open
system environment is also evolving. Therefore, trust and
cooperation are essential to be regularly maintained to
respond to alerts. RFID is becoming an everywhere com-
puting technology, bringing privacy and security threats.
Moreover, the use of RFID technology in a challenging
and distributed environment usually leads to a multi-domain
RFID system, where there is no past interaction between
entities from heterogeneous domains or the establishment

of trust between pre-agreed strategies is a challenge. The
following sections describe the previous work of the trust
model in the RFID system.

In [64], the authors proposed Computational Trust Man-
agement (CTM), which provides unqualified security in pre-
venting and detecting cloning and fake attacks by focusing
on supply chain business information transactions between
partners. Taking RFID label wine as an example, their trust
framework consists of seven layers of authenticity, privacy,
prevention, detection, monitoring and auditing, detection-
hard trust, experience, and soft trust. This work offers a good
integration, detection and prevention, and soft trust model to
improve data sharing and implement a secure authorization
model between supply chain trading partners.

Research in [70] proposed an overall approach that takes
into account privacy, trust, and security (PTS) together. This
model deployed a lightweight-based encryption subsystem
to deal with trusted computing, a security-based subsys-
tem to offer integrity and trust confirmations, and a pri-
vacy improved system (anonymizer) to solve privacy matters
for RFID systems. The authors have studied earlier RFID
protocols to highlight the significance of privacy, trust, and
security in RFID systems. It is recommended to use security
solutions such as encryption technology to protect the data
in the communication channel. It is also recommended to
verify the integrity of the platform to protect the RFID sys-
tem from data hijacking and masquerading attacks. Privacy
protection solutions are also emphasized and recommended
to offer intractability for the RFID system. On the whole,
the RFID system with privacy, trust, and security will protect
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FIGURE 12. WSN divided into fixed grid clusters [53].

the RFID system via trusted computing, anonymization, and
encryption.

The importance of data anonymity must be strength-
ened through integrity verification to prevent any untrusted
platform from becoming a threat to others. The integrity ver-
ification utilized for the trust establishment of the system is
very important in the RFID system. Authors in [72] proposed
a combination approach for trust and privacy of future inte-
grated RFID systems. They highlighted the safeguard of data
at all layers in the RFID system. Their method in this hybrid
RFID model is unique due to its considering potential sub-
jects and efforts to tackle them in a unified and incorporated
manner. They emphasized the integration of a trusted plat-
form module (TPM) for trust and an anonymizer for privacy
preservation. This solution is appropriate to be utilized for
defensive the near field communication (NFC-based) mobile
phones and future RFID systems. This model can resist being
attacked or hijacked by an adversary.

System integrity verification of RFID components, read-
ers, back-end servers, and tags must be implemented to
improve system trust. Authors in [73], presented a back-end
server and RFID reader with embedded trusted computing
technology to improve the measurement and verification of
system integrity. They also introduced a trusted platform
module (TPM) and Advanced Encryption Standard (AES)
encryption used to encrypt the data transmission in the trusted
RFID system, and mutual certification for the trusted RFID
protocol.

In [74], two RFID authentication phases, namely the ini-
tialization (IA) and termination (TA) phases were proposed,
which are used to pass the tag’s value without using the real
tag’s values (key and identifier). They performed identity
verification with the server to enhance RFID privacy and
security. The IA stage technology decides earlier whether
to admit or terminate the authentication session. After the
tags and servers successfully pass the IA stage, they use the
authentication based on [75] to send and receive the tag’s
identification value. The TA stage is to ensure that the server
knows the authenticity and update status of the tag. Adding
the IA and TA phases between the server and the tag improves
the RFID privacy and security authentication protocol.

In [41], they proposed a hybrid method (group-based
method and collaborationmethod) and security check switch-
ing (SCH)-based identification technology for mobile RFID
systems. The presented protocol offers customization and
flexibility, to ensure the secure and scalable deployment of
RFID systems to support powerful distributed structures, such
as the IoT. The protocol uses integrated malware detection
technology to provide additional protection against malware.

Research in [71] proposed amulti-domain trust model. The
presented trust model offers a hierarchical trust framework,
which includes multiple trust evaluation and establishment
methods. There are two layers of trust in the framework: the
RFID reader trust layer and the authentication center trust
layer. In the RFID reader trust layer, they use two schemes
to assess the trustworthiness of the reader: the scheme based
on D-S evidence theory (D-S scheme) and verification inter-
action proof (VIP scheme). In the certification center, the trust
layer is used for the management center to centrally manage
the trust level of the certification center. This model com-
pared their schemeswith the Bayes-based scheme. Themodel
shows that theVIP scheme is superior to all othermechanisms
because it detects earlier misbehaviours of nodes, while the
Bayes-based scheme has the lowest detection rate for mali-
cious events.

Trust evaluation model of the previous works in WSN
and RFID technologies have been summarised in Table 6
based on several characteristics including evaluating trust
based on characteristics of (node behaviour, node data and
energy consideration), trust metrics, trust architecture, aggre-
gation method/methodology, trust source, type of attack, per-
centage of malicious node detection, and analysis energy
consumption.

VII. RESEARCH CHALLENGES AND DIRECTIONS
Based on the studies presented in Table 6, we summarised
the research challenges and directions of the trust evaluation
model.

(a) Energy efficiency is a major research challenge, espe-
cially in trust computing where IoT nodes have limited
energy to compute goals. FromTable 4, few researchers
have considered the energy efficiency of trust evolution
models. However, due to the current progress of IoT,
energy efficiency needs to be further improved to adapt
to the rapid growth of heterogeneous IoT devices.

(b) The trust evaluation model is primarily based on node
behaviour or data, and thus is unreliable because it only
considering one side of the trust type. On the other
hand, consider both types of trust, node behaviour, and
node data, when developing a trust evaluation model,
the credibility of the trust evaluation model will be
improved.

(c) Most of the current trust models used complex
algorithms to compute the trust value. Therefore,
a lightweight and simple trust model should be devel-
oped to maintain minimal resource consumption such
as low memory, low processor, and low power supply.
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TABLE 6. Trust evaluation model of the previous works (∗note: (
√

) consider, (X) not consider).
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(d) IoT devices are always exposed to several types of
attacks in the IoT layers. Therefore, the trust model
should consider the development of trust computation
methods to detect different types of attacks in the IoT
layers.

(e) From Table 6, the most popular and simplest trust
aggregation and trust reasoning is to apply the use of
static weighted sums to form trust. However, due to
the complexity of the IoT environment, this solution is
not smart enough. Therefore, new research is needed to
use more effective trust formation methods, including
dynamic weighted summation, machine learning, and
regression analysis.

VIII. CONCLUSION
The purpose of this paper is to provide researchers with an
overview of the existing trust evaluation models for WSN
and RFID in the IoT environment. The main features of
trust are elaborated. The classification of trust models has
been discussed in detail and a combination classification for
trust models is suggested. The suggested classification is
based on the trust characteristics including trust attributes,
trust architecture, trust distribution, trust aggregationmethod,
trust model type, and attack type. A comparison of trust
architecture approaches in the form of centralized, distributed
and decentralized approaches are highlighted. Since neither
centralized nor distributed models yield satisfactory results,
decentralized models are introduced as an alternative to dis-
tributed and centralized approaches, which combines the
positive points of both. The aggregation methods which are
Fuzzy Logic, Bayesian Methods, Weighted Sum, Belief The-
ory, Machine Learning, and Regression Analysis methods
have been explained and summarised in terms of techniques,
main features, advantages, and limitations. The Weighted
Sum method is the most common method used because it
considers as lightweight technique. A description of the dif-
ferent types of attacks are presented in terms of the nature
of the attacks, the type of trust, the layers involved, and the
attack descriptions. The trust evaluation models in WSN and
RFID are selected to discuss because these two technologies
are mainly used in IoT applications. The summary of recent
work on the trust evaluation model of WSN and RFID is
tabulated. Finally, the paper concluded with a discussion of
the current work’s challenges as well as some future research
possibilities.
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