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ABSTRACT The sharing of data is becoming increasingly important for the process and manufacturing
industries that are using data-driven models and advanced analysis to assess production performance and
make predictions, e.g., on wear and tear. In such environments, access to data needs to be accurately
controlled to prevent leakage to unauthorized users while providing easy to manage policies. Data should
further be shared with users outside trusted domains using encryption. Finally, means for revoking access
to data are needed. This paper provides a survey on attribute-based approaches for access control to
data, focusing on policy management and enforcement. We aim to identify key properties provided by
attribute-based access control (ABAC) and attribute-based encryption (ABE) that can be combined and used
to meet the abovementioned needs. We describe such possible combinations in the context of a proposed
architecture for secure data sharing. The paper concludes by identifying knowledge gaps to provide direction
to future research on attribute-based approaches for secure data sharing in industrial contexts.

INDEX TERMS IoT, access control, NGAC, fine-grained, attribute-based, encryption.

I. INTRODUCTION
The Industry 4.0 revolution relies heavily on data to gen-
erate value, innovation, new services, and optimize current
processes [1]. The data origins may vary from sensor data
to financial statements and even strictly confidential user or
business data. Industries and businesses often join forces with
other organizations to create better products, comply with
regulations, or fulfill the needs of customers. Such relation-
ships and collaborations create ecosystems in which data are
often the strategic resource. Hence, data need to be shared
among organizations in a data-driven ecosystem for it to
be used as a strategic resource for creating desired values,
innovations, or process improvements [2].

With data as a strategic resource in ecosystems where
collaboration is key for value generation, a conflict appears.
While there is a strong need for efficient sharing of data,
there is also a need to protect the same, considering its
intrinsic value. Furthermore, some data may be inherently
more valuable than other data due to its importance in a
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given process or the insights on a process that it may provide.
There may also be data that should be publicly accessible and
other data that are imperative to keep private, e.g., to protect
business-critical data or personal data that must be protected
according to the EU’s General Data Protection Regulation
(GDPR) [3].

Currently, in addition to storing industrial data in corpo-
rate data centers, as part of the efforts to enable data-driven
ecosystems and driven by needs such as high availability and
extendable capacity, third-party cloud servers and services
such as Microsoft’s Azure [4] and Amazon’s S3 [5] have
gained popularity. This allows for enhanced collaboration,
agility, and scalability while reducing large upfront invest-
ment and the cost of owning and maintaining infrastruc-
ture. However, the use of third-party cloud servers raises its
own security concerns, as data are now outside the owner’s
control. This concern acts as a deterrent to many potential
adopters, such as industries or organizations. Thus, ensuring
the privacy, confidentiality, and integrity of the outsourced
data is crucial. [6], [7], [8]. Moreover, concerns related
to legal and organizational requirements may need to be
considered [9].
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Different levels of data protection are needed, as enforc-
ing very strict policies regarding public data sharing may
unnecessarily slow down the data sharing process, while
too little enforcement may cause leakages of sensitive data
and harm the business [2]. The protection of data based
on policies can be achieved using role-based access control
(RBAC) [10] or the more recent concept of attribute-based
access control (ABAC) [11], [12]. ABAC assembles pol-
icy, subject attributes, and object attributes to determine and
enforce a set of allowable operations by the subject upon the
object [13]. Furthermore, environmental conditions can be
used to enforce the allowable operations [14].

Access control strategies based on RBAC or ABAC can
control the flow of datawhile it is being shared inside a trusted
domain, where the access control policies can be enforced
without any sensitive information leaving the secure domain.
Third-party data storage service providers may, however, not
be fully trustworthy; hence, those access control strategies
may not be sufficient. In addition, data may leak during
transfer between source or storage and the user outside the
trusted domain. Thus, access control alone cannot prevent
data leakage in untrusted domains and in transit over public
networks.

A classic approach when dealing with incompletely
trusted cloud environments/third-party service providers is
to encrypt the data. Common encryption approaches such as
public key infrastructure (PKI) can be used [15]. One such
approach is Pretty Good Privacy (PGP). PGP uses symmetric
key and public key encryption mechanisms to guarantee data
privacy while sending and receiving data, and it is widely
used in tasks such as texts, emails, and file sharing applica-
tions. The general process when preparing data to be sent is
to encrypt the message with a random key, called the session
key, to create a ciphertext. The ciphertext is then packaged
alongside the session key encrypted with the receiver’s public
key. Finally, the package is sent to the final user, which
uses its own private key to obtain the session key to finally
obtain the underlying message [16]. This type of approach
is, however, costly at runtime, as the encryption task is not
performed until the transmission step. Alternatively, multiple
copies of the encrypted data could be stored with different
public keys for different users. This, however, increases the
storage overhead on the cloud, especially when the number
of users is large.

Runtime cost and storage issues of per-end-user encryption
are addressed by attribute-based encryption (ABE). ABE
allows for encryption with attributes, so a data owner needs
only to predefine enough attributes to support the desired
access granularity and thereby does not need to care about
the number of users in the system. Moreover, the encryption
can be decoupled from the transmission step by allowing
the data owner to initially encrypt the data without complete
information of the end users other than their attributes, i.e.,
their public keys [17]. The attributes used by ABE are similar
to those of ABAC, i.e., ABE solutions fit into the ABAC
concept naturally due to their attribute nature [14].

Industries typically store data in both corporate data cen-
ters and on cloud platforms. Consequently, both access
control and encryption are needed to properly protect the
data. This raises the question of how these complemen-
tary mechanisms can be combined. ABE-enabled ABAC
has been explored from the perspective of means of
using ABE to realize ABAC [14]. However, the combina-
tion of ABE and ABAC, where the latter is used with-
out ABE in trusted domains, needs further investigation.
ABE-enabled access control models have, however, been
studied [18], [19], [20], [21], [22].

In this paper, we investigate the use of attribute-based
approaches for access control to data in trusted domains using
ABAC and how such control concepts can be extended with
ABE for mobile enforcement of access policies in untrusted
domains. We identify key properties for secure data sharing
in untrusted domains and survey ABAC and ABE to establish
their respective rationales and state-of-the-art (SoTA) in the
context of these properties.We pay specific attention to archi-
tectural aspects, concepts and principles of use to explore pos-
sible ways to combine these attribute-based approaches into
a coherent system for secure data sharing that supports both
trusted and untrusted domains. We further explore the SoTA
methods of combining ABE and access control paradigms,
which, as mentioned above, mainly include ABE-enabled
access control models over RBAC models.

Our main contributions are as follows:
• The use of SoTA for ABAC, ABE and their combination
for secure data sharing.

• Proposal of an architecture combining ABAC and ABE
for such use.

• Research gaps related to this combination.
The proposed architecture makes use of general ABAC com-
ponents to enable encryption and decryption using ABE
according to attributes defined in the same way as those used
for access control in trusted domains. The most important
research gap we have identified is how to translate ABAC
policies to ABE access structures. More gaps exist, such as
how to efficiently extract ABAC attributes for use in the
complementary ABE process.

The paper is structured as follows: in Section II, we discuss
the general needs for securing data sharing in trusted and
untrusted domains and identify the key properties desired
from a system supporting such sharing; in Section III and
Section IV, we describe the rationale of ABAC and ABE
and identify their respective SoTA; Section V covers SoTA
on ABE-enabled access control and presents our combined
architecture; our findings are discussed in Section VI, and we
conclude the paper in Section VII.

II. KEY PROPERTIES OF SECURE DATA SHARING
Access control mechanisms such as RBAC or ABAC are
effective in protecting data from unauthorized access in a
trusted and controlled domain. Nevertheless, cloud-based ser-
vices are untrusted or open to honest-but-curious attacks,
making traditional access control approaches insufficient to
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ensure data privacy due to the lack of full data security control
for the data owners [7], [23].

Cryptographic techniques such as ABE have proven to be a
good solution when dealing with outsourced data in a variety
of applications. ABE applies attribute-based policies to create
ciphertexts from the stored data that only users with matching
attributes can decrypt. However, the use of ABE mechanisms
to protect industrial data has some challenges. In particular,
the creation and management of policies is an important issue
with ABE, as it does not use any standard policy language
such as those supported by the ABAC standards [24]. This
motivates us to investigate how to combine ABEwith ABAC.
For this investigation, we identify a set of key properties
that neither ABE nor ABAC can efficiently cover on their
own. We select properties that are important for a secure
data sharing scheme relying on outsourced storage and cloud
computing for industrial data. In Sections III and IV, we use
these properties to investigate the state-of-the-art (SoTA) for
ABAC and ABE.We further use the properties to evaluate the
combined scheme for ABAC-enabled ABE in Section 4.
Key properties for secure data sharing:
• Fine-granularity: The level of granularity on which
the access control policies are applied can range from
specific files to tables inside a database or measures
from specific sensors. The ability to efficiently manage
and enforce fine-grained policies, e.g., on specific val-
ues in time-series data, is an important property. The
granularity of the access policies depends on several
other properties such as the expressiveness of the policy
language or the ease of attribute management, which are
discussed next.

• Expressiveness: This property is determined by how
simple expressing policies for a policy language is.
Some policy languages may provide useful abstraction,
whereas some languages may require fully defined ele-
ments or the definition of additional elements. For this
property, it is important to note that ability of two policy
languages to express the same type of policies does
not make them necessarily equally expressive. If policy
language A requires more effort than policy language B
to express the same policy, we consider B to be more
expressive than A.

• Dynamics: Industrial IoT environments are dynamic.
New sensors and users are entering and leaving the
network constantly. Access control schemes may or may
not be designed to create or update access policies after
system initialization. In addition, with the revocation of
access, ciphertext re-encryption or a system restart may
be needed.

• Ease of management: Burdensome administrative
overhead is one of the key deterrents of implementing
fine-grained access control. The creation of this type of
policy may create a large number of attributes that are
difficult to efficiently manage. Some tools, such as hier-
archical attribute management or automated attribute
assignments, may help.

• Access revocation: In industrial data sharing appli-
cations, events such as the end of collaboration with
some partner require efficient access revocation capabil-
ities. Depending on the chosen approach, access revo-
cation may require re-encryption of ciphertexts, keying
material redistribution, or the participation of a central
authority.

• Implementation/Deployment: Industries often already
have some type of access control scheme imple-
mented, even if the scheme is not efficient or fully
secure. The extensive initial implementation work of an
attribute-based approach is one of the reasons why these
approaches have not been positioned as industry stan-
dards. Solutions such as tools to migrate from already
existing access control schemes or even compatibility
with existing standards are then needed.

III. ATTRIBUTE-BASED ACCESS CONTROL APPROACHES
FOR SECURE DATA SHARING
A. BACKGROUND
1) MAC
In mandatory access control (MAC), the system administra-
tor labels data with confidentiality levels and labels users
with clearance levels. The relation between the data labels
and the user level, as well as every operation related to
them, is strictly managed by the security policy adminis-
trator. This means that in a pure MAC system, individual
data owners have no direct control of the policies regard-
ing their shared data. However, MAC policies are use-
ful to set organization-wide policies for organizations such
as governments or the military. Combining MAC policies
with other approaches, such as discretionary access con-
trol (DAC), helps to enforce strict sensitive data privacy
policies while enabling the sharing of information between
organizations [25].

2) DAC
Proposed in the early 1970s, discretionary access control is
defined as a means to restrict access to resources based on the
identity of the user. In DAC, the owner of a resource typically
has control over that resource. The access control is based on
the Lampson access matrix model, where resources are set
as columns and subjects as rows. The entry in the (subject,
resource) in the matrix represents the access privileges that
the subject has over the resource. Access control is considered
discretionary because the owner or subjects with the correct
access rights are able to pass those permissions to any other
user under its discretion [26].

3) RBAC
An approach that can enforce both MAC and DAC policies is
role-based access control (RBAC). RBAC is founded on the
idea that in many organizations, access control decisions are
made based on the roles of the users requesting data. Roles
are closely related to job functions within an organization,
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and they work as a group where users share a set of access
permissions to resources. From a management point of view,
the idea of assigning access rights to roles rather than to indi-
vidual users makes sense, as the responsibilities of a role are
more stable than those of a user. In contrast, the membership
of users in roles tends to change over time. Hence, RBAC
allows for simpler security administration, simplifying the
process of granting and revoking access rights.

Moreover, RBAC introduces the concept of role hierarchy
as a mechanism to align roles with the authority and respon-
sibility level within an organizational chart. Roles at the top
of an organizational chart (seniors) tend to be more power-
ful than roles at the bottom of the chart (juniors). In prac-
tice, the top-level roles should inherit the access rights from
those under it, in addition to any other permissions assigned
to it [10].

While RBAC is useful and simple to maintain in static
and small organizations, managing an RBAC scheme within
large heterogeneous organizations can be a burdensome task.
Role explosion issues can occur when the number of users
and roles becomes unmanageable. This is common in large
organizations with many specialized employees performing
a number of specific tasks. Due to these scalability issues,
research has been conducted to develop more flexible and
manageable access control schemes to achieve fine granular-
ity in large heterogeneous organizations [27].

B. KEY CONCEPTS AND MECHANISMS
Attribute-based access control (ABAC) is an access control
model where policies over subjects performing operations on
objects are defined based on assigned attributes. It serves as
an alternative to traditional access control models such as dis-
cretionary access control (DAC), mandatory access control
(MAC), and role-based access control (RBAC). Rather than
using the user identity as the base for access control, ABAC
uses attributes to construct access policies. These attributes
can be in one of the following five categories:

• User attributes describe characteristics of subjects
within the system. These can be features such as the job
title, name, age, clearance level, etc.

• Object attributes describe the features of resources
within the systems. These can include the file type,
format, author, security level, etc.

• Environmental attributes describe the current state of the
system, including features such as the day of the week,
time of the day, number of users, etc.

• Connection attributes describe the current session of the
user, such as the location, IP address, session start date
and time, etc.

• Administrative attributes describe the configuration
properties of the system, such as the maximum session
time or minimum trust level required for access.

At its core, ABAC access policies limit user access to
resources or objects based on the result of Boolean operations
between attributes. The most common elements found in
ABAC systems are Users (U), which represent the set of

FIGURE 1. Basic ABAC architecture.

users accessing the system,Objects (O), which are the set of
protected objects in the system, Attributes (A), as described
previously, Permissions (PERM), which represent the set of
possible actions to perform over objects that can be autho-
rized to users, and finally Policies (P), which are the set of
policies governing access to the system [28].

The ABAC model connects all these elements via rela-
tions; in particular, user attribute assignments (UAAs) assign
attributes to users, object attribute assignments (OOAs)
assign attributes to resources, and finally, policy permission
relations (PRRs) connect policies with the granted access
rights. The implementation of these relations and assignments
varies based on policy languages, especially the way permis-
sions are assigned to policies.

A typical ABAC architecture, such as the one presented in
Figure 1, usually consists of at least one policy enforcement
point receiving user data requests. This PEP forwards the
request to a policy decision point (PDP), as illustrated in
Figure 2, which retrieves relevant policies from the policy
retrieval point (PRP) and relevant attributes from the policy
information point (PIP). The PDP then evaluates the policies
and attributes and generates an authorization decision that is
sent back to the PEP as an answer to the original request. Only
if the authorization decision is granted does the PEP return the
requested data to the user.

Additional parameters can be integrated into the authoriza-
tion decision process, such as environmental or conditional
attributes. Furthermore, different PEPs enforcing policies in
different places may produce different authorization deci-
sions given these types of parameters [9]. Industrial settings
may take advantage of these features to segregate specific
types of data given the nature of the operations performed
in any given location.

C. STANDARD POLICY LANGUAGES
For an access control system to be able to enforce policies,
the policies and attributes must first be defined. The access
control policy language is then a critical part of ABAC mod-
els, allowing tasks such as the definition of access control
policies, user attribute assignments, or organization and man-
agement of the protected objects. ABAC models often use
custom-made policy languages suited for specific use cases.
However, there exist standardized policy languages and ways
to express and enforce access policies in support of diverse
data services.
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FIGURE 2. ABAC policy decision point internal flow.

One of the most frequently used standard policy lan-
guages is the eXtensible Access Control Markup Lan-
guage (XACML) proposed in 2002 by the Organization
for the Advancement of Structured Information Standards
(OASIS) [29]. XACML is an XML-based tool designed to
express access control policies and to provide mechanisms
for querying the policy system and obtaining authorization
decision responses. XACML authorization decision queries
include user attributes, object attributes, action attributes,
and environmental attributes. These attributes are defined
as name-value pairs, and they represent characteristics or
properties associated with the user, object, action, or envi-
ronment. While user and object attributes are created by the
system administrator and stored in the PIP, environmental
attributes depend on the context surrounding each autho-
rization request. These environmental attributes may include
characteristics such as the time of the day, location, or date.

In XACML, access policies are defined as sets of policies
(called PolicySets) composed of policies and optionally other
policy sets. Moreover, the individual policies are composed
of rules, which may include Boolean conditions that are
dependent on attributes. The result of the condition evaluation
inside a given rule influences the policy authorization deci-
sion. Furthermore, each PolicySet has a target, indicating the
conditions under which the contained policies apply. When
computing authorization decisions for a given request, the
PDP only evaluates the PolicySets whose target is satisfied
by the request attributes. The XACML XML-based language
provides flexible and expressive access policy creation. How-
ever, defining policies in heterogeneous environments usually
results in lengthy textual documents, making policy creation
and maintenance a complex task even for simple rules [30].

Another emerging standard ABAC policy framework is
next generation access control (NGAC), proposed by the
National Institute of Standards and Technology (NIST) [31].
NGAC is a flexible relation-based standard designed to
express and enforce ABAC policies. NGAC policies are
defined as relations between attributes in a graph. Those
attributes can either be user attributes (ua) denoting users
and their properties and characteristics or object attributes
(oa) denoting the resources needing protection. Furthermore,

attributes can play the role of containers, which are used
to group users, objects, and other attributes within a policy.
To express policies, NGAC uses the following four different
types of relations [30]:

• Assignments denote containment of one attribute in
another.

• Associations link user attributes to object attributes with
a set of authorized access rights.

• Prohibitions explicitly deny users, attributes, or pro-
cesses from performing a specific set of actions.

• Obligations control dynamic access control policies
based on events and environmental contexts.

Obligations provide an additional level of flexibility and
expressiveness that would not be possible to achieve using
only associations within a graph. Obligations are defined
as a pair of event patterns ep and responses r. The event
pattern contains the conditions that must be matched when an
operation is performed over a specified object. If those condi-
tions are matched, then the associated response is triggered.
This response contains a set of administrative operations that
must be performed after the event occurs. Such administrative
operations include actions such as creating prohibitions or
new associations. In this way, obligations can be used to
prevent sensitive data leakage as well as to enable history-
based policies [30].

Authorization decision requests are composed of a triple
with elements (u, op, o), querying whether user u is autho-
rized to perform operation op over object o. The NGAC
decision algorithm considers the associated privileges and
prohibitions that apply to the requested user, with prohibitions
taking precedence. For the user to be authorized, there must
exist a path containing an association specifying the operation
op between the user u and the object o in the policy graph [32].
The graph-based policies expressed in NGAC make it a very
flexible and abstract policy language that is suitable for com-
plex environments. Hence, the management, creation, and
administration of policies are simpler tasks with NGAC than
with XACML [30].

D. SoTA
Tien, et al. [33] proposed an extension to ABAC XACML
called eXACML that is designed for flexible and secure data
sharing on the cloud. This approach extends XACML to sup-
port obligations. This enables the expression and enforcement
of value constraints, aggregation, or windowed frame data
queries, improving the flexibility of possible access control
policies. The proposed architecture contains a proxy server
between the users and the cloud server. This proxy server
processes the request from the user and enforces the access
policies. However, this approach considers a trusted cloud
environment, making the approach infeasible for use in public
clouds without cryptographical or other privacy mechanisms.

Joshi et al. [34] presented a semantically rich access con-
trol scheme designed to protect critical organizational docu-
ments stored in the cloud. This approach applies notions of
edge computing to enforce access control policies inside the
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organization’s trusted domain. Furthermore, the authors
apply the oblivious RAM encryption mechanism inside the
trusted domain before storing data in the cloud. This mech-
anism allows for the identity of the user accessing data to
remain obscure to the third-party cloud service provider,
as well as protection of the content of the documents.

The ‘‘access broker’’ who manages the document access is
based on a complex ontology describing document attributes.
This ABAC access broker expresses its access policies using
semantic web rule language (SWRL). For the process of
accessing data, the user submits a request to the access bro-
ker, which then evaluates the policies against the user’s and
accessed document’s attributes. If the authorization decision
from the access broker is positive, the file exchange and
encryption module retrieves the requested documents from
the cloud server and decrypts them for the user to read.

With Joshi’s scheme, the request, decision evaluation,
document retrieval, encryption, and decryption processes all
occur inside the organization’s trusted domain. This approach
exploits the flexibility of its complex ontology schema to
express and enforce complex policies using contextual and
environmental attributes. However, the possible access rights
enforced by the access broker are limited to reading and writ-
ing. Furthermore, this scheme has limitations on collaborative
work, where only one user can write on a given document at
a time.

Kanwal et al. [35] proposed a privacy-aware relationship
semantics-based XACML access control model designed to
protect electronic health records (EHRs) in a hybrid cloud
called PRSX-AC. This model is an extension of the standard
XACML-ABAC with a semantic relationship-based access
control (rel-BAC) hybrid approach. In rel-BAC, access rights
are represented as relations between users and objects.

XACML-ABAC combined with rel-BAC allows for fine-
grained access control and flexible policy creation for EHR
applications in hybrid clouds. Depending on the user level,
the model uses the ABAC policies and attributes to eval-
uate access decisions and queries the relationship-reasoner
component to interpret the semantic meaning of the patient
relationships if needed. Moreover, this approach uses
Anatomy [36] to achieve data privacy when publishing EHR
records to the cloud. This process transforms the EHR records
into two tables, one called the quasi-attribute table (QAT) and
a second called the sensitive-attribute table (SAT), separating
the quasi-identifier (QI) values from the sensitive values.
These processes disassociate the relationship between the two
tables, protecting the privacy of EHR data by not allowing the
rebuilding of individual records.

IV. ATTRIBUTE-BASED ENCRYPTION
A. BACKGROUND
ABE is a public key encryption mechanism designed with
group decryption goals rather than single users. This mecha-
nism evolved from the older identity-based encryption (IBE)
schemes, where the public key is usually a string that uniquely
identifies one user, such as its social security number or email

address. IBE schemes allow owners to send secret messages
to other users without knowing their public keys; instead,
the owner encrypts the message using the receiver’s identity.
Only users whose identity matches that of the ciphertext can
access the underlying message [14].

The concept of attribute-based encryption was first intro-
duced by Sahai et al. [37] as part of a fuzzy identity-based
encryption approach. In this scheme, the identity is described
by a set of attributes that are used to encrypt a message. Only
users whose assigned attributes overlap with those used to
create the ciphertext can decrypt it and obtain the message.
The attributes overlap if the setsmatch by a predefined thresh-
old k, which means that the user must have at least k attributes
from the ciphertext attribute set to be able to decrypt the said
ciphertext.

The usage of attributes when defining keying material
while implementing ABE in an industrial data sharing con-
texts reduces the computational and administrative cost
related to encryption, compared to traditional encryption
schemes. ABE allows to encrypt the data once and send it to
multiple different recipients instead of encrypting every time
a message is sent. Moreover, creating the keying material in
terms of attributes allows the creation of ciphertexts without
the need to fully define the final users, simplifying the setup
process [17].

B. KEY CONCEPTS AND MECHANISMS
In this section, we describe the basic components of ABE.

1) ACCESS STRUCTURE AND ACCESS TREES
In general, in a secret sharing scheme, the owner of a secret
wants to share it with a limited collection of parties. This col-
lection is called the access structure. In an encryption scheme,
the access structure represents the set of parties that are able to
decrypt a message, while any party that does not belong to the
access structure cannot reveal any of the information about
the shared secret. In particular, for attribute-based encryption,
the access structure contains the set of authorized attributes.

Access structures can be represented as access trees, where
each nonleaf node represents a threshold gate, and each leaf
node represents an attribute. In the nonleaf nodes, threshold
gates can be representedwith logical OR gates if the threshold
is 1 (1-of-n) and logical AND gates if the threshold is equal
to the number of child nodes connected to the gate (n-of-n).

Monotone access structures are the most commonly used
access structures in ABE schemes. For an access structure
to be monotone, any set containing the set of authorized
attributes can satisfy the access structure. In other words, if a
subset of attributes B can reconstruct the secret, then every
superset of B can also reconstruct the secret [38]. One conse-
quence of using monotone access structures is that negative
attributes cannot be efficiently used when constructing the
access tree; in other words, monotone access structures do
not support logical NOT gates. However, it is still possible to
inefficiently express negative attributes in monotone access
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FIGURE 3. ABE general model.

structures using the not-attribute as a completely separate
attribute in the tree [39].

2) BASIC CONSTRUCTION ALGORITHMS
Attribute-based encryption schemes follow a basic construc-
tion structure based on the following 4 primary algorithms:
setup, encryption, key generation, and decryption.

• Setup: The algorithm that takes any implicit security
parameter and creates public parameters and a master
key. In this step, the universe of attributes is defined.

• Encryption: The algorithm that applies encryption to a
message.

• Key generation: The algorithm that generates decryp-
tion keys based on a set of attributes.

• Decryption: The algorithm that decrypts a ciphertext to
obtain the underlying message.

The ABE scheme in use determines where the user
attributes and the access structure are associated. This is
the main difference between the following two main ABE
schemes: key-policy ABE (KP-ABE) and ciphertext-policy
ABE (CP-ABE). In KP-ABE, the ciphertexts are labeled with
a set of attributes, while the user’s private key is the one
associated with the access policy. Hence, in this scheme,
the access structure that controls whether a user is allowed
to decrypt a ciphertext or not is handled in the key gener-
ation algorithm. On the other hand, CP-ABE associates the
user’s private key with a set of attributes, while the cipher-
texts are encrypted by an access policy. In CP-ABE, the
encryption algorithm handles the access structure, creating
a ciphertext in which only those who possess a specific set
of attributes that satisfies this access structure will be able to
decrypt.

C. SotA
Wang et al. [40] presented an efficient encryption scheme
called file hierarchy CP-ABE (FH-CP-ABE) that is based
on the hierarchical structure of access policies. The proposed
layered model of the access structure aims to solve the prob-
lem of multiple hierarchical file sharing by encrypting all the
files with a single integrated access structure. With k number

of files, M1 being the highest hierarchy and mk the lowest
hierarchy, if a user can decrypt M1, the user can also decrypt
m2, m3,. . .,mk.

For the encryption process, the data owner chooses a num-
ber of content keys and encrypts the files using symmet-
ric encryption. Then, the data owner encrypts the content
keys using FH-CP-ABE encryption, obtaining an integrated
ciphertext. For the decryption process, the user decrypts the
integrated ciphertext and then, using the FH-CP-ABE decryp-
tion operation, obtains the content keys. Depending on the
user attributes, a number of content keys will be decrypted,
allowing the authorized files to be obtained using symmetric
decryption. The access structures used in this implementation
follow a three-level form. In this access structure, nonleaf
nodes are threshold gates, and attributes reside in the leaf
nodes [40].

Deng et al. [41] presented ciphertext-policy hierarchical
attribute-based encryption CP-HABE, an encryption scheme
where users with higher level attributes can delegate their
access to users at a lower level. This scheme is designed to
enable sharing of encrypted data efficiently without leaking
sensitive information about the organization attribute model
or hierarchy. This key delegation model allows for data to be
shared with a greatly reduced communication and manage-
ment overhead. This scheme is based on an attribute matrix,
where higher-level attributes are on the top, while lower
attributes in the hierarchy are at lower levels, creating the
notion of attribute vectors. In CP-HABE, access policies are
created with the attribute vectors that the users should possess
to decrypt the data. This approach greatly reduces the man-
agement associated with key distribution and is especially
useful for use cases where keys cannot be generated for all
users.

Huang et al. [23] described a secure data collaboration
scheme for reading and writing cloud-stored data using
ABE and attribute-based signatures (ABSs). Furthermore,
the authors apply a HABE-based mechanism to relieve the
key management task of the attribute authority. The ABS
is used to enable the cloud server provider to authenticate
and authorize users for writing operations over stored data,
evaluating the signature’s attributes over the access policies.
This scheme uses a full delegation mechanism, with a cen-
tral authority for top-level attribute domains and a number
of independent domain authorities. Finally, the proposed
approach uses partial decryption to delegate most of the
encryption work to the cloud server, which is suitable for
resource-constrained devices.

Li et al. [42] presented a hierarchical ABE scheme with
continuous leakage resilience. This resilience is achieved by
using a key update algorithm to rerandomize the keys in
what the author presents as continuous leakage-resilience
hierarchical attribute-based encryption (CLR-HABE). This
scheme uses the concept of attribute vectors to achieve hier-
archical representation of attributes. It is important to note
that the attribute hierarchy only applies to the parties or
users.
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Bobba et al. [43] proposed a scheme designed to improve
the attribute flexibility of CP-ABE called ciphertext-policy
attribute set based encryption (CP-ASBE). This scheme orga-
nizes user attributes into recursive set-based structures. These
structures allow CP-ASBE to support compound attributes
without loss of flexibility over the single attributes. Further-
more, CP-ASBE applies efficient revocation mechanisms in
the form of expiration time attributes for each set. This is
maintained by a key server saving the state, eliminating the
need for frequent key generation and distribution tasks.

Wan et al. [44] proposed a hierarchical attribute-set-based
encryption (HASBE) scheme, extending the work performed
in CP-ASBE [43] to support hierarchical user structures. This
extension is proposed to improve scalability and flexibility
whilemaintaining the fine-granular capabilities of CP-ASBE.
When a user attempts to decrypt a given ciphertext, it may
only use attributes within a set and is not able to combine
attribute elements from another set unless allowed by the
encryptor in the access structure.

Xu et al. [45] presented an approach for secure data
sharing of sensitive information using network encoding
and attribute-based encryption. Network encoding allows for
intermediate nodes in a network to process incomingmessage
streams instead of just forwarding them. This can increase the
throughput of a network when multicasting.

The authors data sharing model is set as a distributed file
sharing system, where files are distributed over the network
with backups on other network nodes. When a file request is
sent to a node, it searches for the file locally and sends the
requested file if found. Otherwise, the node sends the request
to the controller node, which has lists to locate the file and
answer the request.

The authors apply attribute-based encryption to the mes-
sages being sent in the network. When multicasting, the
starting node will prepare the files and divide them into the
needed parts. Those parts are later encrypted with the ABE
policy, including a header with the location of each part. After
receiving all the file parts, the end node uses its private key to
decrypt the segmented parts and join them together according
to the parts header [45].

Encrypting data is a good method to ensure confiden-
tiality in an uncontrolled public cloud environment, but it
reduces the possibilities of some operations occurring over
ciphertexts, such as searching for keywords or specific items
within the data. Searchable encryption provides mechanisms
to achieve secure searching of encrypted data. In a public
cloud environment, searchable encryption enables users to
perform keyword-based searches using query trapdoors with-
out revealing secrets to the cloud server [46].

Jingzhang et al. [47] presented a cryptographic retrieval
scheme that combines CP-ABE with searchable encryption
and supports attribute updates and applied it to medical
records. The model contemplates the following four entities:
the data owner, user, cloud server and an authority center.
The authority center is in charge of generating public attribute

keys, public parameters and version attribute keys, as well as
assigning private keys to data users.

The data owner encrypts the plaintext record using sym-
metric key encryption and then uses CP-ABE to encrypt
the used symmetric key. The two ciphertexts are then
uploaded into the cloud. Meanwhile, the data user provides
the attributes of the record he or she wants to access as well
as its secret key to compute a trapdoor. The trapdoor is used in
the cloud service to search for a symmetric key ciphertext that
satisfies the provided attributes in the trapdoor, allowing the
medical ciphertext to be found. The data user then decrypts
the symmetric key using the CP-ABE decryption algorithm
and then uses the resultant symmetric key to decrypt the
record ciphertext [47].

For the updating of attributes, the authority center takes the
user secret master key, the current version key and a set of
public attribute keys and creates a new version key, update
key and user secret key. Then, using the new user secret
key, it creates a new ciphertext using proxy re-encryption to
reduce the calculation burden [47].

Sun et al. [48] presented a scheme based on an
attribute-based keyword search with efficient user revoca-
tion (ABKS-UR) to enable scalable fine-grained searching of
encrypted data in a multiuser multicontributor environment.

This approach uses CP-ABE to enable the generation of
trapdoors without needing an always online trusted authority
(TA). The cloud server can search encrypted indices and
return only matching results to those of the users attributes
associated with the trapdoor. The data owners create indices
consisting of keywords in a file before outsourcing them to
the cloud server using an access structure with the attributes
of authorized users. The approach uses proxy re-encryption
and lazy re-encryption to delegate as much work as possible
to the cloud server (CS), similar to efficient user revocation.

The outsourced data can be encrypted using any secure
encryption technique. When searching for data, the user gen-
erates a trapdoor of keywords of interest with his private key.
The CS searches the authorized datasets and returns results
that match the users attributes on the trapdoor with those
of the access structure set in the secure indices. The cloud
server also keeps a list of authorized users per dataset, acting
as a first filter for users trying to perform keyword searches
of datasets. To revoke users from the system, the secure
indices are re-encrypted, and the secret keys of the remaining
authorized users are updated. This process is outsourced to
the CS using proxy re-encryption.

Proxy re-encryption is a cryptographic primitive that
allows for the delegation of decryption rights for a ciphertext
encrypted under a user public key to another user. The cipher-
text key translation is performed by a semitrusted proxy,
which does not obtain information about the plaintext and
secret keys. However, a re-encryption key from Alice to Bob
allows Bob to decrypt all files encrypted by Alice.

Zhao et al. [49] presented an attribute-based conditional
proxy re-encryption (AB-CPRE) scheme, in which the
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re-encryption condition is expressed as an access structure
and attribute set. In this scheme, the re-encryption is suc-
cessfully performed only if the requestor attributes satisfy the
re-encryption key access structure. In this proposed scheme,
the authors apply KP-ABE techniques to embed the access
policies into the re-encryption keys. By utilizing an access
structure for the re-encryption key, the owner of the data can
enforce attribute-based access control over its encrypted data.

Liang et al. [50] proposed a novel ABE system that sup-
ports keyword private search and encrypted data sharing as
a searchable key-policy attribute-based proxy re-encryption
(KP-ABEPR) scheme. This approach is based on an ABE
system with fast decryption, extending it to support asym-
metric pairing groups to protect the privacy of keywords
inside a ciphertext. The keyword search is performed with
the interaction between a private key generator (PKG) and a
system user providing a keyword, creating a trapdoor token.
This token will not enable the CS to decrypt or obtain infor-
mation from the data. The authors then combine this keyword
search capability with attribute-based proxy re-encryption to
achieve secure data sharing. This approach guarantees that the
keyword search capability will work even after re-encrypting
and sharing the ciphertexts. Finally, the proposed protocol
supports keyword updating before the ciphertext is shared
with other users [50].

D. IDENTIFIED RESEARCH GAPS
Table 1 presents an analysis of the related work considering
our identified requirements. The main gaps illustrated by this
comparison are the clear difficulty of implementation and the
lack of expressive and easy-to-manage access structures.

Attribute-based encryption adds a whole new level of flex-
ibility and manageability compared to traditional schemes
such as public-key or symmetric key encryption. With tra-
ditional methods, having a system with multiple users with
different decryption capabilities usually requires encrypting
the same data under multiple public keys for each user in the
system. Hence, these methods are not suitable for industrial
data sharing applications in real environments. The capability
of ABE to create policies for resources and obtain access to
them depending on the given attributes of a user is key for
efficient data sharing.

One of the most challenging aspects of ABE is that setting
up a complex and secure access control scheme necessitates
significant prior setup work. The majority of ABE-based
solutions require access policies to be fully defined for each
individual data object in need of protection. As a result, minor
differences in similar policies may necessitate significant
rework when they are defined. Furthermore, ABE policies are
typically not expressed in a standard policy language, com-
plicating the transition from another access control scheme.

Furthermore, the lack of expressiveness in policy language
is a significant gap. Several approaches to expressive ABE
have been proposed, including the use of nonmonotonic
access structures or attribute sets. However, those approaches
lack the dynamic capabilities required in industrial settings.

The explored solutions share a gap regarding the ease of
management, which is an important requirement in industrial
settings. The lack of a centralized authority to manage poli-
cies and user attributes generates potentially large amounts of
administrative work to manage, change, and revoke attributes
and policies. Hierarchical approaches attempt to fill that
gap by using a single hierarchical policy for different data
objects. However, most of the hierarchical techniques are
applied exclusively to the user side of the attributes. Applying
hierarchical capabilities to the object attributes as well could
improve the granularity of access policies while making them
easier to manage.

Even though some approaches provide some dynamic
capabilities, there is still a gap in efficiently managing
dynamic policies and attributes. This challenge is reflected
in the access revocation capabilities of ABE schemes.
Re-encrypting data or distributing new keys are methods
often used to provide access revocation capabilities to a
system. However, in industrial settings, these approaches
are not effective, since the production downtime caused is
costly.

Covering the discussed gaps with a pure cryptographic
approach is challenging due to the limited information and
mechanisms that can be embedded in ciphertext and keys.
Many of the surveyed approaches rely on centralized parties
or authorities to add flexibility to access control and manage
tasks such as access revocation. The range of tasks of the
centralized party can be exploited to add evenmore flexibility
using ABAC-inspired mechanisms to attempt to cover the
identified gaps.

V. ABAC-ENABLED ABE
A. RATIONALE
ABE is a promising solution for access control in a cloud
environment. However, it has some implementation issues,
specifically in attribute policy construction. ABE policies are
not usually designed to be created from an RBAC or ABAC
base. Moreover, ABE data policy definition and expression
do not follow any standard language. The methods used to
build ABE policies, such as access structures, lack flexibility
and expressiveness.

ABE schemes rely on monotonic access structures to
define and express access control policies. These monotonic
access structures do not allow for the usage of negative
attributes (the usage of a NOT operator) and do not support
the hierarchical relation of attributes. All these limitations
hinder the expressiveness of ABE policies. Furthermore,
attribute revocation and policy change management are still
issues with ABE. All of these issues create a significant
barrier to implementing ABE as part of industrial data sharing
schemes, as they necessitate significant investment during the
system’s development and policy management.

Access control models such as RBAC and ABAC offer
standardized expressive policy languages such as XACML or
NGAC, as well as easier ways to efficiently revoke access to
attributes and add new ones to existing policies. However, for
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TABLE 1. Comparison of State-of-the-art ABE schemes against identified properties. (✓): Mentioned but not addressed, ✓: Addressed but not in
depth, ✓✓: explored in depth.

outsourced storage applications, such as cloud environments,
pure RBAC or ABAC schemes are not sufficient. These
access control models rely on fully trusted domains where
data are expected to pass through access control before reach-
ing the final user. When the data are outsourced to the cloud
service, the data owner loses control, and it is susceptible to
curious providers or leaks.

Naturally, combining the data confidentiality capabilities
of ABEwith the expressiveness andmanagement of more tra-
ditional access control models can help cover each approach’s
weaknesses. However, there is a risk of greatly increasing
the storage overhead when combining features from access
control to ABE. This is a particularly important drawback
when dealing with high volumes of dynamic data, as in
industrial IoT applications.

B. SOTA
The majority of related work on ABE-enabled access control
models has been on RBAC. This is mainly due to the techni-
cal limitations of translating more complex policies to ABE
access structures.

Zhou et al. [18] presented a role-based encryption scheme
that combines RBAC with cryptographic techniques to
enforce RBAC policies over encrypted data in public clouds.
RBAC policies can be enforced using role hierarchies. Fur-
thermore, this scheme allows for efficient user revocation;
this revocation does not affect other users or roles, and the
data do not need to be re-encrypted. The proposed RBE cloud
storage architecture is based on a hybrid cloud infrastructure,
where data are stored in the public cloud while a private cloud
is used to store the organization’s sensitive structure informa-
tion. The private cloud is designed to only communicate with
the system administrator and the role managers, reducing the
attack surface of the cloud.

Zhu et al. [19] presented an RBAC-compatible ABEmodel
for secure cloud storage. The paper introduces a combi-
nation of RBAC with ABE to achieve user-friendly and

easy-to-manage security mechanisms to protect user data in
the cloud. To achieve compatible RBAC hierarchy policies
to be implemented into ABE, the author presents a new
ABE scheme called attribute-based encryption with attribute
lattices (ABE-AL). In ABE-AL, attribute lattices or hier-
archies define seniority relations among all the values of
an attribute. This means that if a user possesses the senior
attribute value, it then possesses the permissions of juniors.
The proposed system allows users who already use RBAC to
access protected cloud resources in a transparent manner. The
system requires administrators to provide a transformation
from RBAC to ABE, while the user needs to deploy an RBAC
to ABE module in its terminal. The author also presents
cryptographic mechanisms to achieve comparison operations
on attribute lattices to improve constraint expressions and
reduce computational overheads.

Lang et al. [20] presented an extended CP-ABE scheme
(ECP-ABE) to achieve self-contained data protection. This
scheme tries to improve the expressiveness of traditional
CP-ABE access structures to enable it to express any ABAC
policy. Self-contained data protection is a mechanism that
ensures the integrity and confidentiality of data without
depending on other parties. This scheme introduces the idea
of extended leaf nodes to allow CP-ABE access structures
to support logical and arithmetic comparison operators. The
original CP-ABE leaf node is replaced by an operator node
with the following two children: an attribute name node and
an attribute value node. These three new nodes compose an
extended leaf node.

The usage of extended leaf nodes allows the access struc-
ture to express comparison attributes, interval operators and
logical operators. The user creates access policies using
extended trees that are transformed into standard access pol-
icy trees in the encryption algorithm. The original extended
tree is attached in the ciphertext. To decrypt the data, the user
sends his basic attribute set and the extended parts of the
access tree to the key generation entity. The PKG reconstructs
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the extended tree with the embedded information from the
ciphertexts and evaluates the set of attributes from the user to
create a decryption key if the tree is satisfied.

Lang et al. [21] described a flexible and self-contained
approach for data protection using a combination of RBAC
and CP-ABE. This scheme allows data to ensure its own secu-
rity without depending on the storage servers. The authors
describe an extension to RBAC, called data-centric RBAC
(DC-RBAC), which allows for access control policies to be
bounded to the data it protects. Furthermore, the authors
integrate the proposed DC-RBACwith the ECP-ABE scheme
proposed in [20]. ECP-ABE is extended to support role
assignment and inheritance. DC-RBAC differs from RBAC
in that the extension can support both positive and negative
role assignments, improving expressiveness. Furthermore,
the extension also presents two new constraints related to
attribute-based access control in the form of user attributes
and environmental constraints. User attribute constraints
work with values associated with user attributes, such as age,
name, security level, etc. Environmental attributes evaluate
contextual information from the environment, such as access
time, day of the week, or location.

To protect the data, the data owner first creates aDC-RBAC
policy that is then mapped to an ECP-ABE access tree. The
data access process is performed by the decryption party, and
it is divided into two indivisible subprocesses, private key
request and decryption. In the first process, the decryption
party sends the leaf and extended leaf nodes to the PKG.
The PKG then evaluates whether the user attributes and roles
satisfy the extended attributes, generates a key if authorized
and sends it to the user. Then, if the user attributes, roles
and environmental attributes satisfy the DC-RBAC policy,
the data are decrypted. This scheme achieves more flexible
and fine-grained access control, while having the data itself
determine which users are authorized to decrypt it without
relying on other parties.

Mahmood et al. [22] presents a scheme to provide data
security in the cloud that combines role-based access control
(RBAC) with cryptographic techniques. In this scheme, the
data are encrypted using an improved RSA encryption algo-
rithm. This algorithm introduces a new valuation key used
by third parties to execute operations on the encrypted data,
while the data are encrypted and decrypted with a private key
that is only known to the data owner. The proposed scheme
uses XACML policy language to enable an RBAC layer. The
access control layer provides guarantees that unauthorized
users cannot make inappropriate changes in the system.

In this architecture, when the user sends a data request to
the access manager, the data owner sends a request to a third
party to perform operations over the encrypted data. The third
party then handles the operation only if the user is authorized
by the RBAC layer and then returns the data and the private
key for the user to decrypt. This architecture relies on tradi-
tional access control infrastructure such as an accessmanager,
policy decision (PDP) and enforcement points (PEP), and
policy management points (PMP).

FIGURE 4. ABAC and ABE combined architecture proposal.

Most state-of-the-art encryption-enabled access control
schemes are based on RBAC. This may mainly be due to the
extended adoption of RBAC within organizations, industry,
and operating systems. Role hierarchy is a great addition
to ABE, as the capacity to reuse policies and facilitate role
and policy management is important in a data sharing envi-
ronment. Later proposals have made use of standard policy
languages such as XACML to express policies. However, the
policies are still limited to what a role-based scheme can
enforce, not taking advantage of the expressiveness of the
policy language. Table 2 shows the evaluation of the SotA
against the identified properties. One of the main challenges
for this approach is to achieve an expressive access control
policy definition while having easy-to-manage policies with
access revocation capabilities. Attribute-based access control
paradigms can be applied as a logical next step for this type of
encryption enabled access control scheme. Moreover, related
work has focused mainly on role membership, hierarchy, and
inheritance only for users. The usage of hierarchical groups
and attributes for data can further contribute to the ease of
management and work needed to setup and maintain the
initial policies.

C. ARCHITECTURE
ABE has some shortcomings, particularly in regard to its
practical use. Incorporating ABAC infrastructure ideas into
ABE can help to solve some of its individual challenges.
One of the more valuable elements in an ABAC scheme is
the decision point and its communication to the policy and
attribute repository. There has been the development of pow-
erful standard policy languages for ABAC, such as NGAC
or XACML. Furthermore, having a centralized policy and
attribute repository makes the creation, distribution and man-
agement of policies and attributes a simpler task compared to
the implications of key distribution in ABE.

The complete encryption and decryption process is illus-
trated in Figure 5. The encryption process is triggered by
the data owner pushing data into the encryption algorithm.
The encryption algorithm then fetches the needed parameters
from the PDP, depending on the ABE model used (either
KP-ABE or CP-ABE), and generates the ciphertext. For
the decryption process, any authorized user can send data
requests to the decryption algorithm.
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TABLE 2. Comparison of state-of-the-art ABE schemes against identified properties. (✓): Mentioned but not addressed, ✓: Addressed but not in depth,
✓✓: explored in depth.

FIGURE 5. Signaling diagram for the complete data sharing process.
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The decryption algorithm will forward the request to the
key generation process, which fetches the needed parame-
ters from the PDP. Given the returned parameters, the key
generation process creates the decryption key and is used to
return the original data to the requester. A decryption key
is generated whether the user is authorized to the resource
or not. If the attributes and policies provided for the key
generation does not satisfy the ciphertext requirements, the
generated key will fail to retrieve the original data.

Figures 4 and 5 show the operational steps in encrypting
and decrypting data in our architecture. In Figure 4 the flow
of data from the data owner to the final user is shown. First,
the data owner triggers the encryption process. The keying
material needed for this process is generated by the PDP from
the existing policies and attributes. Moreover, the decryption
process is triggered whenever the final user requests access to
an encrypted resource. In a similar way to how the encryption
keying material is generated, the keying material for the
decryption is derived from the relevant user attributes related
to the target resource policies.

In this architecture, both the encryption and key generation
algorithms depend directly on the output from an ABAC
decision point, and we can discuss the implications. First,
from the ABAC point of view, Figures 4 and 5 show that
there is no need for a dedicated PEP. The PEP functions
are absorbed by the decryption algorithm, where the policies
and attributes can allow or reject the attempt to obtain the
underlying data. Moreover, the PDP now shifts from policy
evaluation to policy information. As illustrated in Figure 5,
for both the encryption and decryption processes, the critical
steps in the process depend directly on information provided
by the PDP. Depending on the chosen ABE approach, the
PDP will either summarize the access policies to extract the
access structure of a specific resource or obtain the attributes
related to the resource. Furthermore, the key generation algo-
rithm is affected in a similar manner. When the user submits
a data request to the system, the PDP would need to retrieve
either the summarized user’s access structure or obtain the
attributes related to that user.

In this architecture, policy creation and attribute manage-
ment are simplified through the ABAC infrastructure and
standard policy language. The data owner is in charge of
attribute creation, distribution, andmanagement. This, in con-
junction with an authorization system, enables the system to
ensure that users have access to only its authorized attributes.
Furthermore, the key distribution is improved as keys can now
be generated at the request time, opening opportunities for
efficient revocation models.

Figure 6 shows the process for access revocation in our
architecture. At any time, the data owner or system admin-
istrator can update either the resource policy or the attribute
structure. These changes are made directly to the central-
ized policy information point (PIP) or the attribute repos-
itory respectively. In our architecture, decryption keys are
generated whenever there is an attempt to access the data.
Hence, users whose access rights were revoked by any update

FIGURE 6. Access revocation process.

on policies or attributes will not be able to obtain a valid
decryption key at the next attempt to access the resource.

Finally, even though highly expressive policies can be
defined with the typically used monotonic access structures,
they become so complex that it is unfeasible to expect data
owners to create such policies for their resources. Standard
policy languages can improve the expressiveness of common
ABE access structures while lowering the complexity, mak-
ing it ideal to solve the implementation complexity challenges
of ABE.

D. EVALUATION
We evaluate this architecture considering the desired proper-
ties identified in Chapter 2.

• Fine-granularity: One of the greatest deterrents to
implementing fine-grained access policies is the chal-
lenge of creating complete and sound policies for a
large number of resources. In typical ABE schemes,
access structures need to be fully defined for each indi-
vidual resource. Consequently, defining the application
of different policies to similar resources, even if they
share part of their access structures, includes duplicated
work, making it difficult to scale. ABAC standard policy
languages such as NGAC or XACML can support the
efficient creation of fine-grained access control policies
thanks to their hierarchical properties. This capability
can be translated into ABE with the help of modified
encryption and key generation algorithms, generating
the needed cryptographic parameters from information
coming from a dedicated PDP.

• Expressiveness: One of the main technical challenges
when improving the expressiveness of access structures
in ABE schemes is translating the hierarchical attribute
and role hierarchy into a mathematical form [51]. In our
architecture, we delegate policy processing work to
the ABAC PDP to generate adequate access structures
for both the encryption and key generation algorithms.
In this way, the architecture can take advantage of the
expressiveness properties of ABAC policy languages.

• Dynamic: Our architecture is reactive in the sense that
the decryption key generation is triggered by the request
of the user. This allows for changes in the user’s related
policy to be enforced at the time the next request is
performed. In the same way, thanks to the properties
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of ABE, the inclusion of new users would not require
a re-encryption of the existing ciphertexts.

• Management: ABAC inspired standard policy lan-
guages, and centralized policy and attribute reposito-
ries simplify themanagement task significantly. Further-
more, the reutilization of access policies in a hierarchical
manner and the attribute container capabilities provided
by ABAC simplifies the administrative work needed
when updating and creating policies.

• Access revocation: Related to the dynamic properties,
the reactive nature of the decryption key allows for
efficient attribute and user revocation. Every time a user
requests access to a new set of data, its attributes are
evaluated against the data’s policy. In the case of a
user attribute being revoked from a resource, instead
of re-encrypting the affected data and redistributing the
keying material, the next time said user attempts to
access the data, the key generation process will not be
able to generate a valid key with the updated attributes.

• Implementation/deployment: One of ABE’s major
issues is its complex implementation process. Expecting
data owners to fully define policies for each data object
is often unfeasible in industrial contexts. Recently,
industry has been adopting ABAC as their standard for
access control, or at the very least, it is expected for
them to have an organizational role hierarchy into which
access control is modeled. Those role-based policies
can easily be translated into ABAC policies and, hence,
simplify this proposed model implementation.

E. IDENTIFIED RESEARCH GAPS
We identify several knowledge gaps that need to be solved to
efficiently implement our architecture. The most important
technical challenge is how to translate ABAC policies into
ABE access structures. Work has been done to integrate role
hierarchy into the cryptographic access structures for ABE
[18], [19], [20], [21], [22]. Furthermore, there has been work
on hierarchical-ABE to efficiently enhance the expressive-
ness of ABE access structures. Complex ABE access struc-
ture models exist that can express and enforce hierarchical,
conditional, and logical policies common in ABAC policies
[20], [21]. However, the issue then lies in how complex
they are to create and manage, making it unfeasible for data
owners to administer. Approaches such as [22] integrate the
flexibility and expressiveness of standard policy languages
such as XACML with cryptographic technologies. However,
this approach supports only RBAC policies and uses an RSA
encryption mechanism that relies on data owners creating and
managing private keys, making it more difficult to scale in
an industrial environment. Hence, efficiently translating the
capabilities of standard ABAC languages such as NGAC or
XACML into access structures that can be cryptographically
enforced efficiently is still an open challenge for research on
industrial data sharing applications to solve.

Given our architecture, the translation work of access poli-
cies can be delegated to a decision point, where the ABAC

access policies can be processed and transformed into cryp-
tographically enforceable access structures. The processing
inside the trusted decision point should identify the relevant
complexABACpolicy and extract one or several access struc-
tures that need to be cryptographically satisfied by the user
requesting the data. The automation of this transformation
would allow a system to use the existing complex access
structure models, overcoming the need for large manage-
ment costs. Hence, research efforts should be headed toward
efficient methods to identify and transform relevant access
control policies into enforceable ABE access structures while
minimizing the loss of features.

The proposed architecture is designed in such a way that
both CP-ABE and KP-ABE are feasible. Nevertheless, work
is also needed to efficiently extract attributes from users
and objects to be used in the complementary ABE process,
depending on which scheme is used. This processing also
takes place at a trusted decision point connected to the same
policy and attribute repository. Trust mechanisms are often
desired features in industrial environments, where there is
often no need for a fully distributed public cloud data sharing
solution. The centralization of policies and attributes allows
for easier management, as well as the enabling of revocation
mechanisms.

VI. DISCUSSION AND FUTURE WORK
The proposed approach is designed as a mechanism to
enforce attribute-based access control of encrypted data
shared on the cloud, considering the properties identified in
Section II. Previous related work has researched mechanisms
to cryptographically enforce RBACpolicies in ABE schemes,
sacrificing the flexibility and expressiveness provided by
the ABAC model. Furthermore, work on integrating ABAC
schemes into traditional encryption mechanisms, such as
RSA encryption, has been performed. However, key man-
agement and collaboration capabilities are hindered with this
approach. By integrating the access policy querying capabil-
ities of the ABAC PDP into the key generation process of
ABE, it should be possible to achieve data privacy without
a significant trade-off of flexibility and expressiveness in the
access control.

Existing policies and attribute schemes expressed in stan-
dard policy languages should be directly translated into the
proposed architecture for the enforcement of encryption of
cloud stored data. Hence, for a data owner previously using
an ABAC scheme to share its data, the administrative effort
needed to implement the architecture proposed in this paper
should be minimal. Furthermore, the proposed architecture
is designed so that the key management tasks of the data
owner are almost nonexistent, as those tasks are delegated to
the PDP. Instead, the revocation and policy update processes
are performed with changes to the attributes without the need
for re-encrypting data. The separation of the data owner from
the key management tasks opens the architecture for multi-
ple data owners to collaborate inside a single data-sharing
ecosystem, each controlling the way their data are shared.
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These properties translates favorably to the implementation
of ABE-based solutions within industrial applications. This is
especially important in the reduction of management-related
workload, both for the initial setup and for the maintenance.
However, there are implications regarding how the attribute
structure is managed in a collaborative environment that need
to be solved.

In the proposed architecture, it is important to note that
the key generation and decryption processes may require
additional privacy mechanisms to prevent the leakage of the
generated keys. This is particularly important if those pro-
cesses are hosted in untrusted domains. Should decryption
keys get leaked to the final user, the revocation mechanisms
described in this architecture would not be effective.

For future work, a formal definition and implementation of
the interaction between the PDP and the encryption and key
generation algorithms is needed. This interaction includes
the generation of decryption keys for the data based on its
assigned attributes and, in a similar way, the creation of
decryption keys for the users given their identities and associ-
ated attributes. Furthermore, an analysis should be performed
to determine the implications of using either CP-ABE or
KP-ABE schemes for this architecture. In addition to qual-
itative advantages from the industrial data sharing environ-
ment point of view, performance implications may arise as
key generation processes are constantly executing as users
request data. Depending on the internal PDP process, the
transformation of access policies to access structures may be
faster or slower than the required summarizing of attributes
needed to encrypt and generate keys. Hence, quantitative per-
formance analysis should be performed to determine the best
configuration.

VII. CONCLUSION
In this paper, we analyze industrial environments and their
needs for data sharing and define the following key properties
for secure data sharing in that context: 1) fine-granularity,
2) expressiveness, 3) dynamic, 4) ease of management, 4)
access revocation, and 5) ease of implementation. To achieve
such properties, we motivate the use of ABE-enabled ABAC,
an attribute-basedmodel taking paradigms fromABACmod-
els and architectures, and introduce attribute-based crypto-
graphic elements to ensure data privacy in untrusted domains.
In the context of the identified desired properties, we per-
formed a state-of-the-art exploration to identify the gaps and
relevant mechanisms of each individual approach, i.e., ABAC
and ABE.We found that one of the main attractions of ABAC
research is mechanisms to efficiently enforce expressive and
fine-grained policies over data stored in either private or
public cloud servers.Moreover, we presented a comparison of
SoTA approaches for data sharing using ABE and identified
gaps in the expressiveness and ease of implementation of such
models.

Furthermore, we designed a conceptual architecture that
proposes how the relevant mechanisms should work together
to address the identified research gaps. This architecture

benefits from the capabilities of an ABAC policy decision
point by making it a central part of the encryption pro-
cess. The encryption and key generation algorithm are fed
attribute and policy responses from the PDP when a data
consumption or data encryption request is submitted. This
allows the ABE mechanisms to be controlled and managed
by a central element capable of exploiting the flexibility and
expressiveness of ABAC standard policy languages. Finally,
we end the paper with an analysis of the knowledge gaps in
the context of our architecture and discuss the deployment
implications for the data owners. Themain knowledge gap for
this architecture is the translation of ABAC access policies to
useful parameters in the encryption and decryption algorithm
of ABE.
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