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ABSTRACT The notion of Information-Centric Networking (ICN) specifies a new communication model
that emphasis on the content exchanged rather than the devices connected. ICN architectures like Content
Centric Network (CCN) and Named Data Networking (NDN) have been proposed to shift from host-centric
based to content-centric based communication along and provide benefits to users in addressing the
challenges of traditional IP networks. It differs from host-centric standard Internet Protocol (IP) networking
in of naming, routing, forwarding, and caching characteristics. Naming features used in NDN use global
unique names provided by content-based security and encryption. It ensures content integrity and authenticity
as part of its design. In this paper, we survey on security aspects of NDN/CCN, discussing three integrity
attacks such as replay attacks, Man-in-The-Middle (MiTM) attacks, and Content Poisoning Attack (CPA)
with countermeasure against them. In addition, we highlight an open challenge and offer future research
directions in the context of security.

INDEX TERMS Information-centric networking, named data networking, content poisoning attack, content

integrity, access control, blockchain.

I. INTRODUCTION

As we move forward and made a great stride in terms of
how we communicate, the design of the technology changed
the way the data is distributed between computers. One
of the most significant impacts of the Internet on digital
communication is that it dramatically diminishes the impor-
tance of geographical location in how individuals interact.
Currently, the Internet is constructed on a host-centric based
architecture, which leads to an increase in a number of
connected devices and content development, both of which
are essential for obtaining and exchanging data. The Internet
has a wide range of applications, and it has recently become
a source for multimedia content. In the 1970s, the Trans-
mission Control Protocol and the Internet Protocol that we
recognize today as TCP/IP were developed that allowed for
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point-to-point communication via the internet [1]. The
fundamental idea is to let one of the hosts to deliver data
packets to another host by making use of its IP address. On the
other hand, the current application communication paradigm
has moved away from the practice of delivering content to
the end-host and now focuses on retrieving content from
wherever it is available. The process of accessing content
is more significant than addressing hosts. For instance,
to facilitate access to this type of content, a Content
Distribution Network (CDN) [2] has been developed on top
of the TCP/IP protocol.

Peer-to-Peer (P2P) [3] and CDN [4] act as an overlay
network that serves the content to end-users that allows
computer to communicate. The idea behind peer-to-peer
networking is that data can be exchanged directly between
any two stations that are linked to the same network,
bypassing the need for a central server. It grants the capability
to all workstations to behave directly in the roles of client
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and server. Nonetheless, decentralized peer-to-peer systems
have greater challenges than client-server systems have been
doing in spreading data and delivering the interconnection
of nodes, which is necessary for assuring minimal delays in
requests. As CDN compared to NDN [5], the Internet has
shifted from means of communication to content distribution.
According to the Cisco Annual Internet Report [6], there will
be 29.3 billion networked devices by 2021 from 18.4 billion
in 2018. In TCP/IP, content security is achieved by securing
the channel between end-points and with high traffic, it would
lead to scalability and manageability issues. Incompatibility
between design used shows IP architectural limitations,
motivating researchers to find innovative solutions. The most
significant drawback is associated with the total cost that is
incurred where CDN is extremely costly options, particularly
when being implemented on a massive scale. Demonstrating
the benefits that they offer, CDN and P2P networks does not
provide a game-changing answer to the underlying issues that
caused by the existing architecture of the internet. For this
reason, a significant amount of work has been put together
over the course of the past few years to establish clean-slate
approaches for the structure of the future Internet.

The current architecture of the Internet was meant to be
a means of connecting pairs of hosts and to enable these
hosts to exchange packets in a reliable manner. The way
we use it on a daily basis has shifted drastically from
simple communication to the distribution of content. The
Information Centric Networking (ICN) [7], [8], [9] is a new
paradigm emerged as a result of an effort to start the process
of designing the future internet architecture from a clean-
slate. As ICN focuses on the efficient and scalable distribution
of content to meet the requirements of 21st-century Internet
usage that is being considered for the architecture of the
future internet, in which content-based communication does
not take into account the device’s physical address. The
communication model that shifted from the traditional host-
centric-based model to the content-centric-based model that
specifies content names instead of location benefits inherent
content integrity [10]. The terminology in ICN consists of
three main terms: Named Data Objects (NDO), publisher,
and requestor [11]. Content in ICN is uniquely identified
by location-independent names, with the goals of efficient
NDO dissemination and retrieval on a global scale. There will
be a need to address the collecting data process to be more
efficient and less time consuming to manage, and this aligned
with ICN goals to provide users with a better perspective of
what could have been accomplished.

At this present, communication is carried out using
a protocol called TCP/IP, which was developed several
decades ago for an entirely different reason. IP-based security
protocols that are dependent on communication channels
while the data itself needs to be secured already exhibit
their limitations as deployment of Internet of Things (IoT)
becomes more widespread. NDN is an architecture that falls
within the most general category of ICN and has similar
attributes and purposes on regards to the utilization of named
data. To facilitate the effective dissemination of content
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and to emerge as a promising research for future internet
architecture, since 2006, researchers in Europe and the United
States have initiated several research projects concerning
the architecture of the next generation of the Internet.
These projects include DONA (Data-Oriented Network
Architecture), which was proposed by the UC Berkeley
RAD lab; 4WARD, which was funded by the European
Union FP7; PSIRP (The Publish-Subscribe Internet Routing
Paradigm); Content-Centric Networking (CCN) and Named
Data Networking (NDN) is one of the five projects funded
by the U.S. National Science Foundation under its Future
Internet Architecture (FIA) program [12]. These initiatives,
without exception utilize a content-centric approach to
network architecture design. As aresult, NDN has established
itself as a representation and innovation station for next-
generation Internet.

IP networks and CDN operate in a manner that is
apparently close in terms of security. NDN provides a method
that is both more secure and more effective in terms of data
distribution. Data being sent through an NDN is provided a
digital signature by the sender before it is transmitted. In IP
networks, security has always been an afterthought, whereas
in the NDN paradigm, security is built-in from the beginning.
The retrieving process can be performed faster and with less
overload. NDN make a transition from point-to-point packet
delivery to named content. The objective of naming is not
only to uniquely identify content objects in the network,
but also to include important properties such as pertinence,
usability, scalability, and security [13], [14]. In comparison
to traditional networks, NDN’s original design already have
included security mechanism. Unlike IP networks, which
strive to protect link connections, NDN focuses on content
security. Despite the advantages of ICN features, it still has
flaws that malicious users might exploit. To accomplish this,
content integrity should be maintained, and attacks should
be recognized and mitigated to their ability. In this study,
we investigate the integrity and authenticity of content in the
NDN, as well as the possibility of an attack on the integrity of
the content and the existing mechanisms to address this issue.
Despite these challenges, given the fact that NDN possesses a
variety of built-in security features that still contain flaws that
have not yet been resolved. After providing an overview of the
NDN project, we will now present a concise examination of
these security concerns, as well as pertinent attacks and the
countermeasures that NDN implements to prevent them.

A. CONTRIBUTIONS
As a potential architecture for the future internet, NDN is
anticipated to be resistant by design to both existing and
new attacks. However, NDN is unfortunately susceptible to a
variety of attacks that target its in-network caching technique
like content poisoning attack [15], [16]. Motivated by
previous literature, this review article focused on preserving
data integrity in ICN. The main contributions of this survey
can be summarized as follows:
« We analyze three types of attack that target to
harm the data integrity in ICN. Attacks reviewed are
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Man-in-The-Middle attack, replay attack, and Content
Poisoning Attack.

o We overview each attacks and disscuss the countermea-
sures along with its limitations.

« We provide an open research issue for all three attacks,

which will serve as a resource for new NDN researchers.
This review article examines security attacks in the NDN

for which there are no better approaches currently available.
The trust model is used to address privacy challenges such as
the name, signature, and cache privacy will not be covered
in this article. To the best of our knowledge, we are the first
to publish a comprehensive survey on these three types of
attacks against NDN. We address each one of these three
attacks separately, reviewing the current state of the art and
flaws of proposed mitigations and alternative techniques in
the process. In addition, we discuss current challenges and
future research direction for new path.

B. RELATED SURVEYS

NDN is a promising future design for the Internet, and as
such, it has garnered a significant amount of attention from
both academia and industry. Furthermore, in the past few
years, it has emerged as a topic of intense interest in the
field of network research. The NDN architecture may be
vulnerable to a variety of different attacks, even though the
network was designed to ensure data security using its built-in
primitives (i.e., cryptographically signing data objects by the
producer). On ICN, some good survey work has recently been
performed. As a response, we have included this section to
clarify the differences and relevance of each one. Survey on
ICN in terms of mobility, naming, routing, and caching was
performed in [17] and [9], exclusively on NDN can be found
in [18]. Authors in [19] discussed in-depth research of various
components of NDN that includes routing, forwarding,
security, and mobility. However, with the security attacks that
has been surveyed, the security goals that are compromised
is ignored. Then, when we shift our attention to a specific
domain, surveys that highlight the content security and attack
threats in ICN and NDN can be found in [20], [21], [22], [23],
and [24].

Authors in [20] discussed and classified attacks on
ICN into four categories: naming, caching, routing and
miscellaneous. Primarily, author main focuses on methods
which an attack being performed in detailed and the solutions
that are currently used in IP-based to be reused in ICN. The
NDN community has come to an agreement on an attack
like Content Poisoning Attack (CPA) and Interest Flooding
Attack (IFA) are significant threats to NDN, IFA will be out of
scope of this paper, and has been reviewed comprehensively
in [25], [26], [27], [28], and [29].

The authors of [21] discussed security issues of ICN,
which contrasted with the security aspects discussed in [20].
The authors categorize security aspects into three categories:
security, privacy, and access control. Authors concentrated on
mitigation strategies approaches and privacy considerations,
although the surveys conducted were not specialized in the
NDN element.
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The authors of [22] concentrated on the privacy element
of NDN and classified it into five categories: cache privacy,
content privacy, name privacy, signature privacy, and trust
management. Attacks on privacy have also been mentioned,
such as denial of service (DoS) [30], timing attack [31], and
protocol attack [32]. The technological component of coun-
termeasure limitation, on the other hand, is not mentioned.

According to the authors in [23], they survey the security
aspect of ICNs by highlighting weaknesses, threats, and
solutions against them in a concise manner. There is a broad
perspective on security threats in numerous ICN instances
such as NDN/CCN, Network of Information (Netlnf), and
Publish-Subscribe Internet Technology (PURSUIT) in the
surveys, but no specific attacks are mentioned in the
countermeasures section.

Authors in [24] covered attacks in NDN, such as cache
privacy attacks, cache pollution attacks, interest flood-
ing attacks, and content poisoning attacks. Authors also
addressed detection and mitigation strategies for each sort
of attack; however, they did not outline future research
directions for the reader.

In brief, the relevant surveys such as those from the entire
area of ICN and NDN as well as the surveys from a particular
domain in ICN, are described in depth. Based on the research
presented above, the thorough sketch of the NDN security is
lacking. To begin, the surveys conducted across the entirety of
the ICN and NDN fields always provide a vague and general
representation on security aspect. There has been a range of
previous work on content integrity attacks, but our article
focuses on three sorts of attacks that are specifically aimed
at the integrity of the content.

Il. INFORMATION CENTRIC NETWORKING

This section offers an overview of the fundamental com-
ponents of ICN by elaborating on Named-Data Networking
(NDN) and Content-Centric Networking (CCN), both of
which are extensions of the overall ICN design. If the
reader is already familiar with the topic and these potential
interpretations, they will not miss any certainty by skipping
this section.

A. OVERVIEW OF INFORMATION-CENTRIC NETWORKING

Users access the Internet in order to receive various types of
content, including web pages, audio content, and live video
streaming. These people are primarily concerned with what
they download and they have little interest in the locations
where stuff is stored. Traffic growth has evolved and raise the
bar by requiring a very-high bandwidth requirement under
low latency constraint. On the Internet, source and destination
are both identified by their respective numeric IP addresses
and is almost exclusively employed for the distribution of
content on a large scale. The misunderstanding that exists
between how people use the Internet and the services that
are provided by IP networks is at the root of several issues,
including those pertaining to usability, performance, security,
and mobility. As a result of this paradigm shift, the focus is
shifting away from IP and toward blocks of named content.
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Where ICN enables consumer to request the content they
want using application layer names also enable NDN to
secure data directly at the network layer.

The question of whether the Internet requires a new
clean-slate design or whether we can continue ‘““patching over
patches” has been brought up in the work [33] and ICN’s
configuration is one of the major aftereffects of the many
different global future internet research initiatives that have
taken place. In 1979, Ted Nelson’s idea, which he called
the “Project Xanadu”, included a set of 17 recommended
regulations. The ICN can be developed in response to these
17 guidelines, which serve as its guiding principles. The
beginning of Project Xanadu may be traced back to 1960.
However, it took a very long time to bring Project Xanadu
to the public’s attention. Then, the idea of an ICN was first
put into practice in the project called Translating Relaying
Inter-network Architecture integrating Active Directories
(TRIAD) [34] in the year 1999. TRIAD is the first that treats
content as first-class while changing the communication
from the host-centric to content-centric communication. The
approach reveals the shortcomings of the existing models
for the distribution of content, whether those shortcomings
are related to latency, scalability, architectural openness,
and consistency. TRIAD handles the content problem by
explicitly defining a content layer that is capable of routing
towards content in an efficient manner. The content layer
extends the capabilities of typical IP routers to provide
name-based routing, thereby spanning the entirety of the
network’s core. After that, In the year 2007, UC Berkeley and
International Computer Science Institute (ICSI) collaborated
on a new project that was given the name Data-Oriented
Network Architecture (DONA) [35]. The DONA project
makes TRIAD better by elevating security (authenticity) and
persistence to the level of first-class primitives within the
architecture. The ‘“‘Future Internet Architecture” (FIA) [36]
program was initially introduced by the National Science
Foundation (NSF) in the year 2010. At its beginning, the
(FIA) was a 5-year initiative with the objective of establishing
a set of candidate architectures for the future generation of the
Internet.

In 2015, the NSF reaffirmed its dedication by launching
a follow-up program titled “Future Internet Architecture —
Next Phase” (FIA-NP) [37]. In contrast to FIA, which
was primarily concerned with architectural research, FIA-NP
focusses on evaluation that is accomplished using prototypes,
testbeds, trial deployments, and intensive experimentation.
Several research initiatives that showed NDN milestones can
be seen in Fig. 1, including those supported by the United
States funded projects are: Data Oriented Network Archi-
tecture (DONA) [35], MobilityFirst [38], Content-Centric
Networking (CCN), Named-Data Networking (NDN). While
in European funded projects: Publish-Subscribe Internet
Routing Paradigm (PSIRP)/ Publish-Subscribe Internet
Technology (PURSUIT) [39], [40], [41], 4WARD [42],
CONVERGENCE [43], Scalable & Adaptive Internet
soLutions (SAIL) [44], and COntent Mediator architecture
for content-aware nETworks (COMET) [45].
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Project Xanadu
(1960 - 1988)

In 1979, Ted Nelson proposed 17
guidelines for Project Xanadu that 1979
define ICN. Project Xanadu began in
1980. In 1988, an unfinished
implementation was made available
for public, and in 2014, a fully
functional version known as
OpenXanadu was released.

TRIAD
(Jul 1999 - Dec 2002)
Translating Relaying
1999 Internetwork
Architecture Active
Directories (TRIAD) is
a project uses an
object's name to avoid
DNS lookups.

Internet-Draft Data-oriented y
networking) 2[][]2

In 2002, Brent Baccala presented a
draught of an Internet draft that Data-Oriented Network
differentiated host-oriented with data- Architecture (DONA)
oriented networking 2[][]7 The DONA project
enhances the TRIAD
paradigm by adding
security in its

2[][]8 architecture

PSIRP/PURSUIT
Publish Subscribe Internet Routing
Paradigm (PSIRP) project developed
further into the Publish Subscribe
Internet Technology (Pursuit) project
and introduced a Publish-subscribe
protocol

. CCN/NDN
2[]1[] (2010 - Present)

FIGURE 1. Timeline of NDN project.

Even though these projects take unique approaches to their
own designs, they have several architectural characteristics,
goals, and presumptions in common with one another. The
CCN/NDN, which is one of these efforts, is gaining more
importance due to its clean and feasible architecture. Namely
by exchanging the IP architecture for the one that uses named
contents.

B. NAMED DATA NETWORKING

Van Jacobson introduced NDN for the first time in 2009.
It swiftly received positive feedbacks from a community
of researchers, and National Science Foundation’s Future
Internet Architecture (NSF-FIA) projects support and has
since become a focal point in the quest for next generation
of Internet architecture. NDN architecture one of the NSF
projects and is a detailed implementation of CCN [7], unlike
IP architecture where it revolves around end-points and
delivers packets to hosts based on numeric IP addresses,
NDN revolves around named-content that is composed of one
or more variable-length components that is addressable and
routable at network layer.

The traditional architecture of the Internet was first and
foremost intended for the communication purpose between
essentially two devices. Most data transferred across the
Internet is comprised of connection-oriented TCP conver-
sions carried out by pairs of hosts communicating with one
another. On the other hand, even though the Internet has
been expanding at a significant rate, the scope as well as its
uses have undergone significant adjustments. The era of “Big
Data” has begun, and concurrently, the primary application
mode has shifted from text communication to information
accessing and distribution. End-to-end communications that
are designed for current internet architecture will embrace
a challenge facing this transition. There are several issues
that arise in terms of the security, mobility, and efficiency.
Because of it, the NDN architecture has been developed to
these issues.
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FIGURE 3. NDN packets.

The hourglass form of the IP architecture is inherited by
NDN, but the receiver-driven data retrieval model takes the
place of the end-to-end data delivery model at the narrow
waist of the hourglass as shown in Fig. 2, where it shows the
hourglass architecture of both NDN - (right side) and TCP/IP
- (left side). With this fundamental shift, the emphasis of the
Internet architecture from its current ‘“where” (location) to
“what” (content), with the primary focus being placed on
named content (Data) rather than IP.

TCP/IP involves the combination of both the source and
the destination addresses to establish a point-to-point path.
The path that connects the two endpoints is the route that
packets take when being sent between them. However, with
the NDN architecture, any intermediary node that possesses
a copy of the content that is being requested can respond.
While NDN is an innovation, it does represent an important
advancement over IP in a way it represents a paradigm shift
from host-based to content-based oriented communication.
In which, communication revolves around users by changing
the transport layer in the network protocol stack, i.e., NDN
utilized a pull-based communication model in which content
was delivered upon user request. Interaction between nodes
is accomplished by the exchange of interest and data packets.
Where as shown in Fig. 3:

« Interest packets: Stores information of Interest packets

that has not been resolved with a given response.
Network congestion prevention is the task PIT holds
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if router receive more than one request for the same
content.

« Data packet: Same as the one in TCP/IP architecture.
Store content names and the corresponding routes for
interest packet.

The headers of NDN packets do not have a predetermined
length. It contributes to the reduction of the cost of processing
packets. Therefore, smaller packets can be transported
without the need for additional overhead. It provides the
packets with greater adaptability. In instead of headers with
a predetermined length, the design makes use of the Type
Length Value (TLV) format, which allows for the easy
modification for new types. This feature is equipped to handle
the potential that in the not-too-distant future that the protocol
may undergo further development, which could result in
previous type being obsolete. This is an additional benefit in
comparison to TCP/IP. Data packets and interest packets can
be differentiated from one another based on the type field.

The Content Name and the Nonce are the two key
components that made up an Interest packet. The desired
data’s name has been specified using the content name. The
combination of the name and the nonce fields provide a
distinctive identifier for interest packets. The consumer is
responsible for the random generation of the nonce and it
serves the purpose of differentiating between two distinct
users who have requested the identical piece of content. It’s
plausible that a user may send their interest multiple times
and it is also possible to identify this with the assistance of
Nonce. Thus, when router receives an identical interest packet
from the same consumer then will be forward on different
interfaces.

NDN employs a hierarchical naming scheme [46] that
is human readable and this naming scheme is applied
for forwarding, routing, and retrieving the content on the
network. The hierarchical naming method is similar with
the Universal Resource Identifier (URI) [47] and the naming
conventions used by application developers can be configured
to suit their specific goals and objectives. In the typical
encoding URIs, component boundaries are indicated by
the character ‘‘/,” which serves as an explicit delimiter.
As an idea, the name for news article from CNN and
was published on January 1, 2016, would look something
like this: /CNN/news/10jan2016. It is necessary to break
up large sections of content into smaller bits or parts. For
instance, the 643rd chunk of a film that Alice uploaded
to YouTube and titled ““sports.avi”’ could be referred to as
“/youtube/alice/sports.avi/643.”

The Interest packet is generated by the content requesting
node and holds the desired content name as well as
content-related security information. To maintain the content
integrity, any node in the network that has the matching
content responses with the data packet along with its native
security mechanisms, such as digital signatures. The name
identifies the content itself, and not the producer, publisher,
or forwarder of the content, nor the location where they
are located. Now with this feature, the network is protected
from some directed denial-of-service (DoS) attacks. In the
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meantime, routing and forwarding in NDN is supported by
three different data structures:

o Pending Interest Table (PIT): Stores information of
Interest packets that has not been resolved with a given
response. Network congestion prevention is the task PIT
holds if router receive more than one request for the
same content.

o Forwarding Information Base (FIB): Same as the one
in TCP/IP architecture. Store content names and the
corresponding routes for interest packet.

o Content Store (CS): The CS caches Data packets of
satisfied Interest request and be used for future Interest
request.

The CS keeps a copy of the data packet that was sent in case
if it is needed later. The CS keeps a copy of the data packet
that was sent in case if it is needed later. The PIT oversees
monitoring pending Interests, whereas the FIB is a lookup
table that is used to forward an incoming Interest packet to the
appropriate destination. The first thing that NDN node does
when it receives an Interest packet is to search the CS for a
data packet matches the Interest. Assuming it exists, it means
that the packet originated at CS and was transmitted straight
to the same interface from which the Interest was received.
When there is no perfect match for a PIT entry, it just adds
the Interest’s arrival interface in its entry inside the Interest’s
PIT. If there is no compatible PIT entry, the router searches
for the longest prefix match [48] in the FIB; the Forwarding
Strategy then selects the output interface(s) in accordance
with this match in the FIB. The data packet is returned to the
consumer after being routed through the PIT entries in the
right sequence.

C. NDN SECURITY

In comparison to traditional TCP/IP architecture, NDN
design provides data integrity and authenticity using digital
signatures. At the time of content production, a producer can
make use of the NDN to generate a digital signature that will
be assigned to each data packet. Not only that, but the access
control capabilities also that are adopted helps in ensuring the
only legitimate users can access the content that is specifically
tailored for each of them [21].

Security aspect that are implemented in NDN is based on
data-centric security model techniques that are not related to
either the content location or the host, and in which the data
packets are signed by the producers. Thus, content integrity
and authenticity are preserved and any content indirectly
enforced to have public key signatures [49]. NDN has offered
fundamental approaches for ensuring content integrity and
authenticity, as well as for ensuring the authenticity of
content. To be more specific, content must be digitally
signed by its publisher’s private key so that the integrity of
the content can be validated afterward by its consumers or
network routers, whenever they receive data from either the
publisher or other routers that use the publisher’s public key
to sign the messages. A signature ties content to its content
name and ensures that the content’s integrity, validity, and
correctness are maintained regardless of where and when
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his refer to verification of content and it

provider. Any content in ICN have to come
from valid provider so integrity of content is
preserved

Unauthorized users disable from
modification of misuse of content.
Verification of user is needed for
accessing the requested content.

Owners should own its ownership
due to ICN signature to make each
content signed by public key
cryptography.

Security Goals

Content existed in the network have
10 be accessible and available for
users upon request_

Only authorized user have the right to

access the content and be made available,

FIGURE 4. Security goals.

content is retrieved. NDN may not require the establishment
of a specific certification infrastructure, instead opting for the
outsourcing of trust management to compatible services [50].

In addition, security adheres to a data-centric model,
highlighting the necessity of ensuring content integrity and
source authentication. In the case of a content-centric based
architecture where the contents can be found and delivered at
any point in the network and not only by the original material
creator, but also by the features are especially important.
ICN is working hard to attain this goal. The producer always
signs the contents, allowing consumers should always verify
content integrity and data origin. Security goals is shown in
Fig. 4 [37].

In the face of many great benefits in implementing ICN
paradigm, the fundamental transformation represented in the
network layer inevitably comes with a new security concerns.
For an example, every ICN implementations must have
a name-content integrity verification technique that allows
users to determine whether the retrieved content has been
tampered with. Furthermore, content authenticity should be
addressed to provide a method in determining content origin.

In ICN, securing the content is far more critical than
securing the infrastructure or end points. When approaching
the final ICN paradigm, the lack of addressing security
goals is even more significant. As shown in Table 1, each
of the attack correspond to the security goals parameter
that are affected. Certain standards must be met to provide
security services. To take advantage of ICN’s fundamental
security feature of preserving content integrity, the name
should establish a connection between the name and the
publisher’s public key (in verifying the signature). Following
that, to ensure the authenticity of the data, the name should
establish a binding relationship with the content via a digital
signature.

As integrations of ICN to IoT is widely used in providing
a security aspect, there are several applications use-case that
utilize ICN in their deployment [51], [52], [53], [54], [55],
[56], [57]. As one of the applications where security is impor-
tant is in healthcare field. Authors in [58] proposed body sen-
sor network (BSN-Care) that is used for [oT-based healthcare
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system. Authors addressed security goals like authentication,
anonymity, secure localization, content privacy, and integrity
by proposing a two-party authentication protocol named
lightweight anonymous authentication protocol (LAAP).
In the BSN-Care system, LAAP protocol is responsible in
ensuring the security goals like authentication, anonymity,
and secure localization properties. Proposed system consists
of two phases: registration and anonymous authentication
phase. Where in registration phase, the BSN-Care server
issues security credential to local processing unit (LPU) in
ensuring the identity. While, in anonymous authentication
phase, both LPU and server will authenticate each other. Even
without the context of ICN in their deployment, utilizing
AES encryption may cause burden to router if integrate with
ICN. While authors in [59] proposed mobile Named Data
Network of Things for Healthcare Services (NDNoT) that us
efficient using named content in peer-to-peer model. Utilizing
the encryption-based access control to secure the user.

With security that NDN provides, there are attacks
that occurred in NDN that will affecting content integrity
like replay attack, man-in-the-middle-attack (MITM), and
content poisoning attack.

Ill. MAN-IN-THE-MIDDLE ATTACK (MiTM)

The data-centric retrieval approach of NDN permits explicitly
securing the data itself, as compared to securing the channel
between the sender and the receiver as is accomplished in
traditional IP networks. In particular, data-centric security
in NDN needs to accomplish three primary goals: 1) Data
Integrity, which states that the data cannot be altered once
it has been produced; 2) Data Authenticity, which states that
the data is produced by the claimed producer; and 3) Access
Control, which states that only consumers (producers) with
required permissions can access (publish) the data. The NDN
has made direct use of public key cryptography in order
to accomplish these objectives. One of the integrity attacks
is the Man-in-The-Middle (MiTM) attack [60], this attack
is performed by using third parties or malicious node to
intercepts and gain control of the communication channel
between two nodes, usually the nodes is end-user and router.
MiTM existed quite some time and it as not as common as
other types of attack as DoS in NDN architecture. MiTM
main abilities is to secretly gain control by intercepting packet
that passes on the communication channel. In NDN network,
MiTM can wrapping two or more data packet with the same
name but different in content and signing it with its own key
as shown in Fig. 5.

The objectives of MITM are to compromise the integrity
of the content, and this can be accomplished at various layers
of the Open Systems Interconnection (OSI) model. MiTM
attacks can be classified into two categories, namely:

o Passive MiTM: In passive MiTM, attacker focusing on
monitoring the traffic between the user and end user.
Passive MiTM does not involve altering the packet but
have the goals to know the content that being shared.

o Active MiTM: In active MiTM, attacker will monitor,
captures and records traffic between victims. Content
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integrity is not preserved due to breach of content. Active
MiTM brings severe damages to victim.

A. MITIGATIONS TECHNIQUES

Countermeasures against MiTM include the use of a credible
digital signature to ensure the integrity and authenticity of the
packet by binding the name of the content to the packet.

1) NAME-BASED ACCESS CONTROL

Due to one of the NDN features is in-network caching.
Encryption-based access control is one of the methods
selected to verify the content integrity and authenticity.
In [61], authors leverage identity-based encryption, identity-
based proxy re-encryption and decentralized identifiers
to provide support for content integrity by proposing
name-based security for ICN (NBS-ICN). The integrity is
preserved by digital signature generated by the owner at
the same time content authenticity can be verified. Simple
challenge-response protocol used for user authentication
where registry generates random number for user to respond
with digital signature of that number, every exchanged
message taken place over TLS thus will prevent MiTM
attacks. The drawbacks are management of secret key
distribution that is generated by the producer. Access Control
is an essential component of the modern Internet since it
decides which users are permitted to access the content in
and should be taken into consideration in designing a secured
system.

2) IDENTITY-BASED ACCESS CONTROL

Authors in [62], design attribute-based access control
mechanism for Publish Subscriber Internet-ICN (PSI-ICN).
A generic rendezvous point is employed in this technique,
which performs an entire information query and these
network nodes mediate content demand and supply to
handle access control regulations. Additionally, this approach
proposes an identity-based proxy re-encryption to protect
content from the content provider. Because of their access
control measures, the content will be encrypted indepen-
dently. Two identifiers, the rendezvous identifier (RId) and
scope identifier, will be used to identify the content (SId).
SIds are one-of-a-kind globally, while RIds are one-of-a-kind
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TABLE 1. Security Goals and Integrity Attacks in NDN.

Categories Attack Targeted layers | Authentication | Availability | Integrity | Confidentiality
Content attacks | Man-in-The-Middle Network Laver Yes Yes Yes Yes
Routing attacks | Replay attack Y Yes Yes Yes

Cache pollution attack L Yes
Cache attacks Content poisoning attack Application layer Yes Yes

inside a scope. SIds are used to provide a “clue’ regarding
a content item’s network location. A lookup node called as
the rendezvous node manages each Sid in particular (RN).
Where the ‘RN’ maintains a ‘SId’ as the SId’s rendezvous
point (RV). The ‘RV’ of a ‘SId’ keeps track of a data structure
that maps the SId’s RIds to publisher network locations. The
rendezvous network is a network that connects all the RNs.

3) SIGNATURE-BASED ACCESS CONTROL

Lightweight mechanism for integrity verification and access
control (LIVE) was proposed in [63] and was an extension of
NDN. The existing signature verification is heavyweight and
lead to content corruption. Live generates one-time signature
token with lightweight access control scheme for content so
that only legitimate users have its own private tokens that can
be used to access the content thus preserving the integrity.
Process of LIVE verification is 20 times faster compared
to traditional public key, but the one-time key signature
concept will face a challenge of distributing the token. One-
time signature (OTS) algorithm concept later used in authors
further work [64] as capability-based security enforcement
architecture (CSEA), the main difference between both is
access control policies in LIVE is enforced in centralized
manner; whilst the latter allowing distributed access control
which token generated by content producer that have
disadvantages to lose ability in in-network cache. Other
lightweight verification and authentication is [65] and [66].

4) NAME-SIGNATURE LOOKUP SYSTEM

Verifying packets using Name Signature Lookup (NSLS)
and name lookup protocol (NLSP) proposed in [67] to
eliminate MITM attack. Authors proposed name signature
lookup system (NSLS) and corresponding name-signature
lookup protocol (NSLP) to be used in verifying packets
with registered publisher even the communication take place
in untrusted network, with the help of Network Interface
Controller (NIC) within keys inside. Two algorithms pro-
duced namely and digest/hash algorithm where the latter
used to make message digest for indicate message integrity.
While signature algorithm uses private key from pair of
asymmetric to sign the high value of message. MiTM attacks
are eliminated by make sure NSLP protocol performed
accordingly.

IV. REPLAY ATTACK

In the replay attack [68] that is also known as playback attack,
is shown in Fig. 6. Attackers act as unauthorized users to
intercept the transmission of data and save a copy of messages
that will compromise the content integrity of the messages,
messages are saved and will be resent later to cause harm. The
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replay attack is one of the man-in-the-middle attack variants,
and most replay attacks are passive in their behavior. When it
comes to maintaining data integrity and authenticity in NDN,
a replay attack can be a significant obstacle. The following
measures can be taken to avoid a replay attack:

« Digital Signature: A timestamp and nonce are used to
generate signatures on data packet that includes a unique
identifier, allowing the requester to prevent any repeated
timestamps during the data request process [69].

o Session Key: CS stores Data packets from satisfied
Interest requests in a cache, which can then be used
for future Interest requests. Session keys that are time-
specific, cannot be recycled which is used as a one-time
permission for requesting that helps in preventing an
attacker from resending falsely recorded packets once
they have been captured [70].

o Integrating Blockchain Technology: In order to
maintain the integrity and validity of the content in
NDN, certain technological integrations can be utilized.
Recent developments have seen the integration of
NDN and blockchain technologies in the realms of
security and IoT in the provision of security [71], [72],
[73], [74], [75]. Bitcoin and blockchain technology
have the capacity to manage efficient data retrieval
while also providing data security. When blockchain is
used in a typical IP network, compatibility concerns
exist; however, when blockchain is deployed in NDN,
a different outcome can be accomplished, resulting in
improved performance.

The replay attack, which is frequently used to circum-
vent authentication systems and the preventive mechanism
described above, must be built effectively in terms of
preventing computational overhead. As for now, content is
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cached on certain specified servers, which assists to speed
the process of downloading web pages. This makes it much
easier for network security administrators to configure the
various security modules on the network in today’s Internet
infrastructures. As a side benefit, the processes for access
control become more comprehensible. This ability to retrieve
content from multiple different locations at the same time
is made possible by the inherent property of in-network
caching. As aresult of this feature, the access control security
service in ICN is far more complex than it was in the past.
Furthermore, the access control component ensures that the
ICN’s confidentiality and integrity are preserved.

There are three ways to mitigate replay attack in NDN:
timestamp and nonces [76], [77], [78], [79], authentica-
tion [70], [80], [81], [82], [83], [84], and the use of
blockchain [85], [86].

1) TIMESTAMP

By including a timestamp and nonce in the Interest packet
signature, it is possible to effectively defend against this
type of attack. Upon receiving an incoming request Interest,
the signer can compare the timing of the request to a
predetermined time frame. Aside from that, the signer can
preserve a short state, such as a bloom filter of the nonce
values that have been observed from recent queries. As a
result, the attacker was unable to replay because there will
be no interest packet whose timestamp is before the present
time by the timeframe and who’s nonce is not being viewed
by the signer. In ICN, developers should address the access
control restrictions for distributed cached material. The
authors in [76], suggest an Attribute-Based Encryption [87]
naming scheme to deal with the distributed management of
content characteristics via an ontology-based management
system and the enforcement of access regulations on public
or cache-able routers via a set of name attributes. As the
proposed mechanism, which makes use of a trusted third
party (TTP) in the network, can preserve content privacy
and prevent replay attacks. With the presented scheme that
employs flat naming and makes use of TTP, it has several
limitations, the most significant of which is that it cannot be
used to hierarchical naming systems and that deployment in
the IoT may not be possible due to the presence of TTP in the
network.

In a study done in [77], authors proposed Interest-Based
Access Control (IBAC), which is access control technique
that uses information in interest packets to impose access
rules. The proposed approach will make unpredictable
content names to unauthorized user. Name obfuscation is
supported using either hash- or encryption-based techniques.
Access control rules and content encryption are decoupled
in this method, allowing the original content producer to
apply any access control rules without having to deal
with content encryption or key distribution. A mutual trust
verification structure is created between producers and
consumers to enable routers to conduct authorization checks
before forwarding interests to local caches and prevent
interest replay attacks.
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Authors in [78], built an anonymization method for
content-centric networks to avoid censorship. Author created
a Consumer-Driven Access Control (CDAC) method that
includes encryption-based access control in interest names
and allows the producer to recycle specified material stored
at intermediate content stores along the communication path.
In the initial phase of communication, plain-text routable
names are used, while encrypted names are employed to
offer anonymity. Mitigations of replay attack inspired by [78]
and censorship by [88], the main difference it held is
the previous paper focused on encrypting the names in
deterministic manner while get rid of in-network caching
feature, while [78] proposed consumer-driven access control
of network nodes that can make use of in-network caching.
The proposed system’s fundamental flaw is that it primarily
targets on-path intermediate nodes, leaving stored stuff off the
communication path unrecyclable [89].

Authors in [79] proposed decentralized access control
protocol for ICN (DACPI) that required fewer public
messages in deployment of access control in between ICN
subscribers and ICN nodes that utilize self-certifying naming
scheme. Security analysis include man-in-the-middle, replay
attack and user privacy. DACPI made use of RSA public key
infrastructure, exchanging of keys by Diffie-Hellman (DH)
enabling content dissemination to have decentralize access
control. Cached content stored is in the form of plaintext that
prone to content poisoning attack.

Authors in [90] proposed a privacy preserving E-health
solution in NDN to ensures privacy and integrity aspect of
the content security. Authors adapt Andana [91] on top of
Identity-based cryptography (IBC) primitives to create a valid
public key. Authors further their work in [92] that improves
their earlier solution that focusing on performance aspect.
Authors demonstrate the solution in IoT environment to prove
in terms of security attacks, by utilizing naming scheme then
generates three symmetric keys used to wrap the interest
name and encrypt the data packet it able to mitigate attack
like eavesdropping attack, replay attack, known key security
and time correlation attack. Overhead evaluation comparison
shown IP still lowest in terms of integrating Andana to
its mechanism and this cannot be a result currently due to
optimization and limitation in NDN software haven’t been
fully advanced for simulation purposes.

From past research, with NDN, using and choosing the
right cryptographic scheme can prevent from malicious attack
and harm to a content. Another cyber-physical system in
e-health [93] using NDN-based certificateless signcryption
using hyperelliptic curve cryptosystem (HCC). Authors
consider creating a mechanism that is appropriate in terms
of minimizing computing and storage overhead, with this,
by utilizing HCC that have low complexities, less storage and
smaller key size is suited best. Security aspects taken include
confidentiality, authentication, integrity, and replay attack.

Multiparty signing in NDN (NDN-MPS) proposed in [94]
to support multiparty signature signing and verification for
resource control in smart grid. The design of the NDN,
as well as its implementation in the NFD. The NFD
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(NDN Forwarding Demon) [95] is the reference implemen-
tation of the network forwarder for the NDN protocol. It is a
free and open-source software that improves in conjunction
with developments in NDN research. As mentioned by the
author, The interest packets can also be used to create a
signature, which is referred to as the signed interest. It is
an optional way to establish an authenticated the sender,
supporting the receivers’ ability to authenticate the command;
however, it is recommended. A date and a nonce are also
included in the signed interest to prevent replay attacks (with
novel timestamp and nonce). When a user gets a signed
interest, user may be able to validate the signed interest by
using the trust model, which is like the data packet validation
model.

2) AUTHENTICATION

Insight gained from past study showed that digital signature
can be used to certify the message’s integrity. Producer can
select type of signature algorithm used like RSA, DSA,
ECC, EC-DSA. Ensuring content integrity and authenticity
requiring content signature native features in NDN. Using
variety of digital signature scheme has been proposed in [96]
to preserve content integrity and achieving authentication.
Not only that it also includes post quantum signatures,
network coding signatures and privacy preserving signatures.
Authors performed an operation to speeding up signature
generation and verification. Not only that, but authors
also aim to reduce the signature bandwidth where the
communication cost is a major issue of signature performance
since signature transmission usually consumes more power
than that of signature generation and verification. ICN is
subjected to security threats from an attacker who could be
a producer, a client, or a man-in-the-middle attacker. These
attackers can perform an active attack in the manner of
impersonation, alteration, replay attack, or a passive attack
in the form of eavesdropping, or they can launch both active
and passive attacks simultaneously. Digital signature-based
access control mechanism in Information-centric Network
(DSAC) is proposed in [49], with the goals to enhance secu-
rity in ICN. Proposed mechanism utilized digital signature,
trusted third party (TTP), proxy TTP and hash function and
has shown an improvement in integrity, authentication, and
confidentiality.

Lightweight cryptosystem that incorporated elliptic curve
cryptography for CCN (CCN-ECC) to ensured security
proposed in [80], then authors further work into secured
content dissemination for CCN using elliptic curve cryptog-
raphy based public key infrastructure (ECC-PKI) [70]. The
proposed scheme aims to minimize computation overhead
while increasing the security, performance, and efficiency.
Formal verification testing is implemented to concludes the
scheme that it is secure against attacks.

3) BLOCKCHAIN

There have been numerous attempts to determine the
applicability of blockchain technology for ICN in a variety
of different disciplines over the years [97]. NDN and
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Blockchain recently have been integrate in domains of
security and IoT as it can manage efficient data retrieval
and guarantees data security [71]. Hierarchical identity-based
security mechanism using blockchain (HISM-B) in NDN
proposed by [98], utilize security extension on hierarchical
identity-based cryptography (HIBC) algorithm to generate
elements that is needed for authentication in NDN. The
HISM-B uses two authentication validation that is on
producer signature for data packet and domain signature for
producer authentication. HISM-B more secured than NDN
testbed provided that utilize one authentication that is for the
data packet itself, main issues that arises is the time taken for
signature generation and signature verification process. The
questions of “does performance aspect matter in providing
security in content integrity and authenticity needs to be
considered?”’.

Authors in [86] proposed framework called BlockAuth that
is based on blockchain to provide an efficient and lightweight
solution for successfully authenticating mobile producers in
a distributed manner. In their paper, the authors say that
BlockAuth is a unique architecture that, using blockchain
technology allows mobile device users with safe, fast, and
reliable authentication for mobility management situations on
the Internet of Things. In addition to authenticating product
prefixes, it forces them to only express the original routing
updates of the prefixes that they are permitted to publish.
The authors have proved the efficiency and viability of their
method by comparing it to criteria such as router throughput,
authentication delay of the producer, and storage expenses.
Furthermore, the framework is able of dealing with a variety
of networking attacks, such as Prefix Hijacking Attacks,
Denial of Service Attacks, Appending Attacks, Distributed
Denial of Service Attacks, Replay Attacks, Packet Discarding
Attacks, and False Reputation, all of which are particularly
dangerous for blockchain and mobile networks.

As attack like interest flooding, cache poisoning, data
fishing, and replay attack cannot be avoided by conventional
security solutions that utilize decentralized and dynamic
content create an environment where it unable to prevent this
from happening. Authors in [85] proposed a blockchain based
for NDN-IoT. Author presents six-layer of conceptual model:
physical, data, network, blockchain, contract, and application
layer. The blockchain may be used to detect packet level
attacks such as sniffing and replay attack because all packet
transitions are recorded in the blockchain. This allows the
blockchain to be used to watch either attacker has modifying
packet content or replaying the packets. Even though hosts
can circumvent access control rules, the transitions of packets
provide a sign that illegal access has occurred. This is
particularly true in the case of access control.

Authors in [99] and [100] suggest that in replay attack, the
attacker performs a MiTM attack and attempts to obtain a
copy of the message from the sender, following which he or
she modifies the message and sends it to the recipient. The
recipient believes that the communication has been forwarded
to him by the original sender, whereas in fact it has been
modified by an attacker with harmful intent and forwarded
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to him. A similar attack is not viable with NDN since the
interest packet is recognized by its name and a nonce is used
to ensure that the namespace is unique across all nodes in
the network. When the same interest packet (with the same
name and nonce) arrives at the router, the router considers
the packet is a duplicate and replays it; as a result, the packet
is purged from the PIT table. Thus, the NDN protects itself
from the replay attack by enforcing network layer security
policies by default. The communication model used by CCN
is entirely focused on content. Content-centric networking
(CCN) addresses material rather than location, allowing users
to place their trust in the content and its original creator
rather than the origin (which could be an arbitrary, potentially
untrustworthy cache). The fact that TCP/IP requires direct
interactions with a (trusted) content source makes keeping
current content on much easier in ICN. On the other hand,
it requires that outdated content not be replayed and a secure
method of obtaining indication that a piece of content is the
most updated version provided by its author [101].

V. CONTENT POISONING ATTACK (CPA)

NDN employs an in-network caching mechanism, in which a
router can temporarily store any passing data objects and then
use those objects to fulfill future requests. However, from
our previous experience with the Internet, it indicate that a
networked cache system like this one is susceptible to one of
the cache-based attacks as shown in Table 1. During a content
poisoning attack, the adversary uses as many hosts that have
been infected (zombies) in order to poison the network by
inserting bogus objects into the routers cache. In-network
caching can bring benefits to user when being implemented
in mobile ICN and some research focused on enhancing
network flexibility and mobility management [102]. In this
context, an attacker’s purposes while launching a content
poisoning attack is to overwhelm router caches with invalid
content [103].

In CPA, interest packet will remain unchanged but data
packet may be poisoned and this attack can be performed
by (1) Compromised routers or (2) Collaboration between
untrustworthy provider and consumer. There are two types of
poisoned content in CPA [15]: corrupted and fake content.
In both cases, the content being altered and integrity of
content is jeopardized. In the first case, where content
considered corrupted is when untrustworthy provider lacks
the necessary signature information to sign the has been
altered content thus process of verifying signature will fail
and able to be detected. While, in poisoned content is where
the untrustworthy provider has the necessary information to
sign the packet, thus process of signature succeeds, even it is
more difficult to performed, it can make the attack impossible
to be detected.

Using forged signatures but legitimate names, an adversary
injects fake content into the caches of CCN router(s) through
compromised router(s) or storage area of attacker-controlled
content source(s) with the goal of delivering malicious
content to consumers on demand. To cause a denial of
service (DoS) effect on the network, an attacker can gain
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control of some of the network’s routers and collaborate with
compromised content source(s) to manipulate the content
as well as the signatures of malicious content chunks.
As consumers repeatedly send requests for valid content, the
network’s routers are overloaded with PIT requests and their
CPUs are exhausted.

In-network caching features provide benefits to NDN
architecture but they also have its drawbacks, such as the
need to protect it from poisoned content, which pollutes
the in-network caches of intermediate NDN routers and
prevents consumers from receiving the legitimate copy of
the content. The routes can be depicted in Fig. 7, started
with (1): consumer A send an interest of desired content to
router 1 notify publisher in providing the signed content.
Default routing policy in NDN is open short-path first for
named-data (OSPFN) [104], that is every intermediate node
in between path able to store copy of the content. In (2),
publisher will provide legitimate content with the legitimate
digital signature across router 3, 2 and 1, and store the copies
in content store. In (3), attacker send a corrupt response
by injecting malicious content with fake signature to router
2. The poisoned content from the CS will get flows to
router 2 and 3 and contaminates the intermediate router, thus
consumer b receives the poisonous copy from router instead
the legitimate content in (4).

An attacker must get control of one or more intermediate
routers to be able to inject its own content into a network
for this attack to become effective. However, the injected
material has a fraudulent payload or a signature that is invalid,
even though the material has a genuine name that corresponds
to an interest. All ICN architectures are vulnerable to
this attack, apart from those that are using self-certifying
names [35] for host and content where names composed of
cryptographically constructed and hash-verified in mitigating
CPA attack. Having a secure routing could be the first line of
defense against these kinds of assaults. If this is not taken into
mind, however, the benefits of in-network caching in NDN
may be severely limited if this is not performed with care.
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There are two mitigations technique for content poisoning
in NDN: signature verification and consumer dependent
mitigation.

A. COLLABORATIVE SIGNATURE VERIFICATION

Many different potential preventative measures have been
proposed. To begin with, authors in [15] consider among
the first to addressed the issue of content poisoning attack
in NDN. Authors proposed a countermeasure against attack
such as cache poisoning and blackhole prefix hijack by
establishing a strong bind between interest and the content
by the utilization of self-certifying naming [114]. Authors
proposed Self-Certifying Interest/Content (SCIC) that allows
router to operate securely and able to return the legitimate
content for interest requested. SCIC gets divided into two
variants: the first is for static content (S-SCIC) and the
other one is for dynamic content (D-SCIC). Combination of
both variants offers a flexible approach in mitigating content
poisoning attack. The drawback of proposed mechanism is
that it adds extra burden to the router and that will lead to not
an option for a cost-effective procedure.

In [115], author presented a lightweight content poi-
soning attack mitigation technique that aims to achieve
low processing time and storage overhead. The proposed
scheme makes the publisher divides a data packet into two
chunks that contain document number and chunk number
of document, both chunks assigned a computed hash value
through a hash function. Then, by conducting a logical
OR on these chunk values, a filter value is generated.
After router received the chunk and verified the hash value,
if successful hash verification, then chunk gets forwarded into
next node, if unsuccessful verification then negative feedback
sent upstream. Authors performed a comparison with [15]
in terms of time taken from requesting phase to completed
data delivery and percentage of storage overhead. The results
indicate proposed mechanism is better in both parameters but
held a drawback where it gives a burden to router during
computation process.

The work in [105] proposed a scheme that performed
an efficient content verification and have the objectives
on reducing the resource wastage in verification process.
Authors leverage Segmented Least Recently Used (SLRU)
as a cache replacement policy. Experimental simulation
performed using ns3 with self-made topology that serving
content is much smaller compared to the value of cache hit-
rate, due to the content store (CS) being accessed frequently
to retrieve the popular contents. Result shown 90% of traffic
composed of by-passing contents, despite the value of cache
hit rate, with that, the large number of by-passing contents
dismisses the serving contents from CS and SLRU comes
to minimize the redundant verification of serving contents.
SLRU divided and consists of two segments: protected
and unprotected segment. LRU applies both. Mitigations of
poisoned content performed when content is not poisoned and
hit unprotected segment, then it moved to protected segment.
This preference or verified to the content improves cache
hit and greater chances of being accessed repeatedly thus
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aid in reducing resource waste when it comes to serving
contents.

In concept, each ICN node could simply validate the
provenance and integrity of each chunk due to a digital
signature, allowing network caches to store only legitimate
objects. Signature verification proposed in [106], motivated
by work in [116] and [117] can be used to determine the
cached data validity using cache hit. Objectives of the work is
to prevent content poising attack with minimum overhead and
as practical solutions for mitigation approach, as NDN native
characteristic that employs signature verification will causes
huge computational overhead [118]. Authors further their
work in [107] that aims to mitigate the shortcoming of their
preliminary work and identify attacks like cache pollution
and content poisoning that targets cache locality by injecting
fake content into the CS. Author able to perform testing and
deployed it in real-world applications instead of simulations.
From the standpoint of NDN, every chunk in content cache
store that already been requested needs consumer verification
thus every data packet within have their own digital signature
that will preserve as authentic ownership of the content.
Even so, adversaries might still carry out a verification attack
by repeatedly requesting content in an effort to raise the
probability that they will succeed. This forces routers to
carry out redundant verification procedures, which in turn
extends the amount of time it takes for the network to process
requests.

The absence of an adequate verification mechanism in
NDN is one of the key issues contributing to content poi-
soning attacks. Data-centric security support and other native
aspects of naming in NDN architecture have considerable
advantages, however name-based forwarding’s scalability is
a barrier. Authors in [108] proposed a secure namespace
mapping (SNAMP) build on the foundations of Map-
and-Encap [119] in addressing scalability concerns. ICN
naming scheme utilized named for the content, there are
two approaches in ICN that identify named content from
its location-independent identifier: name-based routing and
name resolution [120]. SNAMP first design in [121] and has
gone through several revisions. In SNAMP secure namespace
mapping-based solution, there are two components that are
important: link object and link discovery. Link objects is
a piece of named data that producer needs to associate
name prefix and globally routed prefix. While link discovery
is where NDNS (DNS for NDN) is queried by client for
each component of the requested content. SNAMP mitigates
content poisoning attack by changing how interests’ packets
that do not have corresponding entry being forwarded, rather
of dropping an interest, the router analyses the attached
link object to determine which delegation should be used to
continue forwarding it. The attached link object cannot be
replaced without detection since it contains the signature of
the interest’s owner.

Authors in [109] focused in preventing content poisoning
attack by using two verification schemes, namely: user-
assisted and router-cooperation. User-assisted content veri-
fication scheme used to verify content provider instead of
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the content itself in assuring the correctness, by doing this:
emerges another threat scenario for consumer while attacker
provide poisoned contents. While router-cooperation content
verification scheme lets the edge routers to verify the content
provider without the help of users by replacing asymmetric
encryption into symmetric encryption. With the replacement
of asymmetric to symmetric encryption, proposed schemes
able to reduces the computing complexity. However, since
routers is the main source: if attackers able to take control
the routers, the transmission path will be compromised. Not
only that, the huge number of verification when heavy traffic
will cause extra burden to edge routers.

In ICN, the requesting side is called consumer and the
provider are called publishers. As ICN focused on content
rather than the host, consumer cannot determine from
where the connect is retrieved. As a result, authenticity
and integrity of the content became a challenge. So, one
of the solutions is to employed publishers to digitally
signed the requested content, there is still a potential threat
to publisher in preserving the legitimate content without
being poisoned. Authors in [110] proposed CCNCheck,
mechanism that allows router to probabilistically check the
content signatures. CCNCheck main objectives to increase
availability of legitimate contents at the same time to reduce
the network resources. CCNCheck does not check for all
signature on all contents just verifies random subset of it.
The drawbacks are the higher overhead taken by the router in
the process of signature verification. In 2016, authors further
their work in [111] by adding two deployment approaches
that consists of network router gets divided into border
and core routers that consist of two different verification
probabilities, and second approach is verification probability
at the border router that vary to pollution level perceived by
routers.

Work in [122] propose an In-network Collaborative Verifi-
cation mechanism (ICoV). In the proposed work, credibility
is the underlying idea where the router performs an initial
credibility check on each data packet that it receives, and
follows up with a probability check based on the result. When
a router sends a data packet as a response to the nodes, the
router is required to include the credibility value to the data
packet as an external reference. Credibility is based on two
factors: internal and external evaluation. Where internal is a
probability of successful verification on arrival data packet
while external is from upstream routers which carried the
received packet. Combining the following two results helps
the router determine if the data packet is legitimate. This
approach fosters collaboration amongst transmission path
routers since credibility is calculated from upstream router
evaluations. Data packets examined by upstream router will
likely not be reviewed again by downstream routers. With
that, the proposed design can reduce the content verification
overhead and helps against mitigating content poisoning
attack. Authors perform a comparison with CBS [106] from
the impact of interest rate and impact of average poisoning
rate and show that ICoV performance is effective in defending
from content poisoning attack.
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Authors in [112] compared their proposed scheme that
utilize Hyperelliptic curve with work in [107] in terms of
latency and verification overhead. The main goal of their
proposed scheme is to prevent content poisoning attack in
the context of NDN based Internet of Things (IoT). The
adoption of an identity-based signature scheme to ensure
content security and integrity in NDN networks based on IoT
has been proposed as a way for protecting NDN networks
based IoT. This strategy makes advantage of a small key
size while still delivering the same level of security as
bilinear pairing, Elliptic Curve Cryptosystems (ECC), and
Rivest-Shamir-Alderman (RSA) encryption methods. The
concept of hyperelliptic curves is applied in this technique
to derive the values of the multiple factors. In this study,
the performance of this technique in terms of cryptographic
operations is compared to the performance of different CPA
schemes. Because of the short key size that is used, it has been
found to be effective.

In a similar manner to [112], authors in [113] proposed
lightweight certificateless signature scheme in mitigating
CPA in NDN-IoT networks. Authors uses Hyperelliptic
Curve Discrete Logarithm Problem (HCDLP) with a security
simulation/validation in “Automated Validation of Internet
Security Protocols and Applications (AVISPA).” They exam-
ine two types of adversaries (i.e., Type I (Al) and Type
IT (A2)), each of which has a unique set of characteristics.
In cryptography, Al is a malevolent kind of adversary that is
frequently referred to as an outsider attacker because it can
replace a user’s public key with a key that it has selected
for itself, while A2 is insider attacker that can obtained
master key. Proposed model consists of five entities, such
as private key generator (PKGR), consumer, producer, NDN
routers, and attacker. Nonetheless, the mentioned methods
focus mostly on suggesting a lightweight content integrity
checking by consumers that is an inherent characteristic of
an NDN network.

B. CONSUMER DEPENDENT MITIGATION

Cache-based attacks such as CPA is a significant stumbling
block in the widely adoption of caching in ICN. The use of
misleading or fake content in a content poisoning attack has
the potential to spread it throughout the network, resulting
in the end user receiving poisoned content, which might
potentially compromise the integrity of the content. When
compared to cache poisoning attacks, content poisoning
attacks are more dangerous since the malicious provider
or consumer can still inflict damage even if there are no
in-network caching measures in place. This is because the
attackers are still present in the network. As previously
mentioned, one signature verification mitigation strategy
is the removal of poisoned material from a network by
having the router to validate each data packet. With of the
complex method, this mitigation technique places a large
strain on the router. As a result of the hardware constraints,
this strategy may be feasible, efficient, and lightweight;
furthermore, signature verification requires key retrieval,
which is time-consuming if the attack did not happen. So,
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here’s an example of another mitigation technique called
consumer-dependent method.

Authors in [16] and [118] further their previous study
in [15] that aims to reduce the router overhead. Both works
focused on mitigations of content poisoning in ICN caching
for NDN architecture. Authors describe a consumer-feedback
based rating option that allows routers to discriminate
between legitimate and harmful information by proposing
a lightweight content ranking algorithm for in NDN router
for cached content. Content ranking algorithm aims to
distinguish valid and invalid content from the observation
of consumer behaviors. Although it validates each piece of
content that causes overhead, it also rejects legitimate pieces
of content if the valid piece of content behaves unnaturally,
saving the invalid piece of content in its substitute. Each piece
of information has a ranking value that ranges from O to 1,
with 1 being the most essential piece of information on the
list. Accordingly, it has been agreed that the new material
will receive a ranking of zero. The position of this rank
is gradually dropped because of a customer selecting the
exclusion field to omit specific content from their search
results. The consumer has an application that can use public
keys to validate desirable content, and the consumer can
define fake content. However, the NDN router needs the
power to flush bogus content on its own. As in [16], author
proposed adding interest-Key Binding to interest packer to
bind the content name to the provider’s public key. A key
locator connects the interest with the provider key. The
drawbacks it held is it can be time-consuming procedure for
signature and PKI based verifications.

It is a major feature of NDN that it could cache data
within the network, which makes it vulnerable to cache-based
attacks like cache poisoning attack and cache pollution
attack [123]. Mitigating this attack can help improve caching
efficiency in architecture. NDN already established a mecha-
nism to deal with multiple paths: forwarding strategies [124].
When it comes to forwarding, NDN has a stateful and
adaptive forwarding plane, which changes the essential
relation between routing and forwarding in the network.
In NDN, the routing plane just computes routes to and
from each producer and passes the information along to
the forwarding plane for processing. The forwarding plane
makes forwarding decisions with the help of a forwarding
strategy module, and it also refreshes the forwarding table
in accordance with the performance and policies. In contrast,
forwarding plane in NDN unlike in the IP-networks which is
not adaptive towards the environment.

With that, authors in [125] proposed adaptive forwarding
strategy in NFD [95] for content poisoning detection and
mitigation based on consumer feedback. Under this mech-
anism, consumers that detect poisoned content or receive a
warning can alert upstream routers allowing changes in their
forwarding tables. Author proposed two evasion strategies,
“immediate failover” and ‘“‘probe first”. Immediate failover
is to make the next hop as low priority for path transmission.
While, in probe first is to keep a duplicate interest retrieved
in case it is requested again. One of the drawbacks of the
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proposed mechanism is that it is possible that the least desired
routes are the best. Furthermore, the report generated by a
customer was unable to distinguish between harmful activity
such as forwarding poisoned content and malicious behavior.
Not only that but keeping track of all incoming requests will
place an additional burden on both users and routers as well.

Author in [126] propose a Feedback-Based Content
Poisoning Mitigation (FCPM) scheme in NDN, utilizing
immediate failover scheme same as in [125]. In FPCM,
consumer feedback used to inform upstream network in
choosing alternative forwarding path same as in [125].
Proposed scheme able to detect malicious routers based
on signature verification of data packets. In 2019, author
in [126] proposed another scheme in mitigating content
poisoning, namely: Ant Colony Algorithm Based Content
Poisoning Mitigation (ACO-CPM) in NDN [127]. The ant
colony optimization algorithm (ACO) can be used to find a
short paths, which imitates behavior of ant colonies. ACO
used in collecting security information towards all routers
in the network and explore which routes need to be takes
for data packet thus bypassing the malicious router. At the
same time, cache store is cleaned from bogus data packets
during collecting information about the path transmission.
Author performed a comparison scheme with work in
Router-Oriented Mitigation (ROM) [128] in three parameters
metrics: content retrieval latency, legitimate content to total
number of cache and good cache hit rate. The result from each
metrics indicates ACO-CPM can alleviate content poisoning
attack by malicious routers quickly and effective. Both
ACO-CPM and ROM are centered on the concept that corrupt
routers are on the path that might potentially transmit harmful
content. On the other hand, both mechanisms need the routers
to keep a history of old interests and let consumers to transmit
one report for each data packet that receive in the routers
resulting additional overhead.

Reputation-based trust approaches can assist in securing
NDN environment [129], while in 2016, author in [128]
presented Router-Oriented Mitigation (ROM) using the same
strategy as [125], even when the routers are compromised,
ROM able to provide security by eliminate it without
interfering the transmission process. Reputation-based in
each router is introduced, giving the process of content
dissemination based on its reputations. The drawbacks of
proposed method are high latency due to process of removing
the compromised router during transmission and causses high
traffic due to transmission divert into another route.

Author in [130] proposed reputation-based trust model in
n identifying poisoned content. Proposed method identifies
poisoned content by defined parameters of content popularity,
negative feedback from user and user credibility. Drawbacks
of proposed method in unable to ensure global security during
content dissemination.

Authors in [103] performed an experimental measurement
on content poisoning attack that easily causes bad affect to
NDN. Author considers three attack scenarios: unregistered
remote provide, multicast forwarding and best route forward-
ing. Unlike [125], where compromised router being removed
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from the network, in this experimental testing, author do not
consider the case where router is malicious due to taking
control of network element is hard in a real operating context.
In the unregistered remote provider scenario, main goals are
to exploit weakness in NDN implementation that exhibits
unspecified behavior. While in multicast forwarding and best
route forwarding scenario is to embed and utilize current
NDN forwarder.

Authors in [131] proposed Bayesian Network Techniques
(BNT) to detect any irregularity at the routers. Authors
considering previous paper and reusing their topology
in [103], so, it able to leverage traffic data by demonstrating
performance of micro detectors and the capability of
Bayesian approach in detecting CPA under different scenario.
As an effort for NDN to be deployed in Internet Service
provider as main infrastructure, monitoring plane that can
address security threats is necessary to be implemented.
Author leverage Bayesian Network (BN) technique based on
probabilistic graphs that helps to establish causal linkages
between measurements while dealing with uncertainty using
probability theory. Firstly, author propose a list of metrics:
number of interest packet (incoming and outgoing), number
of PIT entries, and number at content stores. Then, from
this list of metrics, micro detector is programmed to give a
warning anytime metric value deviates from typical behavior.
With combination of BN, anomaly detection based on NFD
forwarding against CPA is implemented. Proposed scheme
able to detect CPA but the drawbacks it holds are it place an
additional burden on the network and large computation leads
more complex, not only that, keep track of all stored metrics
need high memory.

In the same year, same author proposed [103], [132]
to further their scheme using Montimage Monitoring Tool
(MMT) that is used for detection of CPA. Deployment of
proposed scheme are managed using dockers containers
in OpenStack platform. Authors focused on conducting
experiments in determining the damage can be done to NDN
from CPA attack, but they do not offer any recommendations
in mitigation of the attack and using micro detector can lead to
costly scheme. Summary of content poisoning attack can be
seen in Table 2, we showcase proposed literature in strength
and weakness. We may conclude from this review that every
single solution has constraints, either in terms of effectiveness
or implementation, and with that, a practical security
architecture can be developed by effectively combining the
existing schemes.

Authors in [133] proposed a reputation-based model for
the mitigation of content poisoning. Proposed mechanism
helps in determining the origins of the poisoned content and
restricting the flow of the interest towards notorious sources
thus avoiding the storage of harmful content in caches.

VI. RESEARCH CHALLENGES AND FUTURE DIRECTIONS

Different method decisions lead to different types of attack
can be tackled. Content integrity and authenticity are
important aspect in the deployment of NDN model. Data-
centric security that utilized by NDN maintains data packets’
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integrity by using existing countermeasures. Named-based
communication model have an impact to user privacy due
to decoupling of requested data by name and the name of
the data itself (parameters: timestamp, type, desired data, and
more). With this, content integrity and authenticity must be
verified to prevent malicious reporting of fake data and at
the same time mechanisms are required to protect the user’s
privacy. In following part, we present research issues and
discuss future research directions so that it can help to achieve
security goals in the deployment of NDN. The summary
of research challenges and future research directions are
presented in Table 3:

A. DATA INTEGRITY

Data transferred via a network and is vulnerable to a wide
range of attackers. During the transmission process, they are
exposed to injection and manipulation. Data integrity is one
of the most significant problems for NDN since it is essential
for the right and complete data without being tampered. Two
major methods have been suggested to achieve this objective.
One example is the digital signature that is used in the NDN
protocol. Each data packet is signed to facilitate integrity
checking. Another method is to use the hash value of content
as a self-certifying name.

B. CONTENT CACHING

Cache poisoning is a cache-based type attack is the main
concern in NDN. The cache everything technique employed
in NDN can also be harmful to the router and it may result in
waste spaces, redundant data and prone to attacks like cache
poisoning. In-networking caching is transparent and ‘“‘cache
everything” will open a path for an attacker to aim harms
to the content provider. As a result, there are trust problems
in ICN/NDN, and guaranteeing reliable data and preventing
caches that give false data are both interesting research
areas to pursue. Establishing trust connections between data
providers, content repositories, and content requesters is an
area that needs more study.

C. USER PRIVACY

Providing privacy for network entities (e.g., consumers
and producers) in communication is superficial due to the
lack of privacy support offered by ICN [134]. Therefore,
it is necessary to examine the need for privacy concerns
in NDN. According to [135], restrictive content-related
information is revealed by the name prefix in ICN compared
to IP, and in-network caching features provided, and data
stored in PIT may disclose classified information about the
identity of the consumer. For this reason, researchers should
concentrate on the problems of privacy and data security in
the deployment of NDN. Due to the visible content names,
encrypting the names may be a suitable method to overcome
this challenge; however, the drawback is that it increases
processing overhead per-hop packet. Recently, blockchain-
based security solutions for the NDN model have been
proposed in the literature. However, blockchain and NDN
integration is still an open research domain; thus, we urge
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TABLE 2. Summary of content poisoning attack using signature verification mitigation technique.

Science Department

Ref Year | Architecture | Proposed Solution Simulator Topology Strength(+)/Weakness(-)
(+) Can handle Static and dynamic content
[15] 2013 | NDN SSCIC DSCIC N/A N/A (-) No trust relationship between consumer and router where both can be compromised
(-) Additional overhead to routers
105 2015 | NDN (+) Reduce the verification frequency thus reduce in computational overhead
106 - Extention of SLRU ndnSIM Self-made (-) Risk to content pollution
107 2017 (-) Only relies on verification
[108] 2015 | NDN Secure Namespace ndnSIM Replicated at Terabits and UCLA Computer f:; gcaglg tlllllle;/ng‘[gé err%ulers is malicious

[109] 2017 | NDN Self-certifying Hash function Microsoft Visual C++ | N/A

(-) High latency
(-) Reduce throughput of of the network
(-) Verification process will be a burden to edge routers to performed

(1101,
[111]

2014 | CCN CCNCheck Probability Check NS3

Rocketfuel topology

(-) Hard to find the optimal probabilistic value

(+) Low latency

TABLE 3. Security challanges and future research directions.

[112] 2020 | NDN Identity-based signature schemes | AVISPA Smart city topology (+) Less verification overhead.
(-) Complex process
. . NDN-IoT . . . . s
[113] 2021 NDN Identity-based signature schemes | AVISPA (-) Requires third-party to produce and deliver the participants’ secret key

Aspects Chall

Future potential directions

Determining the encryption keys that will be used in data distribution.

Data Integri - it iti
ata Integrity Ensuring content legitimacy from legitimate producer.

Securing method using self-certifying naming mechanism.
Lightweight signature verification and generation.
With the hash value of the content as a self-certifying identifier.

Redundancy of “cache everything everywhere”.

Cache store pollution.

Pending Interest Table poisoning.

Transparent caching poses security issues for producers.
No efficient and robust cache freshness mechanism.

Content caching

Establish caching policy deciding content needed to be cache, and duration of it being
stored.

Verification of content and producers using blockchain technology

Caching strategy for freshness in mitigating replay attack.

Content name can be used to detect identity of user.

User Privacy Timing attack on cache privacy.

Encrypted naming mechanism.
Privacy preserving using blockchain technology.
Anonymous communication channel.

Content cached at routers easily accessible.

Access Control L
Access control policy for routers and cache store.

Attribute-Based Encryption to protect the data.
Models for scalability in key distribution and trust management

signature of the packet at line speed.

Digital Signature | router and approaches mechanism to mitigate integrity attack should take into

account all of the potential attacker.

by using signature mitigation techniques.

It is necessary to develop a mechanism that allows routers to efficiently verify the

Take into account all potential attacker that can be router, producer or compromised

Routers should be able to limit the amount of signatures that need to be examined

Encryption techniques that are both lightweight and resource-conserving
Elliptic curve encryption that has a lower degree of complexity

further research to explore the benefits and challenges of
blockchain-based security solutions in NDN.

D. ACCESS CONTROL

Due to the lack of hosts and the widespread use of caching,
traditional defenses are not particularly effective against
ICN attacks. Thus, to provide data integrity, a flexible and
adequate access control system must be implemented. How
can access to material that has been extensively cached at
routers be controlled?, it is possible to address this issue using
Attribute-Based Encryption (ABE) proposed before. Control
policies may be thought of as characteristics that help to
safeguard information.

E. DIGITAL SIGNATURE

ICN comes with built-in security, unlike IP, which relies
on the upper layers to secure host-to-host communication.
In ICN, the content itself is readily shared along with
the producer’s signature key that is used to verify the
integrity of received content. To be more particular, the
security in ICN complies to a concept that is data-centric.
As a result, the content has been digitally signed by the
content provider so that interested senders can validate
its integrity and identify where the data originated from.
Therefore, to adapt to the newly built network, it asks for
a signature method that is more efficient than conventional
ones. Signature creation and verification must be very
efficient to achieve high speed networking. Also urgently
needed are studies and standards for efficient post-quantum
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computer digital signature systems, which are now under
development.

F. BLOCKCHAIN
The developing concept of Blockchain technology in the
NDN is making its way forward quickly. Blockchain
technology over IP is still troubled by major issues, such as
a lack of performance for hierarchical access and a lack of
security. The adoption of blockchain technology over NDN
has resolved these issues by offering a decentralized system
while also simplifying the architecture of the NDN network.
To trace and secure data transmission among objects, it is
necessary to record data transactions between pairings of
objects to do so. According to the security analysis, the
proposed blockchain framework in [85] achieves encryption
in milliseconds and blockchain operation in several seconds
for data sharing, allowing it to adapt to the NDN of things
in a secure and efficient manner while maintaining high
performance. In NDN-based blockchain technology, users
can name the data as well as the keys used to encrypt the
data. Each packet is protected against being read as it travels
via the network owing to an encrypted signature. Distributed
solutions based on blockchain technology can be used to
enforce the binding of content names and preserve the privacy
of both the user and the content [136].

The ICN paradigm provides researchers with the chance
to integrate security into the foundation of the Internet
and could figure out what may work and what is not in
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the conventional Internet architecture to improve security.
Nevertheless, providing a secure solution and protecting the
network will always be a never-ending process, as new
threats emerge, new attacks are investigated and new security
solutions are introduced. Researchers will be able to offer
better and faster countermeasures if they start with secure
and consolidated security foundations that are built into the
architecture. As a result, the Internet will become a much
more secure environment.

VIi. CONCLUSION

NDN is suitable candidate architecture for replacing TCP/IP
and has potential to be integrated in IoT applications,
it offers great security features and data distribution. In this
paper, we have introduced the attacks on content integrity
and authenticity in ICN. We have potential attack on both
content integrity and authenticity including the existing
countermeasures against it. In the future, we will look
at a different aspects of security goals like privacy that
will be affected by naming characteristics in ICN. Despite
considerable progress of research in NDN technology, there
are still some issues that need to be resolved and we hope
that this conception can provide an insight to researchers on
attacks in NDN and its countermeasures and will help identify
anew strategy in tackling vulnerabilities mentioned and come
out with new mitigations techniques.
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