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ABSTRACT Device-to-device (D2D) communication in cellular networks refers to a technology that enables
direct transmission and reception between devices in proximity without infrastructures such as base stations
(BSs). It has consistently attracted attention due to its key role extending cellular coverage through the
configuration of clusters, in which the D2D devices belonging to a cluster can either be a cluster head
or a cluster member. In this paper, we investigate the effect of channel state information (CSI) forgery
attacks of a single malicious user (i.e., attacker) belonging to a cluster. Particularly, we investigate two
major threat models: 1) clustering failure attack, where an attacker reports its overestimated CSI instead
of the original one to the BS during clustering, 2) quality of service (QoS) degradation attack where an
attacker reports its underestimated CSI instead of the original one to the cluster head during the intra-
cluster D2D communications (i.e., D2D multicasting). We define metrics to measure each CSI forgery
attack as clustering failure probability and cluster sum-rate, respectively, and further derive a closed-form
expression for the clustering failure probability. In addition, we propose threshold-based defensemechanisms
as countermeasures against CSI forgery attacks and find suboptimal threshold values. Through simulations,
we evaluate the performance of the defense mechanisms in terms of clustering failure probability and cluster
sum-rate, comparing with optimal simulation results.

INDEX TERMS Wireless network security, device-to-device (D2D) communications, D2D clustering,
channel state information (CSI), CSI forgery.

I. INTRODUCTION
The massive growth in the number of mobile devices using
applications such as voice and video has led to an exponen-
tial surge of data traffic in cellular networks [1]. Accord-
ingly, cellular networks have evolved to accommodate this
rise in demand with advanced techniques such as mas-
sive multiple-input and multiple-output (MIMO), intelligent
reflecting surface (IRS), and device-to-device (D2D) tech-
niques. The notion of D2D communications in cellular net-
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works was first introduced in 4G cellular networks and it has
been recently highlighted again due to its potential in 6G cel-
lular networks for applications of smart factories (e.g., indus-
try 5.0) and vehicular communications (e.g., autonomous
driving, vehicular platooning) [2].

D2D communication in cellular networks refers to a tech-
nology that enables direct data transmission and reception
between devices in proximity without the infrastructures
such as base stations [1]. D2D communication provides
several advantages such as efficient utilization of avail-
able resources, improved data rates, and reduced latency.
Thus, D2D communication has been considered one of the
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promising technologies to improve overall performance in
cellular networks by efficiently utilizing the spectrum [3].

There have been many studies developing D2D communi-
cation techniques to improve spectral efficiency and reduce
traffic overload in the network for key applications of D2D
communications: content sharing, data computation offload-
ing, and coverage extension [4], [5], [6], [7]. Especially,
content sharing through D2D communications can contribute
to the efficient use of radio resources by avoiding the repeated
transmission of the same contents from the base station to dif-
ferent users, respectively. In content sharing, the user devices
are grouped as a cluster including a cluster head (CH) and
cluster members (CMs), and the CH is responsible for the
dissemination of content received from the base station to
CMs (i.e., D2D multicasting scenario).

D2D multicasting data rate for content sharing is depen-
dent on the channel state information (CSI) between the
CH and the base station, and also the CH and CMs due to
the randomness in wireless fading channels. Thus, it is an
important issue to properly form a cluster and select a cluster
head in D2D multicasting scenarios. Accordingly, there have
been several studies on clustering algorithms [8], [9], [10],
[11]. It is important to note that most of the existing works
considered CSI between users and the base station during
clustering to enhance the performance of cluster-based D2D
communication such as multicast data rate and latency. CSI-
based clustering itself is beneficial in D2D communications.
However, there exist potential security threats in cluster-
based D2D communications when a malicious user is a mem-
ber of the cluster. Several types of D2D attacks have been
reported recently such as eavesdropping, free-riding, CSI
forgery, denial-of-service, key compromise impersonation,
and gray-hole attacks [12], [13], [14], [15].

In this paper, we focus on CSI forgery attacks in D2D
communication where the malicious user in the cluster inten-
tionally reports its overestimated or underestimated CSI (i.e.,
CSI forgery) instead of the original one to the base station
or to the CH. CSI forgery can degrade the quality of ser-
vice (QoS) such as data rate, spectral efficiency, and energy
consumption. Tung et al. [16] investigated the vulnerability
of forged CSI feedback in multiuser MIMO networks. They
showed that an attacker can exploit the forged CSI to eaves-
drop on other users’ transmissions. Wang et al. [17] further
investigated a sniffing attack using forged CSI in multiuser
MIMO networks and proposed a defense mechanism able to
compare a mismatch between downlink and uplink angular
spectra for received CSI feedbacks. Wang et al. [18] analyzed
the effect of CSI forgery in orthogonal frequency division
multiple access (OFDMA) networks on physical-layer secu-
rity related metrics such as eavesdropping probability and
secrecy loss.

To the best of our knowledge, the effect of CSI
forgery in cluster-based D2D communications has been
less highlighted rather than other topics (e.g., multiuser
MIMO, infrastructure-based communications). In this paper,
we investigate vulnerabilities of D2D communication for

cluster-based service in cellular networks. To be specific, the
main contributions of our work are summarized as follows;

1) Security problem formulation with new metrics:
we investigate a threat model that considers a single
malicious user (i.e., an attacker) exploiting CSI forgery
during clustering and cluster-based D2D communica-
tions, and define metrics to measure the impact of over-
estimated and underestimated CSI forgery: clustering
failure probability and cluster sum-rate;

2) Threshold-based defense with analysis: we propose
threshold-based countermeasures (i.e., defense mech-
anisms) against CSI forgery attacks (i.e., clustering
failure attack and QoS degradation attack) and further
derive a closed-form expression for clustering failure
probability when the attacker reports overestimated
CSI to deny the service of the entire cluster by being
selected as a cluster head;

3) Procedure to set threshold values: we set suboptimal
threshold values for defense mechanisms and evaluate
their performance in terms of clustering failure prob-
ability and cluster sum-rate, compared with optimal
simulation results.

The rest of this paper is organized as follows. In Section II,
we clearly summarize several related studies and compare
them with ours. In Section III, we describe our system
model including threat model and related performance met-
rics. In Section IV, we investigate threshold-based coun-
termeasures and analyze the performance of our defense
mechanisms in terms of clustering failure probability and
cluster sum-rate. Then, we evaluate the performance of our
defense mechanisms through extensive simulations and pro-
vide additional discussions in Section V. Finally, we draw
conclusions in Section VI.

II. RELATED WORKS
D2D communication has become an integral component of
the cellular system due to its ability to improve spectral effi-
ciency, reduce latency and increase system coverage. Accord-
ingly, extensive research has been conducted to guarantee
regular operations of D2D users under limited radio resource
constraints. A number of studies have been done on user
access control strategies in D2D communication networks in
a bid to deal with the radio resource-limited environment [19],
[20], [21]. Yu et al. [19] proposed a power-allocation algo-
rithm to maximize the network throughput by efficiently
adjusting the transmission power based on the distances
between D2D users. The authors specifically used a booster
to restrict D2D transmission power and reduce user interfer-
ence. Lee et al. [20] analyzed a random network model for
a D2D underlaid cellular system using stochastic geometry
and proposed centralized and distributed power control algo-
rithms to provide sufficient coverage and maximize the sum
rate of the D2D links, respectively. Further, Lin and Tang [21]
discussed the issue of user access and proposed optimal user
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access strategies for data-intensive applications based on a
blockchain consensus-based scheme.

The above-mentioned studies are based on the assumption
that users in the D2D network provide authentic CSI values
for their transmissions. They focused on user access schemes
to enhance the performance of D2D links. On the other hand,
it is also important to consider a malicious scenario where
a user intentionally forges its CSI to gain an undue advan-
tage over others, from the perspective of wireless network
security. Many studies have investigated CSI forgery and its
effects [16], [17], [18], [21], [22], [23], [24], [25]. In [16],
[17], and [18], the effects of CSI forgery were investigated by
focusing on infrastructure-based networks (e.g., MIMO and
OFDMA systems) rather than cluster-based D2D communi-
cations. In recent times, there are still lots of studies [21],
[22], [23], [24], [25] focusing on CSI forgery but only a few
of them [21] consider D2D communication environments,
whichmotivates us to tackle the problem in this paper. In [21],
the authors focused on establishing the framework of D2D
cellular networks for the authenticity of CSI using blockchain
consensus methods. However, we newly introduce the notion
of metrics to describe the impacts of CSI forgery attacks on
D2D clustering and also derive the closed-form of analytical
results. In [22], [23], [24], and [25], CSI forgery problems
in MIMO networks were investigated. Zhang et al. [22] ana-
lyzed the impact of channel state misreporting on multiuser
(MU) scheduling performance in massive MIMO networks.
They specifically presented a throughput attack that mis-
leads power allocation with CSI forgery. Yang et al. [23]
investigated a theoretical analysis on the construction of
forged CSI in MU-MIMO systems and demonstrated the
possibility of malicious users launching sniffing attacks with
carefully-calculated forged CSI. Hou et al. [24] showed the
potential attacks against CSI-based user selection algorithms
in MU-MIMO systems. The authors presented a user selec-
tion subversion, which fabricates CSI to manipulate user
selection in the multiuser system. Lin et al. [25] worked on
optimizing the spectral efficiency of mobile users by authen-
ticating each user’s CSI. Additionally, notions of channel-
based physical-layer authentication and feature selection in
abnormal detection can be extended to enhance security in
D2D clustering problems [26], [27].

III. SYSTEM MODEL
In this section, we introduce the basic parameters for our
system model, describe the threat model including two types
of attacks (i.e., clustering failure attack and QoS degradation
attack), and define performance metrics: clustering failure
probability and cluster sum-rate.

We consider a cellular network that consists of a single base
station and N users (or devices) including a single malicious
user (i.e., the attacker), as described in Fig. 1. We assume
that all the N devices and the base station are equipped with
a single antenna and D2D communication is available at

FIGURE 1. An example of system model for N = 5.

every device.1 We consider a scenario where N devices are
forming a single cluster consisting of one cluster head (CH)
and N − 1 cluster members and then the CH is multicasting
the common data to cluster members (CMs).

Let n ∈ N ≜ {0, · · · ,N − 1} denote a device index.
We assume the Rayleigh channel fading model and let hn ∈ C
and gn ∈ C denote channel fading coefficients between the
base station and device n, and the selected CH and device
n, respectively. Thus, hn and gn are assumed to be complex
Gaussian random variables with zero mean and variances
σ 2
hn and σ 2

gn respectively, i.e., hn ∼ CN (0, σ 2
hn ) and gn ∼

CN (0, σ 2
gn ).

2 We further assume that hn and gn are indepen-
dent and identically distributed (i.i.d.), i.e., σ 2

hn = σ 2
h and

σ 2
gn = σ 2

g ∀n, for analytical tractability.
The base station selects the CH considering the largest

value of |hn|2 among N devices as follows:

n⋆
= argmax

n∈N
|hn|2, (1)

where n⋆ denotes the index of the CH. Note that using CSI
as the CH selection criterion as in (1) is common in D2D
clustering [11].

1Throughout the paper, we interchangeably use the terms ‘user’ and
‘device’, and ‘malicious device’ and ‘attacker’, respectively. We consider a
single antenna case for analytical tractability but our model can be extended
to a multi-antenna case.

2Note that we consider Rayleigh fading channel in our system model.
However, when we consider other fading channel models such as Rician and
Nakagami-m fading channels, which require more complicated analysis, the
expected results and general trends will be similar.
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After the cluster is formed (i.e., the CH is selected based
on (1)), the CH multicasts data to its CMs requesting
data from it, considering the minimum rate among them.
We define M ⊆ N as an index set of CMs requesting the
data from the CH. Then, the minimum data rate of devices in
M is given by

Rmin (M) = min
n∈M

{
log2

(
1 + |gn|2ρ

)}
= log2

(
1 + min

n∈M

{
|gn|2

}
ρ

)
, (2)

where ρ denotes the transmit signal-to-noise ratio (SNR).

A. THREAT MODEL
The purpose of the malicious device is to disturb the
cluster-based D2D communications among normal devices
by exploiting the clustering failure attack and the QoS degra-
dation attack. We introduce how the attacker can launch those
attacks using CSI forgery.

Without loss of generality, we denote n = 0 as an index for
the malicious device for notational simplicity. The attacker
forges CSI values of |h0|2 and |g0|2 as follows:

|ĥ0|2 = α|h0|2, (3)

|ĝ0|2 = α|g0|2, (4)

where we define α ∈ [0, ∞) as a CSI forgery factor able to
be set by the attacker.3

1) CLUSTERING FAILURE ATTACK
For this attack, the attacker reports an overestimated CSI
feedback to the base station (i.e., |ĥ0|2 with α > 1) in order to
be selected as the CH, as described in Fig. 1. We assume that
the malicious device intentionally denies its cluster members’
service request when it is selected as the CH in order to cause
a failure in the clustering of the N devices. Thus, we consider
that the clustering failure attack is a success if the malicious
device is selected as the CH (i.e., n⋆

= 0 in (1)).

2) QoS DEGRADATION ATTACK
We assume that the attacker tries to launch the QoS degra-
dation attack if the attacker is not selected during clustering.
We consider the QoS of the cluster-based D2D communica-
tions in terms of the multicasting data rate of the CMs inM.
For this attack, the attacker reports an underestimated CSI
feedback to the CH (i.e., |ĝ0|2 with α ≤ 1) in order to degrade
the multicasting data rate of the CMs in M, as described
in Fig. 1b. Note that the attacker’s goal is to set the forgery
factor α such that |ĝ0|2 = minn∈M

{
|gn|2

}
. Thus, if the QoS

degradation attack is a success, then, the minimum data rate
for D2D multicasting in (2) is rewritten as follows:

Rmin (M) = log2
(
1 + |ĝ0|2ρ

)
. (5)

3Note that the received signal strength indicator (RSSI) can alternatively
be used in the wireless system instead of CSI. However, the similar security
issue of forgery channel reporting will be the same and our framework can
be applicable even if we consider RSSI instead of CSI.

B. PERFORMANCE METRIC
We define the following two performance metrics to measure
the impacts of the clustering failure attack and the QoS
degradation attack on the cluster-based D2D communica-
tions, respectively.

1) CLUSTERING FAILURE PROBABILITY
The clustering failure probability is the probability that the
attacker is selected as the CH among all the N devices during
the clustering. In other words, it indicates the impact of the
clustering failure attack on the clustering process. For exam-
ple, when we only consider the attack without any defense
mechanisms, the clustering failure probability is given by

pref = Pr
[

max
n∈N \{0}

|hn|2 < |ĥ0|2
]

, (6)

where N \ {0} indicates subtraction of the index 0
from N .

Note that the clustering failure probability can be signifi-
cantly reduced when the defense mechanism is applied at the
base station. The derivation of (6) and the effect of defense
mechanism will be analyzed and discussed in Section IV.

2) CLUSTER SUM-RATE
The cluster sum-rate is a summation of the data rates of CMs
requesting data from the CH. For example, if the attacker
successfully executes the QoS degradation attack, the CH
multicasts the data to CMs inM based on (5). Thus, in this
case, the cluster sum-rate is given by

Rsumref = |M| × log2
(
1 + |ĝ0|2ρ

)
, (7)

where |M| denotes the number of elements inM.
Note that the cluster sum-rate jointly considers the number

of served devices by the CH using D2D communications in
the cluster and the minimum multicasting data rate among
corresponding CMs.

IV. THRESHOLD-BASED DEFENSE MECHANISM
In this section, we propose threshold-based defense mecha-
nisms and analyze their effectiveness against the clustering
failure attack and the QoS degradation attack.

Note that threshold-based defense mechanisms can filter
out the candidates of the malicious devices suspected to
forge the CSI values by comparing the given threshold val-
ues and estimated CSI values. The effect of threshold-based
defense depends on the attacker’s strategy (value of α in our
case) and thus threshold values should be carefully deter-
mined. Further, several studies verify that properly setting
threshold values can provide performance gain (e.g., outage
probability) [28], [29].

A. THRESHOLD AGAINST CLUSTERING FAILURE ATTACK
For the clustering failure attack, the attacker intentionally
reports the overestimated CSI (i.e., |ĥ0|2) to the base station.
We consider that the base station employs a threshold β to
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filter out the overestimated CSI by the attacker during the
clustering process. In other words, the base station consid-
ers the following criterion on each CSI feedback from each
device for the defense,

|hn|2 > β for n ∈ N . (8)

If there exists any CSI feedback satisfying the condition
in (8), then the base station regards such CSI as overestimated
CSI feedback by the attacker and excludes the correspond-
ing device from the list of candidates for the CH selection.
Note that if we set a large β value, then we cannot properly
defend the clustering failure attack. However, a small β value
causes failure in the clustering process since the CH selection
process cannot be completed due to the empty candidate set.
Accordingly, β should be carefully determined and it will be
discussed further in Section V.

1) CLUSTERING FAILURE PROBABILITY WITHOUT DEFENSE
For reference, we first analyze the clustering failure prob-
ability without considering the threshold condition in (8),
summarized in the following theorem.
Theorem 1: For given N , σ 2

h , and α, the clustering failure
probability without any defense mechanism is given by

pref =

N−1∑
k=0

(
N − 1
k

)
(−1)k

αk + 1
. (9)

Proof: When we do not consider the defense mech-
anism, the clustering failure probability is given in (6).
To derive the closed-form of (6), we use the following nota-
tion: X = |ĥ0|2 = α|h0|2 and Y = maxn∈N \{0} |hn|2.
Thus, (6) is rewritten as follows:

pref = Pr [Y < X ] =

∫
∞

0
FY (x) fX (x) dx, (10)

where FY (·) and fX (·) denote the cumulative distribution
function (CDF) of Y and the probability density function
(PDF) of X , respectively.
Since |hn|2 is exponentially distributed with a parameter

σ 2
h , Y is a maximum of N − 1 i.i.d. exponential random

variables and X is also exponentially distributed. Using the
probability theory [30], FY (y) and fX (x) are obtained as
follows:

FY (y) =

(
1 − exp

(
−

y

σ 2
h

))N−1

(11)

=

N−1∑
k=0

(
N − 1
k

)
(−1)k exp

(
−
ky

σ 2
h

)
, (12)

fX (x) =
1

ασ 2
h

exp

(
−

x

ασ 2
h

)
, (13)

where the equality in (12) holds due to the binomial theo-
rem [31].

Finally, we can obtain (9) by plugging (12) and (13)
into (10).

2) CLUSTERING FAILURE PROBABILITY WITH DEFENSE
Now, we focus on deriving the clustering failure probability
with the threshold-based defense mechanism, summarized in
the following theorem.
Theorem 2: For given N , σ 2

h , α, and β, the clustering fail-
ure probability with the threshold-based defense mechanism
is given by

pdef =

1 − e

(
−

β

ασ2h

) N−1∑
k=0

(
N − 1
k

)1 − e

(
−

β

σ2h

)k

× e

(
−

β(N−1−k)
σ2h

)

× ηαηk0

k∑
m=0

(
k
m

)
(−1)m

αm+ 1

1 − e

(
−(αm+1)β

ασ2h

)
+ e

(
−

β

ασ2h

)
e

(
−

β(N−1)
σ2h

)
, (14)

where η0 =

(
1 − exp

(
−

β

σ 2
h

))−1

and

ηα =

(
1 − exp

(
−

β

ασ 2
h

))−1

.

Proof: Let us define the following probability events to
derive (14).
S: an event that the base station fails to form the cluster,
B: an event of α|h0|2 ≤ β,
Bc: a complement of B (i.e., α|h0|2 > β),
Ak : an event that the number of devices whose CSI is less

than or equal to β (i.e., |hn|2 ≤ β) is exactly k among
N − 1 normal devices.

Then, the clustering failure probability with the threshold-
based defense mechanism is expressed as follows:

pdef =

N−1∑
k=0

Pr [Ak ∩ B] Pr [S | Ak ∩ B]

+ Pr
[
Bc
]
Pr
[
S | Bc

]
=

N−1∑
k=0

Pr [Ak ] Pr [B] Pr [S | Ak ∩ B]

+ Pr
[
Bc
]
Pr [A0] , (15)

where the second equality holds since the Ak and B are
independent events and Pr [S | Bc] is reduced to Pr [A0] for
given Bc.
Using the fact that |hn|2 is exponentially distributed with

a parameter σ 2
h , we can obtain Pr [Ak ], Pr [B], and Pr [Bc] as

follows:

Pr [Ak ] =

(
N − 1
k

)1 − e

(
−

β

σ2h

)k

e

(
−

β(N−1−k)
σ2h

)
, (16)

Pr [B] = 1 − e

(
−

β

ασ2h

)
, (17)

Pr
[
Bc
]

= 1 − Pr [B] = e

(
−

β

ασ2h

)
. (18)
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Further, we use the following notation: X = |ĥ0|2 =

α|h0|2 and W = maxn∈{1,··· ,k} |hn|2. Then, Pr [S | Ak ∩ B]
is rewritten as follows:

Pr [S | Ak ∩ B] = Pr [W < X ] =

∫ β

0
FW (x) fX (x) dx,

(19)

where FW (·) and fX (·) denote the CDF ofW and the PDF of
X , respectively.
For given Ak and B, X is a truncated exponential random

variable and W is a maximum of k truncated exponential
random variables [30]. Thus, FW (w) and fX (x) are obtained
as follows:

FW (w) = ηk0

(
1 − exp

(
−
w

σ 2
h

))k
(20)

= ηk0

k∑
m=0

(
k
m

)
(−1)m exp

(
−
mw

σ 2
h

)
, (21)

fX (x) =
ηα

ασ 2
h

exp

(
−

x

ασ 2
h

)
, (22)

where we consider η0 =

(
1 − exp

(
−

β

σ 2
h

))−1

and ηα =(
1 − exp

(
−

β

ασ 2
h

))−1

as factors for truncated distributions.

By plugging (21) and (22) into (23), we can obtain
Pr [S | Ak ∩ B] as follows:

Pr [S | Ak ∩ B]

= ηαηk0

k∑
m=0

(
k
m

)
(−1)m

αm+ 1

1 − e

(
−(αm+1)β

ασ2h

) . (23)

Finally, we can obtain (14) by plugging (16), (17), (18),
and (23) into (15).

Remark 1: The clustering failure probability in (14) is a
function of α and β. Thus, the α value should be given in
advance to the base station in order to set an optimal β value
that minimizes the clustering failure probability against the
clustering failure attack. However, the attacker determines the
α value and it is unavailable at the base station. For practical
use of the defense mechanism, the β value should be set
without considering the α value. We have empirically inves-
tigated a way of determining suboptimal β values without
considering the α value through simulation and it will be
discussed in Section V.

B. THRESHOLD AGAINST THE QoS DEGRADATION ATTACK
For the QoS degradation attack, the attacker intentionally
reports the underestimated CSI (i.e., |ĝ0|2) to the CH.
We consider that the base station employs a threshold γ to
filter out the underestimated CSI by the attacker during D2D
multicasting by the CH. We assume that the base station
determines the threshold γ and securely transmits its value

to the CH.4 Thus, the CH is able to consider the following
criterion on each CSI feedback from each device to the CH
for the defense.

|gn|2 < γ for n ∈ M. (24)

Similarly to the overestimated CSI case (i.e., the clustering
failure attack), if there exists any CSI feedback satisfying the
condition in (24), then the CH regards such CSI as underesti-
mated feedback by the attacker and excludes a corresponding
device fromM.
Let K denote an index set of cluster members considered

as sending normal CSI feedback to the CH (i.e., |gn|2 ≥ γ ).
Then, the CH sets data rate of D2D multicasting based on K
and the cluster sum-rate is given by

Rsumdef = |K| × log2

(
1 + min

n∈K

{
|gn|2

}
ρ

)
. (25)

Remark 2: The cluster sum-rate in (25) is dependent on
the γ value. For example, if we set too large γ value, the
cluster sum-rate is zero since K can be an empty set (i.e.,
|K| = 0). Thus, the γ value should be carefully determined.
In average sense, we can theoretically determine an optimal γ
value using an expected value of the cluster sum-rate in (25),
which is given by5

E
[
Rsumdef

]
= Pr

[
|ĝ0|2 ≥ γ

] N−1∑
m=0

Pr [|K| = m]

× E
[
(m+ 1) log2

(
1 + min

n∈K

{
|gn|2, |ĝ0|2

}
ρ

)]

+ Pr
[
|ĝ0|2 < γ

] N−1∑
m=1

Pr [|K| = m]

× E
[
m log2

(
1 + min

n∈K

{
|gn|2

}
ρ

)]
. (26)

However, it is difficult to exactly derive the closed-form
of (26) and to analytically find an optimal γ value. Instead,
similar to β, we have empirically investigated a way of deter-
mining suboptimal γ values through simulations and it will
be discussed in Section V.

V. NUMERICAL RESULTS AND DISCUSSIONS
In this section, we first introduce an algorithm to set opti-
mal or suboptimal values for β and γ . Then, we evaluate
the performance of threshold-based defense mechanisms in
terms of clustering failure probability and cluster sum-rate.
We investigate the performance by considering two cases: the
proposed suboptimal value and the optimal threshold values
(i.e., β⋆ and γ ⋆).

4Note that setting γ at the base station can prevent the attacker from
learning details of the defense mechanism when it is selected as the CH.

5We consider (m+ 1) in the first term of (26) since the malicious user sat-
isfies the threshold condition (i.e., Pr

[
|ĝ0|2 ≥ γ

]
) and thus it is considered

together during the cluster sum-rate calculation.
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Algorithm 1 shown at the next page describes a procedure
to set threshold values (i.e., β∗ and γ ∗) against both clustering
failure attack and QoS degradation attack. Note that we can
set optimal threshold values when α is given. However, it is
very difficult to accurately predict (or estimate) the value of
α. Thus, we alternatively propose to set suboptimal threshold
values, as described in lines 8 and 17 of Algorithm 1. Through
simulations, we find that the following threshold values are
able to provide near-optimal (i.e., suboptimal) performance
in terms of the clustering failure probability and the cluster
sum-rate, respectively,

β∗
= σ 2

h , (27)

γ ∗
=

1
5

× σ 2
g . (28)

Algorithm 1 Threshold Determination

Input: N , hn, σ 2
h , gn, σ

2
g , and α (optional)

Output: β∗ or γ ∗

1: if ready for clustering then
2: /* Set β against the clustering failure attack */
3: if α is estimated then
4: /* α is available */
5: For pdef in (14), β∗

=
∂pdef
∂β

6: else
7: /* Independent of α */
8: β∗

= σ 2
h

9: end if
10: else
11: /* Set γ against the QoS degradation attack */
12: if α is estimated then
13: /* α is available */
14: For E

[
Rsumdef

]
in (26), γ ∗

=
∂E[Rsumdef ]

∂γ
15: else
16: /* Independent of α */
17: γ ∗

=
1
5 × σ 2

g
18: end if
19: end if

Remark 3: Determining the β and γ values based
on (27) and (28) does not depend on the attacker’s deci-
sion on the α value. Thus, the threshold-based defense
mechanisms with the proposed beta and gamma val-
ues can be practically used against the CSI forgery
attacks.

We use MATLAB R2021a (version 9.10.0) for the simula-
tion results, and we consider N = 5, σ 2

h = 1.0, σ 2
g = 1.0,

and 1,000,000 iterations by default. In addition, we consider
‘CSI forgery’ and ‘No CSI forgery’ schemes for baseline
schemes. ‘CSI forgery’ scheme indicates the performances
of CSI forgery attacks when we do not employ the proposed
defense mechanism and ‘No CSI forgery’ scheme indicates
the performances when the attacker does not execute CSI
forgery (i.e., α = 1), respectively.

FIGURE 2. Clustering failure probability for varying α.

A. IMPACT OF THE CLUSTERING FAILURE ATTACK
Fig. 2 shows the clustering failure probability for varying α.
When we do not employ the defense mechanism (i.e., ‘CSI
forgery’ scheme), the clustering failure probability increases
as the α value increases since the attacker is selected as the
CH with a high probability when the α value is large. When
the attacker does not forge the CSI feedback (i.e., ‘No CSI
forgery’), the clustering failure probability is 1

N = 0.2 since
the attacker only has the chance of being selected as the CH
equally with the other normal users. When we consider the
defense mechanismwith the proposed β value in (27), we can
achieve the low clustering failure probability for various α

values. However, we should carefully set the β value as the
inappropriate β value (e.g., β = 5.0) will not ensure the
effectiveness of the defense mechanism. Note that the simula-
tion (‘sim’) and analysis (‘ana’) results are exactly the same.
Analytical results of CSI forgery and threshold-based defense
schemes are obtained based on (9) and (14) in Theorems 1
and 2, respectively.

Fig. 3 shows two subfigures to determine the suboptimal
β values achieving near-optimal performance in terms of the
clustering failure probability. Fig. 3a shows the clustering
failure probability for varying β and α values. The color
of each point represents the probability value for given β

and α values: high clustering failure probability colored in
yellow and low clustering failure probability colored in deep
blue. For all α values, we can find an optimal β value
that minimizes the clustering failure probability. Fortunately,
we can approximate the optimal β⋆ value as σ 2

h proposed
in (27). Fig. 3b shows a comparison of the clustering failure
probabilities when we consider optimal β⋆ based on exhaus-
tive searching in Fig. 3a for given the α values, subopti-
mal β proposed in (27), and two reference threshold values
(i.e., 0.5σ 2

h and 2σ 2
h ). Using (27), we can achieve almost

near-optimal performance in terms of the clustering failure
probability, but we incur a performance loss if threshold
values are arbitrarily set. Note that we should carefully verify
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FIGURE 3. The clustering failure probability for various β and α values to
determine the suboptimal β values achieving near-optimal performance.

the feasibility of our proposed method to determine sub-
optimal β value on different simulation parameters such as
channel variance σ 2

h .
Fig. 4 compares the clustering failure probabilities using

the optimal β⋆ and proposed β in (27) for different channel
variance σ 2

h values. As we discussed, for any α values, our
proposed method to set suboptimal β values can achieve near
optimal performance in terms of the clustering failure proba-
bility. Note that the absolute error between clustering failure
probability using the optimal β⋆ value and the one using the
proposed β value decreases as the α value increases. Thus,
the threshold-based defense mechanism with the proposed
β value can be practically employed against the clustering
failure attack.

B. IMPACT OF THE QoS DEGRADATION ATTACK
Fig. 5 shows the cluster sum-rate for varying α. When the
threshold-based defense mechanism is not employed by the

FIGURE 4. A comparison of the clustering failure probability when we
consider both optimal β⋆ and proposed β for varying σ2

h .

CH, the CH sets the minimum data rate to consider all the
CMs in the cluster (i.e., ‘CSI forgery’ and ‘No CSI forgery’
schemes). For ‘CSI forgery’ scheme, the cluster sum-rate
decreases as the α value decreases since the CH sets the
minimum data rate for CMs based on the attacker’s under-
estimated CSI feedback. ‘No CSI forgery’ scheme shows the
constant cluster sum-rate as theα value decreases since it only
considers original CSI feedback by the attacker (i.e., α = 1.0)
instead of the forged one. When we consider the defense
mechanismwith the proposed γ value in (28), we can achieve
the higher cluster sum-rate compared with baseline schemes.
Note that the threshold-based defense mechanism filters out
some cluster members satisfying the condition (24) and thus
it results in the decrease of the size of served CMs (i.e., |K|

in (25)). However, this filtering effect contributes to increas-
ing the minimum data rate (i.e., log2

(
1 + minn∈K

{
|gn|2

}
ρ
)

in (25)). Thus, the cluster sum-rate can increases even if we
only consider some of CMs instead of all the CMs. Similarly
to setting the β value, we should carefully set the γ value
since the effect of defense mechanism varies depending on γ

values (e.g., γ = 0.01 and γ = 1.0).
Fig. 6 shows two subfigures to determine the suboptimal

γ values achieving near-optimal performance in terms of
the cluster sum-rate. Fig. 6a shows the cluster sum-rate for
varying γ and α values. The color of each point represents
the sum-rate for given γ and α values: high sum-rate colored
in yellow and low sum-rate colored in deep blue. For all α val-
ues, we can find an optimal γ value that maximizes the cluster
sum-rate. Similarly to β in (27), we can approximate the
optimal γ ⋆ value as 1

5σ
2
g proposed in (28). Fig. 6b compares

the cluster sum-rates when we consider optimal γ ⋆ based on
exhaustive searching in Fig. 6a for given α values, suboptimal
γ proposed in (28), and two reference threshold values (i.e.,
0.1σ 2

g and 0.5σ 2
g ). Note that we can achieve near-optimal

performance in terms of the cluster sum-rate using (28), but
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FIGURE 5. Cluster sum-rate for varying α.

we incur a performance loss if threshold values are arbitrarily
set. Our proposed defense mechanism is suboptimal and thus
it shows worse performance in some ranges, compared with
the γ = 0.1 case. Accordingly, we should carefully verify the
feasibility of our proposed method to determine suboptimal
γ value on different simulation parameters such as channel
variance σ 2

g .
Fig. 7 compares the cluster sum-rates using the optimal γ ⋆

and proposed γ in (28) for different channel variance σ 2
g val-

ues. There are no significant differences when we consider
the optimal γ ⋆ value and the proposed γ value for various
α values. Thus, the threshold-based defense mechanism with
the proposed γ value can be practically employed against the
QoS degradation attack.

C. DISCUSSIONS
In this subsection, we additionally discuss some issues of our
work such as the computational complexity analysis of the
threshold-based defense algorithm, advanced attack models,
the difficulty of CSI forgery in practice, and limitations.

1) COMPUTATIONAL COMPLEXITY ANALYSIS
Our proposed defense mechanism sets threshold values (i.e.,
β and γ ) based on Algorithm 1. Its calculation depends on
the availability of the α value (i.e., the attacker’s strategy).
We can determine an optimal threshold value (e.g., β) for
givenα but it requires computations proportional toN 2, based
on the derivative of (14) (or (26) in the case of γ ). On the
other hand, we can determine the suboptimal threshold values
(e.g., β) based on (27) (or (28) in the case of γ ) and it
does not require any further calculation. Thus, the computa-
tional complexity of the proposed algorithm is O(N 2) if α

is available and it is reduced to O(1) if we do not exploit
any information for the attacker, where O(·) denotes big O
notation for computational complexity analysis [32]. Note

FIGURE 6. The cluster sum-rate for various γ and α values to determine
the suboptimal γ values achieving suboptimal performance.

that we mostly achieve O(1) in general since the attacker’s
strategy is unknown in practice.

2) ADVANCED ATTACK MODEL
The complexity of the attack models in the CSI forgery prob-
lem varies depending on both the fabrication of CSI and the
resulting vulnerability in the systems. For example, instead of
clustering failure and performance degradation, CSI forgery
can launch more complicated attacks such as eavesdropping
if we carefully manipulate forged CSI values. In [17], the
authors explored the eavesdropping attack in a novel and
practical context in which CSI forgery entangles MU-MIMO
scheduling in a many-users regime. The aim of the attacker
was to optimize both the eavesdropping opportunity by being
selected with the victim and the corresponding decoding
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FIGURE 7. A comparison of the cluster sum-rates when we consider both
optimal γ ⋆ and proposed γ for varying σ2

g .

quality. The manipulation of the CSI was done by construct-
ing orthogonal CSI against victims followed by stepwise
refinements. In [33], the authors proposed a mathematically
formulated strategy for eavesdropping attacks in MU-MIMO
systems, called polynomial attack. The attack aims at the
messages transmitted to target clients and is launched by
exploiting the explicit CSI feedback mechanism in MU-
MIMO systems. The eavesdropping attackers can sniff the
CSI feedback from target clients, and use them to maliciously
forge the feedback to the access points. Note that there are
several attack models related to CSI forgery problems and it
is important to remember that the CSI forgery attacks can be
an initial step to launch the more complicated attacks such as
eavesdropping and the denial of service.

3) PRACTICAL ISSUE IN CSI FORGERY
Practically, we need some requirements to successfully
launch the CSI forgery attacks. For example, in an experi-
mental setting, the malicious user can execute the CSI forgery
attacks using software-defined radio devices such as universal
software radio peripheral (USRP) B210 [34]. Thus, it is easy
to successfully launch the attacks if software-defined radio
(SDR) devices are available to the attacker. On the other
hand, in case of using commercial devices instead of SDRs,
forging the CSI would be difficult and it might require ker-
nel programming to read (or write) information in hardware
modem [35], [36]. It is worth noting that CSI forgery prob-
lems are one of the common and important security issues in
wireless networks.

4) LIMITATIONS
Threshold-based defense mechanisms have some limitations.
First, suboptimal threshold values (i.e., β and γ ) might vary
depending on various environmental setting, and thus they
should be carefully estimated. Second, we assume that it is
difficult for the attackers to know the information related to

threshold values. However, if this information is available on
the attacker’s side, then attackers can bypass our defense and
cause more severe results to normal users. Thus, more accu-
rate and complicated defense mechanisms should be studied
for future work.

VI. CONCLUSION
In this paper, we investigated two CSI forgery attacks (i.e.,
clustering failure attack and QoS degradation attack) where
the malicious user in cellular D2D networks intentionally
reports its overestimated or underestimated CSI feedbacks
instead of the original one to the base station or to the
cluster head. We introduced two metrics to measure the
impact of both clustering failure and QoS degradation,
caused by CSI forgery attacks. We proposed threshold-
based defense mechanisms and further derived a closed-form
expression of the clustering failure probability. Furthermore,
we proposed to set suboptimal threshold values for defense
mechanisms without considering the attacker’s decision on
the α values. Our future research will focus on exploring
more efficient methods of preventing CSI forgery attacks in
cluster-based D2D communications, including more com-
plicated attack vectors able to launch more destructive
results from CSI forgery problems. In addition, robust
defense mechanisms using advanced techniques such as deep
learning-based abnormal detection and physical authentica-
tion against CSI forgery problems can be further investigated
as an extension of our work.
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