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ABSTRACT Data centres are becoming an increasingly important part of our society’s infrastructure.
The number of data centres is growing constantly, making growing the gross level of electrical energy
consumption. At the same time, the rapid spread of sophisticated electrical devices as well as other
automation systems in general produces an opportunity for making data centres an attractive player in the
constantly designing energy market. But for this, new advanced technologies must be applied to solve the
problems of complexity and heterogeneity in various types of data centre design. A new concept, which is
based on the automated generation of a digital twin (DT) system, directly from its schematic representation
is presented in this paper. A DT is a virtual version of an object or system, designed to aid decision-making
and virtual commissioning through simulation, machine learning, and reasoning. In the scope of current
work, the IEC 61850 standard is chosen as a starting point for a multi-step generation of the DT combining
simulation model and decentralized control logic. As a result, the designed DT ‘‘clone’’ of an electrical
system consists of the SIMULINK model of the electrical system plus the automatically generated control
application (based on the IEC 61499 standard).

INDEX TERMS Digital twin, data centre, automation, IEC 61850, IEC 61499, MATLAB.

I. INTRODUCTION
Data centres are becoming an increasingly important part of
our society’s infrastructure. According to Masanet et al. [1],
the demand for computing resources and data centre power
has been steadily increasing around the world, accounting
for about 1% of total electricity use. Growing consumption
of electrical energy and its price enforce all IT (Informa-
tion Technology) giants to rethink the concept of new data
centres’ power management process. Facebook’s data centre,
located in Luleå, Sweden, uses almost 70% less energy than

The associate editor coordinating the review of this manuscript and
approving it for publication was Ravindra Singh.

the average data centre according to BBC News [2]. Using
renewable resources in combination with efficient operation
can reduce the amount of consumed power to even more
impressive values. But at the same time, the wide propagation
of data centres poses numerous challenges for both engineer-
ing and control of the latter: dynamic load characteristics
become more erratic, requiring more sophisticated control,
prediction, and virtual commissioning.

Firstly, Radovanovic et al. [3] found that within a day, the
PDU (Power Distribution Unit) consumption level changes
dramatically by more than 10% for more than half of the
PDUs and intraday profiles are hard to accurately pre-
dict. That implies that more sophisticated algorithms and
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approaches should be used in order to meet the demand for
sustainable development in future years.

Secondly, the problem of different electrical sources’ use
in data centres produces the demand for their unification
under just one ‘‘umbrella’’ of a standard which makes the
control process more determent, trivial, and less expensive.
In relation to this problem, the authors of this paper want to
demonstrate the abilities of the IEC 61850 [4] standard (its
properties will be presented later in this text) to satisfy such
demand. The IEC 61850 standard was initially developed
for application in substation automation areas and is gaining
popularity in many other areas [5], [6], [7], including data
centres automation also.

Thirdly, modern data centres are equipped with the com-
plex decentralized architecture of automation systems which
requires an application of adequate software engineering
architecture to it. The IEC 61499 [8] standard is addressing
the challenges of distributed automation systems design and
is gaining popularity among the leading vendors of automa-
tion (see UniversalAutomation.org [9]). IEC 61499 tools and
controllers have been effectively employed in the different
areas of automation systems, for example, electrical power
management [10] and simulation of electrical systems [11].

As a commonly known trend for a solution to the problems
whichwere aforementioned, the design of the system’s digital
twin (used here as ‘‘DT’’ for short) is used [12]. The DT is
a new concept born in the field of Industry 4.0, combining
static and dynamic models of automated systems. It is used
for the online simulation of complex automated installations
and their virtual commissioning [13]. In this study, the term
digital twin refers to a multi-layer structure presented in
Figure 1. Since the infrastructure of a modern data centre is
itself a complex distributed automation system and must be
tightly integrated with the evolving power system, the task of
virtual commissioning and testing becomes very important.
It is also a point that for a time being, the process of DT
system design is still time-consuming, involving different
specific knowledge. We hypothesize that this process can be
substantially optimized by applying the automatic generation
technique that would start from the available digital docu-
mentation of electrical systems.

The main idea of this paper is to design a uniform method
for the automatic generation of a DT model of the data
centre’s electrical part directly from the specification file of
the electrical system. The System Configuration Description
file (or ‘‘SCD’’) of the IEC 61850 standard is taken as input
data for further data transformations.

The contributions of this paper are as follows:

1) developing an automated method of creating DTs of
automated data centre infrastructure for the purpose of
its virtual commissioning, which includes:

a) development of transformation rules for gen-
erating a simulation model based on the IEC
61850 specification of an electrical system of a
data centre.

FIGURE 1. Digital Twin of data centre infrastructure integrated into the
grid.

b) enabling IEC 61499-based control application
into the SIMULINK modeling as an important
step in the virtual commissioning of the system
under control.

c) prototyping of a software tool that justifies the
developed auto-generation method.

2) interoperability improving between IEC 61850
standard-compliant systems and data centres, by inves-
tigating and defining the common points between the
aforementioned

The rest of this article is structured as follows: in Section II
a review of related works is given. Section III describes
the definition of a use case. Section IV briefly describes
the details of the technologies used and depicts a flowchart
of operation. Section V provides background information.
Section VI presents the transformation templates integrated
into the developed software tool, the developed transfor-
mation rules, and the generation workflow. Section VII is
the result of the auto-generation discussed in the Section III
case study. Finally, Section VIII presents the conclusion and
further work.

II. RELATED WORK
As part of this work, a structured (systematic) review was
carried out. A brief overview of related work has been imple-
mented in the IEEE Xplore database. The reason for choosing
this database was because the IEEE is the most famous stan-
dardization organization in the world. In addition, the authors
found it very convenient and efficient to use the IEEE Xplore
website search engine. The search pattern (1) was considered
for research:

‘‘WHAT ′′AND‘‘LINKS ′′AND‘‘TOWHAT ′′ (1)

where the keyword WHAT was assigned the values ‘‘data
centre’’, ‘‘electrical system’’, or ‘‘heterogeneous energy
resource’’. The LINKS meant ‘‘simulation’’, ‘‘modeling’’ or
‘‘management’’. The keyword TO WHAT was assigned to
the names of communication protocols and standards that
are related to the control of heterogeneous electrical sources.
As a result, template (2) was used, where OR is the inclusion
criteria (increase in the number of similar works a search
result) and AND is the exclusion criteria (implies restriction
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FIGURE 2. The mind map that was chosen for the investigation frame.

of the search results):

(‘‘electrical system’’ OR ‘‘data center’’ OR ‘‘microgrid’’)

AND (‘‘simulation’’ OR ‘‘modeling’’ OR ‘‘management’’)

AND (‘‘IEC 61850’’ OR ‘‘IEC 61851’’ OR ‘‘IEC 61970’’

OR ‘‘IEC 61968’’ OR ‘‘IEC 63110’’) (2)

As seen from the template (2) above, the issue of develop-
ing and modeling new data centres was taken into considera-
tion where the matter of data centre control was thought to be
of the utmost importance (for example, IEC 61499, or OPC
UA [14]). The study’s main finding is that IEC 61850 may be
utilized as a link between several standards to make it easier
to create a new data centre infrastructure. Thus, the research
path that served as the foundation for the study is shown in
Figure 2 in the form of a mental map.

Additionally, the following questions were taken into
account during the review of the existing literature:

1) Who are the potential stakeholders of the research?
2) What is the diversity of standards that are already in

use?
3) How IEC 61850 can contribute to increasing automa-

tion in the area of electrical systems management?
As a result, for the query (2), only conference and journal

papers were included in the scope of interest. Also, only
publications during the last 10 years were considered. Among
of aforementioned 74 related works were identified, the most
relevant of which are discussed in this section.

Firstly, the authors want to highlight the work of
Higgins et al. [15] who proposed a development process com-
bining the IEC 61850 model with an object-oriented and
decentralized executable automation architecture to reduce
design and re-engineering efforts, especially those associated
with the software. The result of the above work is the auto-
matic generation of an IEC 61499-compliant platform from
an IEC 61850 ‘‘SCD’’ file for the electrical system under
investigation. At the same time, they did not consider the need
for automatic generation of the physical part of the electrical
system itself, which is different from what will be presented
in this paper.

These ideas were further developed by Andren et al. [5]
who introduced the principles of data conversion from the
IEC 61850 electrical system design to the IEC 61499 control
system. They analyzed the data representation models of
IEC 61850 and IEC 61499 and developed rules for con-
verting from one standard to another. Also, they have pre-
sented a model-based engineering approach to the design and
development of Smart Grid automation applications, practi-
cally implemented in a tool for automatically creating and
deploying control applications based on IEC 61850 descrip-
tions. Moreover, the distributed automation architecture of
IEC 61499 was found very much compatible with the
object-oriented approach of IEC 61850 paving the way to
the automatic generation of executable artifacts from the
static descriptions in IEC 61850, as it was investigated in
works [16], [17]. Here the fact of relative interoperability
between IEC 61850 and IEC 61499 data objects has been
proven through the design of an algorithm that translates the
‘‘SCD’’ file of an electrical system into the IEC 61499 control
project implementing automation functions over that electri-
cal system. These works made a significant step toward to
automatic generation of the DT parts.

OPC UA is a relatively young architecture, but at the
same time a very promising type of communication protocol,
gaining popularity in the automation area. The simplicity of
the information model is one of the biggest advantages of that
protocol [18]. Another benefit is that its information model
can be populated and engaged with other communication
protocols which were established previously. In this way,
different information mapping techniques are already known
today, among them manual (or direct) mapping (presented by
Cavalieri and Regalbuto in [19]), and ontology formulation
mapping (presented by Ingalalli et al. in [20]). The difference
in both [19] and [20] against the current work is the lack of
generation of the electric system model, which is considered
a key feature of the current work.

IEC 61970 and IEC 61850 are widely used in power
industry automation. But, because these two standards define
data models and interfaces respectively, the resulting models
are not uniform. Ling et al. [21] propose two aspects of
the differences: the data model and the service model. IEC
61970 defines the capabilities of the information model and
is widely used for enterprise integration.

In all related works presented above, the lack of a phys-
ical model can be observed, but it does not mean that this
problem was not considered as well. In fact, there is a lot
of research on modeling the behavior of data centers. In this
way, Vesterlund et al. [22] present comprehensive modeling
of the data centre. By analyzing a structure of an existing
data centre, they defined the list of most important parameters
(Table 1 in [22]). Then they are usingmathematical equations
to model the physical characteristics of the data centre. That
makes the model fast and sufficiently precise (the calculation
error is around 3.4 – 5.2%).

Furthermore, Berezovskaya et al. [23] followed the steps
by refactoring the monolithic model into several submodels,
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and by simulating this model’s behaviour, it is possible to
significantly increase the power-savings factor of the real data
centre (which, as the authors claim, can reach 68.6%).

Zhabelova et al. [24] addressed the complexity of smart
energy systems automation by bridging the multi-agent
approach to the decentralized logic design with advanced
object-oriented engineering standard IEC 61850 is gaining
popularity in the Smart-Grid domain. The standard was found
suitable for application in the data centre’s domain, despite
it was initially designed for substation automation manage-
ment. Confirming this finding, ABB in review [25], empha-
sized the practical benefits of applying IEC 61850 in the field
of data centre power management.

The field of artificial intelligence (AI) [26] also finds appli-
cation in data centre modeling. Zohdi has developed a frame-
work [27] for determining the optimal cooling strategies to
achieve a given temperature in a system using a minimum
amount of energy. In this work, the author uses a thermo-fluid
model based on the Navier-Stokes equations [28] and the
first law of thermodynamics. This model is then combined
with a genome-based machine learning algorithm to develop
a digital twin of the system under study. As the author states,
the main advantage of this approach is that the developed
model can run in real-time or faster than the real physical
system, which makes it suitable both as a design tool and as
an adaptive controller.

In summary, the conducted short survey shows clear signs
of the growing use of the IEC 61850 standard for engineering
the infrastructure automation of the data centre. However,
it was also noted isolation of the electric system simulation
branch from the design of the control branch of that electric
system means that these two directions are investigated sep-
arately from each other. The development of software appli-
cations for automating such hybrid systems and their virtual
commissioning requires a lot of effort and time. To bridge
this vacuum and begin the process of resolving these issues,
the authors propose a novel approach, which is considered
to be the first step toward the transformation of the IEC
61850-related ‘‘SCD’’ file into the DT model.

III. USE CASE DEFINITION
Let us consider a basic building block of the data centre
infrastructure – the emergency power system of data cen-
ters and take it as an example for further investigations. Its
structural scheme is shown in Figure 3 and the correspond-
ing electric circuit is shown in Figure 4. Here, the AC/DC
converter ‘‘D1’’ means that it has 2 transformation modes
(one is from alternating to direct current (or AC/DC), and
another one is DC/AC). When the utility source (not depicted
in Figure 4) is connected and functioning, power flow will be
as depicted in Figure 5 (left part). The green line here depicts
electrical power that goes from an external power source to
an improvised consumer (depicted as ‘‘LOAD’’). The yellow
line depicts electrical power that will only pass through if the
charging process of the battery ‘‘BT1’’ is established. If the
fault status of the utility source is registered by the voltage

FIGURE 3. Emergency power supply structural scheme of a data centre.

FIGURE 4. Typical diagram of emergency power supply circuit of data
centre diagram.

sensor ‘‘VT1’’, power flow will be as depicted in Figure 5
(right part). The red line here depicts that no power goes
between the main utility and the load.

From the paragraph above it can be concluded that voltage
and current characteristics were chosen as the main in the
scope of this research. This was not done by accident. To pro-
vide evidence as to why the proposed use case was chosen,
the authors would like to refer to the work of Meisner et al.
[29]. In this paper, the authors note that data center power
consumption is perhaps one of the most important factors
to consider during the data center design phase. Carefully
selected server power technology can reduce average power
consumption by up to 74%, or billions of dollars globally.
Therefore, data center validation in terms of power supply is
an urgent task.

Summing up this part, the focus of this use case is to
automatically generate the DT model of the data center’s
uninterrupted power system. As a result, generated system
should have the same behavior that it has in its real repre-
sentation (fault detection feature, control over different cur-
rent breakers, charging/discharging capabilities of the battery
source, etc.).

The authors want to emphasize once again that the novelty
of this work lies in the creation of a heterogeneous system
(physical model+ control system) over the electrical system,
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FIGURE 5. Data centres’s electrical power flow under different
conditions, where (a) is the ’’grid-connected’’ mode (from left) and (b) is
the ‘‘isolated’’ mode (from right).

which is considered a digital twin model in the current con-
text. This means that the presented scheme (Figure 4) is
taken only to demonstrate the possibilities of the declared
idea. To focus more on the proposed transformation method
rather than the specific details of the system under study, the
scenario has been greatly simplified.

IV. PROPOSED ENGINEERING FRAMEWORK
The proposed engineering base is designed to automate
the development and verification of the logic of distributed
automation of the data centre power supply system, facilitated
by an automatically generated simulation model. The result
of this study is displayed in the form of an Auto generation
tool, shown in Figure 6, which uses the ‘‘SCD’’ file as input
and generates a simulation model of the designed electrical
system as well as a new IEC 61499 application to control the
simulated model. As a result, these two files constitute a DT
system, useful for obtaining physical characteristics (current,
voltage, state of charge (SOC), etc.) as well as for virtual com-
missioning of its distributed automation, including a variety
of control signals.

The procedure begins with design documentation in the
form of an ‘‘SCD’’ diagram (depicted as an IEC 61850 com-
pliant environment in Figure 6), which includes compo-
nents related to electrical equipment and conforming to the
IEC 61850 standard. Thus, during the virtual commissioning
phase, the developed automation logic can be tested against
a simulation model. Specific implementations of the require-
ments can be added to the backbone automation logic. This
procedure can be repeated several times, with virtual com-
missioning taking place at each stage.

As a result, the qualitative methodology of the proposed
approach was developed in two stages, namely:

1) Data collection. The procedure begins with the design
of documentation and is divided into two stages.
a) Participant observation. Includes the main elec-

trical equipment of the data centre and its IEC
61850 compliance (see Figure 4).

b) Recursiveness. The design under study can be
changed at the stage of data collection (correction
of the original ‘‘SCD’’ file is not prohibited).

FIGURE 6. Engineering flow in the proposed framework.

2) Data analysis. Pattern recognition of the developed
‘‘SCD’’ file. This step is represented by three sub-steps,
namely:
a) Coding. This step is already implemented in the

IEC 61850 standard since all the abstractions
under investigation are associated with specific
words/labels (more details on this will be pre-
sented in Section V, part A).

b) Thematic analysis of the pattern. Converting
encoded words to structured data (data fitting)
and generating a template (to be explained in
Section VI).

c) Content analysis. Pattern stack generation. Anal-
ysis of the received template stack, creation of
the corresponding model, and its verification
against the original ‘‘SCD’’ file (to be explained
in SectVII).

V. BACKGROUND
A. IEC 61850
As it was briefly represented in Section I, IEC 61850 is
an international standard covering various aspects of smart
power distribution systems, including communication pro-
tocols for various equipment in a substation, protection,
control/measurement equipment, and intelligent electronic
devices (IEDs). Main characteristics of IEC 61850:

1) Data modeling. Primary objects, as well as protection
and control capabilities, are represented as standard
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FIGURE 7. Different types of configuration files and their usage.

logical nodes (LNs) that can be grouped into different
logical devices.

2) Fast transmission of events. Generic Substation Events
(GSE) are designed for fast event data transmission in
peer-to-peer mode.

3) Transfer of sample data. Sampled Value Control
Blocks are used in circuits to handle Sampled Value
Transmission (SVCB).

4) Data store. Substation Configuration Language (SCL)
is a specification for storing all configured data in a
standardized format

5) Directory of logical objects. All IEC 61850 devices
use the same object and function namespaces, allowing
objects to be integrated into the data centre power
system.

The advantage of the IEC 61850 standard is that it has
a well-defined catalog of names for entities. This means
that by knowing the name of an IEC 61850 element, one
can accurately determine its type, functions, parameters, and
properties. This feature makes IEC 61850 especially attrac-
tive for the automatic creation of DT systems.

According to the workflow implied by IEC 61850, two
types of configuration tools are required, System Configura-
tion Tool and IED Configuration Tool, as shown in Figure 7.
The structure of the electrical system and the required func-
tions are described in the system configuration files (‘‘SSD’’
and ‘‘SCD’’) when the exact IED models that perform these
functions are included in the IED configuration files (‘‘IID’’,
‘‘ICD’’, ‘‘SCD’’ and ‘‘CID’’). System configuration tools (as
exemplified by ‘‘Helinks’’ [30] in this article) include graph-
ical editors for compiling systems from objects and storing
descriptions in the form of ‘‘SSD’’ and ‘‘SCD’’ configuration
files.

IEC 61850-6 defines five types of files to work with SCL
files: ‘‘SSD’’, ‘‘ICD’’, ‘‘SCD’’, ‘‘CID’’ and ‘‘IID’’. Here is a
definition of some of them:

SSD - System Specification Description: This file
describes the topology of an automated electrical system as
well as the required functions but does not include the exact
models of the IEDs that perform these functions.

SCD - Substation Configuration Description: A file con-
taining the entire system configuration, including the infor-
mation model of the selected physical equipment, network
settings, data flows, etc. An ‘‘SCD’’ file consists of a ‘‘.ssd’’
file and several ‘‘.icd’’ files.

The authors find the biggest advantage of the IEC 61850
standard is that it has a strongly defined catalog of names
for logical objects. It means that by knowing the name of

TABLE 1. List of IEC 61850 objects.

FIGURE 8. IEC 61499 FB example view.

FIGURE 9. Example of Execution control chart view in IEC 61499.

the IEC 61850 element it is possible to establish accurately
its type, functions, parameters, and properties. This feature
makes IEC 61850 attractive for an automatic generation of
DT systems. In Table 1 some of the IEC 61850 LNs are
presented.

B. IEC 61499
IEC 61499 is an international standard defining the dis-
tributed architecture for industrial process measurement and
control systems. It is best suited for modeling and implemen-
tation of distributed automation systems, which fits well with
the current smart energy automation, including large data
centres. IEC 61499 permits an application-centric design,
in which one or more applications are built for the entire
system and then deployed to the available devices, defined
by networks of interconnected function blocks. A device
model provides a software abstraction for control devices
composing systems. The system model includes applica-
tions, mapped to instances of device types connected with
communication segments. The mapping model describes the
application’s distribution across the devices.

The main design artifacts of IEC 61499 are Function
Blocks or FB for short (as an example, see Figure 8), which
have event and data interfaces. Input events are used to acti-
vate the execution of FBs that leads to an evaluation of the
internal state machine called Execution Control Chart (ECC)
(as an example, see Figure 9).
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FIGURE 10. Transformation process from IEC 61850 to IEC 61499.

TheHuman-Machine Interface (HMI) is also an IEC 61499
standard-related tool, which is used for the generation of
human-triggered events for the designed system of FB. With
the help of an HMI, engineers can initiate the triggering
process of input/output data of FBs.

VI. MODELING NOMENCLATURE, GENERATION FLOW,
AND TRANSFORMATION STEPS DESCRIPTION
According to the structure of the proposed technical frame-
work (Figure 7), the DTmodel of the datacentre power supply
system consists of two parts:

1) SIMULINK-model of electrical equipment.
2) Control application over the simulated model

(IEC 61499 based)
The model was tested with help of the software-in-the-loop

(SiL) simulator. The automatically generated IEC 61499 con-
trol application was tested in a virtual PLC. The option of
virtual simulation of IEC 61499 applications is supported by
almost all IEC 61499 design environments, such as NxtStudio
(from NxtCONTROL group) and EcoStruxure Automation
Expert (from Schneider Electric).

A. GENERATION FLOW (IEC 61850 - IEC 61499)
As mentioned in Section V, an attractive benefit of the IEC
61850 standard is the catalog of logical objects associated
with electrical objects. As well as electrical components’
interconnection (as it is shown in Figure 4), a data cen-
tre power supply system can be also represented as sev-
eral IEC 61850 objects (or LNs) connected to each other
according to the electrical system diagram. At the same
time, because the IEC 61499 standard is vendor indepen-
dent and not biased to specific hardware topology, in theory,
it is possible to design any IEC 61499 FB and assign it to
IEC 61850 object. Therefore, in terms of an object-oriented
approach that authors are going to represent in this work,
where each IEC 61499 object can be represented as a
class, inputs/outputs of FB are the class variables, and the
input/output events are functions of classes. Based on this
information, the authors developed a translation table that
acts as a bridge between IEC 61850 LN and IEC 61499 FB.

FIGURE 11. Pseudo-code of the analysis of IEC 61850 components stack.

Due to the strictly defined names of LNs in IEC 61850, they
can be uniquely identified. For brevity, Figure 10 shows the
conversion of only some of the IEC 61850 LNs.

B. GENERATION FLOW (IEC 61850 - MATLAB)
Another part of DT generation is related to the creation of the
MATLAB/SIMULINK model. For each IEC 61850 object,
the corresponding MATLAB/SIMULINK object is taken
from the existing SIMULINK library (rightmost column
shown in Table 2). The content of Table 2 is presented in
the Auto generation tool (represented in Figure 6) as a trans-
formation table (in the same way as implemented for the
transformation to IEC 61499 FBs).

C. TRANSFORMATION STEPS (IEC 61850 - MATLAB)
The conversion procedure for MATLAB/SIMULINK Model
generation consists of the following steps:

1) Read the ‘‘SCD’’ file and create an array of IEC
61850 objects (see Table 1) with the given properties.

2) Transform the array of IEC 61850 objects (obtained
from the previous step) into SIMULINK objects
(according to Table 2).

3) Create a new (blank) MATLAB model.
4) Place transformed SIMULINK objects from step 2 in

the newly created model from step 3. MATLAB script
is used for that.

5) Create connections between SIMULINK objects in the
new model according to the ‘‘SCD’’ file. This process
is based on working with a stack (or array) of IEC
61850 objects obtained in step 1. The array is analyzed
according to the FIFO (First In - First Out) principle.
The IEC 61850 stack analysis pseudo-code is shown
in Figure 11. Here, the accum_array object, initialized
in line 5, is a list of all objects that have similar con-
nections. The algorithm compares the elements in the
IEC 61850 array one by one (lines 6-14) and populates
accum_array with new IEC 61850 objects (line 11).

VOLUME 11, 2023 4639



N. Galkin et al.: Automatic Generation of Data Centre Digital Twins for Virtual Commissioning of Their Automation Systems

TABLE 2. Transformation mapping table IEC 61850 - MATLAB/SIMULINK.

FIGURE 12. ’accum_array’ stack (a) with a schematic representation of
connections between objects (b).

FIGURE 13. ’accum_array’ stack (a) with a schematic representation of
connections between objects (b) during the next iteration of the
algorithm.

At the end of each ‘‘round’’ of analysis, any similar IEC
61850 connections found must be cleared to prevent an
infinite loop (line 15).

The resulting accum_array (Figure 12, a) is the source
for building SIMULINK connections (line 15 in Figure 11),

FIGURE 14. Generation flow of the IEC 61499 project files from the IEC
61850 stack.

where the connection structure is represented as a ‘‘star’’ with
one central object and several rays around it (Figure 12, b).
The first object in the list is always the center. Because each
IEC 61850 object (or LN) can have N >= 0 connections,
the same object can appear multiple times in the result-
ing accum_array stack. Let’s imagine that the result of the
next iteration of the IEC 61850 stack analysis is shown in
Figure 13 (a). It means that the resulting wiring diagram for
the SIMULINK objects is shown in Figure 13 (b).

One problem with converting IEC 61850 objects to
MATLAB/SIMULINK objects is the lack of obvious iden-
tification of IEC 61850 object connections that MATLAB/
SIMULINK objects have. As a result, the following
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FIGURE 15. The interface of the designed generation tool.

TABLE 3. List of transformation rules.

FIGURE 16. IEC 61850 design of the electrical system (represented in the
Helinks environment).

rules were created to convert an IEC 61850 object to a
MATLAB/SIMULINK object (see Table 3).

When the analysis of IEC 61850 objects is over, then
the resulting schematic representation is saved in form of a
MATLAB script (line 16 in Figure 11).

FIGURE 17. Auto-generated SIMULINK model view.

FIGURE 18. IEC 61499 auto-generated project tree view.

D. TRANSFORMATION STEPS (IEC 61850 - IEC 61499)
The auto-generation approach of transformation to IEC 61499
FBs is simpler than in the case of the SIMULINK model
because the automation control applications have a different
abstraction level. It means that it is not necessary (or even
adverse) to have predefined connections between blocks of
the system (as it is in the case of the SIMULINK model).
Since IEC 61499 project files also have an XML (Extensible
Markup Language) structure (like IEC 61850), the transfor-
mation process is reduced to generating a new IEC 61499
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FIGURE 19. Auto-generated system of FBs.

draft and deploying the XML structures (of new FBs descrip-
tions) in it. The schematic representation of that idea is
presented in Figure 14.

VII. TOOL DESCRIPTION AND RESULTS
A. DESIGN OF THE PROGRAMMING TOOL
To implement generation based on the principles presented
in this paper, a software tool was developed. The interface
of the tool is shown in Figure 15. It has two tabs for pre-
viewing the generated results (from left to right): the XML
structure of the loaded IEC 61850 ‘‘SCD’’ file, and the gen-
eratedMATLAB script of the electric charging station model.
To generate a new IEC 61499 project the user needs to go to
File - Generate IEC 61499 project.

B. TESTING AND RESULTS
The electrical scheme of an emergency power system of the
data centre (see Figure 4) was taken as an example for a
demonstration of the results. The same scheme was recreated
in the IEC 61850 compliant design environment Helinks (see
Figure 16). The authors would like again to highlight that the
proposed electrical system under investigation is taken for
demonstration purposes only. It is very simplified and cannot
be applied directly to some real-life hardware. The electric
schema of the system shown in Figure 3 has been created
in Helinks environment and the ‘‘SCD’’ file needed for the
initial transformation process has been generated.

Once the IEC 6180 project has been developed and
the project’s ‘‘SCD’’ file has been generated, it’s time to
load this file into the developed application and generate
a new MATLAB model corresponding to this IEC 61499
project with the control application inside. The result of
auto-generation is presented in Figures 17 - 20. Auto-
generated MATLAB/SIMULINK model is represented in
Figure 17. From Figure 17 it is possible to assume that

TABLE 4. Comparison of existing solutions with the designed one.

FIGURE 20. Auto-generated HMI.

with help of transformation tables (Figures 10 and 14) and
rules (see Table 3) the electrical scheme of the identical
topology was successfully generated. Connections between
components are routed correctly, and all components’ names
are transferred properly.

A view of the auto-generated IEC 61499 project struc-
ture is presented in Figure 18. Here it can be seen that
the designed IEC 61499 project already includes an appli-
cation with several precompiled instances. Names of these
instances are replicated names of blocks defined during
the IEC 61850 electrical scheme design (see Figure 16).
It is worth noting that for demonstration purposes, only 4
IEC 61850 LNs has been added to the transformation table
of the designed application (see Figure 14), and therefore
only 4 different types of IEC 61499 instances have been auto-
generated (they are presented in Figure 18).
The automatically generated IEC 61499 structure of FBs

is presented in Figure 19. Though this system of FBs is
considered as not complete and cannot be directly used, a big
part of the manual work for FBs design and their internal
configuration has been done automatically, which already
saves enough time. The HMI view is shown in Figure 20.
It has the same number of objects as in Figure 18 (instances)
and Figure 19 (FBs).

The demonstration of automatically generated results now
is finished. At this point, insignificant (from the time-cost
point of view) and hardly specific information is needed from
a designer to finalize both the MATLAB/SIMULINK model
and the automatically generated IEC 61499 project.

Before summing up, the proposed approach is compared
with existing solutions (Table 4) to highlight the value of
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ongoing work. As can be seen from Table 4, only the current
research results confirm the possibility of converting the IEC
61850 electrical system model into a MATLAB model. This
fact distinguishes the present study from other works.

VIII. CONCLUSION AND FUTURE WORK
In this paper, an approach was presented to convert the
IEC 61850 system configuration project file of the data
centre power supply system into the MATLAB/SIMULINK
physical model and IEC 61499 control application. Specific
transformation rules have been designed and integrated into
the code.

Enterprises engaged in the maintenance and construction
of electrical systems with a focus on reliability, reconfig-
urable computing, and automation can be considered poten-
tial stakeholders, as well as engineers and enterprises that are
already working with the IEC 61850 standard.

The advantages of the presented work are as follows:

1) It is compatible with IEC 61850 standard output files.
The developed approach is compatible with the IEC
61850 ‘‘SCD’’ file. This allows the output files of an
IEC 61850 compliant tool (the Helinks environment
in the case of this study) to be used as input files for
another application (developed in this work).

2) Reusing design files. Reuse of already created IEC
61850 ‘‘SCD’’ files helps reduce the development time
for new engineering solutions.

3) The auto-generated IEC 61499 solution is vendor inde-
pendent and can be used for any device that supports
IEC 61499.

The limitations include:

1) The number of supported IEC 61850 objects is lim-
ited. At this stage, only a subset of IEC 61850 exist-
ing objects is supported (as has been discussed in
Section VII B).

2) Not all IEC 61850 objects can be uniquely mapped
to SIMULINK objects. Most SIMULINK components
have what is known as polarity (when an object has
input and output pads), but this information is not
specified in IEC 61850, so there is a risk of automat-
ically generating a SIMULINK model that cannot be
modeled at all, or the results will be incorrect. To min-
imize the risk of creating a new model incorrectly, the
operator still needs to visually check the SIMULINK
model itself and manually correct the model in case of
inconsistencies.

3) IEC 61850 component library limitation. Although the
IEC 61850 library has all the most important compo-
nents for designing a simple mode charging station,
it is still not enough in size even for a medium complex
project. Currently, IEC 61850 has 91 LNs divided into
13 logical groups. Thus, the development of the IEC
61850 component library is vital to the further devel-
opment of the approach presented in this article.

Auto-generation of the hardware-loop model of the elec-
trical system for real-time simulators (such as OPAL-RT)
is considered one of the possible directions for the devel-
opment of this work. The proposed development will facil-
itate the process of commissioning the final design of IEC
61499 according to the developed electrical model topology
before it is finally deployed in a real control system.

DISCLAIMER
The content and views expressed in this material are those
of the authors and do not necessarily reflect the views
or opinions of the ERA-Net SES initiative. Any refer-
ence given does not necessarily imply the endorsement by
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REFERENCES
[1] E. Masanet, A. Shehabi, N. Lei, S. Smith, and J. Koomey, ‘‘Recalibrating

global data center energy-use estimates,’’ Science, vol. 367, no. 6481,
pp. 984–986, Feb. 2020, doi: 10.1126/science.aba3758.

[2] BBS News. Inside Facebook’s Green and Clean Arctic
Data Centre. Accessed: Sep. 27, 2022. [Online]. Available:
https://www.bbc.com/news/business-22879160

[3] A. Radovanovic, B. Chen, S. Talukdar, B. Roy, A.Duarte, andM. Shahbazi,
‘‘Power modeling for effective datacenter planning and compute manage-
ment,’’ IEEE Trans. Smart Grid, vol. 13, no. 2, pp. 1611–1621, Mar. 2022,
doi: 10.1109/TSG.2021.3125275.

[4] W. Huang, ‘‘Learn IEC 61850 configuration in 30 minutes,’’ in Proc. 71st
Annu. Conf. Protective Relay Engineers (CPRE), Mar. 2018, pp. 1–5, doi:
10.1109/CPRE.2018.8349803.

[5] F. Andren, T. Strasser, and W. Kastner, ‘‘Model-driven engineer-
ing applied to smart grid automation using IEC 61850 and IEC
61499,’’ in Proc. Power Syst. Comput. Conf., Aug. 2014, pp. 1–7, doi:
10.1109/PSCC.2014.7038498.

[6] T. S. Ustun and S. M. S. Hussain, ‘‘IEC 61850 modeling of
UPFC and XMPP communication for power management in
microgrids,’’ IEEE Access, vol. 8, pp. 141696–141704, 2020, doi:
10.1109/ACCESS.2020.3013264.

[7] J. Schmutzler, C. A. Andersen, and C. Wietfeld, ‘‘Evaluation of
OCPP and IEC 61850 for smart charging electric vehicles,’’ in Proc.
World Electric Vehicle Symp. Exhib. (EVS), Nov. 2013, pp. 1–12, doi:
10.1109/EVS.2013.6914751.

[8] V. Vyatkin, ‘‘The IEC 61499 standard and its semantics,’’ IEEE
Ind. Electron. Mag., vol. 3, no. 4, pp. 40–48, Dec. 2009, doi:
10.1109/MIE.2009.934796.

[9] Universal Automation. Unlock Your Automation Software. Accessed:
Sep. 27, 2022. [Online]. Available: https://universalautomation.org/

[10] G. Zhabelova and V. Vyatkin, ‘‘Multiagent smart grid automation archi-
tecture based on IEC 61850/61499 intelligent logical nodes,’’ IEEE
Trans. Ind. Electron., vol. 59, no. 5, pp. 2351–2362, May 2012, doi:
10.1109/TIE.2011.2167891.

[11] C.-H. Yang, G. Zhabelova, C.-W. Yang, and V. Vyatkin, ‘‘Cosimulation
environment for event-driven distributed controls of smart grid,’’ IEEE
Trans. Ind. Informat., vol. 9, no. 3, pp. 1423–1435, Aug. 2013, doi:
10.1109/TII.2013.2256791.

[12] G. Bhatti, H.Mohan, and R. R. Singh, ‘‘Towards the future of smart electric
vehicles: Digital twin technology,’’ Renew. Sustain. Energy Rev., vol. 141,
May 2021, Art. no. 110801, doi: 10.1016/j.rser.2021.110801.

[13] G. Barbieri, A. Bertuzzi, A. Capriotti, L. Ragazzini, D. Gutierrez, E. Negri,
and L. Fumagalli, ‘‘A virtual commissioning based methodology to inte-
grate digital twins into manufacturing systems,’’ Prod. Eng., vol. 15,
nos. 3–4, pp. 397–412, Jun. 2021, doi: 10.1007/s11740-021-01037-3.

[14] A. Eckhardt, S. Muller, and L. Leurs, ‘‘An evaluation of the applicability
of OPC UA publish subscribe on factory automation use cases,’’ in Proc.
IEEE 23rd Int. Conf. Emerg. Technol. Factory Autom. (ETFA), Sep. 2018,
pp. 1071–1074, doi: 10.1109/ETFA.2018.8502445.

[15] N. Higgins, V. Vyatkin, N.-K. C. Nair, andK. Schwarz, ‘‘Distributed power
system automation with IEC 61850, IEC 61499, and intelligent control,’’
IEEE Trans. Syst., Man, Cybern. C, Appl. Rev., vol. 41, no. 1, pp. 81–92,
Jan. 2011, doi: 10.1109/TSMCC.2010.2046322.

VOLUME 11, 2023 4643

http://dx.doi.org/10.1126/science.aba3758
http://dx.doi.org/10.1109/TSG.2021.3125275
http://dx.doi.org/10.1109/CPRE.2018.8349803
http://dx.doi.org/10.1109/PSCC.2014.7038498
http://dx.doi.org/10.1109/ACCESS.2020.3013264
http://dx.doi.org/10.1109/EVS.2013.6914751
http://dx.doi.org/10.1109/MIE.2009.934796
http://dx.doi.org/10.1109/TIE.2011.2167891
http://dx.doi.org/10.1109/TII.2013.2256791
http://dx.doi.org/10.1016/j.rser.2021.110801
http://dx.doi.org/10.1007/s11740-021-01037-3
http://dx.doi.org/10.1109/ETFA.2018.8502445
http://dx.doi.org/10.1109/TSMCC.2010.2046322


N. Galkin et al.: Automatic Generation of Data Centre Digital Twins for Virtual Commissioning of Their Automation Systems

[16] A. Voinov, C.-W. Yang, and V. Vyatkin, ‘‘Automatic generation of function
block systems implementing HMI for energy distribution automation,’’ in
Proc. IEEE 15th Int. Conf. Ind. Informat. (INDIN), Jul. 2017, pp. 706–713,
doi: 10.1109/INDIN.2017.8104859.

[17] C.-W. Yang, V. Dubinin, and V. Vyatkin, ‘‘Automatic generation of control
flow from requirements for distributed smart grid automation control,’’
IEEE Trans. Ind. Informat., vol. 16, no. 1, pp. 403–413, Jan. 2020, doi:
10.1109/TII.2019.2930772.

[18] M. Graube, S. Hensel, C. Iatrou, and L. Urbas, ‘‘Information models in
OPC UA and their advantages and disadvantages,’’ in Proc. 22nd IEEE
Int. Conf. Emerg. Technol. Factory Autom. (ETFA), Sep. 2017, pp. 1–8,
doi: 10.1109/ETFA.2017.8247691.

[19] S. Cavalieri and A. Regalbuto, ‘‘Mapping IEC 61850 SCL to OPC UA
for smart grid applications,’’ in Proc. IEEE 24th Int. Symp. Ind. Electron.
(ISIE), Jun. 2015, pp. 729–734, doi: 10.1109/ISIE.2015.7281559.

[20] A. Ingalalli, R. Kumar, and S. K. Bhadra, ‘‘Ontological formulation of
microgrid control system for interoperability,’’ in Proc. IEEE 23rd Int.
Conf. Emerg. Technol. Factory Autom. (ETFA), Sep. 2018, pp. 1391–1398,
doi: 10.1109/ETFA.2018.8502572.

[21] L. Ling, Y. Hongyong, and C. Xia, ‘‘Model differences between IEC
61970/61968 and IEC 61850,’’ in Proc. 3rd Int. Conf. Intell. Syst. Design
Eng. Appl., Jan. 2013, pp. 938–941, doi: 10.1109/ISDEA.2012.224.

[22] G. Zhabelova, M. Vesterlund, S. Eschmann, Y. Berezovskaya, V. Vyatkin,
and D. Flieller, ‘‘A comprehensive model of data center: From CPU
to cooling tower,’’ IEEE Access, vol. 6, pp. 61254–61266, 2018, doi:
10.1109/ACCESS.2018.2875623.

[23] Y. Berezovskaya, C.-W. Yang, A. Mousavi, V. Vyatkin, and T. B. Minde,
‘‘Modular model of a data centre as a tool for improving its
energy efficiency,’’ IEEE Access, vol. 8, pp. 46559–46573, 2020, doi:
10.1109/ACCESS.2020.2978065.

[24] G. Zhabelova, C.-W. Yang, and V. Vyatkin, ‘‘SysGrid: IEC 61850/IEC
61499 based engineering process for smart grid automation design,’’ in
Proc. 11th IEEE Int. Conf. Ind. Informat. (INDIN), Jul. 2013, pp. 364–369,
doi: 10.1109/INDIN.2013.6622911.

[25] ABB. IEC 61850 Simplifies Data Center Power-Infrastructure.
Accessed: Sep. 27, 2022. [Online]. Available: https://new.abb.com/news/
detail/66676/

[26] E. Tjoa and C. Guan, ‘‘A survey on explainable artificial
intelligence (XAI): Toward medical XAI,’’ IEEE Trans. Neural
Netw. Learn. Syst., vol. 32, no. 11, pp. 4793–4813, Nov. 2021, doi:
10.1109/TNNLS.2020.3027314.

[27] T. Zohdi, ‘‘A digital-twin and machine-learning framework for precise
heat and energy management of data-centers,’’ Comput. Mech., vol. 69,
pp. 1501–1516, Mar. 2022, doi: 10.1007/s00466-022-02152-3.

[28] D. R. Mack, ‘‘The top 10 equations [electrical engineering],’’ IEEE Poten-
tials, vol. 15, no. 5, pp. 39–40, Dec. 1996, doi: 10.1109/45.544041.

[29] D. Meisner, B. T. Gold, and T. F. Wenisch, ‘‘PowerNap: Eliminating
server idle power,’’ ACM SIGPLAN Notices, vol. 44, no. 3, pp. 205–216,
Feb. 2009, doi: 10.1145/1508244.1508269.

[30] Helinks STS. IEC 61850 System Engineering Tool. Accessed: Sep. 27,
2022. [Online]. Available: https://www.helinks.com

NIKOLAI GALKIN (Graduate Student Member,
IEEE) received the master’s degree in power
industry and electrical engineering from Southern
Federal University, Taganrog, Russia, in 2018.
He is currently pursuing the Ph.D. degree in elec-
trical engineering with the Department of Com-
puter Science, Electrical and Space Engineering,
Luleå University of Technology, Luleå, Sweden.
His research interests include electrical power con-
verters, power electrical equipment control sys-

tems, energy management communication standards, and software. He was a
recipient of the 2021 IEEE-IES Student and Young Professional Competition
Award for the best research project presentation.

MICHAIL RUCHKIN received the B.Tech. degree
in computer engineering from Penza State Univer-
sity, Penza, Russia, in 2022. His research interests
includemodel- and ontology-driven engineering in
the field of cyber-physical systems.

VALERIY VYATKIN (Fellow, IEEE) received the
dual Ph.D. degree from Russia and Japan, in
1992 and 1999, respectively, and the Habilitation
degree from Germany, in 2002. He is cur-
rently on Joint Appointment as the Chaired Pro-
fessor with the Luleå University of Technol-
ogy, Luleå, Sweden, and a Full Professor with
Aalto University, Helsinki, Finland. Previously,
he was a Visiting Scholar at Cambridge University,
Cambridge, U.K., and had permanent academic

appointments at New Zealand, Germany, Japan, and Russia. His research
interests include dependable distributed automation and industrial informat-
ics, software engineering for industrial automation systems, artificial intel-
ligence, distributed architectures, and multiagent systems applied in various
industry sectors, including smart grid, material handling, building manage-
ment systems, data centers, and reconfigurable manufacturing. He was a
recipient of the Andrew P. Sage Award for the Best IEEE Transactions
Paper, in 2012. He has been the Chair of the IEEE IES Technical Committee
on Industrial Informatics, since 2016, and the Vice-President of IES for
Technical Activities for the term 2022–2023.

CHEN-WEI YANG (Member, IEEE) received
the Bachelor of Engineering degree (Hons.) in
computer systems engineering and the M.E.
degree (Hons.) from The University of Auckland,
Auckland, New Zealand, in 2011 and 2012,
respectively, and the Ph.D. degree from the Luleå
University of Technology, Luleå, Sweden, in 2018.
He is currently a Domain Expert in the field of
distributed systems engineering, with particular
interests in energy systems, data centers, and man-

ufacturing systems. His research expertise interests include the development
of SOA systems with application in requirements design, data model-
ing, systems engineering, requirements validation, model transformation,
and substation automation design with an emphasis on IEC 61850 and
IEC 61499.

VIKTOR DUBININ received the Diploma and
Ph.D. degrees in computer engineering and the
Dr.Sc. degree in computer science from the Uni-
versity of Penza, Penza, Russia, in 1981, 1989, and
2014, respectively. From 1981 to 1989, he was a
Researcher; from 1989 to 1995, he was a Senior
Lecturer; and from 1995 to 2015, he was an
Associate Professor at the University of Penza.
In 2011, he held a visiting researcher posi-
tion with The University of Auckland, Auckland,

New Zealand, and from 2013 to 2019, he was with the Luleå University
of Technology, Luleå, Sweden. In 2015 to 2022, he has been a Professor
at the Department of Computer Science, University of Penza. His research
interests include formal methods for specification, verification, synthesis,
and implementation of distributed and discrete event systems. He was a
recipient of DAAD grants to work as a Guest Scientist with Martin Luther
University Halle-Wittenberg, Halle, Germany, in 2003, 2006, and 2010.

4644 VOLUME 11, 2023

http://dx.doi.org/10.1109/INDIN.2017.8104859
http://dx.doi.org/10.1109/TII.2019.2930772
http://dx.doi.org/10.1109/ETFA.2017.8247691
http://dx.doi.org/10.1109/ISIE.2015.7281559
http://dx.doi.org/10.1109/ETFA.2018.8502572
http://dx.doi.org/10.1109/ISDEA.2012.224
http://dx.doi.org/10.1109/ACCESS.2018.2875623
http://dx.doi.org/10.1109/ACCESS.2020.2978065
http://dx.doi.org/10.1109/INDIN.2013.6622911
http://dx.doi.org/10.1109/TNNLS.2020.3027314
http://dx.doi.org/10.1007/s00466-022-02152-3
http://dx.doi.org/10.1109/45.544041
http://dx.doi.org/10.1145/1508244.1508269

