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ABSTRACT Recent decades have seen dramatic development and adoption of digital technology. This
technological advancement generates a large amount of critical data that must be safeguarded. The security
of confidential data is one of the primary concerns in fog computing. As a result, achieving a reliable level
of security in the fog computing environment is crucial. In this context, 3D point and mesh fog data are
becoming increasingly popular among the various types of data stored in the fog. Data encryption using
chaotic behavior is one of the preferred research areas due to its unique properties, such as randomness,
determinism, sensitivity to initial conditions, and ergodicity. In this paper, we have taken advantage of this
chaotic behavior to achieve higher security. This study presents a novel approach for protecting the privacy of
3D point and mesh fog data. Initially, the fog data coordinates are transformed using the sequence generated
by the chaotic behavior. Then, bifurcation analysis is used to depict the enhanced scope of the proposed
map. The quality of the proposed chaotic system is assessed using metrics such as the Lyapunov exponent
and approximate entropy. Results show that the proposed encryption framework performs superior when
subjected to brute-force and statistical attacks. Further, the designed framework produces better results than
the prior literature.

INDEX TERMS Chaotic behavior, decryption, encryption, fog computing, 3D point fog, 3D mesh point.

I. INTRODUCTION
Fog computing, also known as fogging, is a type of cloud
architecture that is placed in between data and the cloud.
It is a distributed design in which fog nodes gather data from
various edge devices. This enables faster data transmission,
boosting overall network performance and efficiency. Using
fog computing, data management and storage can be effi-
ciently streamlined.

The architecture of the fog computing process is depicted
in Figure 1. It is made up of three layers. The lowest layer is
made up of edge devices such as sensors, actuators, vehicles,
and data-generating apps. Fog nodes sit in the second layer
above the edge devices, collecting data from multiple edge
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devices. Fog servers collect data from the edges via transport
layer technologies such as WiFi or Bluetooth. They handle
real-time edge requests and serve as a bidirectional gateway
between the cloud and edge devices. Fog nodes are typically
routers or base stations. The third layer is the cloud data
center, which receives data from fog nodes.

With the growing popularity of web usage, 3D points and
3D cross-section [1] information depictions are commonly
used for article portrayal. Applications like Autodesk123D
capture images of articles from various points and send them
to remote fog-based workers. This information is then used
to create a 3D model of the articles, which is then sent to the
clients. There are various desktop applications for altering the
3D point and cross-section fog information. Virtual Reality
(VR) innovation has recently enabled clients to experience
augmented reality 3D climate.
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FIGURE 1. Layered architecture of fog computing process.

However, there have always been possible risks to cloud
storage from numerous security vulnerabilities. The amount
of data that each user has varied from GBs to TBs, and the
local storage cannot keep up with this enormous demand
on its own. Because of this, adopting a low-complexity,
high-security cloud storage service is now a must in today’s
world [2]. In any case, the primary concern raised by these
data is security, as they are stored in the fog. As a result,
encryption of this information is an indispensable errand. The
3D information is enormous and multi-dimensional. Like-
wise, they have a high relationship among the focuses around
them. Subsequently, conventional encryption techniques
like Rivest, Shamir, and Adleman (RSA) [3], Advanced
Encryption Standard (AES) [4], Data Encryption Standard
(DES) [5], and blowfish [6], Two-fish [7], Elliptic Curve
Cryptography (ECC) [8], El Gamal encryption [9], Diffie-
Hellman key trade [10], and so on, may not be sufficient to
meet the security issues of 3D information.

There are certain privacy and security issues to be con-
cerned about 3D fog data, including limited network visibil-
ity, ineffective attack detection techniques, the lack of user-
selective data collecting, problems with virtualization, and
malicious fog node issues [11]. Several scholars and advert
infrastructure implementers predict that fog platforms will
be created and distributed in the coming years in a secure
way to accommodate the ever-growing progress of connected
computational devices. To create such secure systems, many
researchers are following security-centric approaches. In this
regard, this paper introduces a novel security framework for
the protection of 3D point fog and 3D mesh fog data, which
provides a solution to a fog computing environment.

The three main contributions of this paper are:
a) A new chaotic behavior generates a chaotic sequence for

encryption.
b) A novel two-level framework for the encryption of 3D

point fog and 3D mesh fog data.

c) Assessment of the proposed encryption scheme and
comparison with existing frameworks.

The rest of the paper is organized as follows. Section II
includes a thorough review of previous works in the
field. Section III describes how to generate chaotic behav-
ior sequences using the proposed chaotic behavior map.
Section IV describes the proposed encryption method. The
findings and discussion are presented in Section V. The work
is concluded in Section VI.

II. LITERATURE SURVEY
Since fog computing is a recent innovation in today’s world,
managing the security issues associated with fog computing
is most important. Chaos-based encryption algorithms have
been widely used for image encryption due to their ease of
implementation in comparison to more complex traditional
cryptosystems such as AES and DES. Various researchers
addressed the enhancement in the field of fog computing
concerning security. Authors in [12] emphasize the benefits
of fog computing in various fog applications, such as smart
grids and smart traffic control systems. In [13], adaptive-
thresholding sparsification and PCS techniques are used to
develop a new visually secure image encryption scheme.
An encryption method used in distributed computing was
proposed in [14]. In this work, a patient-driven plan was pro-
posed in which trait-based encryption was performed. This
framework accomplished a serious level of safety by using
multi-authority encryption. Intermediary-based encryption
conspires for distributed storage was proposed in [15]. In this
plan, an intermediary is approved by the sender for informa-
tion encryption. This scrambled information is transferred to
the fog. This structure depends on grid-based cryptography.
The framework was demonstrated to accomplish protection
from the acted-up fog workers. Homomorphic encryption
is used in [16] to ensure the security of large amounts of
data stored in the fog. Various fog notes were empowered
and isolated in this study to perform computational analysis
on numerous pieces of data. These hubs were designed to
function independently. As a result, it was discovered that
the presentation of this framework was superior to encryption
using a single distributed computing hub. The work proposed
in [17] describes another encryption scheme based on the
confusion hypothesis. In this work, the compressive detecting
hypothesis was used to achieve synchronous pressure and
encryption. The estimation lattice, which is used for encryp-
tion, is a volatile strategic arrangement. A sigmoid capacity
was used to measure the capacity. As a substitute for Discrete
Cosine Change (DCT) premise work, a single round word
reference was used. As a result, for each image, a unique
word reference was created. This aided in the achievement
of excellent encryption execution.

Encryption using hyper-chaotic behaviors was proposed
in [18]. Here, it uses two types of encryption. The data was
first encoded using block changes, then bit stages. Finally,
security was upgraded by rearranging the bits at the bit level.
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Encryption was accomplished using a hash value with a
length of 256 bits. This paper proposes a scheme for encrypt-
ing 3D point fog data using two types of encryption strate-
gies. The primary strategy was to use strategic tumultuous
planning to determine the age of irregular successions and
the later strategy was based on a change grid projection of
the 3D fog information focuses’ directions.

3D fog information encryption utilizing the arrangements
produced from the chaotic behavior was proposed in [19].
Here, the succession produced by cat tumultuous guides was
used for two kinds of encryptions. Themain system depended
on arranging the arrangements and rearranging the areas of
the 3D information dependent on the arranged successions.

III. CHAOTIC BEHAVIOR SEQUENCE GENERATION
Authors Pacha et al. [20] revealed that data encryption
systems generate hidden messages with chaotic behav-
ior. Because of their inherent characteristics, chaotic sys-
tems have fascinated the interest of many researchers. The
Lyapunov exponent and approximate entropy are two com-
monly usedmetrics for validating the chaotic behavior nature.

A. CHAOTIC BEHAVIOR OF LYAPUNOV EXPONENT (LE)
The Lyapunov exponent [21] is a widely used metric for
quantifying chaos in a chaotic behavior. It computes the aver-
age divergence between two trajectories obtained with two
different initial values that are close to each other. Lyapunov
Exponent (LE) is mathematically defined as follows [22]:

LE = limn→∞
1
N

∑N

n=1
log

∣∣∣∣dxn+1dxn

∣∣∣∣ (1)

A positive Lyapunov exponent indicates that the two tra-
jectories generated by the map will diverge exponentially
with time, while a negative value indicates that the two tra-
jectories will overlap at some point in time. Furthermore,
the greater the value of LE, the more chaotic behavior of
the sequence produced by the map. The majority of chaotic
systems in use today may have several drawbacks, such as
discontinuous chaotic parameter ranges, a dearth of robust
chaos, and a propensity for chaos degradation. To avoid the
said limitations, a two-dimensional (2-D) parametric poly-
nomial chaotic system (2D-PPCS) was proposed in [23].
High-dimensional chaotic maps have been extensively stud-
ied in recent years due to their more complex structures
and advantageous dynamic properties when compared to
low-dimensional chaotic maps. Customizing the number of
positive LEs and their values is tricky when making high-
dimensional chaotic maps because the complexity of a high-
dimensional chaotic map can be reflected in its positive LEs
[24]. Many high-dimensional chaotic maps with multiple
positive LEs have been developed in recent work [25], [26].
In [27], an n-dimensional polynomial chaotic system that can
generate nD chaotic maps with any desired LEs is proposed.

FIGURE 2. Bifurcation of the logistic map.

FIGURE 3. Lyapunov exponent of logistic map.

B. APPROXIMATE ENTROPY (AE)
Approximate entropy [28] is also used to represent the
Chaotic behavior nature of Chaotic behaviors quantitatively
by Pincus (1995). Higher AE values indicate that the Chaotic
behavior sequence has a high level of complexity.

C. LOGISTIC MAP
The purpose of using the logistic map is to perform more
complex pixel permutation, or better diffusion operation,
by taking advantage of its well-known chaotic behavior. One
function finds new positions for the pixels, while the other
changes their intensities. The logistic map is defined as:

xn+1 = µxn(1− xn) (2)

where control parameter µ ∈ [0, 4] and initial condition x0 ∈
[0, 1]. Here Chaotic behavior of xn+1 is completely reliant
on the value µ. According to the bifurcation diagram of the
Logistic Map given in Figure 2, it can be seen that the value
of µ approaches in the range µ ∈ [3.57, 4].

Figure 3 depicts the logistic map’s Lyapunov exponent to
further illustrate the logistic map’s chaotic behavior nature.
The chaotic behavior region is represented by the positive
region on the Lyapunov exponent graph.
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FIGURE 4. Bifurcation of proposed Chaotic Behavior.

FIGURE 5. Lyapunov exponent of proposed chaotic behavior.

D. PROPOSED CHAOTIC BEHAVIOR
The proposed Chaotic Behavior is defined as:

xn+1 = ((7000− µ)
/
7000)sin(85xn) (3)

here µ ∈ [0, 75] is the control parameter and x0 ∈ [0, 1] is
the initial condition. According to figure 4, the proposed map
is chaotic behavior in the range. This range is significantly
larger than the logistic map and logistic sine maps. The
proposed map’s sequences are used for the encryption and
decryption of point fog and mesh fog data. Furthermore, the
first 1000 values generated using a specific key are ignored
to avoid the transient effect.

Figure 5 depicts the proposed chaos behavior of Lyapunov
exponent, which is plotted similarly to the logistic map and
logistic sine maps. As seen in Figure 5, the proposed map
is completely chaotic behavior in the region µ ∈ [0, 75].
However, the highest value of LE obtained is 1.2881 when
µ = 75.
Furthermore, the Lyapunov exponent and approximate

entropy are evaluated and shown in Table 1 to quantitatively
illustrate the chaotic behavior properties of the proposedmap.

TABLE 1. Comparison of proposed Chaotic Behavior maps with logistic
and logistic sine maps.

FIGURE 6. Proposed generalized process of two-level encryption
schemes used for 3D point fog and 3D mesh fog data.

According to the tabulated values, the proposed map’s
LE and AE values are high when compared to other maps,
indicating that the proposed map has better chaotic behavior
than existing maps.

IV. PROPOSED METHODOLOGY
This section explains how the proposed chaotic behavior map
generates a sequence for fog encryption. The encryption and
decryption keys are securely transmitted between the sender
and the receiver. Furthermore, because this technique only
uses a few sets of keys, the risk of data leakage is reduced.
Since two levels of encryption are used, the proposed scheme
achieves an excessive level of security. In the first level, the
sequences generated by chaotic behavior maps are sorted
in ascending order to shuffle the coordinates of the fog
data. In the second level, the sequences generated by chaotic
behavior maps are sorted in descending order to further shuf-
fle the coordinates of the fog data. Figure 6 illustrates the
generalized process of two-level encryption schemes used for
3D point fog and 3D mesh fog data.

The process of decryption of 3D point fog is used to reverse
the encryption effect and recover the original 3D point fog/3D
mesh fog data from the encrypted data. Figure 7 illustrates the
generalized process of two-level decryption schemes used for
3D point fog and 3Dmesh fog data. The process of encryption
and decryption process of the 3D point fog model and 3D
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FIGURE 7. Proposed generalized process of two-level decryption
schemes used for 3D point fog and 3D mesh fog data.

mesh fog data is illustrated using algorithms in the following
subsections.

A. 3D POINT FOG MODEL
The data for the 3D point fog model is organized in a three-
dimensional coordinate system i.e., each point is made up
of three coordinates which are depicted in Figure 6. Fur-
thermore, the proposed scheme employs a double encryp-
tion method. The proposed chaotic behavior map generates
six random sequences to encrypt the information. These six
sequences are made up of six chaotic behavior keys referred
to as Pk1,Pk2, . . . .Pk6.
Encryption: The process of encryption of 3D point fog

is used to convert the original data P1,P2, . . .Pn into the
encrypted data Ep1,Ep2 . . . ,Epn. Algorithm 1 depicts the
steps necessary to encrypt the 3D point fog model.

Algorithm 1 Encryption of 3D Point Fog
Input:Original point fogP1,P2, . . .Pn wherePi = {xi, yi.zi}
and Chaotic keys Pk1,Pk2, . . . .Pk6 where Pki = {x0, µi}.
Output: Encrypted point fog Ep1,Ep2 . . . ,Epn where Epi =
{x̄i, ȳi, z̄i}.
Steps:
1: Using the chaotic behavior keys Pk1,Pk2,Pk3 generate

three chaotic behavior sequences S1, S2, S3.
2: Sort the chaotic behavior sequences in ascending order

and store the new location of each value.
3: Using the stored locations, swap the locations of the point

fog data P1,P2, . . .Pn to obtain intermediate point
fog data IP1, IP2, . . . IPn.

4: Now, using the chaotic behavior keys Pk4,Pk5,Pk6
generate three new chaotic behavior sequences
S4, S5, S6.

5: Sort the new chaotic sequences in descending order and
store the new location of each value.

6: Using the stored locations, swap the locations of the
intermediate point fog data IP1, IP2, . . . IPn to obtain
encrypted point fog data Ep1,Ep2 . . . ,Epn.

Decryption: The process of decryption of 3D point fog is
used to reverse the encryption effect and recover the original
data P1,P2, . . .Pn from the encrypted data p1,Ep2 . . . ,Epn.
The process of decrypting the 3D point fog model is illus-
trated using Algorithm 2.

Algorithm 2 Decryption of 3D Point Fog
Input: Encrypted point fog Ep1,Ep2 . . . ,Epn
chaotic behavior keys Pk1,Pk2, . . . .Pk6 where Pki =
{x0, µi}.
Output: Original point fog data P1,P2, . . .Pn.
Steps:
1: Using the chaotic behavior keys Pk4,Pk5,Pk6 generate

three chaotic behavior sequences S4, S5, S6.
2: Sort the chaotic behavior sequences in descending order

and store the new location of each value.
3: Using the stored locations, swap the locations of the

point fog data EP1,EP2, . . .EPn to obtain intermediate
point fog data IP1, IP2, . . . IPn.

4: Now, using the chaotic behavior keys Pk1,Pk2,Pk3
generate three new chaotic behavior sequences
S1, S2, S3.

5: Sort the new chaotic behavior sequences in ascending
order and store the new location of each value.

6: Using the stored locations, swap the locations of the
intermediate point fog data IP1, IP2, . . . IPn to obtain
original point fog data p1, p2 . . . , pn.

B. 3D MESH FOG MODEL
The 3D Mesh fog model uses the encryption process to
convert the original mesh fog M1,M2, . . . .Mn using chaotic
behavior keys EM1,EM2, . . . .EM18 and produces encrypted
mesh fog EM1,EM2, . . . .EMn. Figure 6 illustrates the pro-
cess of two-level encryption scheme formesh fog data and the
steps involved in the encryption of the 3D mesh fog model.
The process of 3DMesh fog data is explored using algorithms
3 and 4.

The decryption of 3Dmesh fog is done to reverse the effect
of encryption and to get back the original dataM1,M2, . . .Mn
from the encrypted data EM1,EM2 . . . ,EMn. Figure 7 illus-
trates the process of the proposed decryption scheme using
Mesh fog data. This process is illustrated using Algorithm 4.

V. RESULTS AND DISCUSSIONS
To assess the results of 3D point fog and 3D mesh fog data,
the datasets from the Artec 3D [29], [30] and Stanford 3D
scanning repository [30], [31] are used. Secret key sensitivity
analysis, encryption speed analysis, entropy analysis, Asym-
metry coefficient, and Differential analysis are used to assess
the security of 3D point fog and 3D mesh fog data.

A. SENSITIVITY ANALYSIS OF SECRET KEYS OF 3D POINT
AND 3D MESH FOG DATA
In order to be effective, an encryption system must be highly
sensitive to encryption keys. There must be a complete
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Algorithm 3 Encryption of 3D Mesh Fog
Input: Original mesh fog M1,M2, . . .Mn where Mi ={
V i
1,V

i
2.V

i
3

}
.

Here, V i
1 =

{
x i1, y

i
1.z

i
1

}
, V i

2 =
{
x i2, y

i
2.z

i
2

}
andV i

3 ={
x i3, y

i
3.z

i
3

}
and Chaotic Behavior keys Mk1,Mk2, . . . .Mk18

whereMki = {x0, µi}.
Output: Encrypted Mesh fog EM1,EM2 . . . ,EMn where
EMi = {

¯V i
1,
¯V i
2i,
¯V i
3}

Here ¯V i
1 = {

¯x i1,
¯yi1i ,
¯zi1},
¯V i
2 = {

¯x i2,
¯yi2i ,
¯zi2}and

¯V i
1 =

{
¯x i3,
¯yi3i ,
¯zi3},

Steps:
1: Using the chaotic behavior keysMk1,Mk2, . . . .Mk9

generate nine chaotic behavior sequences S1, S2, . . . S9.
2: Sort the chaotic behavior sequences in ascending order

and store the new location of each value.
3: Using the stored locations, swap the locations of the

point fog dataM1,M2, . . .Mn to obtain intermediate
point fog data IM1, IM2, . . . IMn.

4: Now, using the chaotic behavior keys
Mk10,Mk11, . . . .Mk18 generate nine new chaotic
behavior sequences S10, S11, . . . S18.

5: Sort the new chaotic behavior sequences in descending
order and store the new location of each value.

6: Using the stored locations, swap the locations of the
intermediate point fog data IM1, IM2, . . . IMn to obtain
encrypted point fog data EM1,EM2 . . . ,EMn.

FIGURE 8. Results obtained using secret key sensitivity analysis of 3D
point fog data.

FIGURE 9. Results obtained using secret key sensitivity analysis of 3D
Mesh fog data.

change in the cipher image for even small changes to the
encryption keys. Figures 8 and 9 show the original data,
encrypted data, and the result obtained after decryption with
the new set of keys. The sensitivity analysis of the proposed
methods is tested by changing the secret keys by1 = 10−15.
The decryption is then carried out with a new set of keys,
PKi = {x0+1,µi+1} and i = 1, 2, . . . , 6 for 3D point and

Algorithm 4 Decryption of 3D Mesh Fog
Input: Encrypted Mesh fog EM1,EM2 . . . ,EMn where
EMi =

{
¯V i
1,
¯V i
2i
, ¯V i

3

}
Here ¯V i

1 = {
¯x i1,
¯yi1i ,
¯zi1},
¯V i
2 =

{
¯x i2,
¯yi2i ,
¯zi2
}

and ¯V i
1 ={

¯x i3,
¯yi3i ,
¯zi3
}
and Chaotic Behavior keysMk1,Mk2, . . . .Mk18

whereMki = {x0, µi.}
Output: Original Mesh fog M1,M2, . . .Mn where
Mi =

{
V i
1,V

i
2.V

i
3

}
. Here V i

1 =
{
x i1, y

i
1.z

i
1

}
,

V i
2 =

{
x i2, y

i
2.z

i
2

}
and V i

3 =
{
x i3, y

i
3.z

i
3

}
.

Steps:
1: Using the chaotic behavior keysMk10,Mk11, . . . .Mk18

generate nine chaotic behavior sequences
S10, S11, . . . S18.
2: Sort the chaotic behavior sequences in descending order

and store the new location of each value.
3: Using the stored locations, swap the locations of the

point fog data EM1,EM2, . . .EMn to obtain intermedi-
ate

point fog data IM1, IM2, . . . IMn.
4: Now, using the chaotic behavior keys

Mk1,Mk2, . . . .Mk9 generate nine new chaotic behavior
sequences S1, S2, . . . S9.

5: Sort the new chaotic behavior sequences in ascending
order and store the new location of each value.

6: Using the stored locations, swap the locations of the
intermediate mesh fog data IM1, IM2, . . . IMn to obtain
the original mesh fog dataM1,M2 . . . ,Mn.

PKi = {x0 +1,µi +1} and i = 1, 2, . . . , 18 in case of 3D
Mesh fog data.

Figures 8 and 9 show that even minor changes in the key
parameter values prevent the data from being retrieved. As a
result, our proposed framework has extremely high secret
key sensitivity. The sensitivity level is in the range of 10−15,
which is extremely low.

B. SPEED OF ENCRYPTION ANALYSIS
A good encryption algorithm must also be run-time efficient
in addition to security. The proposed algorithm’s encryption
times are examined for images of various sizes and compared
with those of previous works in Table 2. The proposed system
was tested using MATLAB R2016b. Table 2 compares the
encryption time analysis of point fog data with existing algo-
rithms such as random variable (RV), random transformation
matrix (RTM), and random reversible matrix (RRM) [32].

Based on the analysis presented in Table 2, the proposed
encryption techniques require very less time compared to the
existing methods specified. The randomness of the proposed
techniques is further proved using the following subsection.

C. ENTROPY ANALYSIS
Entropy analysis is the best way to quantify the secu-
rity of mesh encryption. This is because entropy measures
the degree of uncertainty in a data source [33]. Entropy
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TABLE 2. Encryption time analysis of proposed 3D point and 3D Mesh fog
data.

TABLE 3. Comparison of Entropy analysis used for 3D point fog and 3D
mesh fog data.

determines how difficult it is to retrieve the original mesh
data without using the secret key. Below is its mathematical
equation.

Z(r) =
∑2n−1

c=0
p (rc) log

1
p (rc)

(4)

In this equation, Z (r) is the information entropy of image r . p
corresponds to the probability, and n refers to the total number
of pixels in a given image r . For example, an image with
256 grayscale values will have a maximum value of 8 for this
metric. In this case, an ideal case of Z (r) = log2 (255) ≈ 8.
The higher the value of entropy, the higher the uncertainty
and hence better the level of security against statistical attack.
Table 3 shows the entropy analysis of the proposed techniques
and compares the proposed scheme with existing techniques.

Based on the evidence of results in Table 3, it is clear
that the entropy values of the proposed algorithms provide a
randomness effect in the encryption. Even the average values
of the entropy analysis for the five chosen images are also
plausible. This indicates that the proposed algorithm is hard
for the intruder to break against statistical attacks.

D. ASYMMETRY COEFFICIENT
The coefficient of skewness or asymmetry coefficient are
terms used to describe the percentage of association between
two 3D fog points [37]. It is explained using the following

TABLE 4. Comparison of the proposed Chaotic Behavior maps with
existing Techniques.

equation.

S =
(Q3− 2Q2+Q1)

(Q3−Q1)
(5)

In these circumstances, S is the skewness, Q is the quartile,
which designates the distribution of values. Table 4 shows
the Asymmetry Skewness distribution of proposed Chaotic
Behavior maps with existing Techniques.

The skewness results indicate that the proposed technique
is above the axis of symmetry and parallel to the line of
equality, with the skewness S = 0.36 in the case of 3D point
and S = 0.37 in the case of 3D mesh fog data, respectively.
As a result, this makes it difficult for intruders to employ
various attacks to obtain fog data from the storage.

E. DIFFERENTIAL ATTACK
The attackers can obtain the secret key in a variety of ways.
One of them is differential attack. This attack’s mechanics
are as follows. The attacker has two copies of the same
image with only minor differences. In most cases, only a
one-bit change is required between these two copies. The
corresponding cipher images are then obtained by subject-
ing these two images to the corresponding encryption algo-
rithm. Furthermore, a potential relationship between these
two images is discovered, which has enormous implications
for the discovery of the secret key. The cipher’s resistance
to differential attack is assessed using the evaluation metrics
Unified Average Changing Intensity (UACI) and Number of
Pixels Change Rate (NPCR). Their mathematical formulas
are described as follows.

NPCR =

∑
e,kD(e, k)

G× T
× 100% (6)

here G and T represent the width and height of the image,
respectively. D(e, k) can be defined by:

D (e, k) =
{
1,ifS(e, k) 6=S

′

(e, k)
0,ifS (e, k) = S

′

(e, k)
(7)

UACI =
1

G× T

∑
e,k

∣∣∣S (e, k)− S ′ (e, k)∣∣∣
255

× 100 (8)
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TABLE 5. Proposed encryption algorithm Results (NPCR and UACI) for the
chosen images.

TABLE 6. Comparison of security metrics NPCR and UACI with existing
schemes.

here S and S ′ are, respectively, the ciphered images before and
after one pixel of the plain image is changed. Table 5 shows
the obtained values of NPCR and UACI for the proposed
encryption scheme for the chosen input data. Table 6 draws
the comparison of NPCR and UACI metrics for the proposed
scheme with the existing schemes [38], [39], [40], [41].

From the results shown in Table 6, it is clear that the
NPCR results of the proposed algorithm using 3D point
fog data outperform the studies specified in [38], [39],
and [41], and the algorithm using 3D mesh fog data out-
performs the study specified in [38] and [41]. The results
of the UACI of the proposed scheme using 3D point fog
data are better than those [38], [40], [41], and the algorithm
using 3D mesh fog data produces better results compared
to the study specified in [38] and [40]. This result indicates
that a minor change in the original data makes a maxi-
mum difference in the encrypted data. This feature leads to
diffusion property, indicating immunity to cipher text-only
attacks.

F. STATISTICAL RANDOMNESS ANALYSIS
Encrypted images in cryptographic applications must be
immune to statistical attacks. As a result, the NIST sta-
tistical randomness test suite (National Institute of Stan-
dards and Technology) is used to evaluate the randomness
of the resulting encrypted image [42]. To clear or accept
the randomness of bit sequences, the test significance level
should be greater than 0.01. Table 6 shows the NIST ran-
domness test results for a Dragon greyscale image of size
512× 512.
Tabulation results presented in Table 7 show that the pro-

posedmethod cleared (X) the randomness test under different
tests carried under the NIST test suite.

TABLE 7. NIST encryption test results of Proposed 3d point fog data and
3d Mesh data.

VI. CONCLUSION
The paper presented a novel method for encrypting 3D point
fog and 3D mesh fog data. For encryption, the proposed
method uses the sequences produced by chaotic behavior.
The proposed chaos was demonstrated using bifurcation anal-
ysis, Lyapunov type, and approximation entropy. Through
quantitative analysis, it has been shown that the proposed
map has higher LE and AE values than other maps, demon-
strating better chaotic behavior than other existing maps.
Additionally, regarding security testing, the proposed multi-
level encryption scheme conveyed outstanding results.

A variety of analyses, including secret key sensitivity anal-
ysis, encryption speed analysis, entropy analysis statistical
randomness analysis, were performed to demonstrate the
security and validity of the proposed algorithm. Results of
the differential attack show that proposed techniques lead to
diffusion property, indicating immunity to statistical attack.
The result of the asymmetry coefficient shows that the pro-
posed technique is above the axis of symmetry and parallel
to the line of equality, with the skewness S = 0.36 in the case
of 3D point and S = 0.37 in the case of 3D mesh fog data,
respectively. This property makes it difficult for intruders to
employ various attacks to obtain fog data from the storage.
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