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ABSTRACT Today, we could describe the Internet of Things (10T) as the pervasive and global network that
provides a system for monitoring, controlling, processing, and analyzing the data generated by IoT devices.
The huge amount of data generated by IoT devices when transported and routed through the internet presents
several challenges. One of the common routing protocols in IoT networks is RPL (Routing Protocol for Low
Power and Lossy Networks), but it is prone to security issues and attacks. Due to the presence of sensitive data
in IoT and its exchange in the open network, issues of privacy and security in this network should be given
special attention. In addition, the nodes in the Internet of Things have limited resources, and the symmetric
encryption key is used to encrypt the data of all nodes, which has security weaknesses. Therefore, an efficient
and secure authentication scheme is needed so that IoT nodes can authenticate each other and share a secure
session key. In this article, we review security aspects of RPL protocols focusing on selective forwarding
attacks. Further, we propose a key agreement and authentication mechanism based on ECDH (Elliptic-Curve
Diffie-Hellman). We show that our design is very secure, that it meets security requirements, and that it can
withstand known attacks while having low costs for computation and communication.

INDEX TERMS IoT, RPL, selective forwarding attack, RPL, ECC, ECDH, authentication.
I. INTRODUCTION [28], [29], [30], [30], [32], [33], [341], [35], [36], [37], [38],

The Internet of things (IoT) is creating a world where billions
of things and smart objects are integrated into networks seam-
lessly. The aim of this network is to provide advanced and
intelligent services to a range of sectors. These [oT nodes are
usually battery-powered, wirelessly connected, and deployed
in a mesh topology [1]. The devices are typically constrained
by limited power, memory, and processing resources. The
IoT network generally is optimized for energy-saving and
operates under a variety of such working constraints [2], [3],
(41, [51, [61, [71, [8], [91, [101, [11], [12], [13], [14], [15], [16],
(171, [18], [19], [201, [21], [22], [23], [24], [25], [26], [27],
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[39], [40], [41], [42], [43].

Every device and thing in the Internet of Things has its
unique Internet Protocol (IP) address. The devices, such as
sensors or mobile devices, monitor and collect all kinds
of data on the network. The data can be further collected,
processed, analyzed, and mined to extract effective informa-
tion to provide intelligent and ubiquitous services. The IoT
services are emerging into today’s markets in wide areas,
namely surveillance, health care, security, transport, food
safety, and distant object monitoring and control. High inter-
est in this paradigm has led to the deployment of large-scale
low-power and loss-free networks (LLNs) such as wireless
sensor networks, but there is an important issue that the
existing routing protocols are not suitable to deal with IoT
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requirements [3]. For support of the communication layers in
wireless personal area networks (WPAN) and the 6LowPAN
protocol, standardized protocols have been developed,
including the IEEE 802.15.4. The protocol is called RPL
(Routing Protocol for Low Power and Lossy Networks),
which is based on IPv6 [4].

In this article, we examined the vulnerability of the RPL
protocol against various attacks. Due to the vulnerabilities of
RPL, we have provided a secure key agreement and authen-
tication schema to improve the security of this protocol,
making it safe against all kinds of network attacks. One of
the RPL weaknesses is the use of a symmetric encryption
key for all nodes, which makes the security of all network
nodes vulnerable by exposing the symmetric key [45]. In our
protocol, we have a mechanism based on the ECDH theory,
that for each communication, the symmetric key to encrypt
information is completely different from the key of the pre-
vious communication. In addition, by completing the proto-
col process, nodes can have a unique session key for their
communication. The dynamic feature of the symmetric key
is one of the strengths of the proposed protocol compared
with other similar protocols in the IoT. Another feature of
the proposed method is its low computational cost, which
is compatible with low computational power network nodes.
The evaluations show that our protocol uses less time for
its operations than other key agreement and authentication
protocols. In the following, we have described the theories
(ECC, ECDLP, ECDH) used in the proposed protocol, RPL
concepts, RPL security challenges, and Selective Forwarding
Attack.

A. BASIC CONCEPT

Currently, many IoT companies are facing a lack of infor-
mation protection protocols. There is no suitable solution
to protect all IoT systems because most devices use differ-
ent control operating systems, servers, connection domains,
and protocols. Information encryption in IoT devices is very
important in terms of information security and privacy. Data
is stored on the server, and whoever has access to the data
must be controlled to guarantee privacy and data exclusivity.
Therefore, encryption must be done to protect and isolate data
between users, companies, and other individuals involved in
or accessing the data. Encrypting information and encrypting
it with complex and impenetrable algorithms may be a good
solution to keep information more secure for us so that we
don’t have to worry anymore. The new information security
solution based on the Internet of Things is to encrypt sensitive
and important information before sending it or to send it
encrypted to the destination. Cryptographic methods are an
excellent way to build trust between companies and users,
especially when it comes to sharing sensitive data. Therefore,
encryption must be at the core of every [oT device to ensure
that data is fully encrypted in memory and transit. Security is
the key for IoT to be a success in the future and give people
the services they need.
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1) ELLIPTICAL CURVE CRYPTOGRAPHY
One of the cryptographic techniques is elliptic curve cryp-
tography, which is a type of asymmetric cryptography of the
public key. In this cryptographic system, the elliptic curve E
is a set of points with coordinates pf € * pf €() X, y, which is
denoted by the following equations.

1) Y? =x34ax+b
where a,b € f, and 4’3+ 27b%+ #0

The elliptical curve consists of two main operations called
the sum of points and point multiplication. Point multipli-
cation is also known as scalar multiplication. Below is an
example of scalar multiplication, with K multiplied by P,
to help you understand it better.

1) KP = P+P+P+P.... +P

2) DISCRETE LOGARITHM PROBLEM OR ECDLP ELLIPTIC
CURVE HARD PROBLEM

Computational Problem The problem of the discrete loga-
rithm of an elliptic curve is abbreviated to ECDLP. This
constitutes the basic building block in pair-based and elliptic
curve (ECC) cryptography. Consider two points named P
and Q on the elliptic curve. The point Q is calculated using
scalar multiplication on the parameter k at point P. Given
the discrete logarithm problem, you will see that if we have
two points P and Q, calculating or obtaining the parameter
k is a difficult and even impossible task. This difficulty and
impossibility of calculation is known as ECDLP, or hard
elliptic curve problem [43], [44], [45], [46], [47], [48], [49],
[50], [51], [52].

3) THE DELPHI-HELLMAN ECDH ELLIPTIC CURVE

This encryption system is a protocol for two-way key agree-
ment. In this encryption, each party to the key agreement has
a pair of public-private keys based on the elliptic curve. The
parties to the key agreement also have the possibility of agree-
ing on a common key in an insecure channel. Considering
that the two points p. a; and p. b; are on the elliptical curve.
According to the Delphi-Hellman curve (ECDH) problem,
if the attacker in the network has these two points, it is
impossible for him to reach the points b; (aj.p) and a; (b;.p).

B. RPL CONCEPTS

The core of the IoT protocol stack used for communication
between these low-power devices is Low-Power Lossy Net-
works (LLNs). In most of the application scenarios, the nodes
in LLNs operate independently and are unsupervised, causing
a variety of attacks. To protect LLNs against these attacks, the
ROLL working group at the Internet Engineering Task Force
(IEFT) has designed the Routing Protocol for Low power
Lossy Networks (LLNs) (RPL) [6]. The RPL protocol is a
distance-vector routing protocol that is based on IPv6 and
it is compatible with communication protocols like ZigBee
(51, [61, (71, [8], [9], [101, [111, [12], [13], [14], [15], [16],
(171, [18], [19], [201, [21], [22], [23], [24], [25], [26], [27],
(28], [29], [30], [301, [32], [33], [34], [35], [36], [37], [38],

11269



IEEE Access

H. Y. Adarbah et al.: Security Challenges of Selective Forwarding Attack

[39], [40], [41], [42], [43], [44]. Among the I0oT routing pro-
tocols, it is worth mentioning the RPL routing protocol that
supports IPv6 communications as in [5]. According to a par-
ticular topology, the RPL devices are connected in which the
topology combines mesh and tree topologies. RPL builds a
topology as a Directed Acyclic Graph (DAG) which is divided
into one or more Destination Oriented DAGs (DODAGS).
An example of a DAG is shown in Figure 1, where a single
destination is rooted in a DAG (DODAG) root.
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FIGURE 1. An example of a DODAG in RPL network.

RPL is considered a blend of Distance Vector (DV) and
source-routing (path addressing) protocols. It uses vectors
(arrays) of distances to other nodes in the network and has
a router to inform its neighbors of topology changes peri-
odically. Each node in the RPL network maintains a vector
(table) of the minimum distance between every node. The
RPL routing protocol uses various route metrics to calcu-
late the cost of reaching a destination. In the RPL network,
a sender can partially or completely select the route the packet
will travel through the network. That is why it is a source-
routing protocol.

An identifier called RPLinstancelD is used to identify
and maintain the RPL topology. An RPL instance consists
of a set containing one or more DODAGs of a common
RPInstancelD. The same RPInstancelD is assigned to each
DODAG and shares the same objective function (OF) to
calculate the position of a node in the DODAG. The Objective
Function Zero (OF0) and the Minimum Rank with Hysteresis
OF (MRHOF) can be given as examples of OF. A DODAGID
is known as a numeric version of a DODAG, which is a
sequential counter and is incremented by the root to create
a new version. The position of a node in DODAG relative to
the root can be determined by the rank value of that node.
Also, to maintain the cyclical nature of the chart, the rank
values of the child nodes must be greater than the values of
their parents. There are two types of DODAG: a node in a
ground DODAG that meets the program target and a floating
DODAG that provides only paths within the DODAG. But
it should be noted that a node in the floating DODAG is
expected to meet the goal. DODAG provides two modes of

11270

operation, which are storage and non-storage. When nodes
are in storage, they retain nodes with alower rank, such as 1-3,
which have a larger routing table in Figure 1. Filling in these
tables will lead to protocol failure. On the other hand, when
in non-storage mode, ROOT sends packets to large nodes
through source paths. This mode is more expensive com-
pared with the storing mode-of- operation. The two traffic
streams supported by RPL are Point-to-MultiPoint (P2MP)
and MultiPoint-to-Point (MP2P), as shown in Figure 1.

C. SECURITY CONCERNS

In terms of information security transitions, plenty of
challenges have been identified. Packets are routing and
addressing between IoT devices, and it is a significant
issue for network that the network needs to define proto-
cols/mechanisms for routing packets from the source node
and transmit across diverse network topologies to be received
by the destination node [8].

The nature of the RPL devices is vulnerable in the absence
of the tamper-resistant ability and gives the attackers an
opportunity to be able to capture the IoT nodes. This resulted
in the extraction of all cryptography information, and unau-
thorized nodes operated legally in the network. The attacker
attempts to implement the malicious codes and break routing
rules by capturing the nodes. Because of nodes, responsibility
for their processing, detecting the changing and malicious
effects is difficult [7]. Routing data between the nodes suffers
from potential threats and security issues, and it is associated
with the lives of users [9].

Another critical and challenging issue in the IoT is protect-
ing the safety of RPL routing data. Malicious nodes carry out
their own unauthorized activities by forwarding packets sent
across the network and can carry out various types of attacks
on the routed data [10]. However, the standards defined for
RPL protocols are incapable of overcoming IoT network
security issues. Given that in a network of objects, billions
of devices are connected to each other and exchange infor-
mation, establishing security and protection of data against
various types of attacks and threats has created a vital chal-
lenge for the network [11].

D. SECURE ROUTING RPL CHALLENGES

This section addresses the challenges of RPL protocol secu-
rity attacks and the mechanisms used in the RPL protocol.
A large amount of information is sent by users in the network,
which must be sent confidentially. To protect the privacy of
users’ information on the network, different encryption tech-
niques are used for purposes such as user authentication and
data privacy as a defense shield. This mechanism provides
conditions for the network to prevent unauthorized people in
the network from accessing information.

There are two techniques for data encryption, symmet-
ric and asymmetric, and RPL protocols use symmetric
encryption to encrypt their data. This symmetric encryp-
tion system is known as the Advanced Encryption Standard
(AES) with a counter with encrypted Encryption Message
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Authentication Code (Counter with CBC-MAC (CCM)) -
(AES/CCM). An asymmetric encryption system uses a pre-
shared secret key to exchange messages between nodes, since
this type of encryption system uses a common key for all
nodes, making it messages easier for an attacker to access
the network. When the attackers find a way to access the
secret keys, they attempt to perform any possible threats to
get access and insert their nodes into the network. It will
make the network vulnerable to various security attacks and
compromise the nodes of the network. In such cases, the
encryption system does not have the ability to protect
the network [12], [13]. Due to the existing vulnerability
and the availability of conditions for injecting fake data by
the adversary, a significant improvement in the RPL routing
protocol authentication system is required [14], [15].

The RPL routing protocol has mechanisms to repair
DODAGS, detect inconsistencies, and avoid loops. Also, the
protocol can use the data-path validation mechanism to detect
inconsistencies [1]. However, the IETF ROLL workgroup
specified the security requirements of RPL, but they did not
specify security models for it. Basically, the standard RPL
protocol utilizes key management in the application of sen-
sor nodes that are already configured. The key management
mechanism allows only the authenticated RPL nodes to join
the network. The lack of a specification that does not define
how RPL sensor nodes authenticate and securely connect
among themselves, is a weakness in the security design of the
standard IETF RPL. This makes the RPL protocol vulnerable
to several routing attacks, which are explained in Table 1 [16],
[19], [20], [22], [23], [24], [25].

E. SELECTIVE FORWARDING ATTACK
This attack captures packets that are sent on the network
and sends them selectively on the network. Using this attack,
the DoS (Denial of Service) attack can be implemented on
a network. The purpose of the attacker is to disrupt routing
and filtering protocols. In the RPL routing protocol, the
adversary could forward all RPL-related control messages
over the network and release the rest of the network traffic.
One method that can be considered as a solution to this
attack is to create a heterogeneous or dynamic path between
parents and children. An encryption system can also be used
as another solution by using a strong encryption technique to
make the network traffic flow unrecognizable to the attacker.
To detect a disturbance in the network topology, the heart-
beat protocol is basically used, which can be used to detect
selective sending attacks [16], [17]. Another solution is to use
an intrusion detection system (IDS) that defines an End-to-
End packet loss adaptation algorithm for detecting selective
forwarding attacks on the network [18]. A system is needed to
be able to detect and eliminate this type of attack. The RPL
self-healing feature does not have the ability to modify the
topology [16], [17], [18], [19].

Figure 2 shows an example of selective forwarding attacks
in the RPL network. As can be seen in figure 2, node 3 does
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TABLE 1. RPL routing protocol attacks.

Attack Feature of the attack
netwo ne
Attracting/repelling

network traffic,

Create non-existent
information or

spoofing/replaying
information

partially creating routing loops.
modify data
selective Refusing to forward Reducing traffic and
forwarding massages from increasing data
selected loss
nodes
Blackhole Failing to forward Reducing traffic and
any increasing data
data packets loss
including
its own
sinkhole Advertising false Compromise of

information to create transmission routes,

a center reducing traffic and
of attraction for other increase data
nodes. loss.
node replication Physical capturing of Compromise of
a transmission routes,
node, its replication eavesdropping on the
and falsely created
deployment back into links.
the network.
Wormhole Create a low link Sending data to the false
tunnel distention,
between two undermining
malicious cryptography protection.
nodes in different
parts
of network
hello flood Broadcasting a hello Increasing energy

packet to the whole
network with great
transmission power.

degradation and
collisions, create false
transmission
routes.
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FIGURE 2. An example of selective forwarding attacks in an RPL network.

not send data packets that are received from its neighbor to
the root while it forwards the routing packets.

F. ORGANIZATION OF THE PAPER

In this research, we focus on the impact of selective for-
warding attacks on the performance of RPL-based IoTs and
drop the data packets only, not the routing packets. To secure
the RPL protocol against selective forward attacks and other
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common network attacks, we have provided a key agreement
and authentication protocol. The presented protocol enhances
the mechanism of using RPL symmetric encryption, which
uses a fixed key for all nodes, and a dynamic mechanism
is provided for the symmetric encryption system. Also, the
provided protocol has been considered in the protocol process
to prevent the activity of unauthorized nodes in the network
through multiple authentication mechanisms. The rest of the
paper is organized as follows: Section II presents the related
work; In Section III the proposed protocol is presented. The
results of the security simulation of the proposed protocol
using the AVISPA authentication tool and the review of com-
mon attacks are given in Section IV. Section V presents the
performance of the protocol and the computational cost of
the protocol, as well as the cost-related protocols. Finally, the
conclusions of the article are presented in Section VI.

Il. RELATED WORK

Due to the growing trend of IoT and the importance of RPL
protocol security because of the limited resources of network
nodes, a significant number of research papers have been
presented to provide security solutions for the RPL protocol.

Similarly, Chris and Wagner [21] describe the routing secu-
rity features in wireless sensor networks. They demonstrate
that the various attractors to ad-hoc and peer-to-peer networks
can be turned into powerful attacks against sensor networks
and suggest countermeasures and design considerations. The
research work in [22] and [23] discussed selective forwarding
attacks and some of the mitigation schemes to defend against
them, but their work was without any simulation experi-
ments. In [24], the authors implemented and demonstrated
attacks against 6LoWPAN networks running [oT protocols,
and they showed the impact of routing attacks against RPL
and how some attacks can be avoided by RPL’s self-healing
mechanisms. Linus et al. [25] provide an analysis of IoT
technologies and their new security capabilities that could
be exploited by attackers and IDSs. To detect the selective
forwarding attacks based on the reply to messages that are
received from the node, they offered the Heartbeat protocol.
Their proposed protocol works only when IPsec is used in the
network.

Tomic and McCann [16] studied the main security mech-
anisms and their effects on standards and the most popular
protocols that are used in WSN deployments. In their work,
they quantified the effect of attacks on the performance of
the network using the Cooja simulator. Shreenivas et al. [26]
attempted to detect intrusions aimed at disrupting the rout-
ing protocol for low-power networks. To improve security
on 6LoWPAN networks, they have developed SVELTE,
an IoT intrusion detection system with an intrusion detec-
tion module that uses the ETX (Expected Transfer) metric.
Airehrour et al [27] attempted to propose a solution to
detect the blackhole and selective forward attacks, which
are essential security attacks on the routing of data in
the IoT. To address these security features, they proposed
trust-aware RPL. The value of trust calculated for network
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nodes is used in the parent selection. A new centralized
mechanism for managing trust in the IoT network has been
proposed by Airehrour et al [28]. In this framework, the effort
is to enable IoT nodes to communicate with each other on a
trustworthy basis. In order for the IoT nodes to have a reliable
interaction, the system divides the network environment into
small areas called clusters. This cluster contains the main
node called MN, which consists of a large number of CN
cluster nodes and acts as a local trust manager. One of the
mechanisms used to provide a suitable solution in the field
of IoT security is the centralized trust approach. A multi-
link paradigm to detecting the Wormhole and Grayhole attack
in Routing Protocol for LLNs based IoT networks was pro-
posed by Mehta et al [29]. Their proposed system uses direct
and indirect trust, which the direct trust is based on node
attributes and the indirect trust is determined according to the
neighboring nodes’ viewpoint. Also, the offered method is
adaptable with RPL because it is energy-friendly and does not
subject the network to excessive traffic overload. Mahmood
et al [30] proposed a hybrid monitoring method to detect
abnormal behavior in RPL-based networks. The model that
is presented by the authors consists of two phases: the first
phase collects information about the neighboring node, and
the second phase is responsible for identifying the sinkhole
node.

The routing protocol for low-consumption and wasted net-
works (RPL) is vulnerable to routing attacks and also the
use of a metric in routing disrupts network performance.
To overcome the limitations and ensure the security of the
Hashemi et al [31] offered a trust-aware and cooperative rout-
ing protocol for the network. In their proposed method, they
have used a comprehensive hierarchical model to evaluate
the trust of nodes, which provides a multidimensional per-
spective on trust. To overcome the attacks, they have defined
a combination of metrics and required activities to calculate
the level of trust in the network. To counter the Sybil attack,
Murali and colleagues [32] proposed a novel Artificial Bee
Colony (ABC) inspired by Sybil mobile attack modeling and
a lightweight intrusion detection algorithm in RPL. In their
approach, they define three different behavioral categories for
Sybil attack that evaluate the performance of the RPL routing
protocol under Sybil attacks based on packages delivered,
traffic soldier, and energy consumption. In addition, they
have evaluated the performance of their proposed algorithm
based on three factors: accuracy, sensitivity, and specificity.
Because information confidentiality is critical, a lack of
strong security facilities in the network exposes information
and entities to a variety of attacks and security threats. Jain,
Akanksha, and Sweta Jain [33] gave an overview of how
traditional routing methods deal with security issues like
constraints, secure routing problems, and techniques that can
be used to make routing more secure.

Several attacks in the RPL protocol include: wormhole,
black hole, sink hole, sybil, rank, selective post, various
denial of service attacks, and so on. V. Neerugatti et al. [34]
introduced a novel artificial intelligence-based detection
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method with the aim of detecting the selective forward attack
that usually happens in the 6LoWPAN-based RPL proto-
col. To evaluate the performance of their proposed system,
they used the ContikiCooja simulator, which was imple-
mented with Sky motes. Given the importance of security,
Verma et al. [19] have examined the various attacks that
seriously threaten the security of the RPL routing protocol
on the network, and have provided defensive solutions that
can provide security features. A classification of RPL attacks
is shown for better understanding, taking into account key
features such as resources, topology, and traffic. In addi-
tion, the study of defense solutions based on cross-dedicated
network layer and RPL has been proposed in the literature.
A malicious node within the network is able to eavesdrop
on messages containing routing information about each of
its neighboring nodes and then replay them over and over
again at regular intervals. Verma A, Ranga V [35] examined
this attack in their article and showed that the attack signifi-
cantly increases the average delay and packet delivery in the
network. They proposed an intrusion detection system called
CoSec-RPL to address the security issues of non-spoofed
copycat attacks. They compared the effectiveness of their
proposed intrusion detection system with the standard RPL
protocol, and the results show that CoSec-RPL effectively
reduces network traffic.

In Patel et al. [36], they enhanced the capabilities of the
RPL protocol to overcome the selective forwarding attack.
They introduced a reputation-based RPL protocol that is
embedded in the RPL protocol. A network node is known
for evaluating, the data it sends over the network, and for
this evaluation the data behavior of the nodes is examined.
This data transmission behavior is the result of the difference
between actual and normal packets that are lost. Due to the
vastness and dynamism of the IoT environment, conventional
security mechanisms such as encryption techniques, key
management, intrusion detection systems, anomaly detection,
etc. are not applicable in the scalable and dynamic IoT envi-
ronment, because these mechanisms consume more energy
in the network. To cover security features due to the energy
limit of the nodes in the network, Prathapchandran et al. [37]
introduced a lightweight RFTrust model based on trust, which
was originally designed to withstand depression. The authors’
proposed model uses random forest (RF) and Subjective
Logic (SL) to improve the performance of the network while
identifying a sinkhole attack. Agiollo, Andrea, et al. [38] tried
to develop an intrusion detection system (IDS) to deal with
multiple attacks on the network as well as provide a mecha-
nism to reduce troops in the RPL. Their proposed system is
based on packet sniffing, which they call DETONAR - Detec-
tor of Routing Attacks in RPL. The proposed DETONAR
looks for bad behavior in a network by using rules based on
signatures and rules for unusual behavior.

lll. PROPOSED SCHEMA
As mentioned in the RPL Security Challenges section, this
protocol uses symmetric encryption, which is one key for
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encrypting information between network entities. Using the
one encryption key for all the network creates security issues
that endanger the entire network information and the security
of network entities.

In this section, with respect to the security issues raised by
the RPL protocol, we present the key exchange protocol using
ECC encryption techniques and theorems. During the regis-
tration phase, each node that wants to join the network must
perform the registration step with the root node or the node
that controls the network so that it can work as an authenti-
cated and authorized node in the network. In the authentica-
tion and session key exchange phase, we have considered a
process in which the two entities agree on the secure session
key after performing mutual authentication and exchanging
private parameters. But there is a notable point about the
proposed protocol, and is that the generated symmetric key is
dynamic and different for each session. These conditions for
the use of a dynamic symmetric key make up for the security
flaws in the network’s fixed symmetric key.

TABLE 2. Describes the parameters used in the proposed protocol.

Symbol | Definition
IDrod Nod Identity
PUnod Nod Public Key
Shod Nod Private Key
Sroot Root Private Key
PUroot Root Public Key
ds, fi.€i,ai,bi,gi,CirZi Random Numbers
H Hash Function
P Base Point
NAP Nod Authentication Parameter
AM; Authentication Message
SK Session Key
Eaxx) Encrypt by Symmetric Key

A. NODE AND ROOT REGISTRATION PHASE

In this phase of the protocol, which is performed once, each
node that intends to enter the network must perform this step.
In the first step of this phase, the new node first specifies
its ID number and public key. In the second step, the node
selects arandom number called d;. After selecting the random
number, the node calculates parameter N as follows and sends
the public key, the ID, and the generated value of N in the
secure channel to the root.

N = H(d;||[PUnoa)

The ROOT entity, after receiving the parameters sent by
the node, first generates the random numbers fj, e;. After
selecting the random numbers, the ROOT entity generates Tj,
which uses the private key ROOT. The reason for using ran-
dom numbers is to be able to create anonymity for the private
key of the ROOT. This technique helps us, in addition to being
able to take advantage of the security features of the private
key, ensure its security against attacks by computing protocol
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parameters and generating private parameters by attackers on
the network. In the next step, the ROOT entity generates the
R; and S; parameters, which are prerequisites for an important
parameter called the Node Authentication Parameter (NAP).
NAP is a unique value is generated separately for each node.
It is generated by random numbers, the private key of the
ROOT entity, and the value of N sent by the node. Using
NAP is for security and to prevent unauthorized nodes from
entering the network. Random numbers and nodes provide
the condition that if the values are changed, the NAP value
will be changed and the node will not be able to exchange
information over the network. The same conditions apply
to the private key of the ROOT entity. In general, the NAP
parameter can be considered as a special permission to be
present in the network, which consists of private and random
parameters. Figure 3 shows the registration fee process and
the output values of the parameters used in the registration
step.

| Registration Phase |

NOD ROOT

1D

Select Random Number d;
N =11(d || PUpsed)

Select Random Number f; . ¢;
D, PUpeq N Ti = (PViao * i) + e
" Ri=H(IDuu | N)
Si=IICT | R
NAP=H(R;|[S;)

PU e . NAP

FIGURE 3. Phase of registration of entities.

B. AUTHENTICATION AND KEY EXCHANGE PHASE

In the authentication and key exchange phase, a mechanism is
considered for the two entities that can generate their session
key after exchanging parameters and undergoing multiple
authentication processes. The generated session key is a type
of symmetric cryptographic key that is different for each
communication session.

Step 1:

In the first step of the key exchange and authentication
phase, the node generates random numbers a;, b; and g;.
These random numbers aim to generate different values for
the protocol output parameters in each session. In the next
step of this phase, the node generates two parameters, A
and A; using the random number ai. These two parameters
are used to generate dynamic symmetric keys in the protocol,
which are used on the node side to encrypt information and
on the ROOT side to decrypt it.

A1 = a;.P Ay = a;.PURoot

In this step, after generating parameter Aj, the x dimension
of this point is selected as the encryption key. In the next step,
the node generates a value of U using its private key and the
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random numbers b; and g;, which aim to create private key
anonymity. This helps to prevent the private key from being
used directly in the computational and exchange parameters,
and prevents attackers from accessing the private key through
various network attacks.

U= (Snod * bi) + gi

After calculating the U parameter, the node generates AMj,
which is calculated using the U, Ayx) and NAP parameters.
This parameter is intended for node authentication by root.
Finally, the node encrypts the AM; and U parameters with
Aj(x) and sends them to the root entity along with A;.

Note: A; is a point, and the cryptographic key is Ay(x). This
is because of the ECDH theorem, which was explained in the
Basic Concepts section.

Step 2:

After receiving the message sent by the node, the root
entity calculates the freshness of the message by calculat-
ing T, and if the message is not new (|T> - T{|AT), the
connection is disconnected. After checking the freshness of
the message, the root node needs to decrypt the message
encrypted by the node, which requires the calculation of
Aj(xy. The root entity calculates the encryption key as follows,
and then the x dimension selects as the cryptographic key.

A2 = Sroot~A1

Keep in mind that, according to the ECDH theorem, the
attacker will not be able to calculate and reach Aj even if
he/she has the value Aj. In order to reach Aj, the private key
of the Root entity is required, which at this stage, according
to the ECDLP theorem of ECC encryption, it is not possible
for the attacker to calculate Aj.

When Aj; is calculated, the root entity calculates the
encryption key and can decrypt the incoming message. Then
after decrypting the message, the root authenticates the node
in the first step. For this purpose, it calculates AM’ | with the
available parameters and compares its value with AM |, which
is sent encrypted by the node. If these two values are equal,
it will continue the protocol process and in If the two values
are not the same, the connection will be disconnected. After
checking the node identity, the root entity selects two random
numbers, ci and z;, and generates the value of R, which is an
anonymous type of private ROOT key.

After that, the root calculates the value of R. It first gener-
ates the Session Key using its private parameters and node.
Also, in order to establish multiple authentication mecha-
nisms, ROOT generates an AM; to verify its authenticity
and sends it encrypted to the node. SK and AM, values are
calculated as follows.

SK = H(R||U||Azx) |INAP)AM; = H(SK||NAP||A2x))

After the session key values and the authentication parameter
are generated by the root entity, the R and AM2 values are
sent encrypted to the node.

Ea2{AM2, R}
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Step 3:

In this step, the node receives a message encrypted by Root,
which, as in the previous steps, first checks the freshness
of the received message by calculating AT. After checking
the freshness of the message, the node needs to calculate the
session key and authenticate the sender of the message. The
node needs the parameters R, U, Ay, and NAP to generate
the session key. The R parameter is sent by the root in an
encrypted message to the node, and the U and Aj) param-
eters are generated by the node itself in the previous steps.
The last parameter used is NAP, which is only generated and
available to the node at the registration stage. The node must
then verify the identity of the message’s sender by checking
AM,, which for this purpose calculates the value of AM’ , as
follows.

AM), = H(SK'||INAP||As))

The calculated value by the node must be the same as the
value sent by the ROOT entity, otherwise the node will dis-
connect the connection. If AM, and AM’ , have the same
value, it means that ROOT sent the information and that
the value of the session key calculated by the node and the
existence of the root are the same. Finally, the node selects
the calculated value SK’ as the Session Key. Figure 4 shows
the authentication process and key-encryption process of the
proposed protocol.

Authentication and Key Agreement Phase ‘

NOD ROOT

Select Random Number a; , b; , g;
Aj=ap

Ay =8, PUrsa
U=(Swa*h)+a

AM; =H (U || Ay || NAP)

I

} Compute AT

| Az =Srea. A

| Compute AM'=H (U || Ay [NAP )

! Check AM’ = AM

: Select Random Number ¢; . z;

________ R=(Spu™ci)tz

SK =H (R || U || Ay || NAP)

AM, =H (SK | NAP || Ayg) )
!

Compute AT

Compute SK'=H (R | U || Ay || NAP)
Compute AM" =H ( SK' || NAP || Axxy ) |o
Check AM'; = AM,

Easx { AMz2,R }

SK=H (R U Azxx)

FIGURE 4. Authentication and key agreement phase.

VOLUME 11, 2023

IV. SECURITY ANALYSIS OF THE PROPOSED SCHEME

In this section, we examine the security of our proposed
method, both formally and informally. To analyze and prove
the security of the term plan parameters used in the protocol
and its security aspects, we have formally implemented our
proposal with the AVISPA tool. In the section on the informal
security analysis of the protocol, we also talk about common
attacks and how the proposed method can protect against
them.

A. SECURITY REVIEW OF THE PROPOSED METHOD
AGAINST COMMON TYPES OF NETWORK ATTACKS
1) REPLY ATTACK
One of the most common attacks on the network is the
response attack. This attack allows attackers to record valid
data being sent over the network and send it frequently or
with a delay on the network. This duplication or delay of data
being sent is done by the sender or malicious network nodes.
To prevent this common network attack, we used the time-
lapse protocol in the proposed protocol to check the freshness
of the messages sent on the network. As stated in the protocol
description section, each entity receives the message first with
the value | To - T1|] < AT Examines. If the message is
not fresh, the connection is disconnected and the message
is discarded. Also, we used random numbers to prevent the
repetition and constant value of the messages. Random num-
bers make the variables calculated in the protocol process
to be completely different in each session. Using random
numbers and checking the freshness of the message causes
the receiver to disconnect with the sender by receiving dupli-
cate values and the message outside the approved time frame
(I T2-Ty | < AT).

2) IMPERSONATION ATTACK

In this type of attack, the attacker tries to introduce himself as
an authorized node in the network and establishes his com-
munication with other network entities. To avoid this loop-
hole in the proposed design, we have implemented multiple
authentication mechanisms. In the proposed protocol, three
very important parameters examine the authorized numbering
and authentication of entities in the sent messages. These
parameters are AMP, AMland AM2.

Therefore, the attacker needs to obtain the private key and
the value of A. For the security of these two parameters in
the protocol, their combination with random numbers is used,
which makes it impossible for attackers to calculate and reach
these two parameters. In addition, according to the theory of
ECDLP and ECDH, the attackers will not be able to access
the multiplied parameters and their results by having point A.

AMP parameter, which is generated in the registration
phase is unique for each node and is known only to the
ROOT. The node entity is aware of AMP and is used only
in the production of parameters. To generate AMI1 and
AM?2 parameters, the private keys of the two entities are
used, which are only available to the entities. To ensure the
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confidentiality and security of these parameters, they are
not sent on the channel and are used only in the generation
of authentication parameters. In addition to authentication
messages, the dynamic symmetric key generation mechanism
is also an authentication process. Using the ECDLP theorem,
the ROOT entity can calculate the key when it uses its private
key, otherwise, it is not possible to calculate the dynamic
symmetric key and it makes it impossible for the attacker
to calculate the parameters even with a sending point in the
network (ECDH theory).

3) PERFECT FORWARD SECRECY

In the proposed method to implement the Perfect Forward
Secrecy feature, random number parameters are used, which
makes the value of the parameters used in session key genera-
tion to be different in each session. In addition, by combining
the private key with random numbers, we prevented the direct
use of the entities private parameters in generating the param-
eters. This action makes it impossible for the network attacker
to reach the session key using parameter analysis methods.
Asx), R, and U parameters have been used in the generation
of session keys, and according to the explanations given
in the key agreement and authentication section, a random
number has been used to generate each of these parameters.
These characteristics of the parameters in the process of the
presented protocol provide conditions that the session key
generated in each connection is completely different from the
previous connections and makes it impossible to analyze the
generated values to reach the private parameters.

4) MAN-IN-THE-MIDDLE ATTACK

A Man-in-the-Middle attack (also known as MITM, MitM,
MIM, or MITMA) is one of the most dangerous attacks on
computer networks. Unfortunately, during the execution of
this attack, the user does not notice it and it leads to the misuse
of the user’s information. The attacker’s goal of the Man-in-
the-Middle attack is to collect information and manipulate the
information that is exchanged between these two devices or
network entities. In addition, the attacker can access the net-
work traffic. To deal with this attack, information encryption
is one of the best solutions to deal with attacks that can main-
tain the confidentiality of information during transmission in
the network. In the proposed protocol, using the advantages
of ECDH theory, a dynamic symmetric key is used to encrypt
information. The selected symmetric encryption key is the X
dimension of the A, parameter. One of the notable features of
the symmetric key selection in the proposed protocol is that
random numbers are used to generate A,, which makes the
symmetric key selected unique in each connection. This key is
different for each session, making it impossible for an attacker
to obtain or even calculate the symmetric encryption key.
Also, multiple authentication mechanisms are considered in
the proposed protocol process. If the adversary has the sent
message, he/she needs to encrypt it. The encryption key used
in the presented protocol is based on the ECDH theory and
can only be obtained by using the private key of the ROOT
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entity. Also, according to this theory, it is impossible to
calculate it even with having the value of A;. As a result, this
process is an authentication mechanism, and the encryption
key generation system is secure.

5) SECURE AGAINST THE DOS ATTACK

This attack helps the attacker send repeated and consecutive
messages in the network or a specific node. The purpose of
this attack is to disable the network, reduce performance and
cause network delay. In the proposed protocol, to prevent this
attack, random numbers are used to generate parameters and
also check the time stamp by the receiver of the message.
Random numbers prevent messages from being duplicated,
and timestamps allow the receiver to recognize the allowed
time frame of the message. Now, if an attacker sends dupli-
cate messages or sends a large number of messages on the
network, the receiver of the message will notice the dupli-
cate message first because it has already received it. Also,
by calculating AT|T>-Ty|, the receiver realizes that the sent
message is related to the past and disconnects.

6) SELECTIVE FORWARDING ATTACK

As explained in the Introduction section, this attack captures
the packets sent to the network and selectively chooses them
in the network. To prevent this attack, the proposed proto-
col first provides an authentication mechanism that prevents
unauthorized nodes from sending information. In certain cir-
cumstances, if an attacker finds the possibility of sending a
message in the network and intends to execute the said attack,
checking the freshness of the message as well as random
numbers for the provided protocol are considered. Random
numbers provide the conditions that the parameters generated
in each connection are completely different and the receiver
of the message disconnects from the sender of the message by
receiving duplicate packets. Also, checking the freshness of
the message by the receiver in the process of the provided
protocol causes any packet received outside the approved
time frame to be discarded and cut off the connection.

B. RESULT AND FORMAL ANALYZE

In this part of the article, we used AVISPA software for
security analysis to prove the security of our proposal against
passive and active attacks. This software is one of the reliable
evaluation tools that is used to validate and analyze security
protocols in the network. This security tool evaluates proto-
cols under various attacks. On-the-Fly Modeler (OFMC) and
Constraint-Logic (Cl-AtSe) are two of AVISPA’s automated
security analysis and backend servers. Given the remarkable
capabilities of this software, we decided to use the AVISPA
tool to check the security of our protocol against all kinds of
attacks and the confidentiality of private values among the
relevant factors [32]. Figure 5 shows the security result.

As can be seen from Figure 5, the proposed protocol is
secure against all types of active and inactive attacks on
the network. The AVISPA tool has two outputs, OFMC and
CL-ATSE, which show the privacy of private parameters
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were obtained on a system with a 2.20 GHz Intel Pentium

ATSE OFMC
E2200 processor, and 2 GB of RAM. According to the report
P % 0FMC in [45] and [46], The execution times for each cryptographic
% Version of 2006/02/13 . .
DAL i Sonaamy element are listed in Table 4. Table 5 compares the computa-
TYPED_MODEL SAFE . . .
DETALS tional costs of the related protocols based on the information
PROTOCOL BOUNDED_NUMBER_OF_SESSIONS . .
c:\pmgra_"-l\sPAN\xesuu-ce\resunswPL5e:unw Final PROTOCOL 1n Table 4, and the Operatlons that each one does‘
code hipsl.if C:\progra™1\SPAN\testsuite\results\RPL
security Final code hipsLif
G»:AL ecifies GOAL
e as_specified TABLE 4. Execution time of cryptographic elements.
ryptograp
BACKEND BACKEND
CL-AtSe OFMC
COMMENTS
ST SIATSIRS s Notation Description Time cost
Analysed :‘2 states ;ear:hT:mézﬁD?s Q
Reachable : 0 states (nlb)
Translation: 0.03 seconds Viitedboces: ¢ nodes .
Computatian: 0.00seconds depth: 2 plies Tu Time for a general hash ~0.0023
operation
Tsg Time for a symmetric ~0.0046
FIGURE 5. AVISPA results. (a) ATSE (b) OFMC. encryption/decryption
Tag Time for an asymmetric ~3.85
of communication entities. This analyzed result shows that encryption/decryption
attackers can’t get to the parameters that were made when Tg Time for an exponentiation ~3.85
the protocol was put into place, so they are safe. In Table 3, Twm Time for an EC point ~2.226
we have compared our design with similar protocols based : multlphcat_lon _
on security features and security attacks. As can be seen, the Ta Tm}e for an E(.jlpomt ac¥d.1t10n ~0.0288
related protocols have security weaknesses and our proposed Tr Time for a bilinear pairing =5.811
method can provide security features and be resistant to net- :rrHM Tf1me for an HM[?E (ﬁ)erha.tlon N%OZOZ466
work attacks. FB uzzy extraction/biohashing 2.
TABLE 3. Security features comparison. TABLE 5. Extensive comparison of the related protocols.
> a1 ' = 0 0 D
= = = 0
2 5 3 E [47] 12Ty + 6Ty +3Ta 26.8122
e s : [48] 5Ty +4Ta+ 22Ty + 2T 11.305
g £ [49] 4Tg + 12Ty 42.112
[50] 5Ty + 6Ty +4Tsp 13.3859
[47] X v v X v | VY - &3 v | Vv [51] 6Ty + 4Te + 6Tk 15.41656
[48] X 4 N v v v v v v v [53] 12Ty + 14Ty 31.1916
[49] x x N x V/ v x V4 v v [54] 10Ty +18Ty+4 Tk 40.1094
[50] x v v x x J v X Vv Y [55] 12Ty +4Tx + 15Ty 26.8617
[51] x v V2 x v | v x x v | v [56] 8Tg + 9Ty 30.8207
[53] v x v v Vv Vv v x v v [57] 8Ty +2Tp + 10Ty 29.453
Bl <1 v 1 v lvivixlvlix vy 58] 7Ty + 21Ty + 3Te 33.0633
TR A AN R R [60] 6Ty + 8Ty +2Ts 13.432
[61] 8Ty + 12Ty 17.8356
157] x v v * v v x v v v
(58] ” » v 7 VA, 7 » VAR, [62] 8Tm 45Ty +4Ta 18.0267
[63] 1T + 3Ty + 17Ty 8.9431
0 | * | v | v | x| v ] * | Y| YV 64 4Ty + 6Tp + 17T 43.8091
o0 | x [ v [ v Ix[x]v]iv]IivI ivi]v [6d] e 5 :
[62 . . [65] 14Ty, + 16Tep + 7Ty 15.6878
(621 v | v Y A A A A 166] 15 2= B, 2= Tl 15.6487
e | v | ~ SN IV VAN VA VAR AR AR 4 [67] 28Ty + 6Ty 13.4204
64 | x | v N A A 4 A N R Proposed 3Ty +6Ty + 2Tse 6.701
[65] X v X X v v v v v v Protocol
[66] v v v x v v v v v v
67 | ¢ . A A o A Y LYY As can be seen in Table 5, the proposed method uses less
Our v v v v N N v N v v . . .
prot time than the other proposed methods. This decrease in exe-
ocol cution time is very helpful for network nodes that don’t have

V. PERFORMANCE EVALUATION

A. COMPUTATIONAL cost

In this section, the temporal complexity of the proposed
protocol operation is investigated. For this purpose, the results
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a lot of resources and are given the RPL protocol because of
this.

B. COMMUNICATION COST
In this section, we compare the communication costs of our
protocol with previous related protocols. For communication
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cost purposes, the bits sent through the communication media
and the number of messages exchanged between the two
parties are taken into account. Assuming the SHA-1 hash
algorithm is used, the identity is 160 bits, a random number of
160 bits, the hash output is 160, and the time stamp is 32 bits.
It is also assumed that an elliptic curve point of the form P =
(Px; Py), with Px and Py representing the x and y coordinates,
respectively, is (160 4+ 160) = 320 bits, since ECC security
is 160 bits remain [47]. In the proposed protocol process, two
messages (MSG; =E {AM1, A, U} MSG, =E {R, AM»})
are exchanged. The communication cost is as follows.

MSG; = (160 + 320 + 320)MSG; = (160 + 320)

TABLE 6. Communication cost comparison.

Protocol No. of Messages Total Cost in bit
[47] 3 3296
[48] 2 2212
[49] 2 4256
[51] 5 1312
[53] 3 2528
[54] 2 1024
[55] 2 2144
[56] 2 11712
[57] 3 1696
[58] 4 4384
[59] 4 3904
[60] 3 1760
[62] 4 5568
[63] 4 1856
[64] 6 5344
[65] 6 2176
[66] 4 2304
[67] 4 2584

Proposed 2 1280
Protocol

According to Table 6, our proposed protocol has a lower
communication cost than other related protocols. In refer-
ence 56, the communication cost is lower than our method,
but the method presented in reference 56 is vulnerable to
impersonation, replay, and DOS attacks. Also, this method
has a computational cost of 40.1094 milliseconds, while our
proposed method is 6.701 milliseconds.

VI. CONCLUSION

The features and capabilities of IoT devices allow them to
be used and included everywhere: in healthcare, smart cities,
smart homes, and industrial environments. They have become
important targets for attackers because computational con-
straints and security vulnerabilities in the routing protocol
(RPL) make them vulnerable. In this article, we have exam-
ined the destructive effects of one of the most important
security attacks on the RPL protocol, which is the selective
forwarding attack, and evaluated its destructive effects on the
routing process.
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Based on the simulation results and analysis, it can be
concluded that in selective forwarding attacks, the malicious
nodes are active during the network lifetime because the
malicious nodes drop data packets only, so the control pack-
ets are not affected. Consequently, the RPL will not run
the self-healing mechanisms for rebuilding the topology to
enhance the network performance. So, when coming up with
solutions for this kind of attack in the future, the application
layer needs to be taken into account.

Obviously, in a varying number of attackers’ scenarios, the
malicious nodes have decreased the average of both packet
delivery ratio and end-to-end delay. Some data packets are
dropped by the malicious nodes, so the other data packets
travel faster to the root. However, in the density scenario,
the malicious nodes have more negative effects because they
decrease the packet delivery ratio.
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