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During the last decade, advances in areas such as convolu-
tional neural networks, deep learning, and hardware accel-
erators among others, have enabled the widespread and
ubiquitous adoption of machine learning in real-world sys-
tems. This trend is expected to continue and expand in
coming years leading to a world that depends heavily on
machine learning-based systems.

To be safe and dependable in this new era of artificial
intelligence requires that these innovative systems must be
reliable and secure. This poses many research challenges.
For example, fault tolerance is commonly achieved by
redundant design, but the implementation of deep neural
networks is already challenging, so there is little room to
add additional elements for fault tolerance. Similarly, under-
standing the vulnerabilities of advanced machine learning
(ML) systems is a complex issue as shown by recent attacks
on image classification implementations. Therefore, it is
essential to “learn” how to build ML systems that cannot be
manipulated or corrupted by malicious attackers and that
can operate reliably when its underlying hardware or soft-
ware suffers from errors.

As Guest Editors, we are delighted and honored to intro-
duce to the readership of IEEE Transactions on Emerging
Topics in Computing (TETC) this Special Section on “To be
Safe and Dependable in the Era of Artificial Intelligence:
Emerging Techniques for Trusted and Reliable Machine
Learning.” It consists of six papers that have been accepted
through a rigorous peer-review process. Each submission has
been reviewed by three experts in its research area, and only
papers that have consistently shown the highest quality
standards, have been accepted.

The first paper is titled “On the Properness of Incorporat-
ing Binary Classification Machine Learning Algorithms into
Safety-Critical Systems” and authored by M. Gharib, et al
[1]. ML algorithms are being incorporated into many
systems due to its capability to solve complex problems.
Specifically, Safety-Critical Systems (SCS) have used ML
to meet stringent requirements in their operation. However,
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performance of ML algorithms usually relies on metrics that
were not developed with safety in mind. This paper debates
on accounting for the distribution, so not just based on the
number of so-called False Negatives when assessing ML
algorithms to be integrated into SCS. The properness of
incorporating ML-based components (anomaly-based intru-
sion detectors) into SCS is empirically assessed using both
traditional and novel metrics that focus on the numbers as
well as the distribution of False Negatives.

The second paper of this Special Section is by T. Wang
et al. with title “Secrecy driven Federated Learning via
Cooperative Jamming: An Approach of Latency Minimiza-
tion” [2]. This paper considers Federated Learning (FL) to
provide a promising framework for enabling distributed
ML based services without revealing users’ private data.
The scenario of wireless FL is taken as primary application;
in this case it encounters an eavesdropping attack when the
parameter-server sends the model-data to the wireless devi-
ces; hence, a secrecy driven FL is proposed via cooperative
jamming. In this scheme, wireless devices cooperatively
provide jamming to the eavesdropper to enhance secure
throughput based on the measure of physical layer security.
Numerical results are provided to validate the effectiveness
of the proposed algorithms as well as the performance
advantage of the proposed secrecy driven FL via coopera-
tive jamming; these results show that this scheme can
reduce latency by more than 35% compared to the case
with no jamming.

In this Special Section, the third paper is given by “An
Interrelated Imitation Learning Method for Heterogeneous
Drone Swarm Coordination,” (with B. Yang et al as authors)
[3]. As the proliferation of small drones has boosted diverse
intelligent services, swarm coordination plays a vital role in
enhancing their execution efficiency; however, due to unreli-
able air communication and heterogeneous computation
capabilities, coordinated actions (particularly in distributed
scenarios with incomplete observations) will likely encounter
many difficulties. In this paper, the generative adversarial
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imitation learning model is employed to coordinate the
drones’ maneuvers by imitating the peer’s demonstrations.
The proposed approach is evaluated by the drones’ formation
control task; experimental results show that performance
metrics (such as imitation accuracy, execution time and
energy) are significantly improved.

Next, the paper “Improving the Reliability of Network
Intrusion Detection Systems through Dataset Aggregation”
(by R. Magan-Carrion, et al.) deals with a novel methodol-
ogy for ML based Network Intrusion Detection Systems
(NIDSs) [4]. This new methodology allows ML models to
work on integrated datasets, so empowering the learning pro-
cess with diverse information from different datasets. The
proposed scheme targets the design of more robust models,
that generalize better than traditional approaches. Also, two
well-known ML models (linear and non-linear) based on the
information of three of the most common datasets in the liter-
ature, are built. The results that the proposed methodology
offers show that these two ML models (trained as a NIDS
solution) significantly benefit from this approach, so being
able to generalize better when training using the approach
here presented for dataset integration.

The paper “An Approximate Memory based Defense against
Model Inversion Attacks to Neural Networks,” (by Q. Xu,
et al.) deals with a different aspect of reliable neural network
operation [5]. It is well known that a diverse and comprehen-
sive training data is critical in building robust ML models.
However, model inversion attacks (MIA) have demonstrated
that an ML model can leak important information about its
training dataset. This work examines existing MIAs and pro-
poses a hardware-oriented solution to protect the training data
from such attacks. Experiments show that the proposed
approach can efficiently provide protection of training data
from run-time adversarial attacks.

The last paper of this Special section is “The Role of
Explainability in Assuring Safety of Machine Learning in
Healthcare (by Y. Jia, et al.) [6]. Current approaches to
assuring safety-critical systems and software are difficult
to apply to systems employing ML because there is no
clear, pre-defined specification against which to assess
validity. Little work has been reported to explicitly investi-
gate the role of explainability for safety assurance in the
context of ML development. This paper identifies ways in
which Explainable AI (XAI) methods can contribute to
safety assurance of ML-based systems; it then uses a con-
crete ML-based clinical decision support system (concern-
ing weaning of patients from mechanical ventilation) to
demonstrate the way XAI methods can be employed to
produce evidence to support safety assurance. Therefore,
XAI methods have a valuable role in safety assurance of
ML-based systems in healthcare, but that they are not suf-
ficient in themselves to assure safety.

We are confident that you will find these papers to be of
invaluable help in your ongoing research investigations and
appreciating them as we have enjoyed organizing this Special
Section.
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