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ABSTRACT

Discrete fractional Fourier transform (DFRFT) is a generalization of discrete Fourier

transform. There are a number of DFRFT proposals, which are useful for various signal processing
applications. This paper investigates practical solutions toward the construction of unconditionally secure
communication systems based on DFRFT via cross-layer approach. By introducing a distort signal parameter,
the sender randomly flip-flops between the distort signal parameter and the general signal parameter to
confuse the attacker. The advantages of the legitimate partners are guaranteed. We extend the advantages
between legitimate partners via developing novel security codes on top of the proposed cross-layer DFRFT
security communication model, aiming to achieve an error-free legitimate channel while preventing the
eavesdropper from any useful information. Thus, a cross-layer strong mobile communication secure model

is built.

INDEX TERMS DFREFT, physical layer security, cross-layer, security code.

I. INTRODUCTION

Discrete fractional Fourier transform (DFRFT) is a general-
ization of the discrete Fourier transform (DFT) and has been
applied in optics, quantum mechanics, and signal process-
ing areas [1], [2]. Pei and Hsue [3] extended the DFRFT
to propose multiple-parameter discrete fractional Fourier
transform (MPDFRFT) which has all of the desired prop-
erties for fractional transforms [4]. They also exploited the
multiple-parameter feature of DFRFT to serve as encrypt-
ing digital data via proposing the double random phase
encoding. Amr [5] pointed out that all the building blocks in
this scheme are linear, and hence, breaking this scheme via
known plaintext attack, is equivalent to solving a set of linear
equations. [6]-[10] proposed several approaches of digital

image encryption based on the fractional Fourier transform
and chaos.

Physical-layer security techniques, which are based on the
Shannon secrecy model [11] are effective in resolving the
boundary, efficiency and link reliability issues for mobile
communications. The built-in security of the physical-layer is
defined as the physical-layer transmissions which guarantee
low-probability-of interception (LPI) based on transmission
properties such as modulations, signals and channels, without
resorting to source data encryption. Wyner [12], Csiszar and
Korner [13] developed the concept of the wire-tap channel for
wired links.

The double random parameters encoding method [3] in
DFRFT system also can serve for LPI purpose, which
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leads to an approach of the physical-layer security system
building. Compared with other physical-layer security
approaches in [14]-[17], DFRFT approaches do not require
the redundant antennas and two way communications.

Reference [17] and [18] presented that the physical-layer
security under the information-theoretic security models can
achieve exponentially close to perfect secrecy in theory
if suitably long codes are used for privacy amplification.
There are no computational restrictions to be placed on the
eavesdropper in physical-layer security system. However, the
information theoretic security is an average-information mea-
sure. The system can be designed and tuned for a specific level
of security e.g., with very high probability a block is secure,
but it may not be able to guarantee security with probability 1.

In the other hand, the security in classical cryptography
system is based on unproven assumptions regarding the hard-
ness of certain computational tasks. Therefore, systems are
insecure if assumptions are wrong or if efficient attacks are
developed. So any deployment of a physical-layer security
protocol in a classical system would be part of a “layered
security”’ solution where security is provided at a number of
different layers, each with a specific goal in mind. Innovative
cross-layer security designs considering both physical-layer
security and upper-layer traditional security techniques are
desirable for wireless networks.

In this paper, we propose a cross-layer approach to enhance
the security of wireless network for wireless environments.
We combine cryptographic techniques implemented in the
higher layer with the physical layer security scheme using
random parameters flipping of DFRFT systems to provide
security advantages for legitimate partners. The proposed
scheme introduces a distort signal parameter instead of a
general signal parameter for wireless networks based on
DFRFT system [1]—-[3]. The transmitter randomly flip-flops
between the distort signal parameter and the general signal
parameter for confusing the attacker. An upper-layer pseudo-
random sequence will be employed to control the flip-flops
process. In our approach the physical-layer can utilize upper-
layer encryption techniques for security, while physical-layer
security techniques can also assist the security design in the
upper layers.

We still extend the advantages between legitimate part-
ners building from the cross-layer scheme via developing
the security codes on top of our cross-layer DFRFT secu-
rity communication model, aiming to achieve an error-free
legitimate channel while preventing the eavesdropper from
any useful information (i.e., with an error probability of 0.5).
Thus, a strong secure model is built.

The rest of this paper is organized as follows. In section 2,
we introduce the concept of the discrete fractional Fourier
transform. The detailed description of novel cross-layer
secure architecture model is given in section 3. In section 4,
the construction of security codes is reviewed. The secu-
rity communications system model is descript in section 5.
Section 6 describes the experiment setup and simulation.
Finally, we conclude the paper in section 7.
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Il. DISCRETE FRACTIONAL FOURIER TRANSFORM
In this Section, following the definition of the continuous
fractional Fourier transform (FRFT) [19], the definition of the
discrete fractional Fourier transform (DFRFT) is given.

A. CONTINUOUS FRACTIONAL FOURIER TRANSFORM
The pth order FRFT of a time domain signal x(¢) is defined
as [1]:

+00
X,(u) = / Kp(u, D)x(t)dt (1)

—00

where K),(u, t) is kernel given by
Kp(u,t) = Ay exp [jrr(u2 cota — 2ut csc o + 12 cota)] (2)

in which # is integer, A, = /1 —jcota, and a = pm/2 is
the rotation angle of FRFT, p # 2n. When p = 0, X, () is
the signal x(¢) itself after FRFT. When p = 1, FRFT is the
conventional Fourier transform (FT).

The inverse of an FRFT (IFRFT) with an order p is
the FRFT with order —p according to the following relation:

+00
x(t) = / Xp(WK_p(t, u)du 3)
—00

B. DISCRETE FRACTIONAL FOURIER TRANSFORM

Let x(n) be a sampled periodic signal with a period Af and
n=-—N,—-N+1,...,N,inwhich N is the sampling interval
of the signal x(n). If we have function y(n) = x(nAt), let
Au is the sampled period of y(n), the pth order discrete
fractional Fourier transform (DFRFT) of x(n) is given by [1]:

N
Xy (m) =Y KLA0A (m,n)x (n) )
n=—N

where KI‘,"’A’ -Aujs DFRFT transform matrix and defined as:

KOALAU _ \/|Sin0é| — jsgn(sino)cosa
b M + 1

I 272 _jsen(sina)dmnm
Xeicotam Au e/ A

efjcotomzAt2 5)
inwhichm = —M, —M + 1, ... M where M is the sampling
interval of the function y(n).

The inverse of an DFRFT (IDFRFT) with an order p
is the DFRFT with inverse rotation angle —« and
alternating Au, At according to the following relation:

N
x(n) = Z Ky @808 (0, m)X, (m) (6)
n=—N

WhenM = N, a = /2, IDFRFT becomes the inverse of dis-
crete Fourier transform (IDFT). When M = N, o = —m/2,
DFRFT becomes the discrete Fourier transform (DFT).
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C. OFDM SYSTEM BASED ON DFRFT

The orthogonal frequency division multiplexing (OFDM)
systems based on the discrete fractional Fourier transform
is introduced in [20]. In the system, the fast Fourier trans-
form (FFT) and inverse of fast Fourier transform (IFFT) are
the replaced by DFRFT and IDFRFT. Assuming the cyclic
prefix (CP) length is N, the mth sample of the nth transmitted
frame is given by

N-1
xi — K*{X,AIAAf , i 7
P =N, nZ:() b, (m,m)x* () (7)

where =N, < m < N, x'(n) is the symbol to
be sent, assuming that different symbols are independent
and identically distributed with a zero mean and average
power 0% - K _l.a ’A”’At(m, n) expresses the calculation ele-
ments in IDFRFT with sampling space in time domain, given
by Egs. (5) and (6), in which « = p - w/2, p is the frac-
tional factor of the transform, Au is the sampling space in
fractional Fourier domain, and AuTs = 27 |sin|/N. When
a = m/2, the system is traditional orthogonal frequency
division multiplexing (OFDM) system.

Let h(k,l) be the discrete expression of the channel
impulse response (CIR). The power spectrum of the channel
obeys classical power spectra, the cross-correlation function
of CIR can be described as:

E[h(p, 1) -h(g, )] = ofdo QA8 (L —h)  (8)

where At = |p —q| - Ty, 012 is the total power of the /th path.
Jo is the zero-order Bessel function of the first kind, f; is the
maximum Doppler frequency shift, é (e) is a Kronecker delta
function, (e)* represents complex conjugate.

We assume that the frame synchronized at the kth sample
of the jth received frame is written as:

oo N-1
)= 3" 3" hijlk,k —m) - xime™ N + wk) (9)
i=—00 n=—Njg

where 0 < k < N, w(k) is complex additive white Gaussian
noise (AWGN) and unit variance, okz, & = AfNT; is the
frequency offset relative to the inverse of symbol duration,
Af is the frequency offset. The CIR of the (j(N + N) + n)T;
time and the /1 + (j — )(V + Ng)th path is:

hij(k, 1) = h(i(N + Ng) + n, [+ (j — )N + Ny))

After removing the CP, the transformed signals of DFRFT
can be expressed as:

N—1
KIZ}A”A“ (7, n) - 1 (n) (10)

n=0
where 0 <m < N.
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FIGURE 1. The signal constellation demodulation results with different
parameters «. The signal constellation before IDFRFT. (b) The signal
constellation after IDFRFT. (c) The signal constellation after demodulation with
a = 5°. (d) The signal constellation after demodulation with « = 4.85°.
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lll. CROSS-LAYER SECURITY MODEL

BASED ON DFRFT

In the DFRFT-OFDM system, the rotation angle « is one
of the most important parameters. If the rotation angle «
is 5° in the transmitter, the rotation angle « is 5° and 4.85°
in the receivers, respectively. The error of demodulation is
shown in Fig. 1, when the signal to noise ratio (SNR) is 0dB
(error free). From Fig. 1 we can know that the correct signal
constellation can be demodulated only and if only the rotation
angle « is correctly known. Based on this fact, we introduce a
distort signal parameter instead of a general signal parameter
for the DFRFT-OFDM system. The transmitter randomly
flip-flops between the distort signal parameter and the general
signal parameter for confusing the attacker. An upper-layer
pseudorandom sequence will be employed to control the
flip-flops process.

In our scheme, two different rotation angles are denotes
as 1 and o3 in the transmitter. An upper layer sequence set
will be used to decide which rotation angle, either o1 or a», is
used to calculate the sending signal. Let the control sequence
be Qcontrot = (41,925 - - - qn)> qi € GF (2). Then

{V qi =0,
if qi=1,

The control sequence Qconiror Will be the secret key stream
between the transmitter and the intended receiver. An attacker
does not know the control sequence Qconsrol, Who possibly
know the two different rotation angles o1 and ;. The attacker
can not know when slot the rotation angle «; or oy will
be taken, which illustrates the ambiguity in the conventional
signal detector. The attacker will receive the signal using a
random sequence instead of the control sequence Qcopnsro1. The
attacker also can directly adopt the rotation angle o1 or . to
perform demodulation.

aq is taken;
a9 is taken.

L

121



IEEE TRANSACTIONS ON

EMERGING TOPICS
IN COMPUTING

Wen et al.: Cross-Layer Secure Communication Model

'
—— Legitimate partners demodulationg
: Attacker taken o,

i | —©— Attacker taken a,
-—#— Attacker taken ¢, and @,randomly|

BER

& ia

0 10 20 30 40 50 60 70 80 90
Rotation angle «a,

FIGURE 2. Received results of legitimate partners and attackers under
aq = 0° with s changing from & to a4 + 90°.
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FIGURE 3. Received results of legitimate partners and attackers under
aq = 0° with @ changing from a4 to a4 + 0.1°.
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FIGURE 4. Received results of legitimate partners and attackers
under aq = 272°.

Fig. 2 to Fig. 4 illustrate the received results under perfect
channel situation when the rotation angle «; and oy taken
different values. In Fig. 2, the rotation angle «; taken 0°
and the rotation angle > will change from o to o + 90°.
In Fig. 3 and Fig. 4 the rotation angle o takes 0°, and 272°,
respectively while the rotation angle o, will change from o
to a1 +0.1°. Even if the difference between o and o is very
small, the legitimate partners may obtain the advantages over
the attackers. From Fig. 2 to Fig. 4, we can know that the bit
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error rate (BER) of legitimate receivers approaches 0 when
the BER of attackers is over 0.15 with the difference between
o1 and o over 0.01.

IV. SECURITY CODES CONSTRUCTION

A. PRELIMINARIES

Obviously, the scheme described in the previous section goes
only half-way to providing a strong security communica-
tion. After DFRFT randomly flip-flopping transmission,
the legitimate partners have better receiving results
than that of the attackers. Our motivation is to let
error probability of attackers close to 0.5. Formally, let
M = {my, my, ..., mg}, M = {f, ima, ..., iy} and
Mg = {mEg,, mg,, ..., mg,} be vectors denoting transmit-
ter’s message, legitimate’s received message and attacker’s
received message, respectively. The strong security is said to
be achieved if the following relation holds:

Pr(m; #m;)) =0
Pr(m,- 75 I?lE,) = 0.5. (12)

To achieve this goal, we need to develop the security
codes (SC) that can further degrade the information received
by attacker’s without impairing the legitimate users.

B. SECURITY CODES FROM RESILIENT FUNCTIONS

In [21], the novel constructions for generating security codes
based on binary resilient functions [22], [23] are proposed,
which serves as a systematic and practically implementable
approach toward short code lengths and a low-complexity
encoding/decoding process by taking advantage of matrix

general inversion [25], [26]. We briefly review the results
in [21]-[25] and [26] as follows.

C. NOTATIONS OF BINARY RESILIENT FUNCTIONS
Resilient functions were firstly introduced and studied
in [22]-[24], and were originally applied respectively to the
key distribution and generation of random strings in presence
of faulty processors. The definition of binary resilient func-
tions is as follows.

Definition 1 [22]: Let n > m > 1 be integers and suppose:

fo {0, 1" — {0, 1}™ (13)

where f is a function that accepts n input bits and pro-
duces m output bits. Let + < n be an integer. Suppose
(x1,x2,...,x,) € {0, 1}", where ¢ arbitrary input bits out
of n are fixed by an adversary, and the remaining n — ¢ input
bits are chosen independently at random. Then f is said to
be t-resilient by which an output of every possible m-tuple is
equally likely to occur. Formally, the property can be stated
as follows: Suppose f (x1, x2, ..., X)) = (51,82, ..., S;) and
let (z1,22,...,20) € {0,1}" be an accepted input by an
adversary. For every t-subset (i1, iz, ..., i) € {1,2,...,n},
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we have:

Pr(,f(zlv Z27 A aZn) = (S17S25 e 7Sm) |xlj
) 1
=2z,0<j.l<1t)= T
Such a function f is called as a binary (n, m,t) - resilient
function.

crossover prob P

X=(x1,x2,---,xn) Z=(zl,zz,---,zn)
—_—> >

BSC Channel

FIGURE 5. BSC with crossover probability p.

Lemma 1: Considering the model in Fig. 5, let n-tuple
X = (x1,x2,...,%,) pass a BSC is shown in Fig. 5 and
Z = (21,22,.-.,2n) be a noisy version of X. Let f be
an (n,m,t) - resilient function, i.e., f(x1,x2,...,x;) =
(s1, 82, ..., 8m). Let the channel crossover probability be p,
i.e. Pr(x; # z;) = p. We have:

—1
p> lim 220 (15)
n—oo  2n
Let (51,52, ...,5m) =f (21,22, - - -, Zn), then we have:
- - - 1
Pr((1,52,...,80) = (51,82, ..., 5p)) = =—  (16)

Zm
Lemma 2: Let (s1, $2, ..., Sy) in Lemma 1 be uniformly
distributed over an m-tuple vector space. The average bit error
rate (BER) for recovering message (51,52, ...,5,) from
Z = (z1,22,-.-,2n) is equal to 0.5, i.e., Pr (5; # s;) = 0.5,
based on (15) and (16).

D. PROPOSED BINARY SECURITY
CODE CONSTRUCTION
In this subsection, we introduce a number of classes of
security codes generated by binary linear resilient functions
by taking advantage of matrix general inverse algorithms
in [25] and [26].

Let function f in (13) be a linear function, and S” be the
transpose of S. S = (s1, 52, ..., 8m) = f (x1,x2, ..., X,) can
be denoted as:

ST =D, x2, oy x)! (17)

where D is an m x n dimension matrix:

Construction 1: Let D be an m x n matrix from a (n, m, t)
resilient function. Let G be an m x n matrix such that
D -G' -D =D.Given S = (s1, 52, ..., 8y,) as the secret
information launched by the legitimate user, the encoding

function on S should be:
X=0(1,x,...,%)=8S-G+V (18)

where V is an arbitrary n dimension vector such that
D -V'=0, and X is (n, m) security code.

To derive G, we firstly perform row and column permuta-
tions on D:

D=0, [Im

VOLUME 3, NO. 1, MARCH 2015

0]0x (19)

where I,,, is m x 1 identity matrix, 0 is m x (n — m) all-zero
matrix, Q7 and Qg are m x m and n X n matrix, respectively.
Note that such an operation can be performed only if D has a
full column rank, i.e., r = m. where r is the rank of D. In this
case G can be calculated as [25], [26]:

G"=0;'[In B] Q' (20)

where B is m x (n — m) matrix and can be chosen randomly,
which means G is not unique. Here we randomly choose one
to calculate the encoded security information bits S as S - G.

If D is not fully column ranked (i.e., r < m), D can be
transferred into the form:

I 0
D=QL[0’ O]QR @1
Then G can be calculated as:
7_o-1| Ir B | -1
G =0k |:Bzz B2 :| 2 (22)

where By, Byy and Byy isar x (m—r), (n—r) x r and
(n — r) x (m — r) matrix, respectively, which can be chosen
randomly to calculate S - G.

If D has a full column rank, the rate of the secret code from
Construction 1 is r/n.

One method in finding vector V in (18) is shown as follows.
Let Dy be a (n — m) x n matrix such that

Dy -DT =0, (23)

where 0 represents an (n —m) X m all-zero matrix. Let
n — m by 1 vector K be randomly selected for computing
V = K - Dy, which means that one source message S will
correspond to numerous outputs X when a matrix G is given.

By launching X into the channel, the receivers will receive

Z=(z1,22, - -.,2y) whichis the noisy version of X. Decoding
the secret information = (51, 52, ..., §;,) from Z yields
S=G2....w)D" (24)

Theorem 1: A security code constructed via
Construction 1 can avoid secret information S from leaking
to any eavesdropper under BSC when the crossover proba-

(n—1)

bility of the wiretap channel is p,, where p,, > lim ==,
n—oQ

In other words, the error rate at the eavesdropper approaches
©05if p, > lim 70,

The proof of Theorem 1 directly follows by combining
Lemma 1 with Lemma 2. We call this crossover probability
Pw as the threshold probability, and the corresponding secu-
rity code is denoted as (n, m, p,).

V. SECURITY SYSTEM MODEL

The secure communications model targeted in this study is
shown in Fig. 6, where the source intends to send m bits
message S = {s1, 51, ...Sy} to the destination. Firstly, the
source encodes the message such that

X=x1(5) (25)

123



IEEE TRANSACTIONS ON

EMERGING TOPICS
IN COMPUTING

Wen et al.: Cross-Layer Secure Communication Model

Transmitter

X=x(5)  C-p(x)

S Security X Channel c
encoding encoding .

FIGURE 6. Security system model.

where x is the security encoder function. Alice continues to
encode X such that

C=xX (26)

where x» is the channel encoder function. Then IDFRFT
is performed under the control sequence Qconmroi- The
sequence V received by the legitimate receiver is the noisy
version of sequence C. Meanwhile, an attacker can also
observe the noisy sequence V,. the legitimate receiver per-
forms DFRFT under the control sequence Qconsroi- The
attacker performs DFRFT without the control sequence
QOcontrol- Both the legitimate receiver and the attacker perform
channel decoding as:

Y =14(V) 27)
Z =1yr(Ve) (28)

where v, is channel decoding function, which is an invertible
function of the channel encoding function x,. Then security
decoding is performed as following:

~S = ¥ (Y) (29)
Se = ¥1 (Z) (30)

where 1/ is security decoding function, which is an invertible
function of security encoding function ;.

VI. SIMULATION RESULTS

A. SECURITY CODE PERFORMANCE

The proposed Construction 1 is based on binary resilient
functions (n, m, d—1), which can be generated by a cor-
responding linear code (n,m,d). In the experiment we
implemented simplex codes (2’" -1, m, 2’”’]), which
are the dual of Hamming codes, so as to yield a
(2" =1, m, 2"~ — 1) linear resilient function. Fig. 8
shows the BER after applying the security codes versus the
crossover probability p of the BSC before applying the secu-
rity codes.

B. SECURITY SYSTEM PERFORMANCE

Corresponding to Fig. 2-Fig. 4, the security codes in Fig. 7
are put onto the cross-layer model under AWGN channel
and Rayleigh channel. The WG stream ciphers [27] are
employed to generate the control sequences. The security
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Y Security s
decoding [1 eoitimate
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DFRFT Channel
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< | Channel Security .
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0 0.05 0.1 0.15 02 0.25 0.3
Crossover probability p

FIGURE 7. The performance of security codes generated by Construction 1
used simplex codes.

codes (7, 3,2/7), (15,4,4/15) and (31, 5, 8/31) are put on
the top of the cross model in Fig. 2 to Fig. 4, respectively.

0.55F T T T T T T T T
05} ® & g ¥ = ——- %ﬁl

045} : ‘ -
04f .
0.35F 1

o 03 - .
o5k —<4— Legitimate partners demodulationg |

Attacker taken o
02 —o6— Attacker taken a, A

o015k —— Attacker taken ¢ and &, randomly ]

0.1H : : .
0.05 .

P 4—a 4 d——a

0 10 20 30 40 50 60 70 80 90
Rotation angle a,

4——d|

FIGURE 8. Received results of legitimate partners and attackers under
aq = 0° with a» changing from a4 to a4 + 90°.

Fig. 8 to Fig. 10 illustrate the received results when the
rotation angle o1 and « taken different value after combining
with security codes. In Fig. 8, the rotation angle o taken 0°
and the rotation angle «; will change from o to oy + 90°.
In Fig. 9 and Fig. 10 the rotation angle « taken 0°, and 272°,
respectively while the rotation angle «» will change from o
to @1 + 0.1°. From Fig. 8 to Fig. 9, we can know that the
BER of legitimate receivers are 0.007 to 2.016 x 10~% when
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FIGURE 9. Received results of legitimate partners and attackers under
oy = 0° with ep changing from a4 to ey + 0.1°.
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FIGURE 10. Received results of legitimate partners and attackers under
oy = 272°,

BER of attackers is approaching to 0.5, which means that the
security system achieves almost error-free transmissions for
the legitimate partners while zero information obtained by the
attackers.

VIl. CONCLUSION

This paper has investigated the secure communications
building via a cross-layer method based on DFRFT under
Wyner’s model. By combining cryptographic techniques
implemented in the higher layer with the physical layer secu-
rity scheme using random parameters flipping of DFRFT
systems, where the channel advantage of the intended receiver
is ensured first by DFRFT and IDFRFT processing controlled
by higher layer cryptography. The advantages of the
legitimate partners are continuously extended by develop-
ing the security codes on top of our cross-layer DFRFT
security communication model. A strong secure model for
mobile communications is built. The security codes gener-
ated from binary resilient function are with low complexity
performance. The effectiveness of proposed scheme is
demonstrated via simulation results.
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