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Cooperative Output-Feedback Secure Control
of Distributed Linear Cyber-Physical Systems
Resist Intermittent DoS Attacks

Xin Wang
and Xian Zhang

Abstract—This article studies a cooperative output-feedback
secure control problem for distributed cyber-physical systems
over an unreliable communication interaction, which is to achieve
coordination tracking in the presence of intermittent denial-
of-service (DoS) attacks. Under the switching communication
network environment, first, a distributed secure control method
for each subsystem is proposed via neighborhood information,
which includes the local state estimator and cooperative resilient
controller. Second, based on the topology-dependent Lyapunov
function approach, the design conditions of secure control
protocol are derived such that cooperative tracking errors
are uniformly ultimately bounded. Interestingly, by exploiting
the topology-allocation-dependent average dwell-time (TADADT)
technique, the stability analysis of closed-loop error dynamics
is presented, and the proposed coordination design conditions
can relax time constraints on interaction topology switching.
Finally, two numerical examples are presented to demonstrate
the effectiveness of the theoretical results.

Index Terms—Cooperative secure control, distributed cyber-
physical systems (CPSs), intermittent denial-of-service (DoS)
attacks, observer-based output-feedback control, unreliable
switching topology.

I. INTRODUCTION

THE NOTATION of cyber-physical systems (CPSs) is a
new generation of networked intelligent control systems
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that integrate physical processes, computational resources,
communication, and control implementation [1]-[3]. As the
wide application of the wireless sensor technology and
the intelligent computation method [4]-[6] over a com-
munication network in the industrial engineering field,
the complex distributed CPSs (DCPSs) connect the phys-
ical devices through the communication/sensor network
(such as multiagent systems [7]-[10], multivehicle platoon
systems [11], distributed power systems [12], multiple under-
actuated ships formation [13], cooperative mobile manipula-
tors [14], and so on), which enable these physical devices
to manipulate physical entities in a remote, reliable, real
time, secure, and collaborative manner through network space
to achieve desired goals. Note that the coordination control
objective of the above CPSs in a practical scenario may
usually be transformed into the consensus/synchronization
issues of distributed CPSs or MASs [15]-[19]. For exam-
ple, the aim of platoon control is to track the leader’s
speed, and keep a safe distance between two consecutive
follower vehicles The synchronization of the voltage mag-
nitudes for distributed generators (DGs) in power systems
is equivalent to synchronizing the direct term of reference
voltages [20], [21].

As is well known, the unreliable information interactions or
fragile network connections usually have to face the malicious
cyber-attacks [22], [23]. For example, the denial-of-service
(DoS) attacks, as a typical kind of cyber-attack, attempt to
block the transmission of information, in communication chan-
nels [24]-[26]. Therefore, the information-flow security issue
and reliable secure control problems of DCPSs have been paid
considerable attention in engineering practice [27]-[32]. In
recent years, under the assumption of cyber-attacks whose
model is described by a random Markov process, the dis-
tributed secure tracking control problem of DCPSs is studied
in [33], and then the cooperative resilient control protocol is
designed to guarantee exponential cooperative tracking in a
mean-square sense. Later on, Xu et al. [34] and Feng and
Hu [35] investigated the secure coordination control issue of
MASSs against network DoS attacks by using event-triggered
and self-triggered schemes, in which the consensus objec-
tive can be ensured if the frequency and duration of DoS
attacks satisfy certain conditions. In [36], the decentralized
adaptive output-feedback control issue of interconnected non-
linear systems is investigated in the presence of intermittent
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DoS attacks. As the DoS attacks occur on different interaction
channels, the distributed state-feedback and observer-based
secure consensus control law is developed in [37]. By means
of the switched stochastic time-delay system model approach,
an output consensus secure control protocol for heterogeneous
agent networks is designed under aperiodic sampling and ran-
dom DoS attacks [38]. It is noted that the aforementioned
secure coordination control design developments for DCPSs
dealt mainly with the case of the underlying communication
network for all subsystems persist in a time-invariant topology
structure.

However, this constraint cannot hold in many practical
network environments. For example, due to the communica-
tion failures or sensor range limitations that may often occur in
the underwater environment, the agent subsystem in a team of
autonomous underwater vehicles, who works together to fulfill
a coordination task, need to cut off or connect with its neigh-
bors in different time intervals. Therefore, it is also natural
to study the cooperative secure control resist DoS attacks
under switching communication network. But in general, the
problem of designing a secure control protocol is more diffi-
cult for a switching agent network than for a fixed one. This
is because, when the connection network among all subsys-
tems is changing, it is a challenge to analyze and prove the
global convergence caused by the complex interaction among
the subsystem tracking performance, switching topology con-
straints, and the DoS attacks in communication channels.
Consequently, how to establish a cooperative output-feedback-
based secure control methodology for DCPSs with intermit-
tent DoS attacks under switching communication constraints
motivates this study.

In this article, we propose a novel cooperative secure
control approach for DCPSs under switching topology in
the presence of intermittent DoS attacks, which partially
resolves the above problems. Compared with the existing
results, the main contributions can be summarized as fol-
lows. First, unlike the previous results in [32]-[38], where
the connection network is assumed to be a fixed topol-
ogy, a switching topology network, including intermittent
DoS attacks, is considered, which is more reasonable in
practical applications. Second, a novel output-feedback-based
secure control approach is designed for linear distributed
CPSs under DoS attacks, in which, a local state observer
for each subsystem is introduced to estimate the unmeasur-
able subsystem states, and the distributed secure controller
is also designed by exploiting the exchanged neighborhood
state estimates. Finally, the design conditions of secure con-
trol protocol on ensuring the cooperative tracking objective
are set up by exploiting the topology-dependent Lyapunov
function method and topology-allocation-dependent average
dwell-time (TADADT) scheme, which develops the distributed
secure control technology to defend cyber-attacks in practical
industrial CPSs.

The remainder of the work is summarized as follows.
Distributed CPSs description and preliminaries are given in
Section II. The main result is proposed in Section III. Section
IV contains two illustrative examples. Finally, the conclusion
of this work is drawn in Section V.
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Notation: R" stands for the n-dimensional Euclidean space.
0, 1, and [ are zero matrix, all 1 column vector, and the identity
matrix with appropriate dimension, respectively. || - || means
the Euclidean norm. Amax(A) and Apin(A) express the maxi-
mum and minimum eigenvalue of matrix A € R"". AT is the
transpose mark of A. M ® N indicates the Kronecker product
of M € R™" and N € RP*4. If matrix P is positive, it is
noted as P > 0 .

II. PRELIMINARIES AND PROBLEM STATEMENT
A. Basic Graph Theory

A communication graph can be denoted by G(V, &, A),
where V = {vi,v2, ..., ,w}, € =V xV, and A = [g;] €
RN*N stand for the N nodes set, edges set, and the associated
adjacency matrix, respectively. Here, a;; > 0 indicates the sig-
nal can be transferred between nodes i and j. For node i, the set
of its neighbors is denoted by NV; = {vi € Vg € £,j # i}. If
edges &;; = ¢gj;, for Vey;, &;; € £ and there exists a path between
any pair of vertices, that means the communication graph is
undirected and connected. A path here refers to a series of
connected edges. The Laplacian matrix £ = [£;] € RVXN g
depicted by L;; =Y ;;a;j and Lij = —ajj, i # .

B. DCPS Dynamics and Switching Communication Networks

Consider a DCPS consisting N 4 1 subsystems distributed
on a time-varying communication network, the dynamics of
the ith subsystem of the DCPSs are modeled as

xi (1) = Ax;(1) + Bu; (1)
yi(t) = Cxi(t), i=1,....N (1)

where x;(f) € R" means the ith subsystem state, u;(r) € R”
and y;(#) € RY represent the control input and output sig-
nals, respectively, and A, B, and C are constant matrices with
appropriate dimensions, and satisfy (A, B, C) is stabilizable
and detectable. Here, the leader node can be indexed with O
and its model is described by

Xo(t) = Axp(f) + Bug(?)
Yo(t) = Cxo(?) )

with xo(#) and yo(r) are the state and output vectors, respec-
tively, uo(#) is the unknown time-varying input signal of leader
satisfying |lug(?)|| < u, and u > 0 is an unknown constant.
Let G = {G, : p € P} be a set with an index set P, which
contains all possible undirected connected graphs. Meanwhile,
define a topology switching signal o () : [0, +00) — P.
Then, the time-varying adjacency matrix and the Laplacian

matrix can be rewritten as A°® = [a(-’(t)] e RV*N and

i

L£00 = [ESU) (Zlox(f)’} € RVEDX(NHD | ith £70 = | ,;;@] c
2 1

R¥N*N and Eg(t) e R¥*! Denote [t, tmy1), m € N as an
infinite time sequence of bounded nonoverlapping intervals.
Here, the sequence fg, t1, ..., represents topology switch-
ing time. Supposed that there is a dwell time 7, such that
tmt1 — tm = T, aCroSs [t, tn41) the interactive connection
graph is time invariant.
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Assumption 1: The communication interaction graph
{G, : p € P} is fixed and connected on every interval
[tn, tmy1), m = 1,2,...,. Each subgraph of all follower
subsystems is undirected, the leader has a directed path to
one subsystem at least.

Inspired by the work presented in [31], the notion of
TADADT will be introduced. First, by applying the topology
allocation strategy, we define a set S(G,) be all eigenval-
ues of the matrix E’f with all p € P, that is, §(G,) =
(.55, sRIs? = ach),i = 1,...,N}. Then, the topol-
ogy partition of all possible graphs G = | ..z O, with O, =
{gzl, gzZa cees gzr|S(gzi) = S(gzj) Vzi, Zj eP,z # Z]} and Z
is an index set which includes all possible graph connection
types. Thus, we can find the followmg set, which includes the
same eigenvalues of the matrix El, S = {sl, s2, .. sN| ;

A (ﬁz),z =1,....,Nz € {z1,22,...,2¢}}. In addition, by
applying [31, Lemma 1], the TADADT is defined as follows.

Definition 1 [31]: For any 15 > 11 > 0, if there exists
a switching signal o () over (t1, t2) such that the following
inequality established:

NE(rn, o) < NG+ ™) o

az
then t,; is called TADADT for t,, > 0 and J\/'S > 0. Moreover,
Né(rl, ) and T%(ty, 12) are the number of switching and
total running time of Q, over (71, 12), respectively.

Remark 1: Note that the TADADT method is introduced to
divide the topology graph set G according to the topology
connectivity property. In each communication graph subset
Q. all elements have the same network connectivity prop-
erty, which means the augmented Laplacian matrix ,Czlk of
topology G in the same subset Q. has the same eigenval-
ues. Then, the TADADT condition of G, can be used to
design the distributed secure control algorithm resist intermit-
tent DoS attacks under switching communication networks.
It is worth noting that the proposed methods in this study
can reduce the conservation of ADT and topology-dependent
ADT ones [23], [39].

C. Intermittent DoS Attacks Constraints

A DoS attack is an attack means that interferes with the
virtual channel of a normal wireless network communication.
The information exchange of the virtual channel is blocked
by transmitting other uncorrelated signals, so that the agent
cannot receive timely neighborhood information. When the
virtual channel ¢; is attacked, it is assumed that the virtual
channel ¢j; is also attacked.

Owing to the energy constraints and environmental factors
from the interfering signals transmitted by the opponents, the
arrival time of DoS attacks is usually intermittent or random.
The following situation is considered one attack: 1) If the
two attacks have the same arrival time and the duration is
different and 2) If the arrival time of the two attacks is differ-
ent, but the duration of the attack is intersecting. So assume
that the attacks occur in some discontinuous time intervals.
Define 7,, = [t t,ln) as a time sequence in which the attacks
occur. For any t > tg, to is the initial time, we can define the
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Fig. 1. Distributed CPSs under intermittent DoS attacks.

following time intervals:

A0 = | Tu[ It 0),

meN+

E@®) = [to, t)/ A1) “4)

where [tp,t) means a time set containing the arrival and
nonarrival of the all attacks. Hence, it could be rewrit-
ten as [to,t) = U,en+ [tm: tme1) U [to, t1), which each
interval [t,, t,+1) consists of the nonoverlapping subintervals
[t9n, t,ln), R, [tf;l”_ , tﬁ,’f), I, represents the frequency of topol-
ogy switching during the time interval between two adjacent
attacks.

D. Cooperative Secure Control Objective

For the considered DCPSs with intermittent DoS attacks
under a switching communication network, the main objec-
tive here is to design a cooperative secure control algorithm for
each subsystem only using the output information, to achieve
the convergence of estimation errors and the coordination
tracking of DCPSs under the leader-following network struc-
ture. Fig. 1 shows the distributed CPSs under intermittent DoS
attacks.

Remark 2: Compared with the traditional centralized CPSs
under network attacks, the major difficulties in designing the
cooperative secure control scheme for DCPSs lie in that:
first, the complex structure of distributed networked systems
increases the possibility of suffering network attacks; and
second, malicious attacks not only cause the performance
deterioration for local subsystems but also may affect the coor-
dination synchronization of the distributed network. Therefore,
it is important and challenging to solve coordination secure
problems subject to network DoS attacks in CPS security.

III. MAIN RESULTS

Suppose that only a group of subsystems acquires the
leader’s information, and each follower subsystem can use rel-
ative information from its neighbors to design a cooperative
secure controller. In this section, we will present a systematic
design procedure for the cooperative secure output-feedback
control problem of the considered DCPSs via distributed
neighborhood information.

A. Cooperative Secure Control Scheme Design

Note that in the unreliable communication environment,
the relative output information of neighboring subsystems is
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unavailable for designing control protocol when a DoS attack
is launched. On the basis of the discontinuous neighbor-
hood output signals, the following observer-based cooperative
secure controller is designed for the ith follower subsystem:

i)ifre E®) :

vi(t) = Avi(t) + Bu; (1) + L[Cw(t) - yi(t)]
ul(t) = sz(t) + eﬁ(a)l(t))
wi(t) =K z al " (vi(t) — vj(0))

mn)ifre AQ@) :
vi(t) = Av;(1) + Bu;(¢) + L[Cvi(t) — yi(t)] )
ui(t) =0

where v;(t) € R”" is the estimate of the state x;(¢), and 6, L, and
K are the controller parameter, observer gain matrix, and the
feedback gain matrix to be designed, respectively. The control
auxiliary function f;(w;) is defined as

w0/ (i),
filen) = {ew,-(r>/n,

if bw; > 7
if bw; <m

(6)

where 7 is a positive parameter. Meanwhile, the leader’s esti-
mate state vg(f) can be obtained from its local observer, that
is, vo(f) = Avg(f) + Bug + L[Cvo(f) — yo(#)]. Denote

55(0) = %0 = %0(0), Tilt) = vi(0) = vo()

w0 = [, ... 50l 50 =[o,...

oi() = ([orn g - c"@] ®K)e(t
F(w(n) = [fl (w1), ... afN(CUN)]

then, the dynamics of segmented closed-loop error e(f) =
XX (1), T(H)]T can be written as

Mye(t) + H[IN ® B]F( ) — [IN ®B]Mo

f)N(Z)]T

Iy ®B
. _ lf t e u(t)
D=7 Iyea o - [wes ™
—Iy®LCIy®D,|° 1y®B|"
if t € A(t)
where T1; = Iv®A 95‘1’(’) ® BK)| hd D =Iy®
—Iy ® (LC) D '

D, + GLT(I) ® (BK), D = A + LC. Furthermore, we define

the cooperative error as

5(1) = [iﬁg] - ["},N }ijf]e(r) ®)

with £(r) = %(t) — D(t) = [£] (1), , ..., £ (O]T. From (7), we
imply the dynamics of the closed-loop cooperative error §(¢)
satisfying

ITL6(r) + 9|:IN?®Bi|F(a)(t))) — I:IN(()@B}MO

ifte EQ®)
9
Iy ® D, ©)

5(1) 0
[1N®( LO) Iy ®A] ®- [1N®B}“°
if t € A(?)
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Iy ® (A+LC) 0

—IN®(LC) Iy®A+6L]"® (BK)]
From the above analysis, the cooperative secure control
problem of DCPSs (1)-(2) with observer-based distributed con-
troller (5) has been converted to the simultaneously stability
of zero equilibrium points for the cooperative error system (9).

where I, = |:

B. Stability Analysis

In this section, the uniform ultimate boundedness of the
closed-loop cooperative error system (9) will be proved.
Besides, let us denote a; = Amin, 7 (Q;) and b; = Amax,. = (Q2),
A, = ming. z(ay), Ay = max,c z (b;). By the aforementioned
design of the cooperative secure control protocol and analysis
procedure, the following theorem can be derived.

Theorem 1: Consider the DCPSs (1)-(2) described by
dynamic leader—follower networks satisfying Assumptions 1
and 2. If there exist matrices P; > 0, P, > 0, L, and a constant
a* > 0 such that the following inequalities hold:

C -1
P>A + ATPy, — 2P,BBTP, + o*P) P5L
LTp, —I

T * T
[Pl(A—i-LC)—i—(A—i-LC) P +a*P; C } <0 (108

} < 0. (10b)

In addition, we select parameters of < ([a*a;]/b;), k; >
(b;/A,), and BF > B* > 0 such that the following conditions
hold:

Ink 1 1
Z(a?— ta;)TZ(t ]+1> ZN Ink, — ln—

eZ €2

- ﬂ;‘(t} t/) ~0 (11a)

In 1
Z(a*— )TZ(to,tl)—ZN I —In— >0
€2 Taz €2 “
(11b)

PIA+LC)+ (A+LO)T™P +CCT —B*P, <0 (1lc)
PyA+ APy + P,LLTP, — B*P, < 0. (11d)

Then, there exists the observer-based cooperative controller (5)
such that the cooperative secure control objective is ensured,
that is, all the closed-loop error signals in the cooperative error
system (9) are UUB even in the cases of the intermittent DoS
attacks. And the gain matrix of the designed observers is given
as K = —BTP,. Furthermore, the cooperative error signal §(7)
will eventually converge to the following compact set:

={OIISOI < é1} (12)

where §; = max{8, \/(A»/A,)83} and & > 0.

Proof: Consider the following segmented multiple topology-
dependent Lyapunov functions candidate:

L GRETEION

- ifte E(@)
Vo () = {5T(t)£28(t),

if t € A(t) (13)
where Y,y = diag(£] " ®@P;, L7 @ P,} and @ = diag{ly®
P1, Iy ® P,}. This entire proof is divided into the following
three parts.
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Part A: First, we denote o(t) = p, p € P on the interval
t e [t f = 1,2,... 1, — 1. Then, the time deriva-
tive of V,((¢) along the error system (9) on every interval
satisfies

L] ®2P1(A+LC) 0

. T
Vo) =8 (’)[ L) ® (—2P,LC) Dy

}sm + 28T ()

0 T 0
X [95’1’ ® PZB}F(“’) -2 [1211’1,\, ® PZB]MO
(14)

where Dy = £ ® (2P2A) + 20(L))* ® (P,BK). In views of
llug|l < u, it follows that:

N N
0 _ 3
- Z‘ST[ﬁf’lN ®P23}uo <2 § § ﬁgBszuj(t) . (195
1 i=1 | j=1

Furthermore, we consider the following three cases.
Consider 1). When 6Ow; > T,

fil@) = (@flleil), we have 26T[9 ﬁ;g PZB]F(w) =

205N 1IN, LEBTPy;(1)|. Hence, (14) could be
rewritten as

that is,

N N
Vo) <TP() =200 —it) Yy 1Y LIBTP (0] (16)
i=1 || j=1

LF 2P (A+LC) 0

P(f) = §T 1

where I'P () = 6 (t)[ L’;@(—ZPzLC) Dy 5(1).

Consider 2). While 6w; < m, using the inequality
—(O%/m) | XL, LZB P17 + 61l 0, L2BTP()] <

(1/4)w, one obtains V,() < TPt — 20 -
i) YN I o LEBTP (o) + (1/2)N7
Consider 3). Let ¢ be a positive integer satisfying
2 <1 <N —1, and assume that

Flon) = ﬁo, i=1,...,1

’w’)_{%, i=i+1,... N {an

Then, one has 287 [ ocr (g) P, B} Flw)=-20"_ I Y1, £
B Py (0] — 207 /m) I 4y 11 00 LEBTP,7(1)])%. Hance,
it follows from (17) that: Vp(t) < TP — 20 —w Zf\;l
I ZI\;I ﬁZ-BTsz)j(t)II + ¢, where ¢t = (1/2)(N — )r. In the
light of the above three cases, we can obtain the following
unified result:

. N |~
Vp() <TP(t) —2(0 —u) )
i=1

+ %NTL’.

1 LEBTPov;(1)

j=
(18)
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Note that
Pt < €70 L) ®[P1(A+LC) + (A +LOTP + CTCle)
+ T0O[L} ® (PA + ATP, — 20a.P,BBTP,
+ PoLLPY) 5 (t) (19)

where we use the fact 2a™h < a%a + bTh and K = —BTP,.
Then, substituting (19) into (18) yields

Vo(t) < ETO{L®[P1(A+LC) + A+ LOTP + CTCJle(n)
+ 0T (0[] ® (PA+ATP,
— 20a,P,BBTP; + P,LL'P,) ]9 (1)

N N
+ %Nﬂ —200—i) ) |B"P; Zc{;f;j(t) ) (20)
i=1 j=1
Choosing 6 sufficiently large such that 6a, > 1 and 6 > u,
as well as exploiting inequality (10) and the Schur comple-
ment lemma, that is, Vp(t) < —a*V,(t) + (1/2)Nm, which
means Vp(t) < 0 on V,(©) = p when a* > (Nm/2p).
Thus, it knows that all error signals are bounded with ¢ €
[t’:,,,tj;,f]),f = 1,2,...,,, — 1. By choosing some posi-
tive constants o) < (a*a;/b;), k;1 > (b;1/1,) and define
M = (1/2)Nm, the following relationships are obtained for
any 1 € [th, th),m € N*: 1) V,(t) < —a*V,(1) + M ¥G, €
sz € Z and 2) Vpl(t) = Kzl VpZ(t) Vgpl € Qzly gp2 € QZZ-
Furthermore, using the above inequalities for ¢ € [t}n,ti’,’;),
one has

Vo) (%)
In—1 In—1

< K expy—a* - tﬁf{"*‘ <Ol* —a, )t{n
T yeei=e et 2l o)

Im

tm
+ O‘e:(t,l,l)t;1 Vo (th) <t’1”> M =1 exp
In—1
* l’”_ e
{_ao(t,l;,"_l)<tm f)}dt—l— +M 1_[ KU(tCn)
f=2
t, m
f _¢f—1
X /H expy — Za:(t{n_l)(tm—tm )
m f:3
—al (t;—r) dr. Q1)
Similarly, for ¢ € [to, t1), it follows that:
Vo))
lh—1 Iy
~1
< exp Zlnxg(t,) — Za* = (t{) —t() )
= M= R{(

lo
tO
X Vo (ty) (to) +M /1071 exp
t()

lp—1

TSI Ct

f=1
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lh—1

exp Za t’(; ( .—t6_1>

X
0

0

@ ) (tg) - r) dr. (22)

Part B: When the DoS attacks are launched in interval ¢ €
[tm,t,ln),m e N7, the time derivative of Vo (t) along the
trajectory of (9) satisfies

Vo (t) < & ([ IN®(P1(A+LC)+(A+LC)'P1+CCT) £ (1)

+ 5T () [In®(P2A+AT P, +PLLLT Py) (1)

0
_ T
268 (t)|:1N®Psz|u0

From (11c) and (11d), it implies Vo(y(t) < B*Vy((®) +
2180llIP2BINluoll = BiVo (1), where B > B* +
([211P2Bl|ul/[80c]), ¢ = min{Amin(P1), Amin(P2)} for any given
parameter §9 > O satisfies ||8(t)|| > §p. Therefore, using
Vd(t,,,)(tm) = (1/)L )V
holds:

Vo tn) (t:n_) < eXp[ﬁ (tl tm)}Vo<tm>(tm)
l”l_
Za {826, |V, ey () @D
Part C: Finally, combining (21) and (22) with (23) on the
interval ¢ € [tg, t), it follows that:

(@1 (tm ), the following inequality

Vo (tngr) (tm+1)

1 N (to.0)
<|- ex
<(; ) b

*(th-t)+ Y- NGk,

€2

Ink
Z) (. ter)

m

D |4

k=0

(e

X VG (tm) (tm)+ Z

k=0

tit1 .
X M/t‘ exp ZNoanz

k €2

(et

€2

)TZ('L’ t) pdt

Vot (t0)+ ) _ A, (24)

J=1

m
< exp —Z\Ilj—lllo
J=1
where W, =} _(af [Ink;/74;] )Tz(tl,t,+1) —
t
ez N§Ink, —In(1/r,) — BX(t) —t), A, = Mff*'
XezNInk, — Yz — [Ink, /e DT(x, t)}d‘l,', and

Yo = D ez (@] — [Inke/Tu]) TE(t), t) — Doez N Ink, —
In(1/A,). In addition, we know that there exists a non-negative
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constant m at any ¢t > 0 such that t; < t < t;41. Denote
¥ = maxpeN(tnt1 — tm), ¥* = min]EN(‘Ij])v and A* =
max;eN(A)), substituting (11a)-(11b) results in V¢, (1) <
pe 10V (to) + mA* with u = exp{Bic* + W*},
= (V*/¢*). According to the definition of MLFs candi-
date in (13), it is shown that there exists a scalar a > 0 such
that 0 < al|8]| < Vg () (9), thus, it implies
0<lIsMll ==

—"“—‘OWUU )(t0) + mA* (25)

which means that all 51gnals of the closed-loop coopera-
tive error system (9) are UUB as ¢+ — oo. Furthermore,
we know that [|8(1)[1> < (Ap/A,) e 100 [15(to)||> + mA*.
By letting u* = (hy/A,)i, the error signals 8(r) =
[ET(@), DT(H)]T enter the set ||8(r)|| < 8o within the time
interval [to, to + (1/mIn((u*[13(10)[|*]/[83 — mA*])]. By let-
ting 8 = max{So, v/(As/A,)83}, for all 8(rp) € RV, it
concludes the cooperative error §(¢) eventually converges to
the set 8* = {§®I|I§@®)| < &1} for all ¢+ > ty + T with

=to+ (1/n) ln([u*||8(t0)||2]/[85 — mA*]) that is, both sig-
nals x;(t) — v;(t) and V;(¢) converge to a compact set §*. The
proof is completed. |

Remark 3: Compared with the previous works [32]-[38],
the main advantages of this article lie in three-fold: 1) the
assumption of the intermittent DoS attacks break out switch-
ing communication network is considered, which is usually
realistic in a practical scenario; 2) by constructing the local
state estimators and distributed controllers for each subsys-
tem via neighborhood information, an output-feedback-based
secure control algorithm is established to achieve a cooper-
ative secure synchronization objective; and 3) by using the
topology-dependent Lyapunov function analysis method, the
convergence of the closed-loop error systems is proved in the
presence of intermittent DoS attacks.

Remark 4: 1t is worth noting that the designed parameters
can be divided into three parts according to the proposed con-
trol scheme. First, «* is chosen to guarantee the feasibility of
LMI (10). Second, «* and «, are selected based on the con-
nectivity property of all possible switching topology graphs,
while g*, B, a® and «; given in (11) are used to guaranteed
the total communication time without DoSs is larger than a
threshold quantity. Finally, & and m are selected to improve
the convergence performances of the closed-loop tracking error
system.

Remark 5: Indeed, the proposed theoretical results cannot
be used directly to solve the specific challenges coming from
the inherent nonlinearity of distributed CPSs. However, the
main idea and theoretical analysis method under this frame-
work combining with a nonlinear control technique, such as
adaptive neural network algorithms [40]-[42] and fuzzy con-
trol approaches [43]-[46], can be able to handle the nonlinear
CPSs subject to unreliable communications and DoSs, that is,
an interesting issue for further investigation.

IV. SIMULATION EXAMPLE

Example 1: In the first example, we will verify the effec-
tiveness of the proposed cooperative secure control approach
for a group of multiple vehicle systems, which includes one
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Fig. 2. Switching topology graphs.

Fig. 3. Topology switching signal of Example 1.

leader and four follower vehicles. Inspired by the technical
literature [11], the longitudinal dynamics of the ith vehicle
subsystem can be approximated as follows:

pi(t) = vi(1)

vi(t) = a;(?)

. 1 1 .

a;(t) = _Fai(t) + Fui(t), i=0,1,...,4 (26)

where p;(?), v;(?), a;(¢), and u;(¢) represent the absolute vehicle
position, velocity, acceleration, and control input, respectively,
and I' is the power-train time constant. Suppose that the
vehicles team are distributed on a time-varying communi-
cation network, and all possible interconnected topologies
G = {G1,G2,G3, G4, Gs, G, G7, Gg} are presented in Fig. 2.

In view of the topology allocation strategy introduced in the
preliminaries, we can propose that
S(G1) = S(G3) = S(Gs) ={0.1392, 1.7459, 3, 4.1149}
S(G2) = S(Gs) = {0.1729,0.6617, 2.2091, 3.9563}
S(Gs) = S(G7) = {0.4094, 2.4927, 4.2075, 4.8904}
S(Ge) = {0.2598, 1.8564, 2, 0.4512}.

So, a topology partition set of G can be divided as

G=0olJalJo:Jos

where Q1 = {G1., G3. Gs}, 02 = {92, G4}, O3 = {Fs, G7}, and
04 = {Gg}. The switching rule of the network communication
topology is G — G, — -+ — Gg —> G| — ---. Also, Fig. 3
shows the topology switching signal in this simulation.
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Fig. 4. Profiles of the first state and estimate trajectories for vehicle i, i =
0,1,....4.

Let x;(¢) = [pi(®) vi(?) al-(t)]T, then, the state-space model
for the ith vehicle dynamics can be described by (1)—(2), where
the matrix parameters are described as

01 0 0
A=|00 1 |, B=|0|, c=[110].

1 1

00-p T

In order to demonstrate the effectiveness of the secure
control design algorithm presented in this study, we assume
there are three intermediate DoS attacks occurring in con-
nected multiple vehicle network, that is, + € [0 s, 10 s) U
[48.9 s, 60.9 s). Meanwhile, let the vehicle parameter I' = 0.4,
and the input signal of leader vehicle be

0.1, 0s<r<8s
up(t) = { sin0.17, 8 s<tr< 18 s
0.2, t>18s.

Moreover, the initial conditions are xp(0) = [2, 1, —1.5]T,
x1(0) = [=5,1.8, =217, x2(0) = [-2,0.5, 11T, x3(0) =
2, —1,1.5]T, x4(0) = [0.5,1.5,-0.5]T, v5(0) = [2,-0.7,
LAY, vi(0) = [5,-8,2]1T,1(0) = [—4,3,6]T, 1300 =
[—6, =3, —2]T, and v4(0) = [6,8,4]T. By selecting 6 =
10,7 = 1,a* = 0.9 and B* = 47.5, and solving LMIs (10a)
and (10b) in Theorem 1, the feedback gain matrices are obtained:
—0.7287
L=|-0.9259 | and K = [—1.9112 —4.0803 —1.6360].

—0.1944
It 1s easy to verify that the criteria (11) in Theorem 1 are

satisfied under the above constant. In the simulations results,
the time responses of states and estimates of five vehicles are
shown in Figs. 4-6, from which it can be observed that the
states and estimates of each follower vehicle can track leader’s
trajectories under intermittent DoS attacks. As a result, the
simulation example illustrates the efficiency of the proposed
output-feedback secure control strategy.

Example 2: Consider the model of a term of F-18 air-
crafts with four follower subsystems and one reference leader
(Node 0) [31]. Suppose that the underlying communication
topology and switching signal are given in Figs. 2 and 7.

What’s more, the system parameters of each aircraft model are
—1.175 0.9871 i| B |:—0.194 —0.035931|

given as A = |:—8.458 ~0.8776 ~19.29 —3.803
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Fig. 10. Profiles of subsystem 1 states and estimates.
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0.0331 3.5058

|

1, and B* = 8.2), we can verify

s
Thus, based on Theorem 1 by choosing the relevant param-

—0.7170
eters (0 =4, 7 = 1,a"

0.7890

|

L=

Profiles of subsystem 2 states and estimates.
the cooperative consensus is achieved. Consequently, Figs. 8

that the criteria (11) in Theorem 1 are satisfied, under which
and 9 show the trajectories of one leader and four subsystems

controller (5)

Fig. 11.

x2(0)

bl

4,317, v3(0)
l,a® = 1 and

[_

[5, —1.81T, v (0) =

[—1,—2.81T

:4’7'[ =

[1,4]T for 0 s < ¢t < 8 s;
12(0)

[ sin(0.5¢), cos(0.56)]T for 8 s < ¢ < 18 s, and
up(t) = [—2, —3]T for ¢ > 18 s In addition, the initial condi-

[6,81",6
B* = 8.2. This example considers three intermediate DoS

[5, =51T, x1(0)
attacks, in other words, systems face DoS attacks when
te[0s,1.25s)U[10.5s,11.2 s) U[23.9,26.2). By solving
the LMI (10) given in Theorem 1, we obtain the following

[—4, 1.8]7, x3(0) = [0,0]T, x4(0)
2, =0.71%, v (0) = [5, -8]T,

[—6, =31", v4(0)
feedback gain matrices K and L in the cooperative secure

signal is given by ug(f)

uo (1)
tions are xg(0)
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Fig. 12. Profiles of subsystem 3 states

Fig. 13.

Profiles of subsystem 4 states and estimates.

states, and Figs. 10— 13 show the state and estimate trajecto-
ries of subsystems. Compounded with Figs. 10— 13, all these
figures validate the applicability of the proposed secure con-
trol strategy for a switching communication network, even in
the presence of intermittent DoS attacks. It is obvious to con-
clude that the secure control problem for DCPSs could be
solved by applying the control scheme (5), which also proves
the feasibility of Theorem 1.

V. CONCLUSION

In this article, the problem of cooperative output secure
tracking control for a class of CPSs is studied under switching
communication network. Its main advantage is that an output-
feedback-based secure control algorithm subject to unreliable
communication with intermittent DoS attacks is developed.
Compared with the existing works, the resulting distributed
output-feedback-based secure control algorithm can guaran-
tee that, in the presence of intermittent DoS attacks under
switching communication channels, the estimator errors and
cooperative errors can converge into a compact set. Note that
the designed secure control approach is not able to deal with
nonlinear CPSs under various cyber-attacks. Therefore, in our
future work, it is to be the further consideration for secure
control problem of nonlinear CPSs. Moreover, the proposed
methodology will be applied to distributed reliable control for
distributed microgrids, cooperative mobile manipulators, and
multiple vehicular platoons.
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