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Dynamic Event-Triggered H∞ Load Frequency
Control for Multi-Area Power Systems

Subject to Hybrid Cyber Attacks
Jing Wang , Dongji Wang, Lei Su, Ju H. Park , Senior Member, IEEE, and Hao Shen , Member, IEEE

Abstract—This article aims at designing a dynamic event-
triggered H∞ load frequency controller for multi-area power
systems affected by false data-injection attacks and denial-of-
service attacks. A dynamic event-triggered scheme, whose thresh-
old parameter varies with objective system states, is employed to
make rational use of limited network bandwidth resources and
improve the efficiency of the data utilization. Then, taking the
impacts of the aforementioned hybrid cyber attacks into consid-
eration, an attractive system model is established. Whereafter,
several sufficient conditions, which can guarantee the exponen-
tial mean-square stability with a preset H∞ performance index
of the studied system, are obtained through utilizing Lyapunov
stability theory. Additionally, the desired controller is designed
via handling convex optimization problems. Finally, a simula-
tion example is displayed to explain the validity of the proposed
method.

Index Terms—Dynamic event-triggered scheme, hybrid cyber
attacks, load frequency control, multi-area power systems.

I. INTRODUCTION

W ITH the appearance of power systems, electric energy,
which possesses the characteristics of high efficiency,

nonpollution, and convenience for controlling, has been
extensively applied in our daily life [1], [2]. For making
interconnected power systems work normally, it is of great
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significance to match the total power generation with the load
demand. It is worth mentioning that the load frequency control
(LFC), whose primary objective is to keep the frequency and
power exchanges between areas maintaining the scheduled val-
ues to supply high-quality electric energy, has been proved to
be fairly valid in the control of power systems [3]–[5]. Notice
that the traditional LFC, transmitting data through the dedi-
cated communication channel, is no longer suitable for power
systems with expanding scale due to its poor flexibility and
higher maintenance cost; while LFC based on an open com-
munication network (OCN) has been widely used in modern
power systems.

Nevertheless, the introduction of OCN is accompanied by
the network-induced phenomena which cannot be ignored,
e.g., time delays. Naturally, the past few decades have wit-
nessed an enormous amount of reports on LFC for time-
delayed power systems [6]–[8]. To name but a few key ones,
the problem of delay-dependent stability for LFC with both
fixed and time-varying delays was discussed by Jiang et al. [9].
Sönmez et al. [10] put forward an analytical method for deter-
mining delay margins, and also solved out an upper bound
of time delays for the stability of power systems. Besides
the phenomenon of time delays, the potential cyber attacks,
which can bring a certain degree of damage to the stability of
power systems, may also take place in the process of the data
transmission. In general, cyber attacks can fall into two main
categories, to be specific, false data-injection (FDI) attacks and
denial-of-service (DoS) attacks [11]–[14].

It is worth noting that DoS attacks can destroy the availabil-
ity of data by blocking the transmission channels, and result
in packet losses. As for FDI attacks, the attackers attempt
to inject false information into communication channels to
destroy the output of the measurement, such that the trust-
worthiness of data can be influenced. Therefore, as one of the
hottest topics in the field of security control, cyber-security has
stimulated the research interest of many scholars. For instance,
in [15], the stability analysis for networked control systems
(NCSs) was studied with DoS attacks, where the packet loss
resulted from DoS attacks was assumed to obey the Bernoulli
distribution. In [16], a resilient event-triggered H∞ LFC
method for power systems subject to DoS attacks was investi-
gated. In [17], with regard to the influence of FDI attacks, the
authors proposed a security distributed LFC scheme based on
credibility to keep the stable operation of power systems. Note
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that malicious cyber attacks, which aim at different systems,
such as NCSs [18], and cyber–physical systems [19]–[21],
have been given a full consideration. Nevertheless, the secu-
rity issues of multi-area power systems with regard to hybrid
cyber attacks have not been adequately studied, which is one
of the motivations for us to further research.

Furthermore, another point worth noting is that owing to
the limited bandwidth resources, the excessive data trans-
mission may lead to the communication channel congestion.
Fortunately, the event-triggered transmission scheme (ETTS),
which can reduce transmission burdens and rationally use
the limited bandwidth resources, has gained increasing con-
cerns [22]–[26]. For example, in [27], an ETTS based on
sampled data was proposed to reduce the amount of redun-
dant data. The event-based guaranteeing cost control issue
of Markov jump discrete-time neural networks with fading
channels and distributed delays was investigated in [28]. The
aforementioned ETTSs, whose threshold parameters are fixed
constants and cannot easily make an appropriate selection in
advance, are called static ETTSs. For eliminating the limita-
tions of static ETTSs, an improved ETTS with a sampler and
a dynamic threshold parameter was proposed in [29] to use the
network resources reasonably and prevent unnecessary contin-
uous monitoring of nonlinear multiagent systems. What needs
to be pointed out is that although substantial ETTS results
have been applied to multifarious NCSs, little attention has
been paid to designing appropriate ETTSs under the impact
of inevitable hybrid cyber attacks, let alone dynamic ETTSs,
particularly for multi-area power systems, which is another
motivation for our current investigation.

Based on the above-mentioned discussions, the problem of
dynamic ETTS H∞ LFC for multi-area power systems sub-
ject to DoS attacks and FDI attacks is studied in the work.
The primary highlights of our paper are summarized in the
following.

1) Inspired by [29], a dynamic ETTS, whose threshold
parameter appropriately changes with the fluctuation of
the resulting system states, is adopted for handling the
LFC problem of multi-area power systems in this arti-
cle. Moreover, the conclusion that the dynamic ETTS is
more effective than the static one in the same case can
be drawn from the obtained research results.

2) Different from [30] which uses the static ETTS and
considers the DoS and deception attacks, this article uti-
lizes a dynamic ETTS and considers the hybrid cyber
attacks, including both DoS attacks and another type
of cyber attacks, FDI attacks. Besides, by considering
the dynamic ETTS under the presence of DoS attacks
as well as FDI attacks, an attractive system model is
established.

3) Taking the built system model into account, by utilizing
the Lyapunov stability theory, the exponential stability
in the sense of mean-square at an H∞ performance level
for the resulting systems is guaranteed.

The remainder of this article is organized below. In
Section II, the system model for the multi-area LFC scheme
is established in consideration of a dynamic ETTS under DoS
attacks and FDI attacks. The main results of this article, in

Fig. 1. Diagram of the lth control area of LFC power systems with a dynamic
ETTS subject to hybrid cyber attacks.

TABLE I
EXPLANATIONS OF TERMINOLOGIES

Section III, are presented. Moreover, Section IV provides a
simulation example, indicating the availability of the method
proposed in this work. Finally, Section V is provided to
summarize the conclusion.

Notations: The used notations in this article are standard and
the corresponding explanations are presented in the following.
‖ · ‖ stands for Euclidean norm; diag{· · · } is block-diagonal
matrix; sup{·} is minimum upper bound; λmin{A}(λmax{A})
means the smallest (largest) eigenvalue of matrix A; E{· · · }
is the mathematical expectation; ∗ defines entry caused by
the symmetry; CT is the transposition of matrix C; A > 0 is
symmetric positive definite matrix; R>0 expresses set of reals
larger than 0; sym{B} is symmetrized expression of B + BT;
I is identity matrix with suitable dimensions; N>0 means set
of natural numbers larger than 0; and L2[0,∞) is space of
square-summable infinite vector sequences on [0,∞).

II. SYSTEM DESCRIPTION

A. System Framework of Multi-Area LFC Model With
Communication Networks

All power generation units can be simplified into an equiv-
alent one in each control area and the framework of the lth
control area of LFC power systems is described in Fig. 1 [16].
The dynamic model for multi-area power systems with differ-
ent system parameters listed in Table I is{

ẋ(t) = Ax(t)+ Bu(t)+ Fω(t)
y(t) = Cx(t)

(1)

where

yl(t) = [
ACEl

∫
ACEl

]T
x(t) = [

xT
1 (t) xT

2 (t) · · · xT
n (t)

]T
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y(t) = [
yT

1 (t) yT
2 (t) · · · yT

n (t)
]T

u(t) = [
uT

1 (t) uT
2 (t) · · · uT

n (t)
]T

ω(t) = [
�Pd1(t) �Pd2(t) · · · �Pdn(t)

]T
xl(t) = [

�fl �Ptie−l �Pml �Pvl
∫

ACEl
]T

with

A =

⎡
⎢⎢⎢⎣
A11 A12 · · · A1n

A21 A22 · · · A2n
...

...
. . .

...

An1 An2 · · · Ann

⎤
⎥⎥⎥⎦

Alk =

⎡
⎢⎢⎢⎢⎣

0 0 0 0 0
−2πTlk 0 0 0 0

0 0 0 0 0
0 0 0 0 0
0 0 0 0 0

⎤
⎥⎥⎥⎥⎦, Cl =

⎡
⎢⎢⎢⎢⎣

βl 0
1 0
0 0
0 0
0 1

⎤
⎥⎥⎥⎥⎦

T

All =

⎡
⎢⎢⎢⎢⎢⎢⎢⎣

− Dl
Ml

− 1
Ml

1
Ml

0 0

2π
n∑

k=1,k �=l
Tlk 0 0 0 0

0 0 − 1
Tchl

1
Tchl

0

− 1
RlTgl

0 0 − 1
Tgl

0

βl 1 0 0 0

⎤
⎥⎥⎥⎥⎥⎥⎥⎦

Bl =
[
0 0 0 1

Tgl
0
]T
,B = diag{B1,B2, . . . ,Bn}

Fl =
[
− 1

Ml
0 0 0 0

]T
,F = diag{F1,F2, . . . ,Fn}

C = diag{C1, C2, . . . , Cn},Tlk = Tkl.

The signal of area control error (ACE) for each area, which
is deemed as a linear combination of the frequency devia-
tion and the tie-line power exchange between areas, can be
described as follows:

ACEl = βl�fl +�Ptie−l (2)

where βl represents the frequency deviation factor in the lth
control area, and the tie-line active power deviation satisfies
the following equality:

n∑
l=1

�Ptie−l = 0.

In this article, a kind of proportional-integral (PI) controller
for multi-area LFC scheme is designed. Assume that ACE
signal is sent to the PI controller over an OCN. Then, using
the ACE signal as the desired controller input, the lth control
area of the PI controller is designed as

ul(t) = −KPlACEl − KIl

∫
ACEl (3)

where KPl and KIl represent the proportional and integral gains
of the lth area, respectively.

Combining (1) with (3), the designed PI controller of the
multi-area LFC scheme is formulated below

u(t) = −Ky(t) (4)

where K = diag{K1,K2, . . . ,Kn}, Kl = [
KPl KIl

]
, l ∈

{1, 2, . . . , n}.

B. Dynamic ETTS With DoS Attacks

In this section, under the existence of DoS attacks, a
dynamic ETTS is introduced to save network communication
resources. Assume that DoS attacks are periodic jamming sig-
nals with power constraint [30], satisfying the condition given
as follows:

IDoS(t) =
{

0, t ∈ [(p − 1)T , (p − 1)T + Toff)

1, t ∈ [(p − 1)T + Toff, pT )
(5)

where T ∈ R>0 is the period of the jammer signal and
Toff < T ; p ∈ N>0 denotes the period number. Therefore,
during one period, the interval [0, Toff) stands for the sleep-
ing time of DoS attacks, while the interval [Toff, T ) denotes
the active time of DoS attacks. That is to say, the mea-
surement data can be transmitted successfully in intervals
[(p − 1)T , (p − 1)T + Toff) while denied within intervals
[(p − 1)T + Toff, pT ).

Without the consideration of DoS attacks, the dynamic
ETTS is described as

eT(t)CT�Ce(t) < �̃(t)xT(trh + qh)CT�Cx(trh + qh) (6)

where �̃(t) = η(1 − α tanh(eT(t)e(t) − θ̃ )), and η is a
basic threshold scalar; �̃(t) denotes the real parameter of the
dynamic threshold; α > 0 represents the degree of the vari-
ability of η; (eT(t)e(t) − θ̃ ) determines the direction of the
variability of η, and θ̃ > 0; e(t) = x(trh)− x(trh + qh), x(trh)
and x(trh + qh) represent the latest transmitted data and the
currently sampled data, respectively; h is the sampling period;
� = diag{�1,�2, . . . , �n} > 0 is a weight matrix to be
designed; and q ∈ N>0 is the number of sampling periods.

Remark 1: In order to utilize the network resources ratio-
nally, the ETTS has attracted extensive attention of numerous
scholars. Note that the threshold parameter of the ETTS
plays a vital role in the process of data transmission, while
how to choose a suitable threshold parameter is quite dif-
ficult. Fortunately, inspired by [29], we choose dynamic
ETTS (6) whose threshold parameter changes with the state
variables of the resulting system but is not monotonous. In
this article, η(1 − α tanh(eT(t)e(t) − θ̃ )), as the real param-
eter of the dynamic threshold related to a time-varying term
(1 − α tanh(eT(t)e(t)− θ̃ )), is taken into account.

Remark 2: In view of the tendency of function tanh(x),
when e(t) is smaller than θ̃ , the real threshold parameter will
be larger such that fewer data packages can be transmitted;
on the contrary, when e(t) is larger than θ̃ , the real thresh-
old parameter will be smaller so that more data packages can
be transmitted. As is well known, the stability conditions are
derived on the basis of the pregiven dynamic event-triggered
condition. But, it actually brings some challenges to solve
these conditions because of the time-varying dynamic ETTS.
Fortunately, the boundedness of tanh(x) function is consid-
ered to make appropriate scaling of the triggering condition,
which is presented in the proof part of Theorem 1. Afterwards,
some stability conditions are deduced, which are time indepen-
dent and can make less calculation in the process of seeking
solutions. At the same time, the monotonicity of the func-
tion tanh(x) can be utilized to make the proper evolution of
dynamic parameters to a certain degree.
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Fig. 2. Schematic diagram of the data transmission based on the dynamic ETTS in the case of DoS attacks with ν1,1 = 3.

Remark 3: The operation mechanism of the given trigger-
ing condition is that if dynamic ETTS (6) is satisfied, the
currently sampled data will be discarded directly; otherwise,
they are transmitted immediately.

Remark 4: Under the condition of α = 0, the designed
dynamic ETTS (6) will be converted to a static one as shown
in [31]–[33]. In addition, dynamic ETTS (6) can be regarded
as a time-triggered scheme when η = 0. Furthermore, the
real threshold parameter η(1 − α tanh(eT(t)e(t) − θ̃ )) may
be less than 0 if the value of α is too large, which makes
condition (6) be also regarded as a time-triggered scheme
due to the immediate transmission of currently sampled
data.

When considering the impact of DoS attacks, the dynamic
ETTS (6) is modified as follows:

tr+1h = trh + min
q∈N>0

{
qh|eT(t)CT�Ce(t)

≥ �̃(t)xT(trh + qh)CT�Cx(trh + qh)
}

(7)

where tr+1h ∈ [(p−1)T , (p−1)T +Toff) is the next transmitted
time. Based on condition (7), the actually transmitted data is
obtained as

y
(
tr,ph

) = Cx
(
tr,ph

)
(8)

where r(p) = sup{r ∈ N |tr,ph ≤ (p − 1)T + Toff.} and r ∈
{0, 1, . . . , r(p)}, particularly, t0,ph = (p − 1)T with h < T .
In order to expediently analyze and understand, an example
of the data transmission through the dynamic ETTS in the
case of DoS attacks is described in Fig. 2 [30]. Moreover,
for the sake of simplifying the notation, the event-triggered
interval Lr,p � [tr,ph, tr+1,ph) can be divided into the following
subintervals:

Lr,p �
{
∪νr,p

w=1Mw
r,p

}
∪ M

νr,p+1
r,p

where

Mw
r,p �

[
tr,ph + (w − 1)h, tr,ph + wh

)
M
νr,p+1
r,p �

[
tr,ph + νr,ph, tr+1,ph

)
νr,p � sup

{
w ∈ N>0|tr,ph + wh < tr+1,ph

}
.

Therefore, one can deduce the following equality:

�1,p = ∪r(p)
r=0 ∪νr,p+1

w=1

{
Mw

r,p ∩�1,p

}
.

Now, for any r ∈ {0, 1, . . . , r(p)}, the definitions of two
piecewise functions are

μr,p(t) �

⎧⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎩

t − tr,ph, t ∈ M1
r,p ∩�1,p

t − tr,ph − h, t ∈ M2
r,p ∩�1,p

...

t − tr,ph − νr,ph, t ∈ M
νr,p+1
r,p ∩�1,p

er,p(t) �

⎧⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎩

0, t ∈ M1
r,p ∩�1,p

x
(
tr,ph

)− x
(
tr,ph + h

)
, t ∈ M2

r,p ∩�1,p
...

x
(
tr,ph

)− x
(
tr,ph + νr,ph

)
, t ∈ M

νr,p+1
r,p ∩�1,p

where μr,p(t) ∈ (0, dM) and t ∈ Lr,p ∩�1,p.
Then, combining the two piecewise functions defined above,

equality (8) can be reformulated into the following form:

y
(
tr,ph

) = C
(
er,p(t)+ x

(
t − μr,p(t)

))
, t ∈ Lr,p ∩�1,p (9)

and for t ∈ Lr,p ∩ �1,p, the dynamic event-triggered condi-
tion (6) under DoS attacks is rewritten as

eT
r,p(t)CT�Cer,p(t)

< �(t)xT(t − μr,p(t)
)
CT�Cx

(
t − μr,p(t)

)
(10)

where �(t) = η(1 − α tanh(eT
r,p(t)er,p(t)− θ̃ )).

C. False Data-Injection Attacks

In this section, we consider that FDI attacks take place under
the precondition that DoS attacks are in the dormant time. As
shown in Fig. 1, false signals are injected into the communica-
tion channel between the event generator and the PI controller,
which can alter the measurement outputs so as to do severe
damage to the data integrity. Under the dynamic ETTS with
the presence of FDI attacks, the real measurement outputs [12]
transmitted to the PI controller can be modeled as

ỹ
(
tr,ph

) = y
(
tr,ph

)+ 
y(tr,ph
)
κy(tr,ph

)
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where κy(tr,ph) represents the bounded energy false sig-
nals with arbitrariness; 
y(tr,ph) ∈ {0, 1} is the decidable
variable of the attacker which obeys the Bernoulli distri-
bution with the expectation E{
y(tr,ph)} = τ̄ and variance
E{(
y(tr,ph) − τ̄ )2} = σ 2. Note that 
y(tr,ph) = 0 implies
the currently sampled data can be sent to the PI controller
without any hindrance, while 
y(tr,ph) = 1 indicates that FDI
attacks occur in the transmission process, causing the change
of actual measurement outputs. For analyzing the impacts of
FDI attacks and making calculations easily, an assumption will
be provided later.

Remark 5: According to [34] and the references therein, it
is not difficult to know that there are three ways to manipulate
the measured values of the studied system under the presence
of FDI attacks, namely, compromising the instruments on site,
intercepting or tampering with those data packages when sent
to the control center, and revising the control center database.
In this article, only tampering with the data packages during
the transmission to the PI controller is taken into account, and
others will be considered in future studies.

Subsequently, on the basis of the dynamic ETTS under the
aforementioned two types of cyber attacks, the actual input of
the PI controller is

u(t) =
⎧⎨
⎩

−K
(
Cer,p(t)+ Cx

(
t − μr,p(t)

))
−K
y

(
tr,ph

)
κy
(
tr,ph

)
, t ∈ Lr,p ∩�1,p

0, t ∈ �2,p.

(11)

Remark 6: In this work, data transmission is realized
through an OCN which is subject to FDI and DoS attacks. If
DoS attacks do not occur, the process of data transmission can
be carried out normally with the random occurrence of FDI
attacks, then the update of the controller is realizable, namely,
u(t) = −K(Cer,p(t)+Cx(t−μr,p(t)))−K
y(tr,ph)κy(tr,ph) for
t ∈ Lr,p ∩�1,p. If not, the communication channel considered
in this article is blocked, then u(t) = 0 for t ∈ �2,p.

Then, by combining (1) with (11), the dynamic model of
the researched system can be depicted as follows:⎧⎪⎪⎨

⎪⎪⎩
ẋ(t) =

⎧⎨
⎩
Ax(t)− BK[Cer,p(t)+ Cx

(
t − μr,p(t)

)
+
y

(
tr,ph

)
κy
(
tr,ph

)
] + Fω(t), t ∈ �1

Ax(t)+ Fω(t), t ∈ �2,p
y(t) = Cx(t), t ∈ �2

(12)

where �1 = Lr,p ∩�1,p and �2 = (Lr,p ∩�1,p) ∪�2,p.
Before addressing the problems presented in this article, an

assumption, two definitions, and two lemmas are provided to
deduce the desired results.

Assumption 1 [35]: A nonlinear function κ(t), which is
employed to restrain FDI attacks, meets the condition given
as follows:

‖κ(t)‖2 ≤ ‖Hy(t)‖2 (13)

where H denotes a known matrix indicating an upper bound
of nonlinear function κ(t).

Definition 1 [36]: When ω(t) ≡ 0, system (12) is exponen-
tially mean-square stable (EMSS) if there are any two scalars
� > 0 and � > 0 so that E{‖x(t)‖2} ≤ �E{‖x(t0)‖2}e−� t

holds for ∀t ≥ 0.

Definition 2 [37]: For any nonzero ω(t) ∈
L2[0,∞) and a predetermined positive scalar γ ,
system (12) is EMSS with an H∞ performance
if the following condition holds under zero-initial
conditions:∫ ∞

0
E
{
yT(s)y(s)

}
ds ≤ γ 2

∫ ∞

0
ωT(s)ω(s)ds. (14)

Lemma 1 ([38]): Considering a prescribed matrix V > 0,
for any continuously differentiable function χ(t) in [a1, a2] →
R

n, the inequality shown below holds∫ a2

a1

χ̇T(υ)Vχ̇ (υ)dυ ≥ 1

a2 − a1
χT

1 Vχ1 + 3

a2 − a1
χT

2 Vχ2

where

χ1 � χ(a2)− χ(a1)

χ2 � χ(a2)+ χ(a1)− 2

a2 − a1

∫ a2

a1

χ(υ)dυ.

Lemma 2 [39]: For any two vectors ϑ1 and ϑ2 , a matrix
L ∈ R

n×n, symmetric positive definite matrices J1 ∈ R
n×n and

J2 ∈ R
n×n, and

[
J1 L
∗ J2

]
> 0, as well as any scalar 0 < ι < 1,

the following condition holds:

−1

ι
ϑT

1 J1ϑ1 − 1

1 − ιϑ
T
2 J2ϑ2 ≤ −

[
ϑ1
ϑ2

]T[J1 L
∗ J2

][
ϑ1
ϑ2

]
.

III. MAIN RESULTS

In this section, some criteria guaranteeing the sta-
bility for system (12) under hybrid cyber attacks are
deduced by dynamic ETTS (10). Subsequently, accord-
ing to the obtained stability conditions, the problem of
H∞ control is further explored. Furthermore, the controller
gain can be also obtained in view of the H∞ stability
conditions.

For brevity, some symbolic definitions are provided as
follows:

ξ1(t) �
[
ξT

11(t) ξ
T
12(t) ξ

T
13(t)

]T
ξ2(t) �

[
ξT

21(t) ξ
T
22(t)

]T
ξ11(t) �

[
xT(t) xT

(
t − μr,p(t)

)
xT(t − dM)

]T
ξ21(t) �

[
xT(t) xT

(
t − μr,p(t)

)
xT(t − dM)

]T
ξ13(t) �

[
eT

r,p(t)CT κyT
(
tr,ph

)
ωT(t)

]T

ξ12(t) �

⎡
⎢⎣

1
μr,p(t)

∫ t
t−μr,p(t)

x(ν̃)dν̃
1

dM−μr,p(t)

∫ t−μr,p(t)
t−dM

x(ν̃)dν̃
1

dM

∫ t
t−dM

x(ν̃)dν̃

⎤
⎥⎦

ξ22(t) �

⎡
⎢⎢⎢⎣

1
μr,p(t)

∫ t
t−μr,p(t)

x(ν̃)dν̃
1

dM−μr,p(t)

∫ t−μr,p(t)
t−dM

x(ν̃)dν̃
1

dM

∫ t
t−dM

x(ν̃)dν̃
ω(t)

⎤
⎥⎥⎥⎦

�1 �
[

diag{Z1, 3Z1} X
∗ diag{Z1, 3Z1}

]

�2 �
[

diag{Z2, 3Z2} N
∗ diag{Z2, 3Z2}

]
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X �
[

X1 X2
X3 X4

]
,N �

[
N1 N2
N3 N4

]

gi,p �
{
(p − 1)T , i = 1
(p − 1)T + Toff, i = 2

�1 �
[
eT

1 − eT
2 eT

1 + eT
2 − 2eT

4

]T
�2 �

[
eT

2 − eT
3 eT

2 + eT
3 − 2eT

5

]T
�3 �

[
eT

1 − eT
3 eT

1 + eT
3 − 2eT

6

]T
ei �

[
0n×(i−1)n In 0n×(9−i)n

]
, i = 1, 2, . . . , 9.

A. Stability and H∞ Performance Analysis

Theorem 1: For prescribed positive scalars η, α, θ̃ , ϕi, ζi,
dM , τ̄ , H∞ performance index γ , constant matrix H, and
IDoS(t) with known positive scalars T and Toff, if there are
matrices Pi > 0, Qi > 0, Ri > 0, Zi > 0 (i = 1, 2), N, and X
with suitable dimensions, so that the inequalities shown below
hold

�i �
[
�11

i �12
i

∗ �22
i

]
< 0 (15)

�1 > 0, �2 > 0 (16)

P1 ≤ ζ2P2,P2 ≤ ζ1e2(ϕ1+ϕ2)dM P1 (17)

Qi ≤ ζ3−iQ3−i,Zi ≤ ζ3−iZ3−i,Ri ≤ ζ3−iR3−i (18)

0 < κ = 2ϕ1Toff − 2ϕ2(T − Toff)

− 2(ϕ1 + ϕ2)dM − ln(ζ1ζ2) (19)

where

�11
1 �

[
�1 �2
∗ �3

]
,�2 �

⎡
⎣−P1BK −τ̄P1BK P1F
CTHTH 0 0

04×1 04×1 04×1

⎤
⎦

�12
2 �

⎡
⎣bATZ2 bATR2

05×1 05×1

bFTZ2 bFTR2

⎤
⎦,�12

1 �

⎡
⎣ �4

04×4
�5

⎤
⎦

�4 �
[

bATZ1 0 bATR1 0
−bCTKTBTZ1 0 −bCTKTBTR1 0

]

�51 �

⎡
⎣ −bKTBTZ1 0

−bτ̄KTBTZ1 bσKTBTZ1

bFTZ1 0

⎤
⎦,�5 �

[
�T

51
�T

52

]T

�52 �

⎡
⎣ −bKTBTR1 0

−bτ̄KTBTR1 bσKTBTR1

bFTR1 0

⎤
⎦

�3 � diag
{

HTH −�,−I,−γ 2I
}

�22
1 � diag{−Z1,−Z1,−R1,−R1}

�22
2 � diag{−Z2,−R2}

�1 �

⎡
⎢⎢⎢⎢⎢⎢⎣

�11
1 �12

1 �13
1 �14

1 �15
1 �16

1∗ �22
1 �23

1 �24
1 �25

1 0
∗ ∗ �33

1 �34
1 �35

1 �36
1∗ ∗ ∗ �44

1 �45
1 0

∗ ∗ ∗ ∗ �55
1 0

∗ ∗ ∗ ∗ ∗ �66
1

⎤
⎥⎥⎥⎥⎥⎥⎦

�11
2 �

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎣

�11
2 �12

2 �13
2 �14

2 �15
2 �16

2 �17
2∗ �22

2 �23
2 �24

2 �25
2 0 0

∗ ∗ �33
2 �34

2 �35
2 �36

2 0
∗ ∗ ∗ �44

2 �45
2 0 0

∗ ∗ ∗ ∗ �55
2 0 0

∗ ∗ ∗ ∗ ∗ �66
2 0

∗ ∗ ∗ ∗ ∗ ∗ �77
2

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎦

with

�11
1 � 2ϕ1P1 + sym{P1A} + Q1 − 4a(Z1 + R1)+ CTC

�16
2 � 6ιR2,�

33
2 � −e2ϕ2dM Q2 − ι(4Z2 + 4R2)

�12
1 � −P1BKC − a(2Z1 + X1 + X2 + X3 + X4)

�13
1 � a(X1 − X2 + X3 − X4 − 2R1),�

14
1 � 6aZ1

�22
1 � a(−8Z1 + sym{X1 + X2 − X3 − X4})+ CTHTHC

+ η(1 + α)CT�C,�15
1 � 2a(X2 + X4)

�23
1 � a(−2Z1 − X1 + X2 + X3 − X4),�

16
1 � 6aR1

�24
1 � a

(
6Z1 + 2XT

3 + 2XT
4

)
,�14

2 � 6ιZ2

�25
1 � a(6Z1 − 2X2 + 2X4),�

35
2 � 6ιZ2,�

17
2 � P2F

�33
1 � −e−2ϕ1dM Q1 − a(4Z1 + 4R1),�

44
1 � −12aZ1

�34
1 � −2a

(
XT

3 − XT
4

)
,�35

1 � 6aZ1,�
36
1 � 6aR1

�45
1 � −4aX4,�

55
1 � −12aZ1,�

66
1 � −12aR1

�11
2 � −2ϕ2P2 + sym{P2A} + Q2 − 4ι(Z2 + R2)

�12
2 � ι(−2Z2 − N1 − N2 − N3 − N4),�

66
2 � −12ιR2

�13
2 � ι(N1 − N2 + N3 − N4 − 2R2),�

44
2 � −12ιZ2

�15
2 � 2ι(N2 + N4),�

34
2 � −2ι

(
NT

3 − NT
4

)
�22

2 � ι(−8Z2 + sym{N1 + N2 − N3 − N4})
�23

2 � ι(−2Z2 − N1 + N2 + N3 − N4),�
36
2 � 6ιR2

�24
2 � ι

(
6Z2 + 2NT

3 + 2NT
4

)
,�45

2 � −4ιN4,�
77
2 � −γ 2I

�25
2 � ι(6Z2 − 2N2 + 2N4),�

55
2 � −12ιZ2

a � e−2ϕ1dM

dM
, b �

√
dM, ι �

1

dM

system (12) is EMSS with decay rate � = κ/T and satisfies
a given H∞ performance index γ .

Proof: The Lyapunov–Krasovskii functionals for
system (12) are constructed as

Vϒ(t)(t) = xT(t)Pϒ(t)x(t)

+
∫ t

t−dM

xT(ν̃)e2(−1)ϒ(t)ϕϒ(t)(t−ν̃)Qϒ(t)x(ν̃)dν̃

+
∫ 0

−dM

∫ t

t+ϑ
ẋT(ν̃)e2(−1)ϒ(t)ϕϒ(t)(t−ν̃)Zϒ(t)ẋ(ν̃)dν̃dϑ

+
∫ 0

−dM

∫ t

t+ϑ
ẋT(ν̃)e2(−1)ϒ(t)ϕϒ(t)(t−ν̃)Rϒ(t)ẋ(ν̃)dν̃dϑ

where

ϒ(t) =
{

1, t ∈ Lr,p ∩�1,p
2, t ∈ �2,p.

Through taking derivation of V1(t) along the trajectories
of system (12) for t ∈ Lr,p ∩ �1,p and expectation, with
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μ̇r,p(t) = 1, the following formula is easily got:

E
{
V̇1(t)

} ≤ E
{
sym

{
xT(t)P1ẋ(t)

}}+ xT(t)Q1x(t)

− xT(t − dM)e
−2ϕ1dM Q1x(t − dM)− 2E{ϕ1V1(t)}

+ 2ϕ1xT(t)P1x(t)+ E
{
ẋT(t)dM(Z1 + R1)ẋ(t)

}
−
∫ t

t−dM

ẋT(ν̃)e−2ϕ1dM Z1ẋ(ν̃)dν̃

−
∫ t

t−dM

ẋT(ν̃)e−2ϕ1dM R1ẋ(ν̃)dν̃. (20)

Since

−
∫ t

t−dM

ẋT(ν̃)e−2ϕ1dM Z1ẋ(ν̃)dν̃

= − e−2ϕ1dM

∫ t

t−μr,p(t)
ẋT(ν̃)Z1ẋ(ν̃)dν̃

− e−2ϕ1dM

∫ t−μr,p(t)

t−dM

ẋT(ν̃)Z1ẋ(ν̃)dν̃ (21)

one can obtain the following inequalities via Lemma 1:

−
∫ t

t−μr,p(t)
ẋT(ν̃)Z1ẋ(ν̃)dν̃

≤ − 1

μr,p(t)
ξT

1 (t)�
T
1

[
Z1 0
∗ 3Z1

]
�1ξ1(t) (22)

−
∫ t−μr,p(t)

t−dM

ẋT(ν̃)Z1ẋ(ν̃)dν̃

≤ − 1

dM − μr,p(t)
ξT

1 (t)�
T
2

[
Z1 0
∗ 3Z1

]
�2ξ1(t) (23)

−
∫ t

t−dM

ẋT(ν̃)e−2ϕ1dM R1ẋ(ν̃)dν̃

≤ −e−2ϕ1dM

dM
ξT

1 (t)�
T
3

[
R1 0
∗ 3R1

]
�3ξ1(t). (24)

Afterwards, combining with (21)–(23) and Lemma 2, one has

−
∫ t

t−dM

ẋT(ν̃)e−2ϕ1dM Z1ẋ(ν̃)dν̃

≤ −e−2ϕ1dM

dM
ξT

1 (t)

[
�1
�2

]T

�1

[
�1
�2

]
ξ1(t). (25)

For t ∈ Lr,p ∩�1,p, notice that

ẋ(t) = [
A0 − (


y(tr,ph
)− τ̄)A1

]
ξ1(t)

where

A0 = Ae1 − BKCe2 − BKe7 − τ̄BKe8 + Fe9,A1 = BKe8.

Moreover,E{
y(tr,ph)− τ̄ } = 0 and E{(
y(tr,ph)− τ̄ )2} = σ 2.
Consequently, we have

E
{
ẋT(t)dM(Z1 + R1)ẋ(t)

}
= ξT

1 (t)
(

AT
0 dM(Z1 + R1)A0 + AT

1σ
2dM(Z1 + R1)A1

)
ξ1(t).

(26)

By recalling inequality (10), it can be obtained that

0 < �(t)xT(t − μr,p(t)
)
CT�Cx

(
t − μr,p(t)

)
− eT

r,p(t)CT�Cer,p(t). (27)

Then, considering

η
(

1 − α tanh
(

eT
r,p(t)er,p(t)− θ̃

))
< η(1 + α) (28)

it is easily deduced that

0 < η(1 + α)xT(t − μr,p(t)
)
CT�Cx

(
t − μr,p(t)

)
− eT

r,p(t)CT�Cer,p(t). (29)

In accordance with Assumption 1, it yields that

yT(tr,ph
)
HTHy

(
tr,ph

)− κyT(tr,ph
)
κy(tr,ph

) ≥ 0 (30)

where y(tr,ph) satisfies equality (9).
Afterwards, combining (20)–(30), it is easily derived

E
{
V̇1(t)

} ≤ ξT
1 (t)�

11
1 ξ1(t)− 2ϕ1E{V1(t)} + γ 2ωT(t)ω(t)

+ ξT
1 (t)A

T
0 dM(Z1 + R1)A0ξ1(t)− yT(t)y(t)

+ ξT
1 (t)A

T
1σ

2dM(Z1 + R1)A1ξ1(t). (31)

By utilizing the Schur complement, �1 < 0 can ensure that

E
{
V̇1(t)

}+ yT(t)y(t)− γ 2ωT(t)ω(t) ≤ −2ϕ1E{V1(t)} (32)

then, one can easily deduce that E{V̇1(t)} ≤ −2ϕ1E{V1(t)}
holds when ω(t) ≡ 0.

For t ∈ �2,p, by using the same processing method in V1(t)
for V2(t), one has

E
{
V̇2(t)

} ≤ ξT
2 (t)�

11
2 ξ2(t)+ ẋT(t)dM(Z2 + R2)ẋ(t)

+ 2ϕ2E{V2(t)} + γ 2ωT(t)ω(t)− yT(t)y(t). (33)

Similarly, since �2 < 0 and under the condition of ω(t) ≡ 0,
inequality E{V̇2(t)} ≤ 2ϕ2E{V2(t)} holds.

Subsequently, we have

E{V(t)} ≤
{

e−2ϕ1(t−g1,p)E
{
V1
(
g1,p

)}
, t ∈ [g1,p, g2,p

)
e2ϕ2(t−g2,p)E

{
V2
(
g2,p

)}
, t ∈ [g2,p, g1,p+1

)
(34)

with V(t) = Vϒ(t)(t) and ϒ(t) = 1, 2. Based on condi-
tions (17)–(19), the following inequalities can be got:⎧⎨

⎩
E
{
V1
(
g1,p

)} ≤ ζ2E

{
V2

(
g−

1,p

)}
E
{
V2
(
g2,p

)} ≤ ζ1e2(ϕ1+ϕ2)dME

{
V1

(
g−

2,p

)}
.

(35)

For t ∈ [g1,p, g2,p), from (34) and (35) and similar to [30],
one has

E{V(t)} ≤ e−κp
E{V1(0)}.

It is worth noting that ([t − Toff]/T ) < p ≤ (t/T ) can
be deduced from pT = g1,p ≤ t ≤ g2,p = pT + Toff.
Consequently, one can derive that

E{V(t)} ≤ e
κToff
T e

−κt
T E{V1(0)}. (36)

In the same way, for t ∈ [g2,p, g1,p+1), one has

E{V(t)} ≤ e
−κt
T E{V1(0)}/ζ2. (37)

Afterwards, define G � max{eκToff/T , (1/ζ2)}, G1 �
min{λmin(Pi)}, G2 � max{λmax(Pi)}, G3 � G2 +
dM{λmax(Q1)} + (d2

M/2)λmax(Z1 + R1), and � � κ/T .
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Then, according to (36) and (37), the inequality shown in the
following can be gained

E{V(t)} ≤ Ge
−κt
T E{V1(0)} ∀t ≥ 0. (38)

Furthermore, in accordance with the definition of V(t), one
has

G1E

{
‖x(t)‖2

}
≤ E{V(t)},E{V1(0)} ≤ G3E

{
‖x(t0)‖2

}
. (39)

Thus, in terms of (38) and (39), for ∀t ≥ 0, the following
inequality can be achieved:

E

{
‖x(t)‖2

}
≤ GG3

G1
e−� t

E

{
‖x(t0)‖2

}
(40)

then, it indicates system (12) is EMSS with a decay rate � .
By utilizing the Schur complement for inequality (31), the

following inequality can be inferred:

E
{
V̇1(t)

}+ yT(t)y(t)− γ 2ωT(t)ω(t)+ 2ϕ1E{V1(t)}
≤ ξT

1 (t)�1ξ1(t). (41)

Hereafter, according to inequalities (15), (33), and (41), one
has

E
{
V̇i(t)

}− γ 2ωT(t)ω(t)+ yT(t)y(t)+ 2(−1)i+1ϕiE{Vi(t)}
≤ 0, t ∈ [gi,p, g3−i,p+i−1

)
. (42)

Under zero-initial conditions and referring to the proof in [30]
and [40], for any ω(t) ∈ L2[0,∞), integrating from 0 to
(p + 1)T on both sides of inequality (42), it yields that
∫ (p+1)T

0
E
{
yT(t)y(t)

}
dt − γ 2

∫ (p+1)T

0
ωT(t)ω(t)dt < 0.

When p → ∞, one has∫ ∞

0
E
{
yT(t)y(t)

}
dt < γ 2

∫ ∞

0
ωT(t)ω(t)dt (43)

which implies that system (12) is EMSS with decay rate
� = κ/T and a prescribed H∞ performance index γ . This
accomplishes the proof.

B. Controller Design

Theorem 2: For several constant matrices H, S, Y1, and
Y2 with suitable dimensions, and IDoS(t) with known posi-
tive scalars T and Toff, given positive scalars η, α, θ̃ , ϕi, ζi,
dM , τ̄ , and H∞ performance index γ , system (12) is EMSS
with decay rate � and a known H∞ performance level γ ,
if there are matrices Pi > 0, Qi > 0, Ri > 0, Zi > 0
(i = 1, 2), X, N, G, and U with suitable dimensions, so that
conditions (16)–(19) and the following inequalities hold:

�̄1 �

⎡
⎣�̄

11
1 �̄12

1 �̄13
1∗ �22

1 �̄23
1∗ ∗ �̄33
1

⎤
⎦ < 0 (44)

�̄2 � �2 �
[
�11

2 �12
2∗ �22
2

]
< 0 (45)

where

�̄11
1 �

[
�̄1 �̄2

∗ �3

]
, �̄12

1 �

⎡
⎢⎣
�̄4

04×4

�̄5

⎤
⎥⎦

�̄1 �

⎡
⎢⎢⎢⎢⎢⎢⎢⎣

�11
1 �̄12

1 �13
1 �14

1 �15
1 �16

1
∗ �22

1 �23
1 �24

1 �25
1 0

∗ ∗ �33
1 �34

1 �35
1 �36

1
∗ ∗ ∗ �44

1 �45
1 0

∗ ∗ ∗ ∗ �55
1 0

∗ ∗ ∗ ∗ ∗ �66
1

⎤
⎥⎥⎥⎥⎥⎥⎥⎦

�̄4 �
[

bAT Z1 0 bAT R1 0
−bCT UT YT

1 0 −bCT UT YT
2 0

]

�̄5 �

⎡
⎢⎣

−bUT YT
1 0 −bUT YT

2 0
−bτ̄UT YT

1 σbUT YT
1 −bτ̄UT YT

2 σbUT YT
2

bFT Z1 0 bFT R1 0

⎤
⎥⎦

�̄23
11 �

⎡
⎢⎣

01×2 Z1B − Y1G 0 0 0
01×2 0 0 Z1B − Y1G 0
02×2 02×1 02×1 02×1 02×1

⎤
⎥⎦

�̄23
12 �

⎡
⎢⎣

02×1 02×1 02×1 02×1

R1B − Y2G 0 0 0
0 0 R1B − Y2G 0

⎤
⎥⎦

�̄13
11 �

[
P1B − SG 0 0 0 01×3 0 01×2

0 − CT UT 0 − bCT UT 01×3 − bCT UT 01×2

]

�̄13
21 �

⎡
⎢⎣

0 − UT 0 − bUT 0 0 0 − bUT 0 0
0 − τ̄UT 0 − bτ̄UT 0 σbUT 0 − bτ̄UT 0 σbUT

0 0 0 0 0 0 0 0 0 0

⎤
⎥⎦

�̄2 �

⎡
⎢⎣

−SU τ̄SU P1F
CT HT H 0 0

04×1 04×1 04×1

⎤
⎥⎦, �̄13

1 �

⎡
⎢⎣
�̄13

11
04×10

�̄13
21

⎤
⎥⎦

�̄33
11 � diag{ε1I − sym{G},−ε1I, ε2I − sym{G},

− ε2I, ε3I − sym{G},−ε3I}
�̄23

1 �
[
�̄23

11 �̄
23
12

]
, �̄33

1 � diag
{
�̄33

11, �̄
33
12

}

�̄33
12 � diag{ε4I − sym{G},−ε4I, ε5I − sym{G},−ε5I}

�̄12
1 � −SUC − a(2Z1 + X1 + X2 + X3 + X4)

and other symbols are the same as the corresponding defi-
nitions given in Theorem 1. Meanwhile, the controller gain
matrix can be achieved

K = G−1U. (46)

Proof: For handling the coupling terms P1BK, Z1BK and
R1BK in Theorem 1, three constant matrices (S,Y1,Y2) with
suitable dimensions and any two unknown matrices (G,U)
with appropriate dimensions are introduced. Define P1BK �
(P1B − SG)G−1U + SU , Z1BK � (Z1B − Y1G)G−1U + Y1U
and R1BK � (R1B − Y2G)G−1U + Y2U. Then, replace the
coupling terms P1BK, Z1BK, and R1BK in the condition �1
with (P1B − SG)G−1U + SU, (Z1B − Y1G)G−1U + Y1U and
(R1B− Y2G)G−1U + Y2U, respectively. Subsequently, by uti-
lizing ÃB̃T + B̃ÃT ≤ εÃÃT + ε−1B̃B̃T for �1 < 0, we can
further obtain that

0 >

[
�̄11

1 �̄12
1∗ �22
1

]
+ ε1Ã1ÃT

1 + ε−1
1 B̃1B̃T

1 + ε2Ã2ÃT
2
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TABLE II
PARAMETERS OF SYSTEM (1)

+ ε−1
2 B̃2B̃T

2 + ε3Ã3ÃT
3 + ε−1

3 B̃3B̃T
3 + ε4Ã4ÃT

4

+ ε−1
4 B̃4B̃T

4 + ε5Ã5ÃT
5 + ε−1

5 B̃5B̃T
5 (47)

where

ÃT
1 �

[(
(P1B − SG)G−1

)T
01×12

]

ÃT
2 �

[
01×9

(
(Z1B − Y1G)G−1

)T
01×3

]

ÃT
3 �

[
01×10

(
(Z1B − Y1G)G−1

)T
01×2

]

ÃT
4 �

[
01×11

(
(R1B − Y2G)G−1

)T
0
]

ÃT
5 �

[
01×12

(
(R1B − Y2G)G−1

)T]
B̃T

1 �
[
0 − UC 01×4 − U − τ̄U 01×5

]
B̃T

2 � B̃T
4 �

[
0 − bUC 01×4 − bU − bτ̄U 01×5

]
B̃T

3 � B̃T
5 �

[
01×7 σbU 01×5

]
.

After that, using −Gε−1GT ≤ εIn×n − sym{G} and the Schur
complement to inequality (47), �̄1 < 0 can be satisfied. This
completes the proof.

Remark 7: For t ∈ [g1,p, g2,p), the information transmis-
sion is normal due to the sleep of the jamming signal, while
the signal of DoS attacks is active in interval t ∈ [g2,p, g1,p+1)

such that the communication channel between the event gen-
erator and the PI controller is interrupted. Therefore, the PI
controller is only functional when the jamming signal of DoS
attacks is dormant.

IV. ONE CASE STUDY

A simulation example about the three-area power system
is provided to expound on the availability of an H∞ load
frequency controller based on a dynamic ETTS under hybrid
cyber attacks in this section.

Table II shows the parameters of system (1) referred to [30].
Besides, T12 = 0.1986, T13 = 0.2148 , and T23 = 0.1830.
Furthermore, assume that T = 5 and Toff = 4.95. Choose
ϕ1 = 0.05, ϕ2 = 0.16, ζ1 = ζ2 = 1.01, dM = 0.01,
η = 0.0005, α = 15, θ̃ = 2.1, and the H∞ performance
index γ = 30. Moreover, suppose that the expectation of
the occurrence of FDI attacks and the nonlinear function
adopted to restrict FDI attacks are taken as τ̄ = 0.02
and κy(tr,ph) = −H tanh(y(tr,ph)), respectively, where con-
dition (13) can be satisfied with H = diag{H1,H2,H3} in
which H1 = diag{1/60, 1/60}, H2 = diag{1/80, 1/80}, and
H3 = diag{1/40, 1/40}.

Next, select initial state as

x(0) = [
xT

1 (0) xT
2 (0) xT

3 (0)
]T

with x"(t) = [ 0 0 0 0 0 ]T , " = 1, 2, 3, and the external distur-

bance ω(t) = [
(0.4/[1 + t2]) (0.4/[1 + t2]) (0.4/[1 + t2])

]T
.

(a) (b)

Fig. 3. State responses of system (12) based on different ETTSs under
hybrid cyber attacks. (a) State responses of system (12) with α = 15. (b) State
responses of system (12) with α = 0.

(a) (b)

Fig. 4. Release intervals based on different ETTSs under hybrid cyber attacks.
(a) Release intervals under α = 15 and τ̄ = 0.02. (b) Release intervals under
α = 0 and τ̄ = 0.02.

(a) (b)

Fig. 5. Other simulation results. (a) Input of PI controller (4) under α = 15
and τ̄ = 0.02. (b) Dynamic threshold function �(t) curve.

Then, on the basis of formula (46) in Theorem 2, the gain
of the designed PI controller (4) is calculated as

K = diag{K1,K2,K3}
where

K1 = [−0.0064 0.1436
]
,K2 = [−0.0045 0.1469

]
K3 = [−0.0043 0.1419

]
.

Besides, in accordance with Theorem 2, the event-triggered
weight matrix in condition (10) can be gotten as

� = diag{�1,�2,�3}
with

�1 =
[

413.4452 2.2818
2.2818 119.9803

]
,�2 =

[
363.8067 1.2346

1.2346 124.5780

]

�3 =
[

359.6204 3.4369
3.4369 106.9925

]
.

The simulation results obtained are presented in Figs. 3–5,
respectively. Specifically, from Fig. 3(a) and (b), it can
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Algorithm 1: Solving the Maximum Value of dM

Input: Given some necessary system parameters;
Output: The maximum of dM .

1 Give values for ϕ1, ϕ2, η, α, τ̄ , γ , �δ, a search interval[
d−, d+

]
and d− ≥ 0;

2 Set d = d−+d+
2 and seek the solution to the conditions in

Theorem 2;
3 if the conditions in Theorem 2 are feasible then
4 if d − d− ≤ �δ then
5 (dM)max = d;
6 go to 19;
7 else
8 d− = d;
9 go back to 2;

10 end
11 else
12 if d − d− > �δ then
13 d+ = d;
14 go to 2;
15 else
16 return to 1;
17 end
18 end
19 return (dM)max.

be clearly seen that under the effect of the designed load
frequency controller, the state trajectories of system (12) con-
verge to zero, which fully proves the validity of the method
proposed in this work. At the same time, in accordance
with dynamic ETTS (10) subject to DoS attacks, the release
intervals are drawn in Fig. 4(a). In particular, when α = 0,
dynamic ETTS (10) can be regarded as a static ETTS, and the
release intervals are shown in Fig. 4(b). It is worth pointing
out that the transmission rate (TR) of the sampled data is a
momentous performance index to measure the ETTS, and the
TRs of the dynamic ETTS and the static one are, respectively,
17% and 47.6% under the total number of the sampled data
which is 500 during interval [0, 50 s] with the sampling period
h = 0.1. Additionally, combining with Fig. 4(a) and (b) and
TRs, we can see that the dynamic ETTS is more effective than
the static one in reducing the number of data transmission and
relieving the pressure of network communication to a greater
extent under the same situation. Simultaneously, the input tra-
jectories of PI controller (4) are displayed in Fig. 5(a), and
the curve of the dynamic threshold function �(t) is displayed
in Fig. 5(b). Furthermore, according to the above-mentioned
parameters and conditions, the upper bound of time delays,
which is introduced into system (12) by the dynamic ETTS
and calculated by the dichotomy shown in Algorithm 1, can
be gotten as (dM)max = 0.05.

V. CONCLUSION

The problem of designing an H∞ load frequency con-
troller via a dynamic event-based scheme for multi-area power
systems subject to FDI and DoS attacks has been addressed

in this work. Under open network environments, a dynamic
event-based scheme has been adopted to relieve the pres-
sure of limited network bandwidth resources. Afterwards,
sufficient conditions ensuring the exponential stability in
the mean-square sense with H∞ performance of the estab-
lished system model have been deduced. Moreover, the
desired controller gain has been obtained on the basis of
the aforementioned series of work. Eventually, the usefulness
of the proposed method has been verified via a simula-
tion example. In future works, it is of great significance
to generalize the proposed method to the observer-based
extended dissipative aperiodic DoS attacks detection/defense
problem, or to the distributed coordinated control of mul-
tiarea power systems with multiple time delays, referring
to [41] and [42].
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