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Guest Editorial
Special Issue on Blockchain and Economic

Knowledge Automation

BLOCKCHAIN, as an emerging decentralized architecture
and distributed computing paradigm underlying Bitcoin

and other cryptocurrencies, has attracted intensive attention in
both research and applications recently. Blockchain, especially
powered by chain-coded smart contracts, has the full poten-
tial of revolutionizing increasingly centralized cyber-physical-
social systems (CPSSs) for constructions and applications,
and reshaping traditional knowledge automation workflows.
The key advantage of blockchain technology lies in the fact
that it can enable the establishment of secured, trusted, and
decentralized autonomous ecosystems for various scenarios,
especially for better usage of the legacy devices, infrastructure,
and resources.

Blockchain is essential to knowledge automation, espe-
cially the economic knowledge automation, including decision
support systems research and intelligent economic modeling
in blockchain-powered cryptocurrency systems. Knowledge
automation can be considered as a novel direction for fur-
ther development of artificial intelligence technology and a
normal general framework for dealing with management and
control of CPSS type complex systems. The goal of knowl-
edge automation is from UDC to AFC, that is, dealing with
issues of uncertainty, diversity, and complexity with capacity
of agility, focus, and convergence.

Blockchain and knowledge automation have emerged as a
dynamic and fast-growing research area. Many issues need to
be addressed and further investigations are critical for future
development. Therefore, to stimulate innovation in this new
direction, the aim of this special issue is to call for the
state-of-the-art works on blockchain and economic knowledge
automation. Each submitted manuscript was evaluated by at
least three independent reviewers for their rigor, quality, inno-
vation, as well as their relevance to the proposed theme. After
the review process, six high-quality papers were accepted to
be included in this special issue. We now briefly introduce the
accepted papers.

A. Scanning the Issue

1. Securing Data in Internet of Things (IoT) Using
Cryptography and Steganography Techniques.

Manju Khari, Aditya Kumar Garg, Amir H. Gandomi,
Rashmi Gupta, Rizwan Patan, and Balamurugan Balusamy

Digital Object Identifier 10.1109/TSMC.2019.2959929

Internet of Things (IoT) is a network of connected vehicles,
physical devices, software, and electronic items that facili-
tate data exchange. The purpose of IoT is to provide the IT
infrastructure for the secure and reliable exchange of Things.
Although IoT devices have made life easier, little attention
has been given to the security of these devices. In fact, the
data that is transferred over the IoT network is vulnerable to
attack. For these data identification and authentication prob-
lems, in addition to classical cryptographic techniques (such as
elliptic curve cryptography), another method named steganog-
raphy is used to provide additional security to the data as
it can hide encrypted messages in such a way that no one
would even suspect that an encrypted message even exists in
the first place. In this paper, the authors propose a new cryp-
tography protocol and steganography technique to embed the
encrypted data into a low complexity image, to provide users
with authentication and data privacy. First, an elliptic Galois
cryptography protocol is introduced and discussed. In this pro-
tocol, a cryptography technique is used to encrypt confidential
data that came from different medical sources. Next, a Matrix
XOR encoding steganography technique is used to embed the
encrypted data into a low complexity image. The proposed
work also uses an optimization algorithm called Adaptive
Firefly to optimize the selection of cover blocks within the
image. Based on the results, various parameters are evaluated
and compared with the existing techniques, and simulation
results show that approximately 86% steganography embed-
ding efficiency is achieved. Finally, the data that is hidden
in the image is recovered and is then decrypted. Due to the
enhanced embedding efficiency, advanced data hiding capacity
is also achieved.

2. Automated Demand Response Framework in ELNs:
Decentralized Scheduling and Smart Contract.

Xiaodong Yang, Guofeng Wang, Haibo He, Junjie Lu, and
Youbing Zhang

Blockchain technique is expected to play great effects on
promoting the development of energy local networks (ELNs).
To facilitate the construction of automated demand response
(ADR) models, blockchain is a promising technique for offset-
ting the limitations in terms of energy trading due to its advan-
tages of decentralization, anonymity, and trust. Specifically,
blockchain is an open, distributed ledger that records transac-
tions in a verifiable and permanent way. This paper presents an
ADR framework for decentralized scheduling and secure peer-
to-peer (P2P) trading among energy storage systems in ELNs.
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Different from most existing works that trade electricity over
long distances and through complex meshes, this proposed
work performs decentralized and ADR through energy shar-
ing of P2P executors. The benefits of blockchain are explored
to conduct the overall ADR framework and increase the P2P
trading security. To achieve decentralized scheduling without
relying on a central entity, a price-incentive noncooperative
game-theoretic model is introduced to produce equilibrium
solutions for energy storage systems. Next, they develop a
schedulable ability evaluation system to match trading pairs
involving buying and selling nodes. On this basis, a state-
machine-driven smart contract mechanism is built to realize
P2P trading without reliance on a trusted third party. To
illustrate the implementation details of the ADR method, a
distributed algorithm is designed. Case studies are provided
to verify the effectiveness of the proposed method. Numerical
results have illustrated that the proposed decentralized ADR
method can effectively improve economic benefits for both the
ELN system and PEVs as well as enhance the supply demand
balance in ELNs compared with traditional typical algorithms.
The method could contribute to providing an efficient and
secure way for ELNs to implement in practice.

3. Secure and Efficient Vehicle-to-Grid Energy Trading in
Cyber Physical Systems: Integration of Blockchain and
Edge Computing.

Zhenyu Zhou, Bingchen Wang, Mianxiong Dong, and
Kaoru Ota

In the energy sector, the smart grid has emerged as
a successful application of cyber-physical systems. Among
numerous key technologies of the smart grid, vehicle-to-grid
(V2G) provides a promising solution to reduce the level
of demand–supply mismatch by leveraging the bidirectional
energy-trading capabilities of electric vehicles (EVs). This
paper proposed a secure and efficient V2G energy trad-
ing framework by exploring blockchain, contract theory, and
edge computing. First, a consortium blockchain-based secure
energy trading mechanism for V2G is developed. Then, an
efficient incentive mechanism based on contract theory is
proposed, with the consideration of the information asym-
metry scenario. This mechanism motivates EVs to participate
in energy trading, and the energy trading between EVs and
local energy aggregators (LEAGs) are secured by exploit-
ing consortium blockchain. The social welfare optimization
problem falls into the category of difference of convex pro-
gramming and is solved by using the iterative convex-concave
procedure algorithm. Next, edge computing has been incor-
porated to relieve the computation burden of LEAGs and
improve the successful probability of block creation. The
computational resource allocation problem is modeled as a
two-stage Stackelberg leader–follower game, and the opti-
mal strategies are obtained by using the backward induction
approach. Finally, the performance of the proposed framework
is validated via numerical results and theoretical analysis. The
simulation results demonstrate that the successful probabil-
ity can be increased by 124.6% with the presence of eight
LEAGs.

4. An Anonymous Off-Blockchain Micropayments Scheme
for Cryptocurrencies in the Real World.

Di Zhang, Junqing Le, Nankun Mu, and Xiaofeng Liao

Although blockchain is widely used to create secure and
tamper-proof payment schemes and serves economies and
societies without trusted parties due to its secured, trusted,
and decentralized architecture, its transparency and traceability
severely restrict the anonymity of participants in the real world,
which might lead to participants’ privacy leakage. To solve this
problem, in this paper, an anonymous off-blockchain micro-
payments scheme (AOM) is proposed for cryptocurrencies in
the real world. Actually, it is a scheme for off-blockchain
Bitcoin transactions, and it can realize the merger of multi-
ple micropayments. In AOM, a payee receives micropayments
from an honest-but-curious intermediary τ by solving puzzles
which are generated based on the standard RSA assumption.
Meanwhile, τ also receives micropayments from the payers
by payees solutions and τ will randomly select the inputs of
the merging transaction Tmer. In order to improve service effi-
ciency of τ and resist denial of service attacks, one of the
outputs of Tmer is paid for τ as a service fee. In the pro-
cess, AOM breaks the links between payers and payees in
face-to-face micropayments, which enhances the anonymity
of transactions. Besides, AOM simultaneously ensures the
correctness and fairness of transactions. Finally, from the
analyses of property and security, AOM has strong unlinkabil-
ity, the ability for anti-attacks and unforgeability. Moreover,
AOM is a fair-exchange scheme, which ensures no one can
steal and create Bitcoins. To conclude, the proposed AOM is
an anonymous micropayments scheme with superior perfor-
mance, which will promote the applications of Bitcoin in the
real world.

5. The Anti-Social System Properties: Bitcoin Network Data
Analysis.

Israa Alqassem, Iyad Rahwan, and Davor Svetinovic

Bitcoin is essentially social, allowing people to make P2P
transactions to create and exchange value. However, its core
design philosophy and user base contain strong anti-social
elements and constraints, emphasizing anonymity, privacy,
and subversion of traditional centralized financial systems.
To illustrate the role of the social and anti-social forces, the
authors analyze the evolution of the entire Bitcoin transac-
tion graph from its inception, and quantify the evolution of
its key structural properties. They observe that the Bitcoin
transaction graph exhibits many universal dynamics typical
of social networks. However, they also find that Bitcoin devi-
ates in important ways due to anonymity-seeking behavioral
patterns of its users. As a result, the network presents a
two-orders-of-magnitude larger diameter, sparse tree-like com-
munities, and an overwhelming majority of transitional or
intermediate accounts with incoming and outgoing edges but
zero cumulative balances. The results illuminate the evo-
lutionary dynamics of a most popular cryptocurrency, and
provide an initial understanding of social networks rooted
in and driven by anti-social constraints. The authors further
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conclude that the optimal balance between social and anti-
social forces is critical to the success and acceptance of a
particular currency and the corresponding financial social net-
work. The implementation of anti-social behavior is critical
for users, even if the results show additional social network
noise.

6. Improving Bitcoin Ownership Identification Using
Transaction Patterns Analysis.

Tao-Hung Chang and Davor Svetinovic

Bitcoin is a cryptocurrency system which enables semi-
anonymous P2P payments without a centralized intermediary.
In the Bitcoin network, users use pseudonymous Bitcoin
addresses and conduct transactions with others without reveal-
ing their real identities. In order to further enhance their
privacy and convenience, users often use a large number of
different addresses. In this paper, the authors analyze differ-
ent patterns of transactions occurring in the Bitcoin network
in order to cluster addresses that share the same ownership.
First, the authors propose a novel combination of existing
and new heuristics based on transaction patterns, which also
incorporates an anti-money laundering approach. The authors
represent the largest study hitherto conducted on the clus-
tering of Bitcoin addresses—the dataset used in this paper
contains over 46 million Bitcoin addresses and 46.5 million
transactions. Then, two new techniques for validating clus-
terings of Bitcoin addresses are proposed. The first is based
on the use of the Gini impurity index to measure the homo-
geneity of tags and clusters with respect to addresses with
known identities. The second technique involves selecting
random pairs from a clustered subset of the data (the train-
ing subset), and then comparing it against the test subset to
determine the proportion of clustered pairs which appeared
again in the same transaction. The proposed approach is
compared to existing heuristics using the proposed evalua-
tion method, and the results show that the proposed approach
produces clusters which are significantly more homogeneous
(lower impurity) and are better able to predict shared trans-
actions when validated against the test set. It also indicates
that the proposed heuristic is able to detect relationships
between Bitcoin addresses that is missed by the existing
heuristics.
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Yong Yuan received the B.S., M.S., and Ph.D. degrees in computer software and theory from
the Shandong University of Science and Technology, Shandong, China, in 2001, 2004, and 2008,
respectively.

He is an Associate Professor with the State Key Laboratory for Management and Control of
Complex Systems, Institute of Automation, Chinese Academy of Sciences, Beijing, China. He has
authored over 120 papers published in academic journals and conferences. His current research
interests include blockchain, cryptocurrency, and smart contract.

Dr. Yuan is currently an Associate Editor of the IEEE TRANSACTIONS ON COMPUTATIONAL
SOCIAL SYSTEMS and Acta Automatica Sinica. He is the Chair of the IEEE Council on RFID
Technical Committee on Blockchain, the Co-Chair of the IEEE SMC Technical Committee on
Blockchain, and the Director of the Chinese Association of Automation Technical Committee
of Blockchain. He is the Secretary General of the IEEE SMC Technical Committee on Social
Computing and Social Intelligence, the Vice Chair of the IFAC Technical Committee on Economic,

Business and Financial Systems (TC 9.1), and the Chair of the ACM Beijing Chapter on Social and Economic Computing. He
is also the Secretary General of the Chinese Association of Artificial Intelligence Technical Committee on Social Computing
and Social Intelligence, and the Vice Director and the Secretary General of the Chinese Academy of Management Technical
Committee on Parallel Management.

Fei-Yue Wang received the Ph.D. degree in computer and systems engineering from Rensselaer
Polytechnic Institute, Troy, NY, USA, in 1990.

In 1990, he joined the University of Arizona, Tucson, AZ, USA, where he became a Professor
and the Director of the Robotics and Automation Laboratory and the Program in Advanced
Research for Complex Systems. In 1999, he Founded the Intelligent Control and Systems
Engineering Center, Institute of Automation, Chinese Academy of Sciences (CAS), Beijing, China,
under the support of the Outstanding Overseas Chinese Talents Program from the State Planning
Council and the 100 Talent Program from CAS. In 2002, he joined the Laboratory of Complex
Systems and Intelligence Science, CAS, as the Director, where he was the Vice President for
Research, Education, and Academic Exchanges with the Institute of Automation from 2006 to
2010. In 2011, he was named the State Specially Appointed Expert and the Director of the
State Key Laboratory for Management and Control of Complex Systems, Beijing. His current

research interests include methods and applications for parallel systems, social computing, parallel intelligence, and knowledge
automation.

Dr. Wang was a recipient of the National Prize in Natural Sciences of China, in 2007, the Outstanding Scientist by ACM
for his research contributions in intelligent control and social computing, the IEEE Intelligent Transportation Systems (ITS)
Outstanding Application and Research Awards in 2009, 2011, and 2015, and the IEEE SMC Norbert Wiener Award in
2014. He was the Chair of IFAC TC on Economic and Social Systems from 2008 to 2011. He has been the General or
the Program Chair of more than 30 IEEE, INFORMS, ACM, and ASME conferences. He was the Founding Editor-in-Chief of
the International Journal of Intelligent Control and Systems from 1995 to 2000 and IEEE Intelligent Transportation Systems
Magazine from 2006 to 2007. He was the Editor-in-Chief of the IEEE INTELLIGENT SYSTEMS from 2009 to 2012 and the
IEEE TRANSACTIONS ON INTELLIGENT TRANSPORTATION SYSTEMS from 2009 to 2016. He is currently the Editor-in-Chief
of the IEEE TRANSACTIONS ON COMPUTATIONAL SOCIAL SYSTEMS and the Founding Editor-in-Chief of the IEEE/CAA
JOURNAL OF AUTOMATICA SINICA and the Chinese Journal of Command and Control. He was the President of the IEEE
ITS Society from 2005 to 2007, the Chinese Association for Science and Technology, USA, in 2005, and the American Zhu
Kezhen Education Foundation from 2007 to 2008. He was the Vice President of ACM China Council from 2010 to 2011. He
is currently the President of the IEEE Council on Radio Frequency Identification. Since 2008, he has been the Vice President
and the Secretary General of the Chinese Association of Automation. He was elected as a fellow of INCOSE, IFAC, ASME,
and AAAS.
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Chunming Rong (SM’XX) received the Ph.D. degree from the University of Bergen, Bergen,
Norway, in 1998.

He works as the Head of the Center for IP-Based Service Innovation, University of Stavanger,
Stavanger, Norway. He is also the Co-Founder of two startups bitYoga and Dataunitor in Norway,
both received EU Seal of Excellence Award in 2018. He was an Adjunct Senior Scientist leading
Big-Data Initiative with NORCE, Oslo, Norway, from 2016 to 2019, the Vice President of CSA
Norway Chapter from 2016 to 2017. He has supervised 26 Ph.D. students, 9 Postdocs, and more
than 60 master projects. He has extensive experience in managing large-scale research and devel-
opment projects, both in Norway and EU. His research work focuses on cloud computing, data
analytics, cyber security, and blockchain.

Prof. Rong has been honored as a member of the Norwegian Academy of Technological Sciences
since 2011. He has extensive contact network and projects in both the industry and academic. He

is the Co-Editor-in-Chief of the Journal of Cloud Computing (Springer), has served as the Steering Chair from 2016 to 2019,
and has been the Steering Member and an Associate Editor of the IEEE TRANSACTIONS ON CLOUD COMPUTING since 2016.
He is the Chair of IEEE Cloud Computing, an Executive Member of Technical Consortium on High Performance Computing,
the Chair of STC on Blockchain in IEEE Computer Society, and served as the Global Co-Chair for IEEE Blockchain in 2018.
He is also an Advisor of the StandICT.EU to support European scandalization activities in ICT. He is also the Founder and
the Steering Chair of IEEE CloudCom conference and workshop series.

Angelos Stavrou received the Ph.D. degree in computer science from Columbia University,
New York, NY, USA, in 2007.

He is an Associate Professor with the Department of Computer Science, George Mason
University, Fairfax, VA, USA. His research interests include large systems security and surviv-
ability, intrusion detection systems, privacy and anonymity, security for MANETs, and mobile
devices.

Jun Zhang received the B.E. and M.E. degrees in electrical engineering from the Huazhong
University of Science and Technology, Wuhan, China, in 2003 and 2005, respectively, and the
Ph.D. degree in electrical engineering from Arizona State University, Tempe, AZ, USA, in 2008.

He is currently a Professor of Electrical Engineering with Wuhan University, Wuhan. He has
authored or coauthored more than 100 peer-reviewed publications. His current research interests
include complex systems, artificial intelligence, knowledge automation, and their applications in
intelligent power and energy systems.

Prof. Zhang is the Co-Chair of the IoT Technical Committee of IEEE Council of
Radio Frequency Identification. He is an Associate Editor of the IEEE TRANSACTIONS ON

COMPUTATIONAL SOCIAL SYSTEMS and Acta Automatica Sinica.

Qiang Tang received the M.S. degree from the Graduate University of Chinese Academy of
Sciences, Beijing, China, in 2009, and the Ph.D. degree from the University of Connecticut,
Mansfield, CT, USA, in 2015.

He then joined Cornell University, Ithaca, NY, USA, as a Postdoctoral Research Associate and
was also affiliated with the Initiative of CryptoCurrency and Contract. He is currently an Assistant
Professor of Computer Science with the New Jersey Institute of Technology (NJIT), Newark, NJ,
USA, where he also the Director of JD-NJIT-ISCAS Joint Blockchain Laboratory. His research
is supported by NSF, DOE, AFRL, Google, JD.com, and multiple blockchain foundations. His
current research interests include applied and theoretical cryptography and blockchain technology.

Dr. Tang was a recipient of the 2019 Google Faculty Research Award.
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May 2014.
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Fairfax, VA, USA. Her research is supported by NSF, NSA, and the Zcash Foundation. Her
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Dr. Baldimtsi is a recipient of an IBM Faculty Award.

Laurence T. Yang received the B.E. degree in computer science and technology from Tsinghua
University, Beijing, China, and the Ph.D. degree in computer science from the University of
Victoria, Victoria, BC, Canada.

He is a Professor with the Department of Computer Science, St. Francis Xavier University,
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and Management, University of Chinese Academy of Sciences, Beijing, and a Beiren Distinguished
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He is/was the President of the International Society of Knowledge and Systems Sciences and
the China Society of Systems Engineering, and an Adjunct Professor or a Honorary Professor of
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and IEEE TRANSACTIONS ON SMC. His current research areas include financial risk manage-

ment, financial innovations and applications of information technology to economic and financial systems.
Dr. Wang is the Editor-in-Chief or an Editorial Board Member of 12 journals including Energy Economics.
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David L. Olson is the James & H.K. Stuart Professor of MIS and the Chancellors Professor with
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has served as an Associate Editor of Service Business, Decision Support Systems, and Decision
Sciences and the Co-Editor-in-Chief of the International Journal of Services Sciences. He has
made over 200 presentations at international and national conferences on research topics. He is a
member of the Decision Sciences Institute, the Institute for Operations Research and Management
Sciences, and the Multiple Criteria Decision Making Society, and a fellow of the Decision Sciences
Institute.

James H. Lambert received the B.S.E. degree in mechanical engineering (program in engineering
physics) from Princeton University, Princeton, NJ, USA, in 1988, and the M.S. and Ph.D. degrees
in civil engineering from the University of Virginia, Charlottesville, VA, USA, in 1990 and 1994,
respectively.

He is a Research Associate Professor with the Department of Systems and Information
Engineering, University of Virginia, where he is an Associate Director of the Center for Risk
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Dr. Lambert is an Associate Editor of the IEEE TRANSACTIONS ON SYSTEMS, MAN, AND
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