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Abstract—This article is concentrated on the load frequency
control for interconnected multiarea power systems (IMAPSs)
with nonhomogeneous sojourn probabilities (NSPs) and cyber-
attacks. A generalized framework of NSPs is formulated to
describe the dynamic behavior of IMAPSs. To govern varia-
tions of sojourn probabilities, a deterministic switching signal is
introduced using the average dwell-time technique. Essentially,
different from the existing protocols, an improved event-
triggered protocol that is relevant to the dynamic quantizer
parameter is presented, thereby increasing triggering intervals.
Furthermore, both denial-of-service and deception attacks, which
obey Bernoulli distributions, are considered during information
transmission. By virtue of the Lyapunov theory, the mean-square
exponential stability of the considered systems is established.
Finally, the effectiveness of the obtained results is verified via
a numerical example.

Index Terms—Cyber-attacks, event-triggered protocol (ETP),
load frequency control (LFC), nonhomogeneous sojourn proba-
bilities (NSPs).

I. INTRODUCTION

PAST decades have witnessed the rapid development of
networked control systems (NCSs) owing to their exten-

sive applications, including multiagent, power, and other
systems. Note that power systems, well-known as typical
NCSs, have long been considered as an essential infrastructure
vital to national security. For protecting power systems subject
to sudden changes, frequency control is mostly employed as
an efficient technique to maintain the system performance. As
a result, load frequency control (LFC) plays an indispensable
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role in the power system to adjust the frequency to a desired
value [1]. Following this trend, many control techniques
have been applied to handle single/multi-area LFC power
systems [2], [3], [4], [5], [6], [7], including proportional-
integral control, predictive-based control, distributed control,
disturbance rejection-based control, and other control laws.

In practical applications, interconnected multiarea power
systems (IMAPSs) always experience faults or trips, which
degrade the system performance. These unexpected variations
can be modeled by a Markov process (MP) [8], [9], [10].
However, the residence time of the MP obeys a memory-
less exponential distribution, which means that the transition
probabilities are time independent. To address this limitation,
a sojourn probability-based technique was proposed in [11],
which requires fewer probability transition values than the tra-
ditional MP approach [12], [13]. Sojourn probabilities are easy
to obtain via statistical methods, making this approach easier
to implement. As such, the sojourn-probability-based strategy
has been studied in [11] and [14]. Nevertheless, the above-
mentioned studies are focused on the discrete-time domain,
and little attention has been paid to the continuous-time case.
Besides, many IMAPSs exhibit time-varying behaviors, and
time-invariant sojourn probabilities fail to describe the actual
situations. To address this gap, nonhomogeneous sojourn prob-
abilities (NSPs) have been introduced in the discrete-time
domain [15], where a deterministic switching signal (DSS)
regulates variations of sojourn probabilities using the average
dwell-time (ADT) technique. However, little attention has been
paid to NSPs in continuous-time switched IMAPSs, where
acquiring transition probabilities is challenging. Filling this
gap motivates the current study.

Due to openness of communication networks, cyber-attacks
may lead to instability of switched IMAPSs. The network
security problem has received great attention, as cyber-attacks
aim to destroy the integrity and availability of information.
Therefore, it is of practical significance to analyze the sta-
bility of IMAPSs against cyber-attacks. Generally speak-
ing, network attacks can be divided into two categories:
1) denial of service (DoS) attacks [16] and 2) deception attacks
(DAs) [17], [18]. DoS attacks block the communication
networks and information packets do not arrive on time. DAs
destroy the authenticity and integrity of packets by tamper-
ing with their contents. Therefore, the security-based control
problem has triggered increasing research interest [19], [20].
Although many previous results considered different kinds
of attacks, the stability of switched IMAPSs under hybrid
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cyber-attacks has received little attention, which provides
another motivation for this work.

Due to limitation of communications in computation abil-
ity, many efficient protocols are constructed to regulate
the data transmission, such as sampled data, round-robin,
event-triggered, and other ones [21], [22], [23], [24], [25].
Among them, event-triggered protocol (ETP) is most uti-
lized [26]. In the framework of ETP, the transmitted data
are discarded unless the preset event-triggering condition is
met, which avoids resource wasting. To date, many efficient
ETPs have been appeared, including static [1], dynamic [27],
memory [27], [28], and distributed ETPs [29], [30]. For exam-
ple, the deep learning algorithm is used in [31] to explore
a suitable threshold triggered by dynamic events. In [32],
an improved dynamic ETP is employed to save resources.
Although a number of valuable results on ETPs have been
reported, as shown in [33] and [34], many network-induced
phenomena, including quantization effects, have not yet been
considered, which may lead to resource wasting in a cer-
tain context. This leaves room for further improvement of
ETPs associated with quantization effects. As such, this arti-
cle presents an improved ETP (IETP) to further reduce the
frequency of data transmission by using a dynamic quantiza-
tion strategy.

Based on the above description, a dynamic quantization-
based IETP for IMAPSs with NSPs, improving
communication efficiency, is studied in this article. The
novel contributions are listed as follows.

1) An improved IETP associated with the dynamic quan-
tizer parameter is proposed to govern the data transmis-
sion for switched IMAPSs. Compared with traditional
ETPs, the proposed IETP is capable of speeding up
the convergence rate while achieving greater triggering
intervals.

2) Benefiting from the ADT technique, a generalized
framework of NSPs subjected to a DSS is presented,
and the switched IMAPS is established. In contrast to
transition probabilities, the NSPs are easy to measure.

3) A unified framework of cyber-attacks is formulated
by taking DoS attacks and DAs into consideration.
Considering the newly designed switched IMAPSs, the
mean-square exponential stability is established via the
Lyapunov theory. Finally, the feasibility of the proposed
method is tested via a numerical example.

The remainder of this study is organized as follows:
Section II provides the model formulation, and in Section III,
sufficient conditions are presented to ensure mean square expo-
nential stability of the power system. Section IV presents
numerical simulations, and finally, Section V summarizes the
conclusions.

Notations: diagN{Ai} = diag{A1, . . . , AN} stands for a
block-diagonal matrix; He{R} = R + R�; colN{χi(t)} =
col{χ2(t), . . . , χN(t)}, col{· · · } denotes the column vector of
a matrix; E{∗} indicates the mathematical expectation; ‖ ∗ ‖
refers to the Euclidean vector norm. | · | indicates the abso-
lute value of a scalar; Pr stands for occurrence probability; Rn

represents the n-dimensional Euclidean space; L2 depicts the
linear vector space with the property of square integrable; P >

Fig. 1. Diagram of the ith IMAPS with IETP.

0(P ≥ 0) means that P is a positive (semi-positive)-definite
matrix.

II. PROBLEM STATEMENT AND BACKGROUND

In presence of environmental disturbances and component
failures, the parameters of power systems are variable, and
the variations can be described via an MP. In the sequel,
the diagram of the ith IMAPS is depicted in Fig. 1, whose
mathematical model can be inferred as follows:

⎧
⎨

⎩

ẋi(t) = Aii(ϑ(t))xi(t) +∑N
j=1,j �=i Aij(ϑ(t))xj(t)

+ Hi(ϑ(t))�Pi
L(t) + Bi(ϑ(t))ui(t)

yi(t) = Ci(ϑ(t))xi(t)
(1)

where xi(t) ∈ R
5, yi(t) ∈ R

2, ui(t) ∈ R, and �Pi
L(t) ∈

L2[0,∞) represent the state, the output, the input, and the
load disturbance, respectively, and

yi(t) =
[

ACEi

∫ t

0
ACEi(s)ds

]�

xi(t) = [
�fi(t) �Pi

m(t) �Yi(t) �Pi
tie(t)

∫ t
0 ACEi(s)ds

]�

Bi(ϑ(t)) =
[

0 0 1
Tg(i)(ϑ(t)) 0 0

]�

Hi(ϑ(t)) =
[
− 1

Mi(ϑ(t)) 0 0 0 0
]�

Ci(ϑ(t)) =
[

βi(ϑ(t)) 0 0 1 0
0 0 0 0 1

]

Aii(ϑ(t)) =

⎡

⎢
⎢
⎢
⎢
⎢
⎢
⎣

− Di(ϑ(t))
Mi(ϑ(t))

1
Di(ϑ(t)) 0 − 1

Di(ϑ(t)) 0

0 − 1
Ti

t (ϑ(t))
1

Ti
t (ϑ(t))

0 0

− 1
Ri(ϑ(t))Ti

g(ϑ(t))
0 − 1

Ti
g(ϑ(t))

0 0

N∑

j=1,j �=i
2πTij(ϑ(t)) 0 0 0 0

βi(ϑ(t)) 0 1 0 0

⎤

⎥
⎥
⎥
⎥
⎥
⎥
⎦

.

Notice that Aij = [als]5
l,s=1 with a51 = −2πTij, and others

als = 0. The parameter ϑ(t) ∈ Q = {1, 2, . . . , Q} is a switch-
ing variable. The ACE signal describes the linear combination
of the power exchange of the tie line and the frequency devi-
ation, i.e., ACEi = βi(ϑ(t))�fi(t) + Pi

tie(t), where �Pi
tie is

the next power exchange of tie line in ith control area. Other
parameter meanings are given in Table I.
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TABLE I
PHYSICAL MEANING OF PARAMETERS

Accordingly, the ith PI controller is designed as follows:

ui(t) = Ki
PpACEi(t) + Ki

Ip

∫ t

0
ACEi(s)ds

= Ki
pyi(t) (2)

where Ki
p = [Ki

Pp Ki
Ip].

To cope with the nonhomogeneity of probabilities, simi-
larly to [35], we introduce a new signal {σ(t), t ≥ 0}, which
takes values in the set M = {1, 2, . . . , m}. Clearly, for all
t ∈ [t̄ik, t̄ik+1), assuming σ(t) = m (m ∈ M), we define the
indicator function

αm
p (t) =

{
1, ϑ(t) = p, σ (t) = m
0, otherwise

(3)

where αm
p (t) ≥ 0, E{∑p∈Q αm

p (t)} = ∑
p∈Q αm

p = 1. Thus,
the sojourn probability is inferred as follows:

αm
p = Pr{ϑ(t) = p|σ(t) = m}. (4)

Remark 1: It is common that the switching process
of IMAPS is modeled by an MP in many existing
works [36], [37], and the transition probabilities between
modes are required to be accessible, which poses difficulties in
analyzing switched IMAPS. In contrast, an NSP-based switch-
ing model, identified as a key feature, is presented to facilitate
the description of random variations of switched IMAPS.
As such, the NSPs of finite modes of switched IMAPS are
described by a sequence of scalars αm

p (t). In this way, a novel
framework of switched IMAPS is formulated, whose dynamic
behavior can be co-revealed by two variables ϑ(t) and σ(t).
Compared with the transition probabilities in Markov jump
IMAPS, the NSPs are easier to acquire in switched IMAPS.

Remark 2: The DSS σ(t), as described in [38], is a criti-
cal element in adjusting the feedback information of sojourn
probabilities and enables a generalized framework of switched
IMAPS for various practical scenarios. For any ϑ(t) = p, the
DSS-dependent NSPs are time varying. Benefiting from the
ADT strategy, better control performance of switched IMAPS
can be expected. Besides, when σ(t) ∈ M = {1}, the NSPs
degrade to a homogeneous case (i.e., time-invariant sojourn
probabilities αp).

A. Dynamic Quantizer

Apart from the existing logarithmic quantizer, we con-
sider the dynamic quantizer to reduce information exchange
frequency and communication load as follows:

if |z| ≤ M1, then |q(z) − z| ≤ � (5)

if |z| ≥ M1, then |q(z)| ≥ M1 − � (6)

where z is the variable being quantized, � stands for the
quantization error bound, and M1 refers to the range of the
quantizer. Therefore, the dynamic regulation rules are given by

qμ(t)(z) = μ(t)q

(
z

μ(t)

)

(7)

where μ(t) > 0 represents the dynamic quantization parameter
to be designed.

B. Improved Event-Triggered Protocol

To avoid network congestion, the ETP has been intro-
duced [39] to facilitate the data transmission

tik+1h = tikh + min
l∈N

{
lh|e�

i

(
tikh + lh

)
	iei

(
tikh + lh

)

≥ ρpy�
i

(
tikh
)
	iyi

(
tikh
)}

(8)

where ei(tikh+ lh) = yi(tikh+ lh)−yi(tikh) stands for the output
measurement error, 	i is a positive matrix, and ρp ∈ (0, 1) is
the threshold coefficient. To further reduce the network con-
gestion effectively, a novel communication strategy, namely,
IETP, is presented. Benefiting from the IETP, the following
criterion is formulated to judge whether the current packet is
released or not:

tik+1h = tikh + min
l∈N

{
lh|q�

μ1

(
ei
(
tikh + lh

))
	ipqμ1

(
ei
(
tikh + lh

))

≥ ρpμ
�(tikh + lh

)
	ipμ

(
tikh + lh

))} (9)

where qμ1(ei(tikh+ lh)) = qμ1(yi(tikh+ lh))−qμ2(yi(tikh)), 	ip

is a mode-dependent positive matrix, μ1 = μ(tikh + lh) and
μ2 = μ(tikh). Before further derivation, we divide the interval
into the subintervals [tikh + ηi

k, tik+1h + ηi
k+1)

d⋃

l=0

I i
l = [

tikh + ηi
k, tik+1h + ηi

k+1

)

where I i
l = [tikh + lh + ηi

k+l, tikh + lh + h + ηi
k+l+1] and d =

tik+1−tik−1. In addition, let η(t) = t−tikh−lh for t ∈ I i
l , which

satisfies 0 ≤ ηi
k ≤ ηc. Then, 0 ≤ ηc ≤ η(t) ≤ h + ηc � η2.

Remark 3: Added by the ith phasor measurement unit
(PMU), the output can be measured in intervals tikh + lh. As
such, the measured output yi(tikh + lh) in each control area
is transmitted to a dynamic quantizer through a communica-
tion link for quantization. In the existing literature concerning
the ETPs, the triggering conditions are related to the dynamic
states [1], [8], [40]. Differently, to improve resource utilization,
an IETP that relates to the dynamic quantization parameter
is constructed by determining whether to release the mea-
surement data or not, which renders a distinctive novelty of
this study, since more degrees of freedom of the triggering
condition can be expected via the presented IETP.

C. Cyber-Attacks

Cyber-attacks can occur in the power grid, which may lead
to system instability. Among them, DoS attacks and DAs are
two most destructive ones. Let ei(t) = qμ1(yi(tikh + lh)) −
qμ2(yi(tikh)), then the actual PI control law is given by

ui(t) = αi(t)
[
(1 − βi(t))K

i
pqμ1(yi(t − η(t))) − (1 − βi(t))

× Ki
pei(t) + βi(t)K

i
ph
(
qμ2

(
yi
(
tikh
)))]

(10)



CHENG et al.: PROTOCOL-BASED LFC FOR POWER SYSTEMS WITH NSPs 5745

where αi(t) and βi(t) are two mutually independent Bernoulli
random variables, such that E{αi(t)} = ᾱi and E{βi(t)} = β̄i.
qμ2(yi(tkh)) denotes the aggression function, which satisfies

∥
∥h
(
qμ2(yi(tkh))

)∥
∥

2 ≤ ∥
∥Hiqμ2(yi(tkh))

∥
∥

2 (11)

where Hi is a known matrix.

D. Model Transformation

For the convenience of presentation, we add four columns
to matrix Bi

p to make it a full rank matrix in ith area system,
that is, B̄i

p = [Bi
p B̂i

p]. Let χi(t) = (B̄i
p)

−1xi(t). Then, the
augmented system is established as follows:
⎧
⎪⎪⎨

⎪⎪⎩

χ̇ (t) = ∑
p∈Q αm

p (t)
[
Āpχ(t) + H̄p�PL(t) + a(t)(1 − β(t))

×K̄pqμ1(y(t − η(t))) − a(t)(1 − β(t))K̄pe(t)
+a(t)β(t)K̄ph

(
qμ2(y(tkh))

)]

y(t) = ∑
p∈Q αm

p (t)C̄pχ(t)

(12)

where a(t) = diagN{ai(t)I}, β(t) = diagN{βi(t)I},
h(qμ2 y(tkh)) = diagN{h(qμ2 yi(tikh))}, H̄i

p = (B̄i
p)

−1Hi
p, C̄i

p =
Ci

pB̄i
p, Āij

p = (B̄i
p)

−1Aij
pB̄i

p, K̄i
p = [Ki�

p 0]�, Āp = [Āij
p]N

j,i=1,
B̄p = diagN{B̄i

p}, C̄p = diagN{C̄i
p}, K̄p = diagN{K̄i

p},
H̄p = diagN{H̄i

p}, χ(t) = co1N{χi(t)}, y(t) = co1N{yi(t)},
u(t) = co1N{ui(t)}, and �PL(t) = co1N{�Pi

L(t)}.
Before proceeding further, the necessary definitions and

lemmas are reviewed.
Definition 1 [41]: For a switching signal σ(t), if there

exist two positive real numbers N0 and τa, such that the
number of switches over interval (t0, t] satisfies Nσ (t0, t) ≤
[(t − t0)/τa] + N0, then σ(t) is said to have an average
residence time τa.

Definition 2 [42]: The power system is mean-square expo-
nentially stable (MSES), if for �PL(t) = 0

E

{
‖χ(t)‖2

}
≤ ε1e−ε2(t−t0)‖χ(t0)‖2

C
(13)

where ‖χ(t0)‖2
C

= sup−η2≤s≤0{‖χ(s)‖2, ‖χ̇ (s)‖2
C
}.

Definition 3 [8]: For parameters γ > 0 and b > 0, the
augmented system (12) is MSES with preset performance, if

∫ ∞

0
e−bsy�(s)y(s)ds < γ 2

∫ ∞

0
�P�

L (s)�PL(s)ds. (14)

Lemma 1 [8]: For any symmetric matrices W > 0 and
R1 > 0, if

[W R1∗ W

] ≥ 0, it holds that

−η2

∫ t

t−η2

χ̇�(s)Wχ̇(s) ≤ ς�(t)�ς(t)

where ς(t) = col{χ(t), χ(t − η(t)), χ(t − η2)} and

� =
[−W W−R1 R1∗ −2W+He{R1} W−R1∗ ∗ −W

]

.

III. MAIN RESULTS

Theorem 1: The augmented system (12) is MSES, if for
some scalars η2 > 0, γ > 0, b > 0, ς > 0, ρp > 0, κ > 1,
θ > 1, M1 > 0, matrices Pm

p > 0, M > 0, R1 > 0, R > 0,
W > 0, 	p > 0, Z with compatible dimensions, and any
m, n ∈ M, p, q ∈ Q, such that

Pm
p ≤ κPn

p, (m �= n) (15)

the ADT satisfies

τa > τ ∗
a = lnκ

b
(16)

and the following matrix inequalities are valid:

�̂pm =
⎡

⎣
�1

pm �2
pm �3

pm
∗ −γ 2I 0
∗ ∗ −I

⎤

⎦ < 0 (17)

[
W R1
∗ W

]

> 0 (18)

where

�1
pm =

[
�1

pm �2
pm

∗ �3
pm

]

�2
pm =

[ ∑

p∈Q
αm

p H̄�
p Z 0 0

∑

p∈Q
αm

p H̄�
p Z 0 0

]�

�3
pm = [√

αm
1 C̄�

1

√
αm

2 C̄�
2 ...

√
αm

QC̄�
Q

]

�1
pm =

[
ϒ1

pm ϒ2
pm e−bη2 R1

∗ ϒ3
pm e−bη2(W−R1)

∗ ∗ −e−bη2 M−e−bη2 W

]

�2
pm =

⎡

⎣
ϒ4

pm − ∑

p∈Q
αm

p ā(1−β̄)Z�K̄p
∑

p∈Q
αm

p āβ̄Z�K̄p

ϒ5
pm ϒ6

pm 0
0 0 0

⎤

⎦

�3
pm =

[
η2

2W−2ςZ� − ∑

p∈Q
αm

p ς ā(1−β̄)Z�K̄p − ∑

p∈Q
αm

p ς āβ̄Z�K̄p

∗ −	p+H�H 0
∗ ∗ −I

]

ϒ1
pm =

∑

p∈Q
αm

p Pm
p − e−bη2 W + M +

∑

p∈Q
αm

p He
{

Z�Āp

}

ϒ2
pm = e−bη2(W − R1) −

∑

p∈Q
αm

p ā(1 − β̄)e−bη2 R1

+
∑

p∈Q
αm

p Z�K̄p

(√
θ

M1
� + I

)

C̄p

ϒ3
pm = e−bη2(−2W + He{R1}) +

∑

p∈Q
αm

p C̄�
p

(√
θ

M1
� + I

)

× H�H

(√
θ

M1
� + I

)

C̄p

ϒ4
pm =

∑

p∈Q
αm

p Pm
p − Z� +

∑

p∈Q
αm

p ς Ā�
p Z

ϒ5
pm =

∑

p∈Q
αm

p ā(1 − β̄)

(√
θ

M1
� + I

)

ς C̄�
p K̄�Z

ϒ6
pm = −

∑

p∈Q
αm

p

(√
θ

M1
� + I

)

C̄�
p H�H.

Proof: Construct the Lyapunov function as below

V(χ(t), ϑ(t), σ (t)) =
3∑

i=1

Vi(χ(t), ϑ(t), σ (t)) (19)

where

V1(χ(t), ϑ(t), σ (t)) = χ�(t)Pσ(t)
ϑ(t)χ(t)

V2(χ(t), ϑ(t), σ (t)) =
∫ t

t−η2

eb(s−t)χ�(s)Mχ(s)ds

V2(χ(t), ϑ(t), σ (t)) = η2

∫ 0

−η2

∫ t

t+s
eb(ξ−t)χ̇�(ξ)Wχ̇ (ξ)dξds.
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First of all, for any p1, p2 ∈ Q, we have

E

{
ασ(t)

p1
ασ(t)

p2

}
=
{

α
σ(t)
p1 , p1 = p2

0, p1 �= p2.
(20)

Let L be the weak infinitesimal operator, then

E{LV1(χ(t), p, m)} =
∑

p∈Q
αm

p He
{
χ̇�(t)Pm

p χ(t)
}

(21)

E{LV2(χ(t), p, m)} = −bV2(t) + χ�(t)Mχ(t) − e−bη2

× χ�(t − η2)Mχ(t − η2) (22)

E{LV3(χ(t), p, m)} = −bV3(t) + η2
2χ̇

�(t)Wχ̇(t)

− η2

∫ t

t−η2

eb(s−t)χ̇�(s)Wχ̇(s)ds.

(23)

According to Lemma 1, it follows from (23) that:

E{LV3(χ(t), p, m)} = −bV3(t) + η2
2χ̇

�(t)Wχ̇(t)

+ ς�(t)�ς(t). (24)

Using the property of the dynamic quantizer (5), one has

qμ(t)(y(t)) = μ(t)q

(
y(t)

μ(t)

)

= μ(t)

∣
∣
∣
∣q

(
y(t)

μ(t)

)

− y(t)

μ(t)

∣
∣
∣
∣+ y(t)

≤ μ(t)� + y(t). (25)

Similarly to [43], the quantization parameter can be
assigned as

μ(t) =
√

θ

M1
|y(t)| (26)

where θ and M1 are given parameters to achieve better system
performance. It is clear that θ > 1 yields the prerequisite
|[y(t)]/[μ(t)]| < M1.

Recalling (12), for any matrix Z, one can get

0 =
∑

p∈Q
αm

p (t)
[
χ�(t)Z� + ςχ̇�(t)Z�]

× [−χ̇ (t) + Āpχ(t)

+ H̄p�PL(t) + a(t)(1 − β(t))K̄pqμ1(y(t − η(t)))

− a(t)(1 − β(t))K̄pe(t) + a(t)β(t)K̄ph
(
qμ2(y(tkh))

)]
.

(27)

Furthermore, according to (11), it yields

h�(qμ2 y(tkh)
)
h
(
qμ2 y(tkh)

)− q�
μ2

(y(tkh))

× H�Hqμ2(y(tkh)) ≤ 0. (28)

From (19)–(28), it follows that:

L(χ(t), p, m) ≤ −bV(χ(t), p, m) + ξ̄�(t)�1
pmξ(t) (29)

where ξ̄ (t) = [ξ�(t) �PL(t)]�, ξ�(t) = [χ�(t), χ�(t −
η(t)), χ�(t − η2), χ̇

�(t), e(t), h�(qμ2(y(tkh)))]. Considering
�PL(t) = 0, it implies that �m

p1 < 0, which yields

LV(χ(t), p, m) + bV(χ(t), p, m) ≤ 0. (30)

Multiplying both sides of (29) by et for t ∈ [tk−1, tk) yields

V(χ(t), ϑ(t), σ (t))

≤ e−b(t−tk−1)V(χ(tk−1), ϑ(tk−1), σ (tk−1)). (31)

Recalling (15), it renders Pσ(tk−1)

ϑ(tk)
≤ κPσ(tk)

ϑ(tk)
. For any

σ(tk), σ (tk−1) ∈ M, the following inequality holds:

V(χ(t), ϑ(t), σ (t)) ≤ κV
(
χ
(
t−k−1

)
, ϑ
(
t−k−1

)
, σ
(
t−k−1

))
. (32)

Combining (31) and (32) and applying simple iterations,
one gets

V(χ(t), ϑ(t), σ (t))

≤ κe−b(t−tk−1)V
(
χ
(
t−k−1

)
, ϑ
(
t−k−1

)
, σ
(
t−k−1

))

≤ κ2e−b(t−tk−1)e−b(tk−1−tk−2)V
(
χ
(
t−k−2

)
, ϑ
(
t−k−2

)
, σ
(
t−k−2

))

≤ · · · ≤ κNσ (0,t)e−b(t−t0)V(χ(t0), ϑ(t0), σ (t0))

≤ κ

(
t−t0
τa

+N0

)

e−b(t−t0)V(χ(t0), ϑ(t0), σ (t0))

= κN0e
−
(

b− lnμ
τa

)
(t−t0)V(χ(t0), ϑ(t0), σ (t0)). (33)

Let κ1 = minp∈Q,m∈M{λmin(Pm
p )}, then

E{V(χ(t), ϑ(t), σ (t))} ≥ κ1‖χ(t)‖2. (34)

On the other hand, let κ2 = maxp∈Q,m∈M{λmax(Pm
p )}, κ3 =

λmax(M), and κ4 = λmax(W), then we can obtain that

V(χ(t0), ϑ(t0), σ (t0))

≤ κ2‖χ(t0)‖2 + κ3

∫ t0

t0−η2

eb(s−t0)‖χ(s)‖2ds

+ κ4

∫ 0

−η−2

∫ t0

t0+s
eb(ξ−t0)‖χ̇ (ξ)‖2dξds

≤ ε1‖χ(t0)‖2
C

(35)

where ε1 = (κ2 + [(κ3(1 − e−bη2))/b] + [(κ4(bη2 − 1 +
e−bη2))/b2]), ‖χ(t0)‖2

C
= sup−η2≤s≤0{‖χ(s)‖2, ‖ ˙χ(s)‖2}, and

ε2 = b − (lnμ/τa).
According to (33)–(35), we finally obtain

E

{
‖χ(t)‖2

}
≤ ε1μ

N0 e−ε2(t−t0)‖χ(t0)‖2
C

. (36)

Therefore, according to Definition 2, the augmented
system (12) is MSES.

Next, defining l(t) = y�(t)y(t) − γ 2�P�
L (t)�PL(t), when

�PL(t) �= 0, and taking the Schur complement to (17),
one gets

E{LV(t) + bV(t) + l(t)} ≤ ξ̄�(t)�̂pmξ̄ (t) ≤ 0. (37)

By using similar iterations and integration of (37) with zero
initial condition, we derive

E{V(t)} ≤
∫ s

0
κNσ (0,s)e−b(t−s)l(t)ds. (38)

Notice that V(t) > 0 and, in view of (17), one has
Nσ (0, s)lnκ ≤ (s/τa)lnκ < bs.

Thus, one can conclude that
∫∞

0 e−bsy�(s)y(s)ds <

γ 2
∫∞

0 �P�
L (s)�PL(s)ds, which completes the proof.

On the basis of MSES in Theorem 1, the controller gains
will be carried out in Theorem 2.
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Theorem 2: The augmented system (12) is MSES, if for
some scalars η2 > 0, γ > 0, b > 0, ς > 0, ρp > 0, κ > 1,
θ > 1, M1 > 0, matrices Pm

p > 0, M > 0, R1 > 0, R > 0, W >

0, 	p > 0, Z with compatible dimensions, and any m, n ∈ M,
p, q ∈ Q, such that (15) and (16) hold, the following matrix
inequality is valid:

ˆ̄�pm =
⎡

⎣
�̄1

pm �2
pm �3

pm �4
pm

∗ −γ 2I 0 0
∗ ∗ −I 0∗ ∗ ∗ −I

⎤

⎦ < 0 (39)

where

�̄1
pm =

[
�̄1

pm �̄2
pm

∗ �̄3
pm

]

, �̄1
pm =

[
ϒ1

pm ϒ̄2
pm e−bη2 R1

∗ ϒ̄3
pm e−bη2(W−R1)

∗ ∗ −e−bη2 M−e−bη2 W

]

�4
pm =

[√
αm

1 C̄�
1

(√
θ

M1
�+I

)
H� √

αm
2 C̄�

2

(√
θ

M1
�+I

)
H� ...

√
αm

QC̄�
Q

(√
θ

M1
�+I

)
H�

]

�̄2
pm =

⎡

⎣
ϒ4

pm − ∑

p∈Q
αm

p ā(1−β̄)YKp
∑

p∈Q
αm

p āβ̄YKp

ϒ̄5
pm ϒ6

pm 0
0 0 0

⎤

⎦

�̄3
pm =

⎡

⎣
η2

2W−2ςZ� − ∑

p∈Q
αm

p ς ā(1−β̄)YKp − ∑

p∈Q
αm

p ς āβ̄YKp

∗ −	p+H�H 0
∗ ∗ −I

⎤

⎦

ϒ̄2
pm = e−bη2(W − R1) −

∑

p∈Q
αm

p ā(1 − β̄)e−bη2 R1

+
∑

p∈Q
αm

p YKp

(√
θ

M1
� + I

)

C̄p, Y = diagN{Yi}

ϒ̄3
pm = e−bη2(−2W + He{R1}), Z = diagN{Zi}

ϒ̄5
pm =

∑

p∈Q
αm

p ā(1 − β̄)

(√
θ

M1
� + I

)

ς C̄�
p K�

p Y�.

In addition, the mode-dependent controller gains are
given by

K̄p =
(

Z�)−1
YKp.

Proof: With the help of the Schur complement, letting
Z�K̄p = YKp, one obtains (19). In detail, the ith controller
gain is given by

K̄i
p =

(
Z�

i

)−1
YiKi

p =
[(

Z�
1i

)−1
0

0
(
Z�

2i

)−1

][
Ip 0
0 0

]

Ki
p.

This completes the proof.

IV. NUMERICAL EXAMPLE

In this section, to show the feasibility of the proposed strat-
egy, a numerical example of the 3-area IMAPS is presented.
Suppose that the coefficients are selected as T12(ϑ(t)) = 0.2,
T13(ϑ(t)) = 0.25, and T23(ϑ(t)) = 0.12, ϑ(t) = 1, 2.
Furthermore, for any i = 1, 2, 3, we choose M = Q = {1, 2},
select the sojourn probabilities as α1

1 = 0.5, α1
2 = 0.5,

TABLE II
PARAMETERS OF A 3-AREA IMAPS

α1
2 = 0.8, α2

2 = 0.2, and set

B̂i
p =

⎡

⎢
⎢
⎣

0.001 0 0 0
0 0.001 0 0
0 0 0.001 0
0 0 0.001 0.001

⎤

⎥
⎥
⎦.

Furthermore, the parameter of DoS attacks is āi = 0.97.
Set γ = 0.5, η2 = 0.0069, b = 0.2, κ = 1.05, θ = 36,
� = 0.7, M1 = 3, ρ1 = 0.1, ρ2 = 0.5, and ς = 0.01.
Additionally, we select β̄i = 0.06, and the attack signal is
assigned as h(qμ2(yi(t))) = − tanh(Hiqμ2(yi(t))), where Hi =
diag{2, 2}. The other nominal parameters are listed in Table II.

According to Theorem 2, the controller gains and the event-
triggered weighting matrices with IETP can be calculated as
follows:

Area 1: [K11|K12] = [0.3645 −0.0192| −0.0846 −0.0515]

[	11|	12] =
[

410.6300 −443.0916
−443.0916 13439.7314

48.3322 −558.2407
−558.2407 10304.5419

]

Area 2: [K21|K22] = [0.3984 0.0040 | −0.0175 −0.0032]

[	21|	22] =
[

1255.9723 −367.1393
−367.1393 13614.6861

96.8227 −635.3520
−635.3520 12569.4672

]

Area 3: [K31|K32] = [0.3891 −0.0832 | −0.0606 0.0108]

[	31|	32] =
[

1101.8583 −428.5806
−428.5806 13417.8197

36.7036 −443.6803
−443.6803 10582.6098

]

.

Similarly, with the same parameters, the gains and weight
matrices of the controller with ETP can be obtained as follows:

Area 1: [K11|K12] = [0.0533 −0.4668| −0.8562 −0.0023]

	1 =
[

87.1938 −357.8390
−357.8390 1925.4401

]

Area 2: [K21|K22] = [0.0313 0.0259 −0.6208 −0.2583]

	2 =
[

107.4643 −467.9744
−467.9744 2603.9374

]

Area 3: [K31|K32] = [0.0259 0.0314 | −0.5943 −0.2570]

	3 =
[

116.8949 −517.8551
−517.8551 2907.6801

]

.

The initial states are set to χ10 = [−0.043,−0.06,
−0.02, 0.005, 0.4], χ20 = [0.039,−0.08, 0.01, 0.018, 0.07],
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TABLE III
TRIGGERING NUMBERS FOR DIFFERENT MECHANISMS

(SAMPLING: 350 TIMES)

Fig. 2. State χ(t) of three-area power system with IETP.

Fig. 3. Output y(t) of three-area power system with IETP.

χ30 = [−0.0233,−0.002,−0.001,−0.03,−0.46], and the
disturbance is chosen as follows:

�Pi
L(t) =

{
0.8 exp(−0.4t) sin(50t), t ∈ [0, 20)

0, t ∈ [20,∞).

The simulation results are shown in Figs. 2–7. In the frame-
work of IETP, Figs. 2 and 3 display the state χ(t) and the
measured output y(t) of the 3-area IMAPS. Furthermore, the
release intervals and instants with IETP are presented in Fig. 4.
These simulation results verify the feasibility of the presented
methodology.

Fig. 4. Release interval and instants with IETP.

Fig. 5. State χ(t) of three-area power system with ETP.

To validate the superiority of the proposed IETP, simu-
lation results are compared with those of the conventional
ETP as shown in Figs. 5–7. In the framework of traditional
ETP, Figs. 5 and 6 display the state χ(t) and the measured
output y(t) of the 3-area IMAPS. Additionally, the release
intervals and instants with ETP are presented in Fig. 7. From
Figs. 5–7, it is evident that the same control performance
can be achieved with fewer packets released when using
IETP. These simulation results validate the superiority of the
presented methodology.

More specifically, we select the sampling period h = 0.1,
the triggering numbers for different communication proto-
cols are exhibited in Table III (350 realizations). According
to the given data, one can conclude that fewer packets are
released using IETP. Thus, in contrast to traditional ETP, the
proposed IETP can efficiently alleviate the communication
load.

V. CONCLUSION

In this article, an effective quantization-based IETP has been
proposed for switched IMAPS under cyber-attacks and NSPs.
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Fig. 6. Output y(t) of three-area power system with ETP.

Fig. 7. Release interval and instants with ETP.

To regulate the data transmission with fewer triggering times,
an IETP releted to the dynamic quantizer parameter has been
presented. By designing NSP-based LFC and IETP, sufficient
conditions are derived to ensure that the resulting system is
MSES. Finally, simulation results verify the effectiveness of
the developed approach. Given the high dimensions and com-
plex structures, extending the derived method to large-scale
switching power systems remains our future research direction.
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