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Abstract—The metaverse, as an instance of cyber–physical–
social systems (CPSS) that originates in cyber–physical systems
(CPS), features growing complexity, and diversity in terms of
functionalities, as well as the exponentially increasing demand
in network bandwidth and computational resources, thereby
leading to exaggerated security threats. However, compared
with the extensive attention received by the metaverse, solu-
tions defending against the threats have not kept pace. A major
obstacle to such solutions is virtuality–reality-synthesized threats.
Therefore, it is imperative to design new paradigms to defend
the metaverse effectively. In this article, we advance a par-
allel system, dubbed ParaDefender, to defend the metaverse
against emerging new threats effectively. Inspired by parallel
intelligence, ParaDefender comprises artificial cyberspace, com-
putational experiments, and parallel execution. The basic idea
is to make artificial and real cyberspaces executed in parallel
to mutually guide each other for enhanced security, wherein
the parallel execution is scenario driven in the sense that the
scenarios originate from all possible spatial–temporal combina-
tions of security threats in the metaverse. We also demonstrate
how to land ParaDefender onto real-world applications, includ-
ing the Industrial Internet of Things (IIoT) security operation
application in the industrial metaverse, and the social governance
application.

Index Terms—Cyber–physical–social systems (CPSS), paral-
lel intelligence (PI), parallel security, scenario engineering (SE),
security in metaverses.
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I. INTRODUCTION

CLOSELY following the birth of mirror worlds in 1991,
wherein every real scene in the real world could be pro-

jected into a software model and interact with the model
through a monitor [1], the metaverse was conceptualized
from the cyberpunk culture in a science fiction novel “Snow
Crash” in 1992. It is actually a socialized cyberspace (inclu-
sive of cybernetics and space) parallel yet interactive to the
real world. Since the metaverse is built upon cyberspace,
all security threats, such as botnets [2], website fingerprint-
ing [3], [4], phishing [5], sybil attacks [6], and frauds [7],
would be inherited. Additionally, the metaverse’s growing
complexity and diversity in terms of functionalities [8], as
well the exponentially increasing demand in network band-
width and computational resources [9], [10], makes security
big concerns. On the one hand, complex and diverse function-
alities introduce extra vulnerabilities, exposing the metaverse
to new unexpected threats [11]. On the other hand, the increas-
ing resource consumption renders the metaverse susceptible to
distributed denial-of-service (DDoS) attacks.

Despite the substantially exaggerated security threats, solu-
tions defending against them have not kept pace. A major
obstacle to such solutions is virtuality–reality synthesized
threats, e.g., virtual espionage [12]. In light of the widespread
attention that the metaverse has received [13], [14], [15], [16],
it is imperative to design new paradigms to effectively defend
the metaverse against new threats. Designing new paradigms
is not an easy task. In particular, it needs theoretical guid-
ance. As a piece of pioneer work, Wang proposed that
the metaverse could be abstracted as cyber–physical–social
systems (CPSS) in which the system behaviors are guided by
Merton’s Laws [17], [18], a concept developed from cyber–
physical systems (CPS) [19], [20]. In other words, CPSS
can be instantiated into the metaverse [17]. Fig. 1 demon-
strates the relationship among CPS, CPSS, digital twins (DT),
and metaverses. We see the metaverse’s interactive nature
between the actual reality and virtual reality (VR), as well
as the fundamental importance of CPSS in representing the
metaverse.

Following the concept of CPSS, new paradigms address-
ing the security threats not only in CPS [21], [22] but also
in CPSS (e.g., dynamic Cyber Movement Organizations) are
required [23]. However, such requirements are full of uncer-
tainty, diversity and complexity, which are typical problems
of complex systems [24]. To tackle such problems in CPSS,
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Fig. 1. Relationship among (a) CPS, (b) CPSS, (c) DTs, and (d) metaverses.

parallel intelligence (PI) is proposed [25]. Its main objective is
to bridge the big modeling gap in CPSS using the ACP method
that consists of artificial societies, computational experiments,
and parallel execution [26], and to transform problems of
complex systems into domain-specific tasks characterized by
agility, dedication, and convergence [24].

Inspired by PI, we advance a parallel system, dubbed
ParaDefender, to effectively defend the metaverse against
emerging new threats. The main contributions of this article
are threefold.

1) We present a novel cyberspace defender named
ParaDefender based on the ACP method. ParaDefender
comprises artificial cyberspace, computational experi-
ments, and parallel execution. Artificial cyberspace is to
mirror real cyberspace into artificial cyberspace, while
computational experiments explore uncertainties in arti-
ficial cyberspace that may happen in real cyberspace.
Parallel execution eventually makes artificial and real
cyberspaces executed in parallel for mutually guiding
each other for enhanced security.

2) ParaDefender features with scenario-driven computa-
tional experiments and parallel execution, wherein the
scenarios originate from all possible spatial–temporal
combinations of security threats in the metaverse.

3) We demonstrate how to land ParaDefender onto real-
world applications, including the Industrial Internet of
Things (IIoT) security operation application in the indus-
trial metaverse, and the social governance application.

The remainder of this article is structured as follows.
Sections II and III present the system overview and imple-
mentation of ParaDefender, respectively. In Section IV, we
land ParaDefender onto real-world applications. We perform
a literature survey in Section V and finally conclude this article
in Section VI.

II. PARADEFENDER OVERVIEW

The metaverse blends the virtual and physical worlds.
The avatar, in the virtual world, is released under the con-
straints of the physical world. As a result, modeling avatars’

behavior and governing virtual society are more challeng-
ing. Moreover, as the metaverse infrastructure, information
systems are more exposed to cyberattacks [27], [28]. Avatar-
based attacks against information systems and virtual societies
also become commonplace. To safeguard metaverses, we con-
struct the system framework of ParaDefender using the ACP
method as shown in Fig. 2. The ACP method contains arti-
ficial cyberspace for modeling, computer experiments for
analysis and parallel execution for control [26]. Furthermore,
ParaDefender uses the 6S (Safety, Security, Sustainability,
Sensitivity, Service, and Smartness) as a benchmark for eval-
uation. Then, we introduce the ParaDefender framework from
the perspective of ACP methods.

A. Artificial Cyberspace

Existing defense mechanisms of cybersecurity mainly rely
on event-triggered responses [29], [30], [31]. The scale, depth,
and frequency of security events are fast increasing as the
continual development cyberspace [32]. Plain event-driven
mechanisms [33], [34], [35], [36] hardly describe the complex
security situation of metaverses. Therefore, the new mecha-
nism should be capable of modeling the structure and dynamic
activities of cyberspace. Then, the new mechanism is used
to analyze and respond to security problems through the
cyberspace model [37], [38], [39], [40]. We introduce a new
Scenario-driven protection mechanism for ParaDefender. This
mechanism builds an artificial cyberspace based on scenarios.
Unlike the event-triggered response, this artificial cyberspace
can retrace the event formation process, reconstruct the event-
triggered state, and evolve with the post-event cyberspace. The
diversified capabilities make the cyberspace defense process
credible and visible.

B. Computational Experiments

Based on artificial cyberspace, ParaDefender analyzes secu-
rity problems and provides solutions through computational
experiments. For a complex security problem, it is unlikely
to verify the effectiveness of a solution using a single exper-
iment with a scenario. Therefore, we need a novel way of
cross-testing multiple experiments with multiple scenarios.
The artificial cyberspace described previously can construct
different experimental environments based on scenarios. The
scenario’s architecture, components, and parameters can be
modified in artificial cyberspace to meet the experimental
requirements. Moreover, artificial cyberspace simulates real
and unreal security events. Multiple experiments are conducted
to optimize the solution’s efficacy by analyzing the solution’s
statistics. However, it is impossible to infinitely approximate
real security scenarios due to the finite composition division
of artificial cyberspace. The purpose of computational experi-
ments is not to discover the most realistic solution in artificial
cyberspace but rather to provide some solutions that enable
implementation. Real cyberspace is an evolutionary path that
emerges from computational experiments. Thus, the solutions
obtained from computational experiments can meet the needs
of real security problems.
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Fig. 2. Overall framework of ParaDefender.

C. Parallel Execution

Due to the distance between artificial and real cyberspaces,
it is hard to directly apply defense solutions derived from
computational experiments to real problems. Essentially, the
conclusions of the computational experiments are only an anal-
ysis of security problems in artificial cyberspace. They are not
optimized for real operational scenarios. The parallel execu-
tion links artificial and real cyberspaces with interactive data,
models, and operations [41]. Generally, there is more than
one artificial cyberspace operating in ParaDefender. We create
different artificial cyberspaces based on cyberspace’s history,
performance, and operation. The initial state of these artifi-
cial cyberspaces is between best and worst. In addition, the
basic architecture and elements of the artificial cyberspace map
the real cyberspace, and ParaDefender enables control and
management of both artificial and real cyberspaces through
parallel execution. Online and offline evaluations and anal-
yses are gathered in the parallel execution phase to support
ParaDefender’s decisions.

III. SYSTEM IMPLEMENTATION

Next, we detail the system implementation of ParaDefender.
As shown in Fig. 3, ParaDefender has three components,
namely, cyberspace detection and response (CDR), scenario
engineering (SE), and foundation models.

A. Exploiting Cyberspace Detection and Response

Detection and response in cyberspace are fundamen-
tal approaches to proactively defending against network
attacks [42]. Salient methods and theories have been

developed, such as endpoint detection and responses
(EDRs) [43], network detection and responses (NDRs),
extended detection and responses (XDRs), and managed detec-
tion and responses (MDRs). EDR and NDR work at the
endpoint and network sides, respectively. The input of EDR
comes from local security logs, while the input of NDR comes
from traffic data obtained from network sniffing. XDR is a
software-as-a-service (SaaS). Because XDR is deployed as
a centralized vantage point and analyzes the data collected
from both EDR and NDR, it has much higher identification
efficiency and accuracy. In addition, based on the novel archi-
tecture of XDR, MDR is capable of situational awareness and
analysis. XDR can explore automated response methods, such
as security orchestration, automation and response (SOAR).

Based on the existing techniques, we leverage CDR as
the monitoring and control component of ParaDefender for
cyberspace in the metaverse. CDR functions as a link between
SE and the cyberspace. It collects data regarding avatar activ-
ities and interactions in the metaverse. The data is the base
for monitoring the cyberspace of metaverses. Furthermore,
SE structures the data according to the metaverse’s security
requirements. Then, we feed structural data to the foun-
dation models for computational experiments. SE examines
the solutions obtained from computer experiments. Finally,
the response component applies the feasible solutions to
cyberspace.

B. Enabling Scenario Engineering

SE is a systems engineering solution providing all the ele-
ments involved in the evolution and observation of a scenario
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Fig. 3. System implementation of ParaDefender.

within a certain time and space range [44]. Its scenarios can
be a series of activities or a branching structure of these
activities. Moreover, the elements constituting a scenario can
be real [45], virtual, parallel [46], or other forms. As for
ParaDefender, SE provides a trustworthy and controllable
architecture for building artificial cyberspace. SE verifies and
certifies the real and artificial cybersecurity data.

As shown in Fig. 3, the original data of SE comes from the
CDR of real cyberspace. Its data structure and quality are lim-
ited by the physical space, introducing challenges, such as less
available information and more complex analysis. These chal-
lenges can be solved in SE by constructing scenario data based
on security requirements. The scenario data will be mainly
applied in the computational experiments using the foundation
models. They will also be gradually used in actual cyberspace
after the long-term observable, creditable, and controllable
operation. Furthermore, foundation models are fine-tuned to
fit the downstream tasks of specific security services. Before
they can be implemented, security service solutions must be
exercised, evaluated, and ranked by SE.

C. Exploring Foundation Models

Foundation models are emerging artificial intelligence meth-
ods with two training phases, i.e., obtaining pretrained models
through large-scale self-supervised learning and then fine-
tuning pretrained models to adapt to downstream tasks. BERT

is an early effort of foundation models, and it outperforms
previous algorithms in natural language processing. Moreover,
its multitasking performance provides the basis for current
multimodal research, and makes BERT evolve from natural
language processing [47] to image-text [48] and control
robotic arms [49]. Computational experiments have diverse
tasks that include text, images, or other scenario elements. The
cognitive and multimodal capabilities of foundation models
well suit the task requirement of computational experiments.

In each computational experiment, the foundation model
drives the evolution of the elements in SE to achieve a
credible and visible process of computational experiments.
During the application phase of foundation models, SE pro-
vides controllable elements, whereas SE provides structured
and multimodal data during the training phase. The training
data contains general knowledge (vision database, language
database, and knowledge graph) and security requirements
(alert events, security logs, and attack episodes) of the
metaverse. The general data is used to pretrain the gen-
eral foundation models, such as vision, language, and other
foundation models. These general foundation models provide
ParaDefender with text understanding, speech dialogue, image
recognition, and other basic capabilities. Tokenizing the secu-
rity requirement data produces labels for each task. Adjust the
general foundation models to fit security services using data
with labels [50].
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Fig. 4. IIoT defense process in ParaDefender: (a) real cyberspace, (b) artificial cyberspace, (c) computing experiments, and (d) parallel execution.

IV. LANDING PARADEFENDER ONTO REAL-WORLD

APPLICATIONS

As a proof of concept, we demonstrate how to land
ParaDefender onto real-world applications.

A. Application 1: Protecting Industrial Internet of Things

The industrial metaverse architecture is built upon the
IIoT [51]. It creates functional avatars to describe industrial
cyberspace in the physical world. As shown in Fig. 4, we
apply ParaDefender to the industrial metaverse as a proof
of concept. Fig. 4(c) shows the industrial metaverse repre-
senting real cyberspace, where the left image is a real IIoT
environment of a thermal power plant, and the right image
is a virtual scenario based on this power plant. Fig. 4(a) is
a multivariate mapping of cyberspace in the industrial meta-
verse, where both the incarnations of the meta-universe and
its network data are constructed as different scenarios based
on SE. Fig. 4(b) shows the computational experiments on the
state-level artificial cyberspace for IIoT identification, vul-
nerability, and communication mechanism analysis. Fig. 4(d)
presents a set of orchestration schemes that translate solutions
in cyberspace into executable operational processes.

B. Application 2: Anti-Fraud in CPSS

Communication fraud has become an important area of
social governance. In particular, fraud in the metaverse will
affect the stability and development of the virtual society in the
metaverse. Fig. 5 shows the process of the traditional graph

computation in ParaDefender. The connections between the
avatars in the metaverse can form a graph. Nodes in this graph
will be classified into different groups based on a social dis-
covery algorithm. After that, the distribution of different group
features will be analyzed by combining the fraudulent call
labels. Finally, the features extracted are used to classify the
fraudulent and normal users in the test scenario.

V. RELATED WORK

In this section, we review related works concerning PI and
metaverse security. These works are essential for building
ParaDefender.

A. Parallel Intelligence

Users have experienced text communication in Web 1.0,
video interactions in Web 2.0, and now are moving toward
avatar activities in Web 3.0 [52], [53], [54], [55]. It is how
users interact on the Internet and the deep integration of
physical and social spaces within cyberspace that have been
changing. The complete integration of the three spaces devel-
ops CPSS, also known as cyber–physical–human systems
(CPHSs) [56]. CPS, as the basis of CPSS, enables the map-
ping of physical systems to cyber systems and the remote
control and management of physical systems through cyber
systems [57], [58]. The construction and operation of CPS rely
on mathematical models driven by Newton’s laws. However,
human and social involvement in CPSS is difficult to describe
through models, implying that the CPS approach applied to
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Fig. 5. Anti-fraud process based on SE.

CPSS will be ineffective. Human activities are difficult to
describe through models, but Merton’s law of “self-fulfillment
prophecy” provides the theoretical support for social gover-
nance [59]. Merton’s law provides a way to implement CPSS
systems but does not address how to describe social and phys-
ical spaces in cyberspace. The big data analysis from deep
learning has inspired the method of describing CPSS. Through
big data, the gap between cyberspace and other spaces is
bridged. The artificial intelligence approach constructed by this
idea is called PI [25], [60].

CPSS is the infrastructure of PI, and the ACP method is
the basic method of PI deployment [61]. PI arises to solve the
complex problems of CPSS and also to utilize the advantages
of CPSS. Similarly, the ACP method is constructed on top
of CPSS. The method consists of three parts artificial system,
computational experiments, and parallel execution [23], [26].
In CPSS, the artificial system uses the descriptive capabil-
ity of cyberspace to create multiple mappings of the physical
system; the computational experiment uses the computational
platform and energy of the physical space to optimize feasi-
ble solutions by repeated experiments; the parallel execution
uses the self-fulfillment of the social space to deploy suit-
able solutions to the physical system; then the physical system
after deploying solutions is mapped to the artificial system
to build a closed-loop large system. Furthermore, theoretical
approaches, such as parallel learning [62], [63], [64], parallel
reinforcement learning [65], and parallel control [66], [67],
[68], [69] are the inheritance and development of ACP meth-
ods. In particular, the parallel learning framework introduces
the process of “small data to big data to deep intelligence”
from the perspective of data and action [62], [70].

B. Metaverse Security

Metaverse is a persistent, immersive, and shared virtual
space, which blends the physical, digital, and human worlds
into itself. In the metaverse, security and privacy concerns are
essential to the realization of the metaverse realm. Especially,
driven by the interweaving impact of the enabling technolo-
gies, such as blockchain [71], [72], VR, augmented reality
(AR), and beyond 5G (B5G), etc., the security vulnerabilities
of each emerging technology will be magnified in the meta-
verse ecology, making security and privacy protection become
huge challenges.

In the literature, there have been increasingly relevant sur-
veys in this domain. For example, Yang et al. [73] investigated
the integration of blockchain and AI technologies in the
foundation of the metaverse from four aspects, i.e., digital
content creation, digital currency, digital asset, and digital
market. Falchuk et al. [74] explored the new privacy issues
and the state-of-the-art solutions in protecting the privacy of
users/avatars in social metaverse applications. In their survey,
three main kinds of privacy information are discussed, i.e., pri-
vacy of user/avatar behavior, privacy of personal information,
and privacy of user/avatar communications. Moreover, several
privacy countermeasures are discussed including avatar confu-
sion, digital clones, private copy, mannequin, disguise, lockout,
and teleport. Recently, Wang et al. [11] provided a compre-
hensive review on the security threats in the metaverse from
seven aspects: device authentication, data management, user
privacy, physical/social effects, governance related, economy
related, and network related. Besides, the existing and poten-
tial security and privacy countermeasures in both academia
and industry are examined and discussed.

In the metaverse, AR/VR headsets are recognized as the
entrance to the metaverse, and the security of real-time massive
AR/VR contents is of significance. Lebeck et al. [75] con-
ducted qualitative experiments on AR headsets (i.e., HoloLens)
in multiuser settings (i.e., 22 players). Findings from the user
study show that AR players can be easily immersed (i.e., treat-
ing virtual things as real) and deceptive virtual things can
easily mislead participants (e.g., stepping out of the house and
walking to the center of the street). Ruth et al. [76] identi-
fied the potential security risks in sharing private AR contents
during multiuser interactions, and proposed a secure personal
data-sharing control module under multiuser AR services such
as multiplayer gaming. Their scheme allows participants to
fully control the inbound and outbound AR/VR data, which is
validated via a prototype implemented on HoloLens.

Aiming to prevent identity thieves and data misuse
in the interactions between AR/VR headsets and users,
Shen et al. [77] presented GaitLock, a novel and reliable
authentication scheme by exploiting the intrinsic gait patterns
of AR/VR headsets. In their work, a gait recognition model
is proposed without the need of extra hardware, and intrud-
ers can be simply excluded by asking them to walk a few
steps. A real implementation on Google Glass shows that
GaitLock can achieve over 98% success in only 5 steps and
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is energy efficient. For secure and efficient viewport render-
ing of VR devices, Lin et al. [78] proposed a blockchain and
edge computing-based task offloading scheme. In their work,
edge computing nodes perform the offloaded viewport render-
ing missions with much saved latency and the permissioned
blockchain enforces transaction transparency and security. For
disaster areas, drones can be utilized as edge computing nodes
for efficient VR/AR rendering task offloading [79].

Apart from AR/VR contents, AI-generated contents (AIGC)
and user-generated contents (UGC) can offer an immersive
user experience and make users enjoy their digital lives in
the metaverse, which also suffers various security risks. As an
effort, Yu et al. [80] combined user trustworthiness and con-
tent sensitiveness to develop fine-grained privacy settings for
UGC. In [80], an AI-based compact representation method is
designed to measure UGC sensitiveness, and a social group-
ing method is devised to characterize users’ trustworthiness.
Moreover, for the dependability of AIGC, existing works on
adversarial learning [81], [82] can offer some lessons for the
resistance of adversarial samples during the construction of
the metaverse.

Furthermore, the construction and synchronization of DT
are essential to bridge the virtuality and reality in the meta-
verse. To ensure the reliability of DT in intelligent transporta-
tion systems, Lin et al. [78] presented a blockchain-based
solution for on-demand DT construction and secure DT deliv-
ery. A pricing-based mechanism is also proposed in [78]
to optimally match the DT service providers and metaverse
users. To resolve the huge energy consumption in blockchains,
a novel energy-recycling consensus mechanism is devised
in [83] to enable sustainable blockchain systems and promote
the seamless integration of blockchain and distributed AI in
the metaverse palace.

For privacy threats in the metaverse, Raguram et al. [84]
identified a new privacy risk in the metaverse named compro-
mising reflections, such as the reflection of users’ typing on
virtual keyboards. They develop a fast reconstruction method
to automatically reconstruct users’ typed inputs based on com-
promising reflections (e.g., sunglass reflections). Extensive
experiments demonstrate that the proposed attack can work
even at long distances such as 12 m for sunglass reflec-
tions. Shang et al. [85] identified a new privacy threat named
ARSpy to track users’ locations in multiplayer AR games (e.g.,
Pokémon Go) via network traffic analysis. Real-world exper-
iments show that the proposed threat can accurately attain
any target’s geolocation. Besides, three defense methods are
developed to mitigate users/avatars’ privacy leakage.

Observing that authorized users/avatars can be traitors to
illegally redistribute UGC or AIGC to others, Zhang et al. [86]
proposed a new illegal content redistribution threat on
user/avatar privacy and develop a novel fair traitor tracing
protocol based on proxy re-encryption and watermarking. For
efficient UGC access control and usage audit, Wang et al. [87]
developed a smart contract-based private UGC sharing and
audit scheme, where the on-chain smart contract offers public
audit functions for UGC access and usage behaviors while the
off-chain trusted processor performs privacy-preserving UGC
processing.

VI. CONCLUSION

The metaverse, as an instance of CPSS, is far beyond a
simple combination of physical and virtual spaces. Rather, it
involves complex and immersive spatial–temporal interactions
among physical and virtual spaces, social networks, and cyber
spaces. The unprecedented complexity involving multiple
spaces and their interactions necessitates a new paradigm to
address security concerns. We therefore take the first step
to endeavor to fulfill such a goal. The proposed system
ParaDefender fully exploits the ACP-based PI and comprises
artificial cyberspace, computational experiments, and paral-
lel execution. The design principle behind ParaDefender is to
make artificial and real cyberspaces executed in parallel to
mutually guide each other for enhanced security. More impor-
tantly, such parallel execution is scenario-driven in the sense
that the scenarios originate from all possible spatial–temporal
combinations of security threats in the metaverse. As a proof
of concept, we also show the applications of ParaDefender in
IIoT and anti-fraud systems. We expect our study could guide
the paradigm how the metaverse is defended, and foster more
research of metaverse solutions based on PI.
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