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Abstract—Collaborative healthcare environments offer
potential benefits, including enhancing the healthcare qual-
ity delivered to patients and reducing costs. As a di-
rect consequence, sharing of electronic health records
(EHRs) among healthcare providers has experienced a
noteworthy growth in the last years, since it enables
physicians to remotely monitor patients’ health and en-
ables individuals to manage their own health data more
easily. However, these scenarios face significant challenges
regarding security and privacy of the extremely sensitive
information contained in EHRs. Thus, a flexible, efficient,
and standards-based solution is indispensable to guaran-
tee selective identity information disclosure and preserve
patient’s privacy. We propose a privacy-aware profile man-
agement approach that empowers the patient role, enabling
him to bring together various healthcare providers as well
as user-generated claims into an unique credential. User
profiles are represented through an adaptive Merkle Tree,
for which we formalize the underlying mathematical model.
Furthermore, performance of the proposed solution is em-
pirically validated through simulation experiments.

Index Terms—EHR, merkle tree, minimal disclosure, pri-
vacy, profile management.

[. INTRODUCTION

itories to electronic records, which are a communica-
tion tool that supports clinical treatments, services coordination
among health stakeholders, efficient care and legal protection.
This change is allowing better health information sharing over
the last years and it permits users to have control over their
personal data more easily, for example, clinical documentation
about diagnosis.
Health information sharing has become a vital part of modern
healthcare delivery, in which patients are collaboratively treated

M EDICAL records have moved from paper-based repos-
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by multiple healthcare institutions. In collaborative e-health en-
vironments, mobile internet devices, connected wirelessly to
wearable, portable, and even embeddable sensors; provide effi-
cient and effective ways to share medical information for several
purposes [1], [2]: on the one hand, by enabling physicians to re-
motely monitor their patients’ health and improve the quality of
healthcare, and on the other hand, by enabling patients to spend
less time in the hospital or make fewer visits to their doctor.

Nevertheless, these scenarios also raise important challenges
in regards to security and privacy, being ethical priorities. Per-
sonal health data are generally very sensitive information and
consequently must be protected appropriately from adversaries
that try to capture the electronic medical behavior of a patient
and construct “patient profiles” or reveal sensitive information
related to patient’s medical history, leading to the violation
of the patient’s privacy. Likewise, clinical professionals deliv-
ering care want fast access to relevant data, and to be sure
that what they see on the screen is a faithful representation
of what has been said about the patient. Emergency access to
health records is sometimes needed by carers otherwise unre-
lated to the normal care of a patient; such accesses can only
be consented in a general way, since the specific providers in-
volved will not usually be known. Moreover, in these scenarios
where the patient wears a body network in which lightweight,
battery-operated wireless sensors monitor various health vari-
ables of interest, the requirements for strong cryptography
must often be balanced against the requirements for energy
efficiency.

However, current standards and specifications to share Elec-
tronic Health Records (EHRs) [3]-[5] are not ready to cope with
some aspects of privacy. Specifically, it is necessary to develop
techniques for the storage, maintenance, and fine-grained con-
trol of sensitive data that permit open sharing across different
healthcare stakeholders, while data protection against unautho-
rized use and minimal disclosure according to patient’s consent
preferences is provided. To achieve these goals, we study and
define a flexible privacy-aware approach for the management
of patient’s EHR profiles based on a generalized, adaptive and
unbalanced Merkle structure. The solution enables to bring to-
gether various patient identity sources to be part of a single
credential, while avoiding the creation of bogus patient’s EHR
profiles. Thus, a healthcare service accesses only the specific
personal information it requires without being able to inspect
any other details.
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The rest of the article is organized as follows. Section II pro-
vides a brief background on main privacy principles, current
eHealth specifications and Authenticated Dictionary structures,
identifying the challenges to be faced. Section III illustrates
a use-case motivating the work and highlights the advantages
of our solution. Section IV explains our proposal to improve
privacy in collaborative mobile eHealth scenarios, including
the general architecture, a detailed explanation of the designed
data structure for privacy-enhanced patient profile manage-
ment, as well as the underlying mathematical model. Then,
Section VI shows simulation results concerning the proposed
structure. Section VII provides an overview about related work.
Finally, Section VIII presents the conclusions and future work.

[I. BACKGROUND

A. Main Principles of Privacy

In this work we will address four fundamental privacy prin-
ciples whose definition, according to [6], is provided below:

Anonymity: is defined as the state of being not identifiable
within a set of subjects or entities. This property ensures that
a user may use a resource or service without disclosing his
identity. Encryption does not guarantee anonymity, since an ob-
server can still analyze traffic, eavesdrop the sender or follow the
message up to the receiver, establishing certain relationships;
therefore, healthcare systems must provide additional mecha-
nisms, such as opaque identifiers to prevent inferences.

Pseudonymity: is the use of pseudonyms as identifiers. An
advantage of pseudonymity is that accountability for misbehav-
ior can be enforced. Thus, this enables healthcare providers to
link identifiers to real identities in order to make appropriate
decisions when a user commits an attack.

Unlinkability: ensures that a user may consume multiple
resources or services without letting other entities link these
multiple resource or service accesses together. In particular, this
allows users to interact with multiple organizations, each of them
able to map a user to a given identity, using different identities.
Healthcare systems should provide mechanisms to prevent col-
laborating organizations from linking a given user profile at one
organization with the same user profile at another.

Unobservability: permits a user to access resources or ser-
vices avoiding other entities, especially third parties, to observe
that the resource or service is being used. Moreover, this prop-
erty is closely related to anonymity, since in terms of item of in-
terest (IOI), unobservability means anonymity of the subject(s)
involved in the IOI even against the other subject(s) involved in
that IOI.

B. Current e-Health Standards and Related Concepts

Nowadays, there are several EHR standards as HL7 [3],
OpenEHR [7], and ISO EN 13606 [8] that are compliant with
the HIPAA (Health Insurance Portability and Accountability
Act) [9]. These are based on a dual model architecture, which
defines two conceptual levels: reference model and archetype
model. The reference model defines the set of entities that form
the generic building blocks of the electronic healthcare record.

The archetypes define clinical concepts in the form of struc-
tured and constrained combinations of the entities contained in
the reference model, so clinical knowledge is defined at this
level. Both OpenEHR and ISO EN 13606 use this modeling ar-
chitecture, which has also influenced HL7 CDA. For this work,
we have selected OpenEHR, because it offers an open and exten-
sible framework, as well as archetypes for many clinical terms
widely used in hospitals and summary EHR systems in multiple
countries.

C. Privacy-Aware Profile Management Structures

Our proposal is based on an Authenticated Dictionary struc-
ture (ADT), which enables to combine and group user’s at-
tributes from different information sources while preserving
user’s privacy. ADTs are data structures that support both update
queries and tamper-evident membership queries. Thus, the use
of ADTs structures to construct user’ credentials offers desir-
able properties to preserve user’s privacy in healthcare systems,
since ADTs enable to prove the presence of an attribute without
requiring to reveal any other attributes in structure.

The well-known Merkle’s tree [10] was the first ADT struc-
ture. A Merkle tree is a binary tree where leaf nodes are labeled
by the hashed values of the elements of a set, S, and internal
nodes are labeled by the hashed values of concatenated labels of
their children. The root value is then the label of the root node,
and the proof that element e belongs to S consists of the labels
of all sibling nodes on the path from the leaf node representing e
to the root node. Hence, the main goals of Merkle’s trees are the
following: 1) to make one-time signature schemes feasible; and
2) to provide an efficient key management scheme that reduces
the amount of public keys and their size.

Merkle trees can be generalized by a structure called “hash
DAG”, based on a directed acyclic graph [11], thus allowing
to extend the original Merkle tree (a binary tree) to an m-ary
Merkle tree. Hence, our proposal is based on an extended and
unbalanced Merkle tree, because this structure enables richer
clustering and node verification using a single signature. Thus,
we offer potentially a large number of verifiable attribute combi-
nations by means of a single verification tree that empowers the
user to realize a selective disclosure of his information to the
different entities. Skip lists are another kind of ADT structure
introduced by W. Pugh as an alternative data structure to search
trees [12]. The main idea is to add pointers to a simple linked
list in order to skip a large part of the list when searching for a
particular element. While each element in a simple linked list
points only to its immediate successor, elements in a skip list
can point to several successors.

[ll. MOTIVATION

In order to show the benefits of our approach, in this sec-
tion, we describe a potential use-case that can be realized by
applying our proposal. Alice is a diabetic patient who also has
hypertension and kidney problems. She finds difficult to man-
age her condition effectively. Let us assume a given domain,
such as the State of California, where we have several health-
care communities in San Francisco and Los Angeles. As Alice



SANCHEZ-GUERRERO et al.: COLLABORATIVE EHEALTH MEETS SECURITY: PRIVACY-ENHANCING PATIENT PROfiLE MANAGEMENT

1743

<gee:EHR xmlns:vi="http://schemas.openehr.org/vi®>
<vi:valuesexample-ehr-id</v1:values<eee :time_createds<vl:values2015-89-
BBT19:05:46, 20+82:00</v1 values</eee:time_created>
mpositionss
ata xmlns="http://schemas.openehr.org/vi
archetype_node_id="openEHR-EHR-COMPOSITI
1 i don</values</name>
<archetype_id>ateel<archetype_id=<content>
<SECTION>
<name=PatientID</name><archetype_id=at@do<archetype_id=
<meaning>SOAP</mean ing>

Xsi:type="COMPOSITION"
counter.vi®>

</SECTION>
<SECTION>
cname><value>Blood preasure</value></name>
<items xsi:type="ELEMENT" archerype_node_id="areeez"><name>
<value>Episode identifier</value></name> <value xsi:type="DV_TEXT">
<value>2c4a06c2-e3bd-4cd3-atbb-17d83dfes107</value></value></itens>
<health_care_facility=Hospital B=/health_care_facility>
<content xsi:type="08: ON" archetype_node_id="openEHR - EHR -
OBSERVATION.. bloc
<data xsi:type archetype_node_id="
<name><value>data</value></name=<items arch id="
<names<valuessystolice/values</names<value xsi:type="DV_QUAN
amagnitude>190</magnitude><units>mm[Hg)</units</value</items>
<items archetype_node_id=" 15" =< name><value>diastolic</value=</name>

<value xsi:type="OV_QUANTITY" ><magnitude>188</magnitudes
<units>mm[Hg)</units></value=</items>
</data>
</SECTION>
<COMPOSITION>
<name><value>Care Plan</value></name>
<archetype_id>ateeo7<archetype_id><content>
<SECTION>
iabetes Plan<.
<meaning>S0APs/meaning>

chetype_id>at0007<archetype_id>

</SECTION>
<COMPOSITION>
<name><value>Patient Consents</value></name>
<archetype_id>ateed<archetype_id=<content>
<SECTION>
citems id="rext">Informed Consent Details</items»<items id="descriprion”>Additional
details about the specifics of informed consent.</items></items>......
</SECTION>
</content></COMPOSITION>
«/all_compositions>

Fig. 1. XML fragment of a patient's EHRs, which can be represented
with a tree structure.

travels frequently, she has received healthcare in each of these
communities. She is undergoing kidney surgery in the hospital
in LA (hospital A) next month. The attending physician, Bob,
will need to use her hospital information system to query across
multiple domains for healthcare information about this patient
(e.g., chronic conditions, critical diseases, past surgical, family
history, laboratory results, blood glucose, blood pressure, etc.)
On the other hand, in one of her visits to San Francisco, Alice
was admitted to hospital B. Her doctor, Robert, advised Alice to
subscribe to a diabetes management program offered by hospi-
tal B. As a part of the program, Alice wears a hospital-provided
device that continuously monitors her activity level and calories
burned, and installs software on her mobile phone. The soft-
ware processes data it receives from the monitor along with
contextual information such as Alice’s location.

Furthermore, Alice decides to join a social network for dia-
betics, whose privacy settings enable her to share information
with the group (e.g., her daily activity and food intake progress)
and to allow complete access to her personal health informa-
tion to her family members. Once a week, Alice records her
weight, blood glucose and blood pressure, using devices that
send the measurements wirelessly to her mobile phone. Due
to her participation in the management program, Alice’s in-
surance company offers to reduce her premium if she shows
significant improvement in controlling her diabetes. In this dy-
namic scenario, different parts of Alice’s medical history can
be distinguished and merged as EHR profiles to construct an
M-ary Merkle tree according to the openEHR Information
Model specification [7] (see Fig. 1):

1) Basic Information: Patient ID, SSN, weight, blood glu-
cose, blood pressure and blood group.

‘Community Health
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Fig. 2. 1dM architecture for collaborative healthcare.

2) Patient Preferences: Alice has the choice to remain
anonymous in the group for diabetics.

3) Patient Consents: Alice’s husband can access to her
complete Personal Health Information (PHR). To
demonstrate progress, Alice must provide the insurance
company access to certain parts of her health data. She
instructs her PHR to provide aggregate information of
her activity, diet and physiological parameters.

4) Therapeutic Precautions: it considers allergies (e.g.,
penicillin) and alerts.

5) Lifestyle: it includes exercise and food intake progress.
6) Care Plan: combinations of goals, targets, monitoring,
education concerning the diabetes management plan.

7) Laboratory Results: for instance, blood tests.

8) Prescriptions: medication orders related to Alice’s
chronic conditions.

9) Family History: Alice’s father died of myocardial in-
farction at 62.

10) Physical Examinations: observations appointment, ad-
mission and discharge at hospitals A and B.

V. PRIVACY-ENHANCED EHEALTH THROUGH ADAPTIVE
EXTENDED MERKLE TREES

A. Architecture

Before explaining the mathematical model, it is necessary to
describe the complete architecture in order to identify stakehold-
ers that manage EHRs. We consider an Identity Management
(IdM) architecture, based on our previous work in [13], with
the following actors: 1) Service Providers (SPs), which provide
services to the end user and consume the identity data coalesced
by the healthcare providers from several sources. For instance,
this role is played by the insurance company in the use-case pre-
sented in Section III; 2) Identity Providers (IdPs), which are
entities issuing assertions about patient’s medical records (e.g.,
hospital A and hospital B); and 3) Users who are the subjects
of the assertions (e.g., Alice). Users have a particular digital
identity and interact with SPs and IdPs (see Fig. 2).
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The information sent to the healthcare providers may con-
tain pieces of data stored in several identity providers and user
devices. User’s devices would act as an Identity Metasystem,
meta-IdP [14], in order to provide interoperability, a consistent
user experience and control of the information exchange. In this
way, the role of the patient (Alice) is empowered letting her par-
ticipate in the process. Thus, trust and access control decisions
are no longer opaque to the user. The patient is given the abil-
ity to configure interactions with healthcare providers and third
parties (e.g., the insurance company and the social network),
by detailing which attributes may the healthcare providers take
from her profile and which ones can be taken from an IdP. It
is worth to note that, meta-IdPs can be also instantiated in the
health care provider to cope with scenarios in which the patient
is not online to accept the healthcare transaction. More technical
details about the IdM architecture can be found in [13].

B. Proposed Adaptive Extended Merkle (AEM) Tree

We extend the traditional Merkle Tree structures in order to
include privacy properties as mentioned in Section II-A, given
the extremely sensitive nature of the information handled in
eHealth environments; and also enhancements to meet the per-
formance needs of these scenarios. The concrete advantages and
underlying mechanisms in this proposed AEM Tree are:

A richer view of the EHRs by assembling different parts of
medical records as profile groups and user’s preferences: Pa-
tient’s medical history or records do not have to follow a strict
binary, ternary or quaternary structure. The AEM Tree enables
to group information in a more flexible manner. Let us consider
a patient’s EHR example, in which the user has several con-
tacts and critical diseases. To address the treatment of a specific
disease, the intervention from 1 to N departments of different
hospitals (e.g., surgery, chemotherapy) may be necessary. Each
department may implement from O to N treatments and each
treatment, has a date and may have from 1 to N participants
(e.g., doctor, nurse, surgeon, etc.). To achieve a more flexible
storage structure, we study and define a profile management
based on a M-ary, adaptive and unbalanced Merkle tree. The
tree is distributed suitably according to the frequency user’s at-
tributes are accessed. The set of attributes with similar access
frequency may have semantic relationships, which will allow to
build different profiles to be part of a patient’s medical history.
To this end, our proposal provides an algorithm for sorting the
tree based on patterns of access according to the EHR Informa-
tion Model [7]. Thus, the attributes frequently required will be
placed closer to the root, whilst clinical data whose relevancy
to the clinical care of the patient fades in time (e.g., most mea-
surements made on the patients or in pathology) will be located
in the lower levels.

Combining several sources of EHRs to be part of a single
credential: We use the use case described above to illustrate the
potential benefits of combining multiple sources of identity and
selective information revelation in collaborative health care en-
vironments. In the scenario, solutions based on basic structures
would require the healthcare provider must either see all of the
claims or trust the providers of all information. This solution is

not ideal from a security and privacy point of view. Hence, our
approach includes an optional branch to some internal nodes of
the full tree and it enables that healthcare providers (hospitals
A and B) do not have access to all information about Alice.
Healthcare providers are only responsible for claims related to
their subject area. Furthermore, the used hash minimizes the
need of individual verification of elements along a path and, in-
stead, it would suffice with a root’s hash check and the user only
has to keep track of one credential. This also enables multiple
attributes verification through a single verification tree without
revealing information related to non requested attributes.

Adaptive performance: Considering the large information
handled and the variability of data is much smaller than in
the case of social networks and cloud computing scenarios, it
is desirable to have an agile storage structure on read opera-
tions. In healthcare environments, response times of insertion
or modification operations can be penalized in favor of applying
more robust security and privacy mechanisms to protect sensi-
tive information in accordance with the regulatory and legisla-
tive frameworks. Although the use of the Merkle Trees makes
more difficult to add or update attributes without recomputing
parts of the tree as well as changing the root itself, our work
provides an algorithm to improve this aspect, by sorting the tree
as we envision frequently accessed attributes to be closer to the
root.

C. Mathematical Formalization

The purpose of this section is to describe how to handle
patient’s EHR profiles through a novel AEM tree to convey
patient claims to other entities.

An AEM tree is essentially an M-ary and unbalanced tree,
i.e., each node may have up to M maximum children. Thus, each
node holds the hash of the concatenated values of its children
nodes. Leaf nodes hold the identity attributes as well as other
information as (e.g., node tag, semantic annotation, attribute
value, attribute nature and type as self-issued - non verifiable -
or provider issued - verifiable). Node’s children influence the
node hash and so does the node with its parent until the root
node, so a large number of separate data can be tied to a single
hash value (root node). In this way, given an attribute and its
hash tree, if hashes related to the attribute are consistent until the
root and the signature of the root node is valid, it is possible to
verify that any of the leaf nodes of the tree are authentic without
revealing any further data. Thus, selective patient’s attribute
disclosure and verification is achieved. To help the consumer to
distinguish among different sources, the meta-IdP labels nodes
by appending a bit to the end of the hash, true if the attribute
is provider-issued (i.e., age, nationality), or false if the node
attribute is self-issued.

AEM trees are constructed according to the following. A
template node, named NV, contains several attributes Att¢,, (of
any nature) and children Ny,...,NV,. Some node types may
contain a Hash value Hy from a summary obtained from its
attributes and related to its children. Moreover, they contain a
node identifier Ny :

N — ([HN],N[d,Attl,...,Attn),[{Nl,...,Nn}] (1)
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Fig. 3.

There are several node types: leaf nodes, named LN, contain
attributes but no children;

LN « (Npg, Atty,..., Att,) . {} )

profile nodes, named PN, contain attributes and descendants
that should be kept together since they constitute a profile or set
of interrelated claims;

PN «— (HNyNId;Attla~--aAttv)v{N 1 pn} (3)

inner nodes, named / N, are structural nodes containing no iden-
tity attributes but the necessary hash values to build a verification
path from any leaf node to the root (that will be signed by the
provider);

IN — (HN7N]d,Att1,...,Attu,),{Nil,...,Nin} (4)

the root node, named RN, contains several attributes including
an identifier, a time stamp 7'S (generated during signature) and a
signature Sig over the hash value related to its children. Its chil-
dren contain, as well, a hash value related to their children, until
aleaf node. In this way, a provider can certify all the data placing
one signature in the root node over the hash value allowing the
tree to be lopped by the meta-IdP removing branches without
affecting the hash whenever hash values until the claim to be
proven are known. Moreover, the root node has a set of special
children nodes that contain pseudo identifiers (Pig1, .. ., Pian)
that are randomly generated when the data structure is signed.
Thus a signed tree can be used several times enabling unlinka-
bility. Besides, due to selective disclosure properties of the AEM
tree, a degree of unobservability is offered, since the meta-IdP
allows the patient to handle health resources while keeping clear

g 11,1

@@ G G @ e e
0@@@@@

(1) AEM tree before reordering

(2) AEM tree after reordering

Privacy framework based on extended Merkle trees for EHR profile management.

of other entities (e.g., the social network) have access to more
information than it is necessary.

RN « (Sig,TS,H]\r,N[d,Attl, .. .,Attn),
{Ni, o No b APars - - Puan (5)

Fig. 3 illustrates Alice’s medical history according to the
use case described in Section III. Profile nodes corresponds to:
physical examinations (denoted by pr;), allergies (represented
as pro), patient’s basic data ( prs and pry), self-issued lifestyle
attributes (prs), physiological parameters (prg), patient pref-
erences (pry7), events or conditions in Alice’s family members
(prs), laboratory measurements (depicted as prg) and informa-
tion related to patient consent (pry ). It must be noted that, nodes
ng and ng store PHR data based on compliance with activity and
diet. Leaf nodes ng and ng contain Alice’s location information
and her blood group, respectively. Finally, the rest of LN are
children of the aforementioned PN.

Furthermore, our AEM tree annotates the query frequencies
of its attributes, as a criteria for subsequent optimizations. In
this way, the most frequent attributes (e.g., PHR data related to
diabetes, Alice’s basic information and her location) are placed
in the upper levels of the AEM tree, making more efficient and
faster the verification process.

Hence, the AEM tree can be dynamically optimized according
to node frequencies given some structural constraints (tree depth
and node children from O to M).

So, we denote by m the maximum degree of a node, i.e, the
maximum number of branches that emanate from each node,
the parameter / represents the AEM tree height. In addition, we
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use the term L% to represent the contribution percentage
variance of the access frequency of the nodes remaining to
be placed in the tree. Equations (6) define the set of possible
AEM tree nodes (leaf, profile and inner nodes), (7) their query
frequencies, and (8) denotes the maximum number of AEM tree
nodes and the the maximum number of leaves, respectively:

Naeyvrree = {Ni,Na, ... Ny} (6)
FZ{flanw"?fk} (7)
h
k=Y m', M=m )
i=1
where,
fi<fo. . friir<fi-k>M 9)

As mentioned before, a sorting algorithm can be triggered to
improve searches. The algorithm works as follows. Step 1: we
order the set of AEM tree nodes containing data (LN and PN)
by query frequencies in ascending order. Step 2: we take the
p nodes, named P, that contribute (Cvar;) to the L% of the
frequency variance (var) of the remaining nodes (see (10), (11)
and (12)).

P=A{p1,p2,...pp} (10)
RM
var:Z(fiff)Q/RM, std = v/var (11)
i=1
where RM are the nodes pending to be placed.
Cvar; = (fi — )’ /RM (12)

Step 3: the algorithm iterates over the nodes in P. Until P is
empty, we take the first node in P, p; and check:

—1)>k—1 (13)

Equation (13) evaluates if p; can be placed in this level (since
it reduces the maximum number of leafs) leaving room for the
rest of the nodes (k — 1). If so, we place the node p;, remove
p; from P and go back to step 3. Otherwise, m new internal
nodes are added to the tree and go the next level. Finally, once
nodes in P have been placed we move to step 1 where the
variance and dispersity for the remaining nodes are recalculated
and the following p nodes contributing the L% of the variance
are chosen. This process is repeated until the number of nodes
to place in the AEM tree is equal to zero.

It must be noted that, the sorting algorithm is also applied
each time a node is inserted or updated in the AEM tree. As the
new node does not have historical of access frequency, it will be
placed at the “most disadvantaged” positions of the AEM tree,
as happens in the real life situations when someone starts at the
bottom and work her way up. If this new node is frequently
consulted, it will prove itself and its position will improve. As
regards the update attributes, whether a node is very frequently
accessed when the proposed algorithm is applied, it will be in a
good position. Otherwise, it will be located at the lower levels.

Fig. 3 illustrates an example of how our distribution algo-
rithm works for Alice’s AEM tree with parameters m = 3 and

mh — (m

h = 3. The search algorithm looks for nodes upside-down and
left to right, so after running the distribution algorithm, prs; and
its children (n3, ny and nz) are put in a higher level and further
to the left. The node called pr, is also relocated in a position
that favours its search and verification when these attributes
are shared with hospital A, B and the social network. It must be
noted that, the PNpry and pr; will be checked before disclosing
attributes held by prs and pry. The rest of the nodes are placed
according the same criteria position respecting the parameters
m and h.

V. SECURITY AND PRIVACY CONSIDERATIONS

The unlinkability and “partial anonymity” of the proposal
stems from the corresponding IdPs services. Users claims, as-
serted by the IdPs, are only exposed according to the privacy
rules and informed consents. When a restricted view is required,
opaque parts of the EHR are incorporated and verifiable thanks
to the hashes and the opaque and transient identifiers provided
by the IdPs. Using Merkle Hash Trees to enforce privacy has
been already explored in other works like [15]. Our searching
and sorting algorithms may introduce information leakage suit-
able for a differential analysis. Let us consider a well informed
attacker who performs selected searches to initiate new sorting
of the AEM tree: measuring the sorting time, the attacker can
perform estimations and even models of the attributes and re-
lationships of parts of the EHR beyond her authorization. To
prevent such privacy breaches, we propose to introducing ran-
dom delays in the sorting algorithm. Besides the number of
executions of the sorting algorithm should be limited within a
given period of time.

VI. EVALUATION RESULTS AND DISCUSSION

We have developed a prototype in Java and conducted pre-
liminary experiments on the performance of our data structure
by generating sets of random requests with different probability
distributions.

For this purpose, we have created synthetic data, which
include quantitative (e.g., age, weight, blood glucose, blood
pressure, etc.) and qualitative data (e.g., demographics and so-
cioeconomic data, lifestyle choices, prescriptions, patient’s pref-
erences and consents, etc.) to evaluate different profiles. We
perform two different tests for different tree structures: uniform
(to represent a young and healthy person’s medical history) in
which each node (e.g., basic information and lab results, such
as blood tests) has the same probability to be requested, and bi-
ased (patients’ medical records with chronic diseases) in which
few nodes (e.g., current medications and problems) have a high
probability to be requested.

Likewise, in these experiments we have studied the behav-
ior of the frequency-based adaptive distribution algorithm for
different AEM tree sizes by modifying both their height and
maximum number of children permitted per node. For each
operation, the average search time, S7', was computed over
400,000 trials. The experiment was conducted using a machine
equipped with an Intel CORE 17 2760QM with 8 G of memory
running at 4 GHz. Cryptographic hashing was performed using
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the standard Java implementation of the SHA-256 algorithm.
We have summarized the evaluation results in Figs. 4, 5 and 6
through 3D graphics that show the obtained times for searching
and verification tree building. These times are represented by
the Z axis, when different sizes of m-ary trees are used. To reflect
the changes of the trees, the X axis, represents the number of

maximum children that each node may have (denoted by m) and
the Y axis pictures the different heights of the trees (parameter
h) used for the experiments. For the results depicted in Figs. 4
and 5, we have used biased structures, whilst Fig. 6 presents
findings for uniform structures. Figs. 4, 5 and 6 show in red the
searching and verification tree building times for the different
m-ary trees (the changes of m and & are represented in the axes
X and Y, respectively) without applying the proposed sorting
algorithm. The findings when the proposed sorting algorithm is
executed are shown in Fig. 4 in blue and in Figs. 5 and 6 in
green.

We have taken as reference binary trees (im = 2 and h = 5,
10, 15 or 20) and m-ary trees (e.g.,m =4,5or 6 and h = 6 or
8) and evaluated the average search time (ST) and the average
verification tree length (VT'L) for every node and for the set
of nodes that are most frequently queried (ST (FQ) and VT'L
(FQ)). Note that, the ST includes searching and verification tree
building times. In Fig. 4, we can appreciate that our algorithm
reduces the total searching and verification tree building times
over a 40.08% and 39.73% for m = 2 and h = 20 and 15,
respectively. Moreover, the proposed algorithm also decreases
the verification path length (this aspect is not represented in the
above graphics). For the binary tree cases, the average verifica-
tion path length before reordering are equal to 7.00 (m = 2, h
=5) and 13.05 (m = 2, h = 15), whereas the value of this pa-
rameter is reduced to 4.50 and 5.51 after running the algorithm,
respectively.

Regarding the outcome of uniform query distribution test
(see Fig. 6), the average searching and verification tree building
times are slightly enhanced especially when m decreases and
h increases (see the value of the Z axis for instance when m
= 2, h = 13, 15 or 20). Finally, it is must be noted that, the
time spent by the distribution algorithm (OT) is not significant
when compared to the improvement over the total search time
(Total ST). Although they are not shown in Figs. 4, 5 and 6, for
instance, for m = 2, h = 15 and m = 2, h = 20, the OT are
1670.745 pis and 2711.752 s, while the total search are 38,71 s
and 43.57 s, respectively. For m-ary trees, the OT are 1531.469
us and 1463.632 us when m = 6, h = 8 and m = 5, h = 6;
respectively.

VII.

As far as the related work is concerned, we found several
research initiatives in the field. Many authors have suggested
security and privacy as key issues to address in eHealth [16]—
[19], but these issues as a whole have not yet been covered
extensively for application scenarios. The focus is normally on
security related issues in general wireless sensor networks.

Nowadays, several approaches to provide privacy-preserving
techniques can be found in the literature [20]-[28]. Firstly, in
attribute-based (ABE) encryption proposals each user has a set
of attributes and access policies are defined to determine that
the users with certain attributes are authorized to access the
shared data. ABE cryptosystems [20] crowd in two categories:
ciphertext-policy ABE (CP-ABE) [22] systems and key-policy
ABE (KP-ABE) [21] systems. In the first, the users’ secret keys

RELATED WORK
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are associated with sets of attributes, and a sender generates a
ciphertext with an access policy specifying the attributes that the
decryptors must have. Regarding KP-ABE solutions, the users’
secret keys are labeled with access policies and the sender stip-
ulates a set of attributes; only the users whose access policies
match the attribute set can decrypt. In [29] authors suggest a
multi-authority CP-ABE scheme to empower to the patient to
associate an expressive access tree structure and on-demand at-
tribute revocation. However, these ABE schemes require a priori
access policies, which are not always available in EHRs because
the policies to access health records are sometimes determined
after key generation. [30] addresses this issue by considering a
dynamic ABE paradigm, which provides a delegation mecha-
nism that allows users to redefine the access policy and delegate
a secret key without making the redefined access policy more
restrictive. Nevertheless, how to construct fully secure hierar-
chical identity-based encryption systems in prime-order bilin-
ear groups under simple assumptions remains as a challenging
problem [31].

Secondly, cloud-based approaches as [23] and [24] propose
privacy-aware schemes based on query authentication to en-
able data confidentiality, the query result integrity of sensitive
data, secure storage and secure computation auditing. The work
presented in [32] integrates a PRF-based key management for
unlinkability, a search and access pattern hiding scheme based
on redundancy for privacy-preserving data storage. This ap-
proach also combines ABE-controlled threshold signing with
role-based encryption to provide access control and auditabil-
ity. A signature algorithm that allows for controlled changes
to the signed data is proposed in [33]. This work studies tech-
niques that cryptographically link the integrity of the original
and modified datasets for practical types of modifications such
as redaction, pseudonymization and data deidentification.

Thirdly, when it comes to information disclosure, spatio-
temporal cloaking and ADT-based approaches enable to pre-
serve user’s privacy. Spatial cloaking or perturbation allows to
hide the participant location inside a cloaked region using spa-
tial transformations, generalization, or a set of dummy locations
in order to achieve location privacy [34]. In [35] authors pro-
pose a privacy-preserving emergency call scheme called PEC,
enabling patients in life-threatening emergencies to fast and
transmit emergency data to the nearby helpers via mobile health-
care social networks. Moreover, the PEC has been designed to
withstand multiple types of attacks, such as identity theft at-
tack, forgery attack, and collusion attack. However, this kind of
works do not address privacy issues related to management of
user profiles.

On the other hand, there are other approaches closer to our
work. For example, some identity frameworks like U-Prove [36]
allow selective disclosure of claims and pre-signed tokens that
could be used when the entity responsible for issuing medical
records is offline. Furthermore, there are other proposals such
as identity agents [37], or veryIDX [38]. [37] proposes user-
controlled identity agents, which allow defining in advance dis-
closure policies, monitoring credential usage, storing credentials
based on a minimal disclosure scheme. The credentials are con-
structed using Merkle trees, but the details about how patient’s

attributes are built or can be shared by means of EHR standards
are not provided. VeryIDX enables multi-factor identity creden-
tial verification, by using a cryptographic commitment and an
aggregated zero-knowledge proof of knowledge (ZKPK).

Despite some current works [26], [27], [39] propose the use
of authenticated dictionaries or opportunistic computing mecha-
nisms to provide selective information disclosure, none of these
works deals with neither building of the ADT structure based on
EHR standards nor combining subtrees that allows claims from
different sources to be in a single credential in order to make
easier the tasks of management of patient attributes, profiles and
preferences. In this context, typical research directions are re-
lated to development of more efficient and effective ADT-based
structures and algorithms, in terms of storage overhead, times
of signature generation and verification or query and update
times. [26] proposes a signature scheme on the structure of the
tree as defined by tree traversals (pre-order, post-order, in-order),
that improves protection against information leakages. [39] de-
scribes a secure and privacy-preserving opportunistic computing
framework, called SPOC, for m-Healthcare emergency. The au-
thors introduce an attribute-based access control and a privacy-
preserving scalar product computation technique that allows a
medical user to decide who can participate in the opportunistic
computing to assist in processing his overwhelming personal
health information data. Eventually, in [27], the authors pro-
pose a multiway extension of the authenticated version of the
skip-list data structure and study the authentication cost that is
associated with this model when authentication is performed
through hierarchical cryptographic hashing. However, due to
the heterogeneity of data types in healthcare scenarios, this kind
of structure requires a complex implementation.

VIIl. CONCLUSIONS AND FUTURE WORK

The collaboration between health stakeholders is currently
an important challenge to reduce costs, as well as improving
the quality of clinical practice and patient safety. Due to the
significant amount of data that is stored or exchanged and the
extremely sensitive information contained in EHRs, privacy is
of paramount importance. However, this aspect has not been
fulfilled by existing integrating healthcare enterprise solutions
yet. We believe that, a flexible and efficient privacy-supporting
mechanism to control the dissemination of patient’s personal
information in a seamless, interoperable and scalable manner
is essential. We have addressed this problem by proposing a
privacy-enhanced user profile management approach based on
a novel Adaptive Extended Merkle structure that empowers the
user role, by letting users to combine the sources of identity
contained in different medical and community health records
repositories with identity information stored in their personal
devices. In addition, the AEM tree can store references to other
health data, by governing access to them, but not necessarily
holding them (e.g., test results that much space like CT, PET-
CT, etc.). Moreover, in this work we have provided and evaluated
the algorithm that allows to build enriched compositions of the
patient’s medical history and to sort the tree based on patterns
of access compliance with open EHRs standards, which can
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contribute to facilitate its implementation in health information
systems. The proposed AEM tree can be also used to enable
audited access in other application scenarios, which include
experiments in patients with complex diseases but requiring no-
tification or confirmation to cross data, such as religion or race,
etc. The evaluation results for different m-ary trees showed that
the time spent by the distribution algorithm is not significant
when compared to the improvement over the total search time
for both biased and uniform structures. Now, we are working
on studying in depth the AEM structure by considering issues
related to its size and measuring its dynamicity cost. Further
research is needed to test the integration of our profile manage-
ment solution with cloud-based e-health scenarios, using images
and genetic information, as well as more complex information
models and archetypes defined by the openEHR Foundation.
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