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Abstract: The subversive nature of information war lies not only
in the information itself, but also in the circulation and applica-
tion of information. It has always been a challenge to quantita-
tively analyze the function and effect of information flow through
command, control, communications, computer, kill, intelligence,
surveillance, reconnaissance (C4KISR) system. In this work, we
propose a framework of force of information influence and the
methods for calculating the force of information influence
between C4KISR nodes of sensing, intelligence processing,
decision making and fire attack. Specifically, the basic concept
of force of information influence between nodes in C4KISR sys-
tem is formally proposed and its mathematical definition is pro-
vided. Then, based on the information entropy theory, the model
of force of information influence between C4KISR system nodes
is constructed. Finally, the simulation experiments have been
performed under an air defense and attack scenario. The experi-
mental results show that, with the proposed force of information
influence framework, we can effectively evaluate the contribu-
tion of information circulation through different C4KISR system
nodes to the corresponding tasks. Our framework of force of
information influence can also serve as an effective tool for the
design and dynamic reconfiguration of C4KISR system architec-
ture.
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1. Introduction

From the end of the last century to the beginning of the
21st century, human society began to enter the informa-
tion age. And the mechanized warfare gave way to the
information warfare [1]. The winning mechanism of
information warfare is to seize battlefield information
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superiority [2—4] and turn it into decision-making and
action superiority [5]. Information superiority has become
the key to the victory of information war [6—8]. However,
how can we transform the information superiority into the
decision-making and action superiority in the dynamic
battlefield environment? What is the intrinsic mechanism
of action? So far, how to characterize and evaluate the
information circulation between command, control, com-
munications, computer, kill, intelligence, surveillance,
reconnaissance (C4KISR) system [9,10] nodes of sen-
sing, intelligence processing, decision making and fire
attack has remained an open problem in military research.

In the field of information science research, Zhang put
forward the concept of “information power”, which
mainly referred to the ability of individuals and organiza-
tions to analyze, process and utilize information [11].
Zhang pointed out that information power was the pro-
duct of information and information acceleration [11].
However, they have not considered the effect of informa-
tion transmission. Ciftcioglu et al. [12] and Bar-noy et al.
[13] put forward the concept of “information quality” for
the evaluation of information accuracy, precision, reliabi-
lity, credibility, corroboration and timeliness. As can be
seen, the information quality can be effectively repre-
sented by the above dimensions and the corresponding
dimension values. However, it does not work for C4KISR
system as the same information may have different va-
lues at different C4KISR nodes. This is because the con-
cept of “information quality” ignored the information
context, such as the related task in C4KISR system. To
address the above problem, Cansever put forward the
concept of “information value”, which was defined as
“the difference in task quality when the same task was
completed with or without this information” [14]. In this
concept, the task quality was expressed by the expected
value of a utility function, but the contribution of infor-
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mation to the task quality has not been evaluated. Kong et
al. established an analysis framework of “objective/task-
information subject/subject factor-probability distribution-
information value” [15]. Within this framework, the value
of information was evaluated based on the theory of
information entropy and Bayesian theory, similar to the
concept of “information value” put forward by Cansever.
Again, the framework ignored the information context
and failed to evaluate the contribution of information to
decision making. He et al. put forward the theory of
“transfer entropy” to evaluate the value of information
[16]. This theory extended the traditional information
entropy from the evaluation of information itself to the
evaluation of its contribution to decision making. The
main contribution was that it not only considered the uti-
lity of information but also the information usage cost.
However, it was not applicable for evaluating the process
of information circulation. In summary, none existing
work has taken the value of information circulation
between C4KISR system nodes into consideration yet.

In order to evaluate and model the influence (i.e.,
information value) of information circulation between
C4KISR system nodes, we put forward a novel frame-
work of force of information influence between C4KISR
system nodes, based on the theories of operational com-
mand science [17] information entropy, fuzzy mathema-
tics, C4KISR system design, etc. To our knowledge, this
is the first concept for information circulation evaluation.
Upon that, we further established the models of force of
information influence between typical C4KISR system
nodes. We have validated our framework of force of
information influence under a simulated air defense and
attack scenario. Our framework is applicable for both
C4KISR and civilian information systems. It has also pro-
vided a quantitative analysis approach for the architec-
ture design and dynamic reconfiguration for both mili-
tary and civilian information systems.

2. Framework of force of information influ-
ence for C4KISR system

In this section, we propose the novel framework of force
of information influence for the nodes of C4KISR sys-
tem in information warfare. The force of information
influence from the source node to the recipient node in
the C4KISR system is defined as the average change of
task-related knowledge level of the recipient node for
each bit of transmitted information, as shown in

Fyy=— (1

IXY

where Fy, denotes the force of information influence
from source node X to recipient node Y, Ixy denotes the

amount of information provided by source node X to
recipient node Y and K, denotes the change of task-
related knowledge level of recipient node Y after recei-
ving the information. In practical applications, the force
of information influence Fy, implies that, given a fixed
amount of information Iy, the larger change in the task-
related knowledge level Ky of recipient node 7, the larger
value Fyy tends to have.

The source and recipient nodes in our definition of
force of information influence refer to the nodes with dif-
ferent functions in C4KISR system. The typical func-
tions include sensing, intelligence processing, decision
making and fire attack. Each node in C4KISR system is
capable of sending, receiving, processing and utilizing
information independently. The information is transmit-
ted between different nodes according to their collabora-
tion relationships, such as information support, command,
cooperation, etc. [18]. The type of transmitted informa-
tion is dependent on the collaboration relationships
between the nodes. For instance, the information pro-
vided by a sensing node is usually related with the obser-
vations and measurements of target status and behaviors.
As another instance, the information sent from an intelli-
gence processing node to a decision-making node is us-
ually related with the attributes, types, positions, speed
and headings of targets.

Our definition of force of information influence also
involves the concept of task-related knowledge. Accor-
ding to [19], knowledge is the product of information
analysis and understanding, such as the inferred relation-
ships between objects, the summarized object characteris-
tics and the identified behavior patterns. From another
point of view, knowledge is a special type of information
to support decision making after interpretation and under-
standing. From the perspective of C4KISR system, the
task-related knowledge is mainly about the relationships,
behavior characteristics and patterns of the targets
involved in C4KISR tasks. The task-related knowledge of
a C4KISR node is closely related with its associated task
as well as the associated targets, process and environ-
ments. The task-related knowledge is crucial for the ope-
rational capacity of the node. For example, the task-
related knowledge for a decision-making node includes
the relationships, behavior characteristics and patterns of
adversarial targets as well as the meteorological and
hydrological forecast of battlefield. The more accurate
and more timely the knowledge, the more efficiently and
effectively the commander is capable of completing the
missions.

The force of information influence proposed in this
paper has four main characteristics. Firstly, the definition
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of force of information influence provided in (1) is just
theoretical. In practical cases, it has to be refined accor-
ding to the associated tasks and transmitted information.
The key is how to extract and represent the task-related
knowledge. Secondly, the concept of force of informa-
tion influence reflects the value-enhancing role of infor-
mation and is independent with the task-related pro-
cesses, personnel and equipment. This indicates that our
framework of force of information influence is adaptable
in various scenarios. This is especially valuable for
designing, evaluating and optimizing military informa-
tion systems and architectures. Thirdly, the force of infor-
mation influence is temporal in nature as it is closely
related with the dynamic information and task-related
knowledge the recipient node has. These dynamic factors
could be modeled with a function of the situational
awareness of the dynamically changing battlefield. The
temporal characteristic complies with the basic theory
that the information timeliness affects its effectiveness.
Finally, the value of force of information influence could
be negative, implying that it may result in negative effect.
Under the complex and adversarial battlefield environ-
ment, the false, messy, faked and incomplete information
could result in an aggravation of fog of war and an
increase in the knowledge uncertainty for the nodes of
C4KISR system. It could also result in a decrease in the
task efficiency and effectiveness. This complies with the
basic principles of information confrontation [20—22].

There are generally three different application modes
for force of information influence. Firstly, in the process
of system architecture design, the system architecture can
be optimized by evaluating the change of force of infor-
mation influence when exploring combinations of system
units. Secondly, in the process of system operation, the
system architecture may need to be adjusted due to the
failure of a system unit or the task change. In that case,
the force of information influence can serve as a guide-
line for the adjustment in information relationships
between system units. Thirdly, for the mission of striking
time sensitive targets, the sensor with the optimized value
of force of information influence can be screened out
quickly for the agile construction of kill chain, a tightly
woven fabric of sensors, shooters and command and con-
trol.

3. Model of force of information influence for
C4KISR system

We assume that the sensing node in C4KISR system is
represented by node O, the intelligence processing node
by node P, the decision-making node by node D and the

fire attack node by node 4. According to the basic defini-
tion and mathematical expression of force of information
influence, we model the force of information influence
from node O to node P, node P to node D and node D to
node A respectively within the operational process of
“sensing—intelligence processing— decision making—
fire attack” for C4KISR system.

3.1 Force of information influence from node O to
node P

The force of information influence from node O to node
P has been a hotspot in C4KISR system field. Long et al.
[2] summarized three methods of measuring information
superiority with different characteristics and application
scopes, based on information flow, knowledge gain and
information quality respectively. Li et al. [3] pointed out
that information superiority was indispensable for the
evaluation index system of command and control. He
established a framework with quantifiable mathematical
models to evaluate information superiority from three
aspects: information completeness, accuracy and timeli-
ness. Zibetti et al. [4] studied the concept connotation, eva-
luation framework and method of information superiority
for network information system. He pointed out that a
comprehensive evaluation of information superiority of
network information system should be carried out from
sensor domain, fusion domain and cooperation domain
simultaneously. Within the C4KISR system operational
process, the main role of node P is to associate and fuse
the target measurement information from one or more
sensing nodes, generate complete intelligence products
and send them to node D. The intelligence products
mainly include the attribute, type, location, moving state
and quantity of targets. According to the theory and
methodology of information fusion [23], the efficiency
and quality of intelligence products generated by node P
depend on the knowledge level about adversary target
status. The latter is closely related with the accuracy,
timeliness and continuity of the target information sent
from node O to node P. Of course, there is also static
knowledge such as intelligence processing rules/pro-
cesses, enemy equipment and operational regulations, but
it has nothing to do with the target information sent from
node O. For this reason, the awareness of adversary tar-
get status is chosen as the task-related knowledge for
node P.

In this case, the force of information influence from
node O to node P is calculated as the average change of
knowledge level about adversary target status after node
P receives the target information from node O. Suppose
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the amount of target information sent from node O to
node P is denoted as Ip, the set of adversary targets to be
aware of is denoted as S,p = {at;,at,,---,at,}, where n
denotes the number of adversary targets, and the set of
adversary targets that node P is truly aware of is denoted
as Sop'.

For node P, the knowledge level about target at, is
modeled as an uncertain fuzzy concept. Based on the
fuzzy set theory, the following membership functions
Us,, (at,) are constructed:

1, at, e Spp’
Us,, (at) = { ’ , )

0, at; ¢ Sop
where Us,,(at,) € [0,1]. The value of Uy, (at,) indicates
the membership probability of target at, for the set S,
thus representing the knowledge level of node P about
target at,. In the case that Us,(at) =1, node P is com-
pletely aware of the status of target at,, whereas in the
other case, node P is not aware about the status of target
at;. The value of Us,, (at,) is related with /,p, the amount
of information sent to node P from node O. The aware-
ness level about target at, for node P can also be calcu-
lated according to the different propertiesof target at;. It
includes the IFF property knowledge level x;, quantity
knowledge level x,, type knowledge level x,, position
knowledge level x,,, course knowledge level x,, speed
knowledge level x,, and damage status knowledge level

X;. The overall knowledge level can be inferred as

S
Us,,(at,) = Zw_,-x,-j, where w; is the weight of corre-

sponding prgﬁerty j(1<j<T7). It should be pointed out
that the calculation of Uj
sors and different combat scenarios.

Given the target set S ,p, the knowledge level about the
target status can be represented with the fuzzy informa-
tion entropy (denoted as Hyp):

/(at;) varies for different sen-

oP

Hop =~k )" (Us,,-(at))log, Us,, (at)+

i=1
(1-"Us,, (at;)-log,(1 - Us,,(at))) A3)

where k is a normalizing constant.

The smaller the value of fuzzy information entropy, the
higher knowledge level about the adversary target status
for node P. Suppose t, is the time before node O sends
target information to node P, and ¢, is the time after node
O sends the information to node P. According to (1) and
(3), the force of information influence from node O to
node P within the time interval [¢,%,] (denoted as Fop) is
calculated as

Fop = _HOP(Iz)—HOP(tl) @)

Top
where Hyp(t;) refers to the knowledge level about target
statusattime #;, Hpp(t,) refers to the knowledge level
about target status at time #,, and [,p refers to the ave-
rage amount of information sent from node O to node P

within the time interval [¢,,1,].

3.2 Force of information influence from node P to
node D

Within the operational process of C4KISR system
[24—-27], the major role of node D is to conduct situa-
tional awareness according to the information sent from
node D and develop military plans and orders based on
the obtained knowledge about adversarial troop deploy-
ment, course of action and combat intention. According
to operational command theory, C4KISR system design
methodology and engineering practice [28,29], the
inferred adversary intent is critical for commander to
build up combat determination and develop military
plans. For this reason, the inferred adversary intent is
considered as the task-related knowledge for node D.
Other knowledge about warfare regulations, combat tac-
tics, equipment, troop deployment and battlefield envi-
ronment is also related with decision making. However, it
has little to do with the intelligence information sent from
node P to node D. Of course, other knowledge closely
related with the intelligence information also can be con-
sidered as the task-related knowledge for node D in dif-
ferent decision-making domains and at different com-
mand levels.

As a result, the force of information influence from
node P to node D is calculated as the average change of
knowledge level about adversary’s intention given the
amount of intelligence information sent from node P to
node D.

Suppose that an adversary target is moving towards our
control area from far to near, and the amount of intelli-
gence information sent by node P to node D is denoted as
Ipp. The information is about adversary target’s attribute,
subordinate relationship, type, location, course of action,
etc. Suppose the set of all possible adversary intentions to
be identified for node D is denoted as Sop={e,,
e,, - ,e,}, where m refers to the number of possible
adversary’s intentions. We assume only one adversary’s
intention is true. The adversary may intend to attack on
our key defensive assets, attack and occupy strategic
sites, conduct reconnaissance/harassment, conduct deter-
rence, etc.

With the adversarial target getting closer to our strate-
gic location, defensive asset, important facility, etc., its
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operational intention become sclearer and clearer for
node D. It means that the possibility of a certain opera-
tional intention is getting higher. Therefore, the know-
ledge level of adversary’s operational intention can be
represented with the probabilities of adversary’s
operational intentions, denoted as P(e;) (1 <i<m). The
inferred probabilities are related with the intelligence sup-
port ability, the operational scenarios, the status of target
under attack, etc. The information entropy is used to mea-
sure the overall knowledge level about adversary’s inten-
tions as below:

Hpp =~k )" Ple,)-log, P(e;) (%)
i=1
where k > 0 is a normalizing constant.

The smaller the value of information entropy Hpp, the
less uncertainty of adversary’s operational intention for
node D, and the higher possibility of a certain opera-
tional intention. Suppose #;, denotes the time before node
P sends intelligence information to node D and ¢, denotes
the time after node P sends the information to node D.
According to (1) and (5), the force of information influe-
nce from node P to node D within the time interval [¢,,1,]
(denoted as Fpp) is computed as

FpD — _HPD(IZ) - HPD(tl) (6)

Ipp

where Hpp(t;) denotes the knowledge level about the
adversary’s operational intention at time #, for node D,
Hpp(t,) denotes the knowledge level about adversary’s
operational intention at time #, and Ipp denotes the ave-
rage amount of information sent from node P to node D
within the time interval [¢,,1,].

3.3 Force of information influence from node D to
node A

Fire attack is the last step of the operational process for
C4KISR system. The major role of node A4 is to use the
fire control radar or guidance radar to identify, track, lock
on and attack the adversary target according to the stri-
king command sent by node D, including the target indi-
cation information. When the weapon launch conditions
are met, the fire attack starts. Besides the factors related
with the weapon platform and performance, the time
interval between turning on the radar and meeting the
condition is crucial for the strike effect. In a dynamic
changing, complex and highly adversarial environment,
the fire attack may be exposed due to electromagnetic
radiation if the time interval is too long. It may provide
the adversary a chance to escape or fire first. Therefore,
the awareness of the immediate strike readiness is consi-
dered as the task-related knowledge for node A. It implies

that the time interval between turning on the radar and
meeting weapon launch conditions should be within a
certain threshold. Other knowledge about weapon plat-
form and performance, operational tactics, etc. is not con-
sidered as it is not directly related with the information
sent from node D to node 4.

For this reason, the force of information influence from
node D to node 4 is calculated as the average change of
knowledge level for node 4 about the immediate strike
readiness when given the transmitted striking command
information. The change of the knowledge level is caused
by the striking command information sent from node D to
node 4. The similar approach could be applied for calcu-
lating the force of information influence from node O to
node 4 for the transmitted target indication information.

Suppose the amount of striking command information
sent from D node to node 4 is denoted as Ip,, the target
to be struck by node A4 is denoted as T;. It is considered
as a random event that whether the fire control radar or
guidance radar of node A is able to detect target T
immediately after the radar is turned on. The random
event is represented with a random variable X, with
X =1 indicating that the event occurs and X = 0 indica-
ting that the event does not occur. The knowledge level
for node 4 about immediate strike readiness is modeled
with the information entropy. The information entropy is
calculated as

Hpy = —P(X = 1)-log, P(X = 1)—
P(X = 0)-log, P(X = 0). (7)

The values of P(X =1) and P(X =0) are related with
radar capabilities as well as the accuracy and timeliness
of target indication information, operational scenarios and
so on. The smaller value of information entropy Hp,, the
less uncertainty about adversary target for immediate
strike node A tends to have.

Suppose t; denotes the time before node D sends intel-
ligence information to node 4 and 7, denotes the time
after node D sends the information to node 4. According
to (1) and (7), the force of information influence from
node D to node 4 within the time interval [#,1,] is com-
puted as

FDA — _HDA(IZ)_HDA(II) (8)

IDA
where Hp,(t;) denotes the knowledge level for node A
about immediate strike readiness at time 7, Hpu(t,)
denotes knowledge level about immediate strike readi-
ness at time #, and Ip, is the amount of striking com-
mand information sent from node D to node 4 within the
time interval [#,,1,].
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4. Simulation experiments

We simulated the scenarios of air attack and defense
between the red and blue forces in key areas, as shown in
Fig. 1. The red force has an air defense command post
D1, an intelligence processing center P1, four ground-
based air defense radars Ol —O4 and four fighters on
patrol A1— A4. The mission of the red force is to defend
its key assets E1—ES5. The blue force has a fighter-
bomber T1 and two escort fighters T2 and T3. The mis-
sion of the blue force is to destroy the key asset E3. After
that, the blue force will stop attacking other assets of the
red force and return. During the confrontation, the fight-
ers of the blue force follows the predetermined route as
shown in Fig. 1, and the ground-based radars of the red
force send the information to the intelligence processing
center after detecting the adversary fighters. The intelli-
gence processing center P1 then sends the fused informa-
tion to the command post D1. The command post will
conduct its own fighters A1 — A4 to intercept the adver-
sary fighters after discerning their intentions according to
the received information.

y/km
01
T1'T3
El 02 _.n S
P23
E5
7 03
A1* A2 D1°pj
A3 A4 04

x/km

: Ground-based air defense radar of red force;

: Intelligence processing center of red force;
e : Air defense command post of red force;

: Fighter of red force;

: Key asset of red force;

: Fighter of blue side;

: Detection area of radar of red force;

: Patrol area of fighter of red force;

: Fighter airline of red force;
-: Fighter airline of blue force.

Fig. 1
scenarios

Schematic diagram of simulation of air attack and defense

4.1 Simulation of force of information influence
from node O to node P

According to (3) and (4), the force of information influ-
ence from the air defense radars to the intelligence pro-
cessing center was calculated as the average change of
knowledge level about the adversary target status for

node P given the information sent from node O. The
knowledge level about the adversary target status was
calculated according to the recognition accuracy of six
target properties as below.

(i) Recognition accuracy of IFF property

We assumed the IFF property of adversary target is
either unknown, or adversary, or ours, or friend’s, then
the knowledge level about target IFF property is calcu-
lated as the corresponding recognition accuracy. During
the process of target tracking, the IFF property for each
target track in the same batch is evaluated. Suppose the
number of target tracks with correct IFF attribute is
denoted as N, and the total number of evaluated target
tracks is denoted as Ny, then the recognition accuracy of
IFF property P, can be calculated as

P,=N,/Nr. ©)

(i1) Recognition accuracy of target type

We assumed the type of adversary fighter is either
unknown, or large, or medium, or small. During the pro-
cess of target tracking, the target types for each track
obtained before and after information fusion are com-
pared. Suppose the number of target tracks with correct
types is denoted as N and the total number of evaluated
target tracks is denoted as Ny, then the recognition accu-
racy of target type P can be calculated as

Pc = Ne/Ny. (10)

(iii) Recognition accuracy of target number

We assumed that the number of adversary targets in a
formation is generally one, two, three, four or fleet and
the knowledge level about target number in a formation is
calculated as the corresponding recognition accuracy. The
number of adversary targets is evaluated for target tracks
in the same batch. We denoted the number of target for-
mations with correct target number as N, and the total
number of evaluated target formations as Ny. In this way,
the recognition accuracy of target number P, could be
calculated as below:

Pn:Nn/NT' (11)

(iv) Recognition accuracy of target tracks

At first, all the points of a target track to be evaluated
are aligned with the corresponding standard target tracks
in time and space. Then, the standard target tracks are
aligned to the target track to be evaluated and the posi-
tional difference is calculated. The evaluation proceeded
from the start of target tracking to the end of target identi-
fication, during which the discarded target points are no
longer considered. It is assumed that the threshold of dis-
tance measurement deviation for target tracks is o,.
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According to the 30 criteria, the deviation of distance
measurement data will not exceed [-30,,30°,] generally.
Therefore, the knowledge level about target tracks could
be calculated by the following equation:

f:(r Von Xp{

where o, 0, and o5 are the distance measurement devi-
ations of target tracks for the three air-defense radars
respectively.

(v) Recognition accuracy of target speed and heading

The knowledge level about the target speed and hea-
ding are evaluated by comparing the detected target speed
and heading against those of standard target tracks.
Again, the evaluation proceeded from the start of target
tracking to the end of target identification, during which
the discarded target points are no longer considered.
Therefore, the knowledge level about the target speed and
heading are calculated by the following equation:

307

Il
where o, 0, and o,; are the standard deviations of
speed measurements for air defense radars O,, O, and O,
respectively; o, 0, and o4 are the standard devia-
tions of heading measurements for air defense radars O,
0,, and O;, respectively; o, , o, are the required mea-
surement deviations for target speed and heading respec-
tively.

(vi) Knowledge level about target status

Based on the above calculation, the weights fortarget
IFF properties, quantities and types as well as their posi-
tions, speeds and headings are calculated according to the
advice from consulted experts with rich engineering
experience, as shown in Table 1.

}dx, i=1,2,3 (12)

}dx, l=v,c;j=1,2,3 (13)

Table1 Weight distribution

Status index Weight
IFF 0.25
Quantity 0.15
Type 0.10
Position/km 0.25
Speed/(km/h) 0.15
Heading/radian 0.10

Then knowledge level about the overall target status is
calculated as below:

6
Us,.(at) = Z Wi+ Xij (14)
=1

where w; is the weight of IFF, quantity, type, position,

speed, heading, and x;; is the recognition accuracy of IFF,
quantity, type, position, speed, heading at time ;.

According to (14), the force of information influence
from the ground-based air defense radars to the intelli-
gence processing center is calculated for the red force
after the fighters of the blue force entered the detection
range of the red force. The experimental results are
shown in Fig. 2.

—
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Fig.2 Evaluation of the information entropy and force of informa-
tion influence from the air defense radars to the intelligence pro-
cessing center

As the fighters of the blue force go deeply into the red
force square, the number of detected fighters by the red-
force increased. As can be seen, the value of information
entropy for the intelligence processing center of the red
force decreased with time as shown in Fig. 2(a), while the
value of force of information influence from the air
defense radars to the intelligence processing center
increased with time as shown in Fig. 2(b). This implied
that the target status information about the adversary
fighters of the blue force provided by the air defense
radars increases the knowledge level about the adversary
target status for the intelligence processing center signifi-
cantly.

We also evaluate the force of information influence
from the air defense radars to the intelligence processing
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center for the red force in cases with different informa-
tion accuracy and integrity. The corresponding experi-
mental results are provided in Fig. 3.
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Evaluation of force of information influence from air

information accuracy and integrity

As can be seen from Fig. 3, the higher the information
accuracy and integrity, the larger value of force of infor-
mation influence the intelligence processing center ten-
des to have. This indicates that there is a positive correla-
tion between the information quality and the force of
information influence from the air defense radars to the
intelligence processing center.

4.2 Simulation of force of information influence
from node P to node D

To infer the force of information influence from the intel-
ligence processing center P1 to the command post D1 as
illustrated inequation (6), we calculate the probabilities of
being attacked for defensive assets E1 —ES5 first. Given
the information sent from the intelligence processing cen-
ter P1, the probability of being attacked for each defen-
sive asset is calculated based on the information about its
type, position, course and importance. The calculation
included the following steps.

(1) We judged whether the incoming adversary target
had the ground attack capability according to its type. If
that is not the case, the probability of being attacked for
the defensive assets would beset as zero, and the calcula-
tion finished.

Specifically, in case that the incoming targets are iden-
tified as reconnaissance aircraft, transport aircraft, elec-
tronic jammers, early warning aircraft, etc., the proba-
bility of being attacked for each defensive asset is set as
zero. In case that the incoming targets are identified as
fighters, attack aircraft, bombers, etc., the probability of
being attacked for each defensive asset needs further
inference. In the case that the type of incoming target
could not be identified, it would be treated as a fighter.

(i1) According to the type of the incoming target, we
inferred its attack range, including long-range, medium-
range and short-range. If the target type could not be
identified, its attack range will be set as the average range
of all possible target types. Specifically, if the target type
is known, its attack range will be calculated according to
its conventionally equipped weapons. On the other hand,
if the target type is unknown, the average range of all
possible target types will be used for that target.

(iii) According to the position, course and attack range
of the incoming target, the different attack areas of the
incoming target are obtained, as shown in Fig. 4.
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Fig. 4 Schematic diagram of attack areas of the incoming target

Specifically, as the incoming target might carry short-
range, medium-range and long-range surface-to-air mis-
siles, we divide the possible attack area of the incoming
target into four zones, including the short-range attack
zone (Zone 1), medium-range attack zone (Zone 2), long-
range attack zone (Zone 3), and outside zone (Zone 4)
accordingly. Based on the front, side and rear position
relative to the incoming target, we further partition the
short-range attack zone (Zone 1) into Zone 1-1, Zone 1-2
and Zone 1-3 respectively, the middle-range attack zone
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(Zone 2) into Zone 2-1, Zone 2-2 and Zone 2-3 respec-
tively, the long-range attack zone (Zone 3) into Zone 3-1,
Zone 3-2 and Zone 3-3 respectively and outside zone
(Zone 4) into Zone 4-1, Zone 4-2 and Zone 4-3 respec-
tively.

(iv) We assume that all the defensive assets in an
attack zone are considered as a defensive asset group as a
whole. The probability of being attacked for each defen-
sive asset group is calculated as follows.

In case that there was only one defensive asset group in
a zone among Zone 1, 2, 3 and 4, the probability of being
attacked for the defensive asset group is set as 1. In case
that the defensive asset groups are distributed across two
zones, the probabilities of being attacked for the defen-
sive asset group in the inner zone and outer zone are set
as @ (0 <a <1) and 1 -« respectively. When the defen-
sive asset groups are distributed across three different
zones, the probabilities of being attacked for the defen-
sive asset groups are specified as @, a(l—-a@) and
l-a—a(l —a) for the inner, middle and outer zones
respectively. In the other case that the defensive asset
groups are distributed across all the four zones, the proba-
bilities of being attacked are specified as @, a(l—a),
a(l-a—a(l-a)) and l1-a-a(l-a) -a(l-a-
a(l —a)) for Zone 1, 2, 3 and 4 respectively.

If there is a defensive asset group in Zone i (1 <i<4),
then the probability of being attacked for this defensive
asset group is denoted as p,. When the defensive asset
group is distributed in only one zone among Zone i—1,
i—2 and i—3, the probabilities of being attacked for the
defensive asset group is set as p;. When the defensive
asset groups are distributed across two zones among Zone
i—1, i-2 and i—3, the probabilities of being attacked for
the defensive asset group in the inner and outer zone are
set as Bp; (0 <B < 1) and (1 —B)p; respectively. When the
defensive asset groups are distributed across all the three
zones of Zone i—1, i—2 and i—3, the probabilities of being
attacked for the defensive asset group in Zone 1, 2 and 3
are set as fp;, B(p;—Pp) and p;—PBp;—PB(p;—Ppp;)
respectively.

(v) We calculated the probability of being attacked for
each defensive asset according to the importance level of
defensive assets. Suppose there is a defensive asset group
in Zone n—-m(1<n<3,1<m<3), the probability of
being attacked for the group is denoted as p,, and the
number of defensive assets in the group is denoted as N,
then the N defensive assets will be sorted in descending
order of importance level, denoted as g, < g, <--- <gy
and the probability of being attacked for each asset P(g;)
will be calculated as

YPum> 1=1

i-1
Y(Pum— > P(g)), 2<i<N-1
P(g) = le (15)

i-1
Pnm — Zp(g/), i=N
J=1

where vy is a constant within interval (0, 1). Suppose there
is a defensive asset group in Zone 4—m (1 <m < 3) and
its probability of being attacked is denoted as p,,,, the
number of defensive assets in the group is N, then the
probability of being attacked for each asset in the group is
calculated as p,,,/N.

According to (6), the force of information influence
from the intelligence center to the command post of the
red force in the simulation experiment is calculated, as
shown in Fig. 5.
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Fig. 5 Evaluation of the force of information influence from the
intelligence processing center to the command post for the red force
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As can be seen from Fig. 5(a), the information entropy
of the command post of the red force for adversary’s
intention decreased with time. That is, the adversary’s
intention is getting more and more obvious. With only
one defensive asset of the red force getting into a certain
attack range of an adversary target of the blue force, the
information entropy decreased significantly. This indi-
cates the command post tended to think the adversary’s
intention is to attack the asset. With the defensive assets
getting into a certain attack range of the adversary target
of the blue force one by one, the value of information
entropy fluctuated sharply. This indicates that there is a
certain degree of ambiguity about the adversary’s inten-
tion. With all the defensive assets getting into a certain
attack range of the adversary target, the information
entropy decreased again and remained stable afterwards.
This indicates that the awareness level about the
adversary intention for the command post of the red force
is getting higher. As shown in Fig. 5(b), we can see that
the force of information influence from the intelligence
center to the command post is on a rise, indicating that
the information sent from the intelligence center
increased the knowledge level of the command post sig-
nificantly.

Then we evaluate the force of information influence
from the intelligence center to the command post when
varying the information accuracy and integrity. The
experimental results are illustrated in Fig. 6.
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Fig. 6 Evaluationof force of information influence from the intelli-
gence processing center to the command post for the red force when
varying information accuracy and integrity

As can be seen from Fig. 6, the higher level of
the accuracy and integrity of the information sent
from the intelligence processing center to the com-
mand post, the larger value the corresponding force of
information influence tended to have. This indicates
that there is a positive correlation between the infor-
mation quality and the force of information influence-
from the intelligence processing center to the command
post.

4.3 Simulation of force of information influence
from node D to node A

To calculate the force of information influence from the
command post D1 to its fighter Al according to (8), we
compute the detection probability of adversary target by
fighter A1 first, assuming fighter Al is under the com-
mand of the command post of the red force.

Firstly, we only consider the position measure-
ment error of adversary fighter T1 of the blue force
and the transmission delay of the target indication
information sent from command post D1 to fighter Al
while the measurement error of the speed and course
of the adversary fighter T1 are ignored. At time ¢,
the reported position and the true position of the adver-
sary fighter T1 are shown in Fig. 7 after fighter Al
received the target indication information from command
post D1.
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Fig. 7 Reported and true positions of adversary fighter T1 at time ¢

We denote the true polar-coordinate position of adver-
sary fighter T1 as (r,@,[) and calculated the correspond-
ing detection probability P(r,a,) of fighter T1 by fighter
A1 with its fire control radar turned on as follows:

P(r,a.p) = {0’ (re.f) € 54 (16)

f@), (rna.p)es,

where S, indicates the cone area of radar detection of
fighter A1, d indicates the distance from fighter Al to the
true position of adversary target T1 and f(d) indicates the
function of detection probability, which is calculated
based ondistance d. Function f(d) is related with the
characteristics of the radar itself. Considering that the true
position of adversary fighter T1 is in a spherical space,
the detection probability of adversary fighter T1 at time 7
by fighter A1 is calculated as follows:

j:" j:" jol P(r,,B)drdadB
e

where [ indicates the position measurement error of
adversary fighter T1. Assume the fire control radar of
fighter A1 was turned on at time ¢. Then the condition of
the radar to lock the adversary fighter is that the adver-
sary fighter can be detected by the radar continuously
from time ¢ to t+ 7T, where T is a constant whose value is
related with the radar itself. The lock probability of
adversary fighter by fighter A1 is calculated as follows:

IHT P(n)dt
P, = ’T (18)

It should be noted that the relative positions between
fighter A1 and adversary fighter T1 during the time inter-
val [t,1+ T] needed to be considered when calculating the
probability P,. Since the time interval is relatively short,
we assume that the speed and course of adversary fighter
T1 as well as the speed of fighter Al remain unchanged
while fighter A1 turns to the front of the adversary fighter
at a uniform angular velocity.

Secondly, we further take the measurement error of the
speed and course of the adversary fighter into considera-
tion. The reported position and course of adversary

P(t) =

(17

fighter T1 are shown in Fig. 8. We represent its ground-
truth course with an arrow pointing from the reported
position to a polar-coordinate point (4,y) on a unit circle
with its center as the origin point. The circle plane is
perpendicular to the reported course of the adversary
fighter and the intersected point is the center of the unit
circle.

The unit
circle

Measurement

Reported error of course
P

course of T1

Repoﬁed N\
position of T1 True course
of T1

Fig. 8 Reported position and course of the adversary fighter of the
blue force

Recall that the detection probability of the adversary
fighter at time ¢ is P, in (18) when the measurement
errors of its speed and course are not considered. As the
value of P, is affected by factors v,4 and y, we denoted
it as Po(v,4,y), where v indicates the speed of the adver-
sary fighter. The measurement error of speed is noted as
Av and the measurement error of course is represented
with a unit circle plane above. In this way, the average
detection probability P{** of adversary fighter T1 by
fighter A1 could be calculated as follows:

2n 1 v+Av
o 7], ], Pataydvdady
A 2Avm '

According to (8), the force of information influence
from the command post D1 to fighter Al of the red force
was calculated. The experimental results are shown in
Fig. 9, assuming the adversary fighter T1 already entered
the radar detection area of fighter Al.

(19)
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Evaluation of force of information influence from com-

As can be seen from Fig. 9, after adversary fighter
T1 entered the radar detection area of fighter Al, the
information entropy of fighter Al exhibited a down-
ward trend while the force of information influence from
command post D1 to fighter Al exhibited an upward
trend. This indicates that the target indication informa-
tion sent from command post D1 contributed signifi-
cantly to the detection of adversary fighter T1. Next, we
evaluated the force of information influence from com-
mand post D1 to fighter A1 when varying the informa-
tion accuracy. The experimental results are shown in
Fig. 10.

As can be seen from Fig. 10, the higher the informa-
tion accuracy, the larger value the average force of infor-
mation influence tends to have. The result indicates that
there is a positive correlation between the information
accuracy and the force of information influence from
command post D1 to fighter Al.
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Fig. 10 Evaluation of the force of information influence from com-
mand post D1 to fighter A1 when varying the information accuracy

5. Conclusions

This paper studies how to evaluate the information circu-
lation between C4KISR system nodes of sensing, intelli-
gence processing, decision making and fire attack in the
dynamic battlefield environment. We propose a frame-
work of force of information influence for the four types
of nodes in C4KISR system. Firstly, we propose the basic
framework of force of information influence force
between nodes and the corresponding mathematical defi-
nition. Secondly, based on the theory of information
entropy, the models of force of information influence
between nodes of sensing (O), intelligence processing
(P), decision making (D) and fire attack (4) are estab-
lished. Thirdly, the feasibility and effectiveness of our
framework of force of information influence are evalu-
ated under a simulated air defense and attack scenario.
Our future work is to evaluate our framework of force of
information influence in practical systems and apply it for
the design and optimization of C4KISR system.
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