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Abstract: In the field of model-based system assessment,
mathematical models are used to interpret the system behaviors.
However, the industrial systems in this intelligent era will be
more manageable. Various management operations will be
dynamically set, and the system will be no longer static as it is
initially designed. Thus, the static model generated by the tradi-
tional model-based safety assessment (MBSA) approach cannot
be used to accurately assess the dependability. There mainly
exists three problems. Complex: huge and complex behaviors
make the modeling to be trivial manual; Dynamic: though there
are thousands of states and transitions, the previous model must
be resubmitted to assess whenever new management arrives;
Unreusable: as for different systems, the model must be resub-
mitted by reconsidering both the management and the system
itself at the same time though the management is the same.
Motivated by solving the above problems, this research studies
a formal management specifying approach with the advantages
of agility modeling, dynamic modeling, and specification design
that can be re-suable. Finally, three typical managements are
specified in a series-parallel system as a demonstration to show
the potential.
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1. Introduction

Model-based safety assessment (MBSA) [1,2] is an indis-
pensable branch of system engineering [3]. As for a sys-
tem design document, MBSA merges safety assessment
models, such as the continuous time Markov chain
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(CTMC). They consider the complex behaviors of the
system [4,5], and handle the safety requirements verifica-
tion [6,7], time indicator calculation, etc. [8,9]. Normally,
the assessment result helps to resubmit an improvement
of the dependability of the system’s design. However, the
system will not always be static as it is initially designed
during its whole life. Various management requirements,
such as downtime maintenance, are dynamically set for
the system to optimize the system’s service [10,11].
These management requirements will always affect
the system’s dependability. Although faulty behaviors
can be successfully considered in traditional manual
approaches, there is still a lack of a formal method to
stochastically specify the various managements into the
models.

Model generation depends on the skill of the system
analyst, and the challenges are as follows.

(1) Complexity specifying: if the system’s scale and
behavior complexity increase, the management modeling
task becomes trivial and the assessment accuracy
decreases [12—14].

(i) Dynamically specifying: as the management is
dynamically set for the system, the models should be
resubmitted whenever a new management requirement
arrives. It is not possible to employ a group of analysts
responsible for this work during the whole lifetime of the
system [15,16].

(iii) Multiply specifying: the management specifica-
tion is not reusable. Although the same requirement is
applied, the safety assessment model must be resubmit-
ted for different systems, regardless of the scalability and
complexity of the system [17,18].

However, the existing MBSA framework cannot han-
dle formal, automatic, dynamic, and general modeling
solutions to overcome the abovementioned challenges.
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Graphical interface for reliability forecasting (GRIF) [19]
has some basic packages for the dependability model
generation, such as the Markov chain package and fault
tree package. In GRIF, all the management-specified
behaviors should be established manually. Management
specifications are far from formalized and dynamic. The
Boolean-driven Markov process (BDMP) [20] uses the
tree models to automatically generate the Markov model.
The operator establishes logic gates according to the
structure and assigns the leaves according to the compo-
nents’ behaviors. Particularly, the triggers in its model are
applied to denote the happening sequence of the compo-
nents, which is similar to the destination of expressing
management requirements. However, these triggers can
only describe the limited failure-related operations, such
as cold redundancy management (after the main compo-
nent breaks down, the expletive component starts to
work). It is unable to model repairing-related manage-
ment. AltaRica [21] is another normally used modeling
tool, in which the design document and verification task
of the safety critical projects can be programmed. It has
rich interfaces with system models such as system model-
ing language (SysML) [22], Event-B [23], and UPPAAL
[24], and these interfaces strongly enhance its modeling
ability. However, aiming at the management expression,
AltaRica only handles it by manually detailed coding pro-
grams. This loses formalization and increases the com-
plexity of model generation.

This study aims to achieve a formal management-spe-
cifying approach to assess the systems in the form of the
CTMC model. The specifying approach is achieved by
converting the CTMC into an event-driven automaton
(EDA) and designing the specification automaton based
on multiple management requirements. With the help of a
safety assessment model synchronized with the specifica-
tion automaton, the system assessment model will be gene-
rated.

The main advantage of this study is: there is no need to
modify the previous CTMC assessment model due to that
any new management requirement can be specified by
further synchronizing its coherent specification automa-
ton. In addition, the same management requirement speci-
fying the task is solved by following the same establish-
ing principle for different systems.

In this study, a formal management specifying
approach with the advantages of agility modeling,
dynamic modeling, and specification design is proposed
to be used in a series-parallel system. Firstly, the back-
ground, big issues, and basic models are reported. Se-
condly, the formal specifying approach to solve the prob-

lem is used. Finally, a benchmark to further interpret the
solution is applied. Through this paper, three widely
applied system management requirements, “system down-
time maintenance (DM)”, “component first failed first
repaired (FFFR)” and “special component has the prio-
rity to be repaired (PtR)”, are specified in the availability,
reliability and maintainability CTMC models in a series-
parallel system.

1.1 CTMC model

As a stochastic process, the Markov process is named by
the Russian mathematician Andrey Markov. System per-
formances are described as variable states, and the transi-
tions are used to illustrate the relationships among the
states. The Markov process has the memoryless property:
if the value in the current state is already known, the vari-
able value in the next state only depends on this current
state without recalling the system’s history [25]. The dis-
crete-time Markov chain and CTMC are two model
branches of the Markov process. The discrete time
Markov chain model is regarded as a system driven by a
common time clock, and the transitions among the states
are distributed by probability. In contrast, the CTMC con-
siders the occurrence rate of various events, while these
events contribute to state transit [26]. A CTMC describes
a faulty/repairable system from the viewpoint of safety
analysis. There are two states, an initial system working
state and a system broken down state, and the transitions
are driven by real time, denoted by failure rate and repair
rate. If the CTMC is achievable, the equivalent transition
matrix and state equation are achievable, which makes
mathematical calculations possible [27,28]. As the
CTMC is naturally suitable for describing the systems,
and its calculating function can be used for the assess-
ment task, the CTMC is a widely applied modeling
approach in model-based safety analysis. With the help of
the Laplace solution, the CTMC assesses the system by
calculating time indicators: for availability CTMC A(?), it
calculates the mean time before failure (MTBF); for relia-
bility CTMC R(?), it calculates the mean time to failure
(MTTF); for maintainability CTMC M(%), it calculates the
mean time to repair (MTTR) [29-31]. The assumption of
the CTMC to transition matrix is: (i) the rate is the hap-
pening rate of the transition; (ii) the sum of the happen-

n

ing rate xi should be “17, in =1, which means all the
possibility is considered.
1.2 Availability CTMC model

Both the failure and repair system characteristics are con-
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sidered in availability model. The definition of the avail-
ability function is denoted by A(?); in a certain situation,
the rate of the system contributes its function at a certain
time ¢. The availability CTMC model presents all the pos-
sible functional and dysfunctional situations by state,
while the model transition presents the possible failure
rates and repair rates [32].

State 1 is the initial state, which means the system is
initially working healthily. And, by failure rate “A”, the
system breaks down to state 2. From state 2 to state 1, the

@, 9

system can recover by a successfully repaired rate “u”.
1.3 Reliability CTMC model

The performance during healthy working to breaking
down is depicted in the reliability model. Reliability is
defined to be in a certain situation, and in a certain period
(0, 7), the system achieves its desired function. At time
=0, the system is working completely healthily, and at
time =T, total breakdown occurs in the system. In the
meantime, in (0, 7), the rate of the system ability to
achieve its function is denoted by R(#) and O<R(f)<l
[32].

The model starts from state 1 (healthy state); by a fail-
ure rate of A, the system breaks down to state 2, and then,
this model ends.

1.4 Maintainability CTMC model

The characteristics from breaking down to finally healthy
operation are depicted in the maintainability model. The
definition of the maintainability function, denoted by
M(?), is the system successfully recovering its rate in a
certain situation in a demanded time period (0, 7). After
the failure occurring in this repairable system, as a quan-
tification description of system reparability by rate, M(?)
is: at the beginning time =0, the system is in the failure
situation, and before =T, the system recovers to a healthy
function.

The initial state of the maintainability model is state 2
(describing the system starting from the brokendown
state); by a successfully repaired rate “u”, the system
reaches healthy state 1, and then, the model ends [32,33].

2. Management-specifying approach

This part studies the management-specifying approach.
Subsection 2.1 generally introduces the workflow of this
approach, and it mainly has two important steps: the first
step is to convert CTMC to EDA, which will be pre-
sented in Subsection 2.2; the second step is to design the
specification automaton to specify the MBSE models,
which will be presented in Subsection 2.3.

2.1 Management-specifying proposal
The work of Ionescu enables the CTMC model to be

transformed with EDA by regarding the occurrence rate
of the transition events directly presented by the events
[34]. Therefore, when only focusing on the events and the
local component transition events are unique (although
the component transition event rate values are probably
the same, it is supposed that the events are also unique),
the occurrence rate of the events in the CTMC can be
equivalent to the transition events in EDA [35].

Based on the specifying solution in discrete event sys-
tem theory [36,37], management can be modeled as spe-
cification automata. After the synchronization of EDA
and specification automata, EDA is able to contain speci-
fying information.

As it is depicted in Fig. 1, this specifying solution is

Transforn:
CTMC to EDA

Availability, reliability,
maintainability CTMC

Synchronize

Management Specification

requirement = automation

Specified Transform: Specified
CT™M EDA to CTMC EDA

Fig. 1 Management requirements specifying the algorithm

(i) Based on the system structure and the component
behaviors, the availability, reliability, and maintainability
CTMC models are established as normal.

(i1) These CTMC models are translated into EDA.

(iii) According to the management, the specification
automata are designed. The synchronize operation of
EDA with specification automata produces the specified
safety EDA models.

(iv) The specified EDAs are translated back into
CTMC:s for the purpose of assessment.

2.2 Equivalence model conversion: CTMC and EDA

Explained in (1) and (2), the system behavior is described
as a discrete language L. L, can be regarded as the
union of sublanguages associated with every state, and
sublanguage L; associated with state xi is defined as the
universe of event sequences, while the events drive the
system from the initial state to the considered state xi:

Lsys: UL: (1)

Based on Arden’s rule [38,39], the CTMC can be pre-
sented by a sequence of events instead of the event occur-
rence rates. In (2), A and B are the universe set of event
sequences, and the sublanguage L, is as follows:

L=LA+B. )
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If e¢ A, (2) has a unique solution: Ll-:BA*, (')* is adju-
gate matrix. If £€ A, based on (2), the solution is
L,-=(B+C)A*, where ¢ is the empty set, ¥ is the event set
and CC .

The CTMC is defined by the following:

CTMC = (ch; Emc; 6mc; q0mc) (3)

where Q,.is the state set, E,, is the transition set, 8, is
the transition function explaining the state evolution rela-
tionship excited by the transitions, and g, is the initial
state. Based on CTMC definition and the system can be
presented by the union of sequences of event-associated
states, the states xi union in (1) is equivalent to the state
set in the CTMC:

{xi} = O “4)

The transition function in the CTMC describes the

transition relationship between states and focuses on the

events causing the state transition. The transition func-

tion J,,. in the CTMC is equivalent to the system describ-
ing language Ly

6mc < ULI (5)
The EDA is defined as follows:
EDA = (Qkrpa; Eepai Oepas qoepas Gmepa) (6)

where Qgpa is the state set, Egp, 1S the transition set, dgpa
is the transition function, gogps is the initial state, and
gmepa 18 the marked state. By the same principle, accord-
ing to (1) and (2), we can also obtain the state set:

{xi} = QOgpa- 7

Additionally, the transition function is described by the
system describing language:

OEpa © UL[- (8)

Assume e,, is one of the system events, and it causes

CTMC

the state to evolve from one state x to another state y by
the rate of R-e,,. Because the CMTC and EDA describe
the same system, the conclusion is as follows:

Okpa = {xi} = One, )
6mc Cd ULI 4 6EDA (10)

which can be further explained as follows:

In EDA, 8gpa (%, €,,) = .

It is equal to the following:

In CTMC, 6, = (x, e,,) =, and by the rate R-e,,.

For example, in Fig. 2, the models describe repair with
an initial working state SO and a failure meaning state S1.
The failure event (denoted by f|) occurs at the rate 4, and
the system successfully repairing operation (denoted by
r;) occurs at the rate x. According to (1) and (2):

L =Lf
(11)
Lz = Ll I
where L, = (L, r;)f;, and the solution is as follows:
L, =)
{ 1 ( 1 1)* ) (12)
L, = (fir)f,

Therefore, for the conversion of the CTMC and EDA,
the events drive the state transition, and each event has an
occurrence rate shown in the middle of Fig. 2; thus, the
state set is as follows:

Onc = {S0, S1} = QOgpa. (13)
In CTMC,
Fue (S0,4) = S1
{fmc (S1,u,)=S0"
In EDA, which is equal to the following:
Jepa (SO,f,) = S1, by the happening rate A
{fEDA (S1,1;) = SO, by the happening rate u

SO S1

EDA

Fig. 2 Model conversion between CTMC and EDA

2.3 Management-specifying method by using an
EDA synchronize operation

In the field of discrete event system theory application,
the specification automaton is designed to contain the
specifying information. With the synchronize solution of

the EDA and specification automaton, management-spe-
cifying demand is achieved. The specification automaton
is defined as follows:

SP = (Qsp; Esp; Osp; Gosp; Gmsp) (14)

where Qgp is the state set, Egp is the transition set, dgp is
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the transition function, gosp is the initial state, and g,,sp is
the marked state.

Then, the result of the synchronize operation (denoted
“//”y [37] is also an automaton, and this specified automa-
ton (denoted “SPA”) is defined as follows:

SPA = (QOsea; Espa; Ospa; Gospas gmspa)= EDA// SP =
Ac(Qepa X Osp; Expa U Egp; Ospas
GoepA X qosp> gmEDA X Gmsp)

(15)

ER)

where Ac is the accessible part, and the symbol “X
denotes the Cartesian product [40,41] between the state

Input |
Gl e

(a) Series system

(c) SP1
Fig. 3

In Fig. 3, series system is the availability model of this
system:

{EDAI = (Qepa1; Erpai; Orpat; oepats §mepatl)

, (16
Oroar = {W1.W2,W1.B2,B1.W2,B1.B2} (16)

these states respectively mean: both G1 and G2 are work-
ing; G1 is working, but G2 is broken down; G1 is broken
down, but G2 is working; and both G1 and G2 are bro-
ken down.
(Oppa (x,€).05p (v,€)), €€ EgppaNEgp
(Oppa (x,€).y), €€ Egpa\Egpa N Esp
(x.05p (y,€)), €€ Egp\Egpa N Esp
undefined, otherwise

Osea ((x,¥),€) =

a7

For Egpa; = {f}, f3, 1, 12}, these events represent: the
failure event of Gl, the failure event of G2, the repair
operation of G1, and the repair operation of G2, respec-

1593

set or transition event set.

The transition function of SPA is inspired by the transi-
tion function of SP and EDA, and it is explained by the
following equation. Here, the symbol “\” denotes the
complement set operation in (16).

Assume the following management requirement: among
all the components in the system, the most important one
owns the priority to be repaired firstly. Fig. 3 shows a
series-structural system constructed by G1 and G2. When
both of these components are broken down, G1 has the
priority to be repaired first.

I
(b) Availability EDA1

I
)
B1.W2.S1
I,
f,
N

f, B1.B2.SI
(d) SPAI=EDA1//SP1

“G1 has the priority to repair” model specification

tively.

The transition function Sgps; that evolves the states is
shown in Fig. 3. According to the management require-
ment, when both components are broken down (state
B1.B2), the first repair operation should be distributed to
G1, which means that transition B1.B2 > W1.B2 is legal
and transition B1.B2 = W1.B2 is illegal. Therefore, to
express a management requirement, the illegal transition
should be dismissed by a formal solution.

In Fig. 3, the specification automaton SP1 is

SP1 = (QSP] s Egpy ;6sp| >qosp1 ;qmspl) (18)

where Qgp; = {S0,S1}; Egpy = {f1,5,,11,12}; qospr = {SO};
and g,sp1 = @. The transition function is as follows: the
self-loop events of SO are {f,,r;,r,}, driving no state evo-
lution from SO to S1, since these events do not break the
management requirement. Then, the transition from state
SO to S1 is event {f|}; the statement “if f; happens, the
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requirement should begin to be respected” is considered;
the self-loop of S1 is {f},f,}, where there is no repair
operation r, or 1,, since after f; happens there should be
no repair operation distributed onto G2 and r, will be fur-
ther treated; from S1 to SO is repair operation r,, since
after f; happens G1 should be repaired and turns to the
initial state.
The synchronize result of SP1 and EDA1 is

SPA1 = (Qspai; Espar; Ospats Goseats Gmspal) =

EDA1// SP1 =
Ac(Qepar X Ospi; Expar U Espr; Ospars
qoepat X Gosp1s gmepal X Gmsp1) (19)

where QOrpar X Osp1 = {W1.W2.S0,W1.B2.S0 ,B1.W2.
S1,B1.B2.S1}, Egpai U Esp; = {f},f5,11,15}, and goepa; X
qosp1 = W1.W2.S0; it is not necessary to denote the
marked state in application ¢,.sp; X ¢usp1 = @

Based on (17) and because Epps=FEgsp;, this always
belongs to the case e € Egpy NEsp, and the transition
function is achievable:

Ospar ((x.y),€) = (Oepai1 (x,€) .Osp1 (¥, €)) (20)

where e € Egpa; N Egpy .

As EDA1 and SP1 are given and then generated from
Oepa1 and dgp;, the synchronized result transition func-
tion dgpa; 1S achieved, as shown in Table 1.

Table 1 Management requirement satisfying the transition function of SPA1

SPA1 transition function Transition event

EDAI1 transition function SP1 transition function

ospa1 (W1.W2.S2),f;) = B1.W2.S1 f,
ospa1 (W1.W2.S1),r1) = W1.W2.52 I
ospa1 (W1.W2.S2),1,) = W1.B2.S0 f,
ospa1 (W1.B2.S2),1rp) = W1.W2.S2 I,
ospal (W1.W2.S2),f1) =B1.B2.S1 f,
ospar (B1.B2.S1),11) = W1.B2.52 )
ospa1 (B1.W2.S1),f,) = W1.B2.S1 f,

Sepal (W1L.W2),f;) = B1.W2
0gpAl (W1.W2),1r1) = WL.W2
0epa1 (W1.W2), 1) = W1.B2
0epa1 (W1.B2),10) = W1.W2
oepa1 (W1.B2),f;) =B1.B2
depa1 (B1.B2),r;) = W1.B2
oepal (B1.W2),15) = W1.B2

Oepa1 (S2,f1) = S1
6gpA1 (S1,11) =S2
Oepa1 (S2,f) = S0
OEpA1 (S0,12) = S2
Oepa1 (S2,f1) = S1
Ogpa1 (S1,r1) = S1
Oepa1 (S2,f) = S1

This transition function satisfies the management
requirement because there is no transition event from
state (B1.B2.S1) to state (B1.W2.S1). The transiting
detail is shown in Fig.(c). The self-loop events of S1 is
only {f,, f,} without “r,”, so in SP1, it can be explained
by spi(S1,1,) = @ #S1. In SPA, the calculation of the
value in Sgpa; (B1.B2.S1),1,)is

Since dgp; (B1.B2),r,) =B1.W2 and 6¢,(S1,1,) =@,
then

Ospar ((x.y),€) = (6gpa1 (x,€).0sp1 (1, €)) (21)

Where
eec E E P
{ EDA1 SP1 i (22)

1; € Eppa; N Egpy = {f, 15,1, 15}

Osear ((B1.B2).S1),1,) =
(0epar (B1.B2),15).05p; (S1,15)) =
(B1.W2).2) & Epay =
@ # (B1.B2.S1), (23)

where this state does not exist. As the synchronization
result has been dismissed, the G2 repair operation event r,
from both components is a broken down state (B1.B2.
S1), and the management requirement is satisfied.

In summary, whenever a management requirement

arrives, the CTMC can be translated into EDA. The SP
(specification automaton) is designed. By the synchro-
nization operation of EDA and SP, the SPA can be
achieved. Translating SPA to the CTMC model, a man-
ageable CTMC that satisfies the management require-
ment is generated.

3. Management requirements specifying the
benchmark

Various management requirements are set in a practical
application process, and the variety of system architec-
tures and system behaviors further adds to the complex-
ity of generating the model. This solution has the advan-
tage of agility. Facing various CTMC models, one kind of
management requirement has one consistent specifying
solution. For example, in Fig. 3, the system architecture is
a series of working systems constructed by two compo-
nents, and in Fig. 4, the system architecture is a series-
parallel working system constructed by three compo-
nents. Obviously, these two different systems have diffe-
rent availability models. However, if the management
requirement demand is the same as “One of the compo-
nents has the priority to be first repaired”, the specifica-
tion automaton must be uniform, as depicted in Fig. 3(c)
and Fig. 5(c). Moreover, this uniform specification
automaton design is suitable for all CTMC models.
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input output
Gl }
(a) Series-parallel system
B1.W2.W3

f
WI1.W2.W3

B1.B2.W3

(c) Reliability EDA

WI1.W2.B3

(b) Availability EDA

W1.B2.B3

WI1.W2.B3
W1.B2.W3

B1.W2.B3
I

B1.B2.W3 WI.W2.W3

B1.B2.W3
(d) Maintainability EDA

Fig. 4 EDA models

Maintenance

(a) DM1

(c) PtR1

maintenance W1.W2.W3

W1.B2.B3.SO

S2.W1.W2.B3

Detect

S0.W1.W2.B3
f,

S2.B1.W2.B3

f,

f.
S3.B1.B2.B3

(b) Availability EDA/DM1

f W1.B2.W3.S0

W1.W2.B3.SO

T3

B1.B2.B3.S1

B1.W2.B3.51 f,
(d) Availability EDA//PtR 1
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(e) FFFR1
“f,

(g) Series-parallel system

Input output

S0.S0.W1.
W2.W3.50

S0.W1.W2.W3

S3.52.B1

S4.54.B1.
B2.B3.S1
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S2.W1.W2.B3

S3.W1.B2.B3
S3.W1.B2.W3

S4.W1.B2.B3

S0.B1.W2.W3
T S4.B1.B2.B3
(f) Availability EDA//FFFR1

Maintenance SO.W1.W2.W3

S3.S1.B1
B2.W3.S1

f S4.83.B1

B2.B3.S1

f,
$3.83.W1.B2.B3.50

S3.S4.W1.B2.B3.S0

(i) Availability EDA/DM1//PtR1//FFFR1

Fig. 5 Availability model specified by various management requirements

As the management requirements are uncountable in
reality, this part offers a benchmark for three widely used
management requirements: DM, PtR, and FFFR. A series-
parallel system is used to study this specifying solution.
Component G1 has PtR for its relatively important posi-
tion. Components G2 and G3 are repaired according to
FFFR, assuming that G2 and G3 are lying in similar posi-
tions. The whole system needs a DM at the initial state,
and all the components are healthy (“test” behavior for
beginning of maintenance and “recover” behavior for sys-
tem recovery to work). These management requirements
are specified for availability, reliability and maintainabi-
lity models. Based on the algorithm shown in Fig. 1, as
the converted CTMC and EDA are already introduced,
this example begins from the system EDA models. After
the specified EDA models are achieved, the specified
CTMC will be reasonably achievable.

3.1 Repairable series-parallel system

To illustrate the specifying method of different manage-
ment requirements, a typical series-parallel system is

studied. Depicted in Fig. 4(a), this system is constructed
by three components, G1, G2, and G3, and they are all
repairable if broken down. G1 treats the system input, and
its output feeds the input of G2 and G3. G2 and G3 both
contribute their output to the system’s production.

Moreover, as shown in Table 2, each of these compo-
nents has unique behaviors, which means that the transi-
tions in the CTMC model and EDA model are unique (4,
is the failure rate, f; is the failure event, y; is the success-
fully repaired rate, and r; is the successfully repaired
event).

Table 2 Transition equivalence conversion

CTMC EDA
Transition Transition By rate
A f, A
A f, A
As f; A3
M n H
o I, H
s I3 H3
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According to the definitions of availability, reliability
and maintainability, the corresponding models are estab-
lished in Fig. 4. Availability denotes the system initially
working healthily. With the possible failures of each
component, the system is totally broken down, and each
component can be repaired. Reliability only focuses on
how the system breaks down, and maintainability only
focuses on how the system recovers, while during break-
down and recovery, the components can be further bro-
ken and repaired in a timely manner. For the state names,
“Wi” is the “working” situation of Gi, and “Bi” is the
“broken down” situation of Gi. For example, in the relia-
bility model, the models start from W1.W2.W3, which
means that these three components are all working
healthily. Whenever G1 breaks down by f;, the system
comes to B1.W2.W3, which means G1 is broken down
and G2/G3 are working healthily, and then the model
ends because the system is totally broken down.

3.2 Availability model-specifying approach

The downtime maintenance management requirement-
specifying solution is illustrated by a new state in which
the maintenance operation is added to the original avail-
ability model. From the initial state in which all the com-
ponents are working well, driven by the system test ope-
ration, the system reaches the maintenance state. After
maintenance, driven by the “recover” operation, the sys-
tem recovers to work. In Fig. 5(a), the automaton is
designed by the semantic “keep the availability model as
original and adding a maintenance state into the model”:
first, the maintenance state changes from the initial state,
and then, the transition between states S0, S2, S3, and S4
are {f}, f,, f;} and {r,, r,, 13}, describing the availability
model. “From the initial state, a stochastic state is
reached, and the failure of G1, G2, and G3 occurs, as well
as the repair operations”. Based on (3), the synchronized
result of the specification automaton and original automa-
ton is in Fig. 5(b). This result satisfies the management
requirement by adding a state (maintenance.W1.W2.W2)
that represents the system maintenance operation driven
by “test” and “recover” events.

Already introduced in the example of the series system
in Fig. 3, because Gl is the priority and the first to be
repaired, the specification automaton PtR1 in Fig. 5 is
designed: in case the failure of G1 happens (in PtR1, the
transition is SO - S1), no repair operations of G2 or G3
should happen while the only allowed repair rl if return-
ing to the initial state. The specified model is Availabi-
lity EDA//PtR1, which satisfies the management require-

ments; for example, state B1.B2.B3.S1 indicates that all
components are broken down, and the output transitions
of this state have only one repair r;: “until component G1
is repaired, G2 and G3 are allowed to be repaired”.

Components G2 and G3 should follow the “first failed
first repaired” requirement, and the specification automa-
ton is depicted in Fig. 5(e). From the initial state, there
are two failure events, G2 and G3. for SO 5e1h S3, in
state S3, G2 fails before G3, so the output repair opera-
tion is designed as S3 3» S2 5 S0, where G2 is repaired
before G3; for SO > S2 > S4, in state S4, G3 fails before
G2, so the output repair operation is designed as
S4 5 815 S0, where G3 is repaired before G2. More-
over, the self-loop state always contains the behaviors {f,
r;} of Gl. This self-loop design illustrates the specifica-
tion automaton only aimed at G2 and G3, without chang-
ing event sequences belonging to G1 (no transition func-
tion activated for f| or r; according to the transition func-
tion of FFFR1 and availability EDA). Based on (3), the
synchronized result shown in Fig. 5(f) satisfies this man-
agement requirement.

For some cases, after the system has been specified by
one requirement and another requirement comes as a sup-
plement, there is no need to design a specification
automaton to contain all the information of these two
management requirements. With the precondition that
“The multiple management requirements aiming at one
system are not conflicting”, this research offers a stochas-
tic multi-specifying function by continuously varying
specification automata, where each specification automa-
ton contains one kind of management requirement, with-
out the necessity of modifying the previous models
regarding compatibility. For example, as shown in Fig. 5,
as series-parallel system management requirements are as
follows: (i) G1 has the priority to be first repaired, as pre-
sented by PtR1; (ii) G2 and G3 share the “first broken
down, first repaired” condition, as presented by FFFRI;
(iii) the system needs downtime maintenance, as pre-
sented by DM1. These multiple management require-
ments are comprehensively specified into the system
model by synchronizing the refereed specification mo-
dels EDA//DM1//PtR1//FFFRI1.

In Fig. 5(b), from the initial state SO.W1.W2.W3, there
exists an output transition “detect”, and it comes to state
“Maintenance”. With a transition “recover”, the system
goes back to the initial state. It can be read that this
sequence “S0.W1.W2.W3 2%, Maintenance ——5 S0.
W1.W2.W3” makes the system satisfies the requirement
“DM ”. In Fig. 5(d), the states “B1.W2.B3.S1 7,
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“B1.B2.W3.S1 7, “B1.B2.B3.S1 ” respectively means
“Component G1 breaks, G2 works, G3 breaks”, “Gl
breaks, G2 breaks, G3 works ”, and “Gl breaks, G2
breaks, G3 breaks”. These states all have the case that G1
and the other components breaks down at the same time.
The repairing sequences of these states are
“B1.W2.B3.S1 5, B1.B2.W3.S1-, B1.B2.B3.S1 5",
which makes the model satisfies the requirement that G1
has the priority to be first repaired (PtR). In Fig. 5(f), the
failure sequence “S0.W1.W2.W3 - S2.W1.W2.B3 —
f,S4.W1.B2.B3” means that G3 first breaks down and
then G2 breaks down, so their repair sequence is
“S4.W1.B2.B3 > SL.WI.B2.W3 = S0.W1.W2.W3”,
which means the first breaks down first repaired manage-
ment is satisfied. The all the other of cases “failure and
repair” for G2 and G3, for example S1.W1.B2.W3 and
then S3.W1.B2.B3. The model satisfies the management
FFFR. Furthermore, this verification of the requirement
satisfaction is also suitable for the availability EDA/DM1//

B1.W2.W3

B1.B2.W3

(a) Relilability EDA

(b) DM2

PtR1//FFFR1 and also suitable for Subsection 3.3 and
Subsection 3.4.

3.3 Reliability model-specifying approach

The reliability EDA of the series-parallel system shown
in Fig. 6 presents the system from the initially healthy
working to the system broken down, and this reliabi-
lity EDA naturally satisfies the management require-
ment “G1 should be repaired first” because if G1 is bro-
ken down, the model stops without applying a further
repair operation to G1 (state B1.W1.W2, state B1.W2.B3
and state B1.B2.W3 are absorbing states); addition-
ally, this reliability EDA also satisfies “G2 and G3 are
first broken down and first repaired” because when G2
and G3 are both broken down, the reliability model stops
without a further repair operation (state W1.B2.B3 is an
absorbing state). Therefore, the only management
requirement that should be specified is downtime mainte-

nance.

S3.B1.W2.W3

S0.W1.W2.W3
Recover

SL.WIL.W2.W3
S2.W1.W2.B3
fi
S3.B1.W2.B3
(¢) Reliability EDA//DM2

Fig. 6 Reliability model specified by downtime maintenance management requirement

The downtime maintenance management requirement
specifying automaton DM2 is shown in Fig. 6, since the
same establishment principle is already introduced in
DM1, which is: adding a maintenance state to present
downtime operation from the initial state. Moreover, the
transitions among S0, S2, and S3 are applied to describe
the behaviors of the reliability EDA, ensuring that the
synchronized result will remain the same transition situa-
tion as the reliability EDA. Based on (3), the synchro-
nized result is reliability EDA//DM2, which satisfies this
management requirement.

3.4 Maintainability model specifying approach

Unlike the reliability and availability models, the initial
state of the maintainability model is B1.B2.B3, because
the maintainability model assesses the system characteris-

tics recovering from the total broken down state to work-
ing state. Aiming at this series-parallel system, the man-
agement requirements “G2 and G3 first fail and are first
repaired ” or “system downtime maintenance ” are not
suitable; the only specifying task is for “G1 has the prior-
ity to be first repaired”.

In Fig. 7, transitions between states SO and S1 allow
component G1, “repair” and “failure”, and transitions
from states S1 to S2 further repair G2 and G3. This speci-
fication automaton design can ensure that the model can
freely repair G1, and after G2 or G3 is further repaired,
the series-parallel system recovers to a healthy state.
Then, the maintainability model stops, without the possi-
bility of failure occurring in G2 or G3 (depicted in PtR2,
where state S2 is an absorbing state); thus, the manage-
ment requirement is satisfied.



XU Changyi et al.: Formal management-specifying approach for model-based safety assessment 1599

V1 W2 B3
W1B2B3 1, "I W2B3

W1.B2.B3

B1.B2.W3

I WILW2.W3

B1.W2.W3
(a) Maintainability EDA

B1.B2.B3.S0

fi .
W1.B2.W3.82
rI

W1.B2.B3.S1

W1.W2.B3.S52

(b) PtR2

(¢) Maintainability EDA//PtR2

Fig. 7 Maintainability model specified by priority to be first repaired management requirement

According to (3), the specified result is shown in main-
tainability EDA//PtR2, where the management require-
ment is satisfied.

This approach can be developed to be a safety-assess-
ment tool package as a software plug-in of the engineer-
ing tools. This application could serve the full life cycle
of the industrial systems.

In the system designing stage, the hardware structure is
integrated to be the EDA, and the planed managements
are integrated to be the specification automata (SP). By
synchronizing EDA and SP (SPA=EDA//SP), the speci-
fied models (SPA) which fuse the managements and the
system structure are made. After several times of itera-
tions and upgrades, a safety critically considered system
is able to be produced.

In the operation and maintenance stage, various situa-
tions can timely happen to the industrial system, for
example, A: objective change, B: new management plans,
C: maintenance requirements, etc. Whenever these new
managements arrive, the system operators work on the
tool and assign the corresponding SPs (SP-A, SP-B and
SP-C) and the dynamic specified model SPA=EDA//SP-
A//SP-B//SP-C is obtained. Dynamic reliability, availabil-
ity and maintainability models are handled, as well as
model-based assessment can be realized in actual system.

4. Conclusions

This research provides a stochastic management require-
ment specifying approach for system assessment CTMC
models by converting the CTMC model into EDA mo-
dels and designing specification automata based on vari-
ous management requirements. After the synchronize,
operation is applied to the specification automata and the
system EDA models, a management requirement speci-
fied system EDA model is obtained. With the further con-
version from EDA to the CTMC, the management require-
ment specified CTMC is achievable, and the system can
be assessed considering the management requirements. In
this paper, a benchmark of a series-parallel system con-

structed by three faulty and repairable components is
applied, while three popular applied DM, PtR, and FFFR
management are specified in the availability, reliability,
and maintainability model of this series-parallel system.

Due to the agility of this approach, with the precondi-
tion of “the multiple management requirements aiming at
one system are not contradictory”, one principle specifi-
cation automaton is established according to one kind of
management requirement. Moreover, in case multiple
management requirements are set, the specifying solu-
tion is illustrated by multiplying and synchronizing the
corresponding specification automata.

By the normal approach of merging the safety assess-
ment model based on the system architecture and system
behaviors, if one new management requirement is set in
the system, the safety model should be resubmitted to sa-
tisfy this management requirement, which requires redun-
dant work by a system analyst. Additionally, even given
the same management requirement, facing a different sys-
tem, a new safety model should be also resubmitted,
regardless of the scalability and complexity of the system.
These two problems are solved in this research by man-
agement requirement coherent specification automata
synchronized with the previous safety assessment model
and by following the same specification automaton estab-
lishment principle.

Countless management requirements exist according to
different stochastic situations and different systems, so
this research provides an open issue for specifying
approaches.
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