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Arm PSA-Certified IoT Chip Security: A Case Study

Fei Chen, Duming Luo, Jiangiang Li*, Victor C. M. Leung*, Shiqi Li, and Junfeng Fan

Abstract: With the large scale adoption of Internet of Things (IoT) applications in people’s lives and industrial
manufacturing processes, 10T security has become an important problem today. IoT security significantly relies
on the security of the underlying hardware chip, which often contains critical information, such as encryption key.
To understand existing loT chip security, this study analyzes the security of an loT security chip that has obtained
an Arm Platform Security Architecture (PSA) Level 2 certification. Our analysis shows that the chip leaks part of
the encryption key and presents a considerable security risk. Specifically, we use commodity equipment to collect
electromagnetic traces of the chip. Using a statistical T-test, we find that the target chip has physical leakage during
the AES encryption process. We further use correlation analysis to locate the detailed encryption interval in the
collected electromagnetic trace for the Advanced Encryption Standard (AES) encryption operation. On the basis
of the intermediate value correlation analysis, we recover half of the 16-byte AES encryption key. We repeat the
process for three different tests; in all the tests, we obtain the same result, and we recover around 8 bytes of the
16-byte AES encryption key. Therefore, experimental results indicate that despite the Arm PSA Level 2 certification,

the target security chip still suffers from physical leakage. Upper layer application developers should impose strong

security mechanisms in addition to those of the chip itself to ensure loT application security.
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1 Introduction

At present, [oT devices are being widely adopted in the
form of smart homes while playing an important role
in industrial manufacturing and smart cities. Common
IoT applications include cameras in smart homes,
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wearable devices for personal use, and industrial IoT
devices that replace the labor force. Predictions indicate
that the usage scenarios of IoT devices will become
increasingly extensive with the development of 5G
networks. However, [oT devices may capture sensitive
personal data and disclose trade secrets. Once IoT
devices are hacked, individuals and businesses may face
huge losses. Therefore, IoT security has become an
important focus in academia and the industry!'=>1.

IoT security includes hardware security, network
security, and software security. The chips in the hardware
contain critical information, such as the encryption
key. Upper layer applications often rely on the secret
keys embedded in these chips. Thus, chip security is
one of the most important aspects of IoT security. To
ensure IoT chip security, Arm and other chip security
research organizations jointly launched the Platform
Security Architecture (PSA) certification program in
20191, This program aims to foster better IoT security
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practice by certifying whether an IoT security chip
has reached industry security standards. The PSA
certification program has three levels!”), with Level
1 being a basic security requirement and with Level
3 indicating the highest security. A few chips have
obtained the PSA Levels 1/2 certification, while only
two chips have obtained Level 3 certification, and they
did so recently in 2021. To the best of our knowledge, no
research work has performed a physical leak analysis of
such security chips that have already passed PSA Level
2 certification. This topic is the focus of this work.

We use an intuitive example to explain the importance
of IoT chip security. Consider the application of a smart
lock, which is widely used in many residents and hotels.
As an attacker loiters near doors to investigate smart
locks with insecure chips, the attacker could obtain the
secret keys of these locks by using side-channel attacks,
e.g., the one shown later in the main text of the paper.
Using such secret keys, the attacker could forge a smart
card to unlock the doors. This type of attack is harmful
in practice. Therefore, investigating IoT chip security is
of great importance.

1.1 Our work

We analyze one security chip that has obtained PSA
Level 2 certification and has been used in many IoT
applications. The chip is one of the products that have
been certified publicly!”!; however, we do not specify it
further here for privacy purposes. The chip supports AES
encryption that is implemented by its built-in hardware
circuit. We use the electromagnetic (EM) side-channel
attack to analyze the chip. The goal is to recover the
AES encryption key that is stored inside the chip. The
main idea of the attack is to leverage physical EM signal
leakage to derive the encryption key.

We conduct a series of experiments to analyze the
chip. These experiments have the following properties:

e They do not damage the circuit of the IoT
development platform where the chip is located;

e They are nonintrusive attacks that do not damage
the protective layer of the chip;

e They are able to control the input of plaintext and
read the ciphertext from the data output port of the chip
by using its development platform;

e They are able to establish triggers on the chip
development platform to locate an Advanced Encryption
Standard (AES) encryption operation.

Specifically, we first use an EM probe to collect the
EM traces of the chip as it executes the AES encryption

algorithm. Then, we use an open-source side-channel
attack framework to analyze the collected EM traces.
The analysis is based on correlation computation, which
helps to narrow down the detailed interval of the EM
trace where the AES encryption is located. The analysis
is a divide-and-conquer analysis that derives the AES
encryption key byte by byte. Using the first-round 1-byte
S-box output of the AES encryption, we collect the EM
traces as templates corresponding to different S box
outputs. To recover the secret AES encryption, we collect
its EM traces and compute the traces’ correlation with
the assumed intermediate value traces. The correlation
values are used to rank all 256 1-byte candidate keys.
This process is repeated 16 times to recover all 16 bytes
of the encryption key.

1.2 Challenges

The first challenge is to determine whether the target
chip has physical leakage. We conduct a T-test to check
for significantly different EM leakage. Specifically, we
conduct two experiments. For the first experiment, we
collect environmental EM signals outside the chip on
random plaintexts and fixed plaintexts. For the second
experiment, we repeat the same process, but we place
the EM probe on the chip to collect chip information.
We find that the signal for random plaintexts and fixed
ones in the first experiment are not significantly different.
By contrast, the signals are different in the second
experiment. This result shows that the target chip leaks
information during AES encryption.

The second challenge is the noise in the collected
EM traces. We simulate the scenario of an EM side-
channel attack as realistically as possible. In practice,
the IoT development platform where the security chip
is located does not use a stable power supply and is
directly exposed to public places. Thus, power supply
noise and environmental noise impact the recovery of
the AES key from the collected EM traces. In addition,
the AES algorithm is implemented in parallel by the
chip’s hardware circuit and incurs noise. Therefore, the
EM trace values mapped simultaneously may include
not only the signal values and noise generated by a byte
in one step in a round of AES encryption, but also signal
leakage values of multiple byte encryption. These issue
make the recovery of the AES key difficult.

To solve this challenge, we mainly take two steps.
In the first step, we narrow down the detailed AES
encryption interval in the EM trace by using two-round
correlation analysis experiments. We start by using
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plaintext/ciphertext correlation analysis to determine
a rough interval. Then, we use an intermediate value
(i.e., the output of S-box in the AES’s first round of
encryption) correlation analysis to further narrow down
the encryption interval. In the second step, we control the
content of the plaintext by randomizing only 1 byte and
keeping other bytes to a fixed value. Then, we collect
different EM traces separately. For example, when the
EM trace of the first byte is collected, the content of
the first byte of the plaintext is a random value in [0,
255], and the content of the other bytes is set to a fixed
value, such as zero. Then, we use intermediate value
correlation analysis to recover the AES encryption key
byte by byte.

1.3 Results, implications, and contributions

After the analysis, we confirm that the target security
chip has a physical leak. We also recover around 50%
percent of the 16 bytes AES encryption key. To verify
that the individual keys are not accidentally obtained,
we repeat the test on two more different keys. The same
result is obtained; that is, we are still able to recover half
of the encryption key.

The analysis results imply the following: Existing
IoT chips that have passed the basic PSA Level 2
certification may not be able to resist side-channel
attacks. Indeed, PSA certification Levels 1 and 2 do not
require such resistance, but such is necessary for Level 3
certification!”!. The problem is that only two chips have
obtained Level 3 certification, and they did so very
recently in 2021; hence, most existing chips have not
reached this level. For average applications, balancing
cost and security when choosing IoT chips may be
reasonable. For critical applications, chip designers
may offer PSA Level 3 products and IoT application
designers may impose additional upper layer security
mechanisms to enhance the security of emerging smart
IoT applications.

In sum, the work makes the following contributions:

e We show that a commodity IoT chip with Arm PSA
Level 2 certification leaks secret encryption key under
an EM side-channel attack;

e We alert smart [oT application developers to impose
high-level security mechanisms, in addition to chip-level
ones, so as to establish another security layer for loT
applications.

1.4 Paper organization

The paper proceeds as follows: Section 2 reviews chip
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security and side-channel attacks. Section 3 introduces
the basic information and threat model of the attacked
IoT security chip. Section 4 presents the detailed
analysis, including the experiment preparation, EM trace
collection, EM trace analysis, and AES encryption key
recovery. Section 5 concludes the study.

2 Related Work

Our work is related to Integrated Circuit (IC) privacy,
side-channel attacks, and IoT security. To improve IC
privacy, researchers have proposed several solutions. For
side-channel attacks, researchers have proposed different
attack methods to attack cryptographic chips. For general
IoT security, researchers have studied security attacks
and defenses. We review them as herein.

2.1 IC privacy

The IC in a chip is the intellectual property of
the enterprise that designs the chip. To protect the
intellectual property of the IC from being attacked and
leaked, researchers have proposed two approaches!®, i.e.,
split manufacturing and layout camouflaging.

Zhang!®! proposed a practical logic obfuscation
technique to thwart piracy, overbuilding, and reverse
engineering. The scheme also protects third-party IP
cores. Bi et al.”! and Qu et al.l'¥! used emerging
transistor technology and digital fingerprinting to protect
IC intellectual property. Alasad et al.''! introduced
spintronic devices to help protect ICs with a small
performance overhead. Chen et al.l'?l used a logic
locking test point to protect the hardware. Patnaik
et al.'31 combined split manufacturing and layout
camouflaging techniques to protect hardware and thereby
improve IC intellectual property protection.

2.2 Side channel analysis

A side-channel attack is a type of attack which exploits
the physical properties of the chip and its leaked
information during execution. Researchers have found
various types of side-channel attacks that are able to
use the leaked information to recover a secret key in a
chip. These attacks include timing analysis!'4!, hardware
fault analysis!'>!, power analysis!'®!, EM emissions
analysis!!”!, acoustic cryptanalysis!!®, etc.

Researchers have also refined these attacks by
processing the leaked information smartly. The basic
idea is to look deeply into the data to find other
patterns. The refined attacks include differential power
analysis!'® 11, correlation power analysis®”!, simple
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16,21] 22]

power analysis! , template analysis!
side-channel analysis!?®!, side-channel cube analysis!
mutual information analysis!?> 26!, normalized inter-
class variance analysis'?’!, signal-to-noise ratio
analysis/?® 2°1, unsupervised learning analysis*”, and
machine learning analysis using convolutional neural
network and deep learning!3!=33.

Normally, side-channel attacks leverage a leakage
model that simplifies the attacks. The leakage model
groups data into different small-sized sets to form
leakage features. The leakage features are later used
to match with the leakage of the attacked security
chip. Notable leakage models are the Hamming weight
20,34.351 ' Hamming distance model34-3¢),

mono-bit model37- 381,

, algebraic
24]

model! and

2.3 IoT security

IoT applications have been adopted in various
applications, e.g., smart voice assistant!3% 40!
plug!'!, and smart data logger*!!. Although these
applications bring convenience to people’s lives, they
also come with security concerns. For instance, Diao
et al.[*! showed that voice assistant applications could
leak user’s private information. Ling et al.!'! found that a
user’s smart plug could be made unusable due to attacks.

To enhance 10T security, researchers have proposed
various approaches. Azrour et al.l*’l proposed an
authentication scheme to secure IoT applications.
The proposed scheme employs hashing and efficient
exclusion-or operations to achieve mutual authentication.
Alladi et al.™¥ also proposed using encryption and
integrity checks to enhance consumer IoT application
security. IoT security is obviously being intensively
studied; interested readers may refer to some recent
surveys (e.g., Ref. [44]) for a more broad and detailed

, smart

review.

3 Target Security Chip and Threat Model
3.1 Target security chip

We studied one security chip that is widely used
for IoT applications, e.g., smart homes, smart city
facilities, fingerprint cards, fingerprint locks, digital
currency authentication devices, and wireless sensor
node devices. The chip has passed the Arm PSA
Level 2 certification!”!. The security chip uses Armv8-
M architecture and TrustZone technology, including
hardware encryption accelerators and real random
number generators with different encryption algorithms.
This chip supports “secure” AES-128 encryption using

the hardware encryption accelerator in the trust zone.
We introduce the basis as follows.

Arm PSA improves IoT hardware security and reduces
development costs. The architecture consists of four
key phases: analysis, design, implementation, and
certification. PSA certification, in particular, is divided
into three levels. As of July 27, 2021, a few products
have passed PSA Level 1 certification; nine products
have passed PSA Level 2 certification; and two products
have passed Level 3 certification, and both of them were
certified very recently in 2021171, After passing the PSA
Levels 1/2 certification, the chip is recognized as able to
meet the universal security standards of the industry!®.
PSA Levels 1/2 certification does not require resistance
to side-channel attacks, whereas Level 3 certification
does require such resistance. Nevertheless, given that
most existing chips lack Level 3 certification and that
the target chip is used in common emerging smart IoT
applications, we should still analyze the target chip using
side-channel analysis to comprehensively understand the
security of emerging smart IoT applications.

Armv8-M architecture!*! is Arm’s latest instruction
set architecture. It is compatible with the 32-bit
instruction set in the Armv7 architecture, and it adds
a 64-bit instruction set. The Armv8-M architecture also
supports hardware virtualization. Hence, the computing
power of the devices using this architecture is greatly
enhanced.

TrustZone technology!*®! is Arm’s solution that
combines software and hardware to improve chip
security. Its main essence is to divide hardware and
software into a secure world and a non-secure world.
The secure world can access the resources of the non-
secure world, but the non-secure world cannot access the
resources of the secure world. Therefore, the secure and
non-secure worlds are isolated. Independent security
systems are used in the secure world. If developers
need to use the secure world, then they need to access it
through the provided APL

3.2 Threat model

Our work focuses on the use of EM side-channel attacks
to recover the secret key of the AES-128 algorithm
running in the target security chip. We explain the threat
model by describing the attacker’s target, knowledge,
ability, and attack strategy in detail.

The attacker’s target is to recover all/part of the
key of the encryption algorithm from the encryption
operations of the target security chip which has PSA
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Level 2 certification. The result should highlight that the
security chip has the risk of leaking private information
physically.

The attacker’s knowledge includes plaintext and
ciphertext pairs for a training key and the attacked
unknown key. The attacker is able to call the AES
encryption API by referring to the user manual of
the target chip. Note that the attacker does not know
the structure of the encryption circuit inside the target
security chip. The attacker also does not know the
protection strategy that may be used by the target chip.
Specifically, the attack is a type of gray box test.

The attacker is able to do the following:

e Establish trigger signals on the IoT development
platform;

e Invoke the device API multiple times and obtain
the plaintext and ciphertext pairs;

e Use EM probes and oscilloscopes to collect EM
traces;

e Analyze EM traces;

e Meanwhile, that attacker is not able to directly
access the protected encryption key.

Attackers employ different strategies. In this work,
we roughly employ the following approach: First, after
collecting the EM traces and obtaining the corresponding
plaintext and ciphertext pairs, the attacker preprocesses
the EM trace. Preprocessing may include filtering,
frequency domain transformation, horizontal movement
operations, identification of the pattern and peak, and
extraction of the index for splicing. Second, the attacker
needs to conduct statistical tests on the preprocessed
EM traces. If the test indicates a leakage, the attacker
then conducts correlation analysis of the plaintext and
ciphertext on the preprocessed EM traces. Third, if
strong correlation exists in the EM traces, then the

attacker conducts intermediate value correlation analysis.

The intermediate values are normally related to the secret
encryption key. After determining a clear correlation
between the intermediate values, the attacks can then be
determined on the basis of these values.

4 Detailed Analysis
4.1 Methodology

We use EM side channel attack to analyze the target
chip. At a high level, Fig. 1 shows the methodology. We
summarize it into three parts: experiment preparation,
EM trace processing, and key recovery.

We collect the EM signal when the chip performs
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~
* Hardware (oscilloscope, electromagnetic probe, etc.)
Experiment| * Software (analysis framework, supporting software, etc.)
preparation Y,
¢+ Electromagnetic trace capturing and preprocessing h
* T-test
Electromagnetic| * Plaintext and ciphertext correlation analysis
trace * Intermediate value correlation analysis )
processing
~
¢+ Perform the attack and analyze the attack results
Key * Exhaustive key search
recovery Y,

Fig.1 Analysis methodology.

cryptographic operations. We then analyze the EM trace
of the captured EM signal. On the basis of the EM
trace, we finally try to recover the key using correlation
analysis. To perform the analysis, we need to set up
a hardware environment, capture data, and analyze
the data using certain analysis methodology and key
recovery strategies.

Experiment preparation is mainly divided into
hardware and software preparation. The hardware needs
to prepare instruments for collecting and displaying EM
traces, including oscilloscopes and EM probes. On
the software side, the programming environment, EM
trace analysis framework, and supporting software that
communicates with the hardware need to be prepared.

EM trace processing is mainly divided into
preprocessing, statistical T-test, and correlation analysis.
Preprocessing is to reduce noise in the EM trace and
facilitate subsequent analysis. Statistical T-test is another
physical leak test of the EM trace after the preprocessing
step. Correlation analysis is divided into plaintext
correlation analysis, ciphertext correlation analysis, and
intermediate value correlation analysis; it is mainly used
to determine attack parameters, such as attack range in
the captured EM trace.

Key recovery mainly consists of executing an attack,
analyzing the results of the attack, and formulating an
exhaustive key recovery strategy. Executing an attack
and analyzing the results of the attack require the use
of programs to record the plaintext-ciphertext pairs and
the EM power values during the attack. Exhaustive key
recovery is based on a divide-and-conquer method to
restore the key byte by byte.

4.2 Experiment preparation

To analyze the security of the target chip, we need to
set up an experimental environment. The setup includes
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hardware and software preparations. We detail them in
this subsection.

Figure 2 shows the hardware setup. We used an EM
probe with a measurement bandwidth of 30 MHz-3 GHz,
a Pico3000 oscilloscope!*’!, and a low-pass filter to
collect and observe EM traces. As side-channel attacks
could be easily affected by the environment, we should
keep the experimental environment as stable as possible.
In our analysis, we maintained a constant temperature.
When collecting EM traces, we placed the acquisition
position of the probe in a fixed state and at a sufficiently
close distance to the chip.

For the software preparation, we used the SSCOM
serial port assistant!*] to debug the device. We used the
Pico3000 oscilloscope supporting software to observe
the EM trace. To further analyze the EM trace, we
also used other software frameworks based on Python
3.6. Specifically, we used Scared®”, which is an open-
source side-channel analysis framework. The experiment
mainly uses the oscilloscope module, communication
module, and verification module. The oscilloscope

e 7

Fig. 2 Experimental environment.

module is used to control the oscilloscope parameters for
data acquisition. The communication module is utilized
for the random transmission of plaintext on the software
to the IoT chip development platform. It is also used
to receive the corresponding ciphertext from the IoT
chip development platform. The verification module
is used to verify whether the transmitted plaintext
corresponds to the ciphertext received from the platform.
This framework also includes a callback module and a
scheduling module for advanced EM trace collection,
but it was not used in our analysis.

After the hardware and software were prepared, we
started to prepare for the collection of EM traces. By
referring to the manual of the target IoT chip and
its development platform, we learned to use its API
to invoke AES encryption. When invoking the AES
encryption API, we wrapped the API invocation with two
General Purpose Input/Output (GPIO) trigger calls. In
this way, we could identify the AES call by inducing two
spikes in the captured EM trace. To ensure the stability
of the trigger, we used the oscilloscope to validate its
amplitude. If it was not stable, then we adjusted the
EM probe such that it was near the point where the EM
leakage of the chip was the strongest. We also adapted
the parameters for the oscilloscope software manually
such that the most suitable/stable parameters were used
to capture EM traces.

Once the preparation was finished and the captured
signal was stable, we started to collect the EM traces. We
collected 1000 samples before the trigger and another
1000 samples after the trigger. In this way, we could gain
an overview of the EM trace and determine how many
points should be used after the trigger. Figure 3 shows an
example of 100 captured EM traces. The x-axis denotes
the time index of the captured data; the y-axis denotes
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Fig. 3 100 initial overlapping electromagnetic traces.
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the EM radiation intensity at that moment. When the
time index is 1000, the trigger starts; when the index is
3000, the trigger ends. According to the trigger code
and the setting of the oscilloscope, we actually collected
2000 points of the EM trace during the AES encryption
operation. Using the trigger trick, we reduced the cost
of hard disk resources to store the captured traces.

4.3 Electromagnetic trace processing

With all the preparation work done, we started collecting
and processing the EM traces. The goal was to determine
whether the chip leaks information and whether the
leak exists in the captured EM trace. The processing
of the EM traces mainly comprises four steps, i.e.,
preprocessing, T-test, plaintext and ciphertext correlation
analysis, and intermediate value correlation analysis. In
the following, we discuss these steps in detail.

4.3.1 Electromagnetic trace preprocessing

The EM traces are preprocessed as we do not know
which defensive strategies the target chip may adopt
to protect its security. Thus, we need to make all the
collected EM traces have the same characteristic. An
EM trace collected without preprocessing may not be
conducive to EM trace analysis.

In the analysis, we mainly tried to align all the
collected EM traces. The alignment involves four
operations: horizontal movement, pattern recognition,
peak and width recognition, and index extraction. For the
target chip, we first averaged all the collected EM traces
and then randomly extracted other traces for comparison
with the average. Figure 4 shows the averaged and
randomly extracted EM trace; the orange color marks
the mean EM trace while the blue color is the randomly
drawn EM trace.

Figure 4 shows that the averaged EM trace has a
high degree of overlap with the random EM trace in the
yellow-green shaded part. We repeated the experiment
and found that the same holds for all EM traces. We then
concluded that the collected EM traces were aligned
with one another without excessive preprocessing. Thus,
in our later analysis, the EM traces that we collected
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-20000
-30000 ‘ |
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subsequently were not preprocessed further.
4.3.2 T-test

Next, we aim to understand whether the target chip leaks
information during the encryption operation. We mainly
use a T-test to distinguish the captured EM trace for
random plaintexts and fixed plaintexts in two different
settings. In one setting, we placed the EM probe in the
environment. In the other setting, we fixed the probe on
the part of the target chip where the EM signal was the
strongest.

The T-test steps are as follows (see Fig. 5):

e Use Pico3000 oscilloscope to collect traces for
random plaintexts and a fixed plaintext;

e Preprocess the traces to store them on the local disk;

e Group the traces into two categories, i.e., random
plaintext and fixed plaintext;

e Conduct a statistical T-test to validate the
differences of the traces.

We explain the steps in detail. We fixed an encryption
key using the development platform of the chip. Using
the fixed key, we encrypted different plaintexts. There
are two types of plaintext in the collected EM trace. One
is the randomly generated 16-byte plaintext. The other is
the fixed 16-byte plaintext. To reduce the impact of the
environment on the collection of EM traces, we used a
pseudorandom sequence of 0 s and 1's. When the random
number was 0, we chose to transmit and encrypt the fixed
plaintext; otherwise, we used the random plaintext. In
total, we collected 40000 EM traces. Each EM trace
was collected from 1000 points before the trigger, and
each trace had 3000 points. After collecting the EM
traces, we grouped them into fixed plaintext EM traces
and random plaintext EM traces. Finally, we conducted
a T-test.

Collect Separate
traces of traces of
random Preprocess random
plaintext [> traces [> plaintext [> T-test
and fixed and fixed
plaintext plaintext

Fig. 5 T-test steps.

0 250 500 750 1000 1250 1500 1750 2000
Time index

Fig.4 Electromagnetic trace alignment analysis by comparing averaged and random traces.
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Figure 6 shows the environmental T-test result. The
hypothesis is as follows: first, the two types of EM
traces corresponding to random and fixed plaintexts
are the same; second, they are different. The T-test
results of the environment-tested EM trace do not exceed
[-4.5, 4.5]. Thus, we concluded that the environment
exerts a certain influence on the side-channel attack
experiment; however, the difference between the two
experiments is not significant. No significant leakage
exists for the encryption process of the target chip in this
environmental setting.

Figure 7 shows the target chip’s T-test result. The
hypothesis is similar. We found some ranges (i.e., dark
yellow shaded area) inside the trigger where the test
results exceed [4.5, 4.5]. This result indicated that
the two types of captured EM traces are significantly
different. That is, the EM signals between a fixed
plaintext and a random plaintext are different.

Thus, we derived two pieces of information. First,
the target chip leaked information during the encryption
operation. Second, we narrowed down the spot of the
leakage inside the trace as in the yellow shaded area in
Fig. 7.

4.3.3 Plaintext and ciphertext correlation analysis

Next, we conducted a correlation analysis of the
EM traces corresponding to different plaintexts and
ciphertexts. The aim is to further narrow down the
detailed position of the AES encryption operation in the
captured EM trace and thereby expedite the subsequent
encryption key recovery.

The steps are as follows. Using the same environment
above, we recollected the EM traces using the same key
by inputting random plaintexts. In total, we collected
100000 EM traces, each of which had 2000 points from
the trigger. For each byte of the plaintext, we grouped the
captured EM traces according to the byte value. For each
group, we computed the correlation coefficients. Among
them, we chose the largest one in terms of absolute value
as the correlation result for the byte. We continued this
process 16 times to compute all coefficients for all 16
bytes at each sampling EM trace point.

Similarly, we computed the correlation results for the
16-byte ciphertext. Figures 8 and 9 show the correlation
results of all the 16 bytes that correspond to plaintext
and ciphertext correlations. The 16 curves in Figs. 8 and
9 correspond to the 16 bytes of the AES plaintext or
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Fig. 6 T-test result of environmental electromagnetic trace.
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Fig.7 T-test result of target chip electromagnetic trace.
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Fig. 9 Ciphertext correlation analysis.

ciphertext. We found that the correlation results of the
plaintext and ciphertext have obvious peaks at certain
positions. According to the position of the correlation
peaks of the plaintext and ciphertext, we inferred the
interval of the AES encryption operation in the EM
trace. After zooming in the positions of the front and
back spikes, we obtained the encryption interval among
the EM trace. The encryption interval is included in
the T-test leakage interval, thus further proving that
the AES encryption operation of the target chip has
physical leakage. After amplification and confirmation,
we locked the encryption interval in the EM trace to the
range [731, 1425]. This interval is the same for each EM
trace.

4.3.4 Intermediate value correlation analysis

Although the plaintext/ciphertext correlation analysis
has narrowed down the AES encryption interval, we
further narrowed down such interval to reduce the attack
time. We conducted an intermediate value correlation
analysis. The idea was to investigate the EM traces
corresponding to some fixed internal states of the AES
encryption. Specifically, we used the output of the S-box
in the first round of AES encryption as the intermediate
value.

The detailed correlation analysis was similar to the
correlation analysis of the plaintext/ciphertext, except
that the EM traces were grouped according to the
intermediate values. Specifically, we first used 100 000
EM traces with 16 bytes of random plaintext to perform
the intermediate value correlation analysis. However, we
found that the peak of the correlation of the intermediate

value was not obvious. After studying the target chip
and its hardware security accelerator, we conjectured the
reason for the inconspicuous result. It might be because
the AES encryption operation was implemented through
parallel circuits. Hence, the general method could not
achieve good results.

Later, we adopted another strategy. We only
randomized one byte of the plaintext; the other bytes
of the plaintext were all set to a fixed value. We
recollected the EM traces and performed intermediate
value correlation analysis. Similarly, we conducted the
correlation analysis for the remaining 15 bytes of the
intermediate value.

We found that although the locations of the 16-byte
intermediate correlation peaks did not appear in order,
they always appeared in a stable range. Therefore, we
took the union of the intervals where the correlation
peaks of each intermediate value were located as the
attack range of [860, 915].

4.4 Key recovery

Finally, we studied whether it was possible to recover an
encryption key of the target chip. We further conducted
three experiments on three encryption keys, as shown
in Table 1. In all three experiments, we were able to
recover a part of the key, e.g., up to 10 bytes of the total
16-byte key. This result showed that the target chip is
indeed leaking key information.

The attack can be described as follows. We attacked
the key byte by byte using the intermediate correlation
analysis. For one specific byte, there are 256 different
guessing keys. Fixing a plaintext, we obtained its EM
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Table 1 Attacked keys.
B
Version yte
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
Key 1 Oxa Ox1 0x2 0x3 Ox4 O0x5 O0x6 O0x7 O0x8 0x9 Oxa Oxb Oxc Oxd Oxe Oxf
Key2 Oxla Oxca Oxbb Oxa6 0x4 Ox15 0x8 O0x7 0x28 O0x10 Oxa Oxb O0xc3 Oxcd Oxfe Oxee
Key3 Oxbb 0Ox2a Oxbd Oxal O0x74 Oxlb O0x8 O0xe7 0x28 0x10 Oxca O0xb0 0x3 Oxcd Oxfe Oxae

trace on the intermediate value. We computed the 256
different correlations with the EM trace obtained in
the intermediate analysis step. By choosing the largest
correlation, we derived the correct intermediate value
and thus the corresponding key byte.

After repeating this process for all 16 key bytes, we
were finally able to recover the AES encryption key. In
some cases, the largest correlation result does not always
correspond to the correct key byte due to noise. Thus,
we chose the top 10 candidate keys among 256 possible
keys for one key byte. Then, an exhaustive search was
performed to search for the correct keys; it is much faster
than brute force searching 2'?® possible encryption keys.

4.4.1 Key recovery using intermediate correlation
analysis
The experimental setup is as follows. We used only one
randomized byte of the plaintext, while the other bytes
of the plaintext were set as fixed. We used two attack
models. One used the intermediate value S(i), which
is the i-th byte output of the S-box in the first round of
AES encryption; the other is
S e SiE —1).

Corresponding to the intermediate value analysis, the
attack range of the EM trace was [860, 915].

To recover the encryption key, we mainly focused
on the correlation between the collected EM traces and
the ones that were captured in the intermediate value
analysis. The main idea is that when the plaintext
is known, the attacker obtains different hypothetical
intermediate values, including the true intermediate
value by guessing the byte key K; where 0 < i < 15.

Only the true intermediate value will have a strong
correlation with the EM trace that corresponds to the
target chip on an unknown AES encryption key; then,
one byte key can be successfully recovered. The EM
traces required to recover keys of different bytes in our
experiment were not exactly the same. It ranged between
20000 and 1 000 000.

Table 2 shows the key recovery result. The column
“Top 10/1” denotes how many key bytes among the 16
key bytes are ranked in the first 10/1 choices sorted by
the correlation analysis result. For the first experiment
on attacking key 1, we randomized only 1 byte in the
plaintext and set the other bytes fixed to be 0 or 1. When
using S(i) as the intermediate value as in the second
row, 6 bytes of the 16 key bytes were ranked first in the
correlation analysis. That is, these 6 bytes were easily
recovered. Another 4 bytes were ranked in the top 10
candidate key bytes according to the correlation result.
Hence, these 4 bytes could be searched more easily by
exhausting the potential key spaces. A similar analysis
applies to the other keys.

In general, about 50% of the key bytes were ranked
as the top candidate keys according to the correlation
analysis. About 68% of the key bytes were ranked in the
top 10. This result offers strong evidence that the target
chip has a considerable security risk.

4.4.2 Exhaustive key search

The results indicate that the attack experiments
recover more than half of the bytes of the encryption
key. However, we could not fully recover all the 16
key bytes because our experimental conditions were

Table 2 Key recovery ranking based on different intermediate values.

. Byte
Version T 7 5 F 5 6759 TR s P 0T
Key 1; fixed byte 1; intermediate value S(i) 1 7 1531 25 1 2123 1256 12 1 1 10 6
Key [; fixed byte 1; intermediate value SG()®S¢G—-1) 1 91 5 5 75 1 1 11201 11 7 1 1 13 10
Key 1; fixed byte 0; intermediate value S (i) 11100 20 4 1 195 3 278 6 1 1 1 107 56 39 8 4
Key 1; fixed byte 0; intermediate value S(/) & SG—1) 11 3 206 34 1 35 3 15 6 1 1 1173 8 66 10 5
Key 2; fixed byte 0; intermediate value S (i) 1 1 11 1 1 16 36 1133 1 153202 1 1 10 10
Key 2; fixed byte 1; intermediate value SG) & S(G—1) 1 162 6 1 1 16 14311 81613 6 1 1 2 12 7
Key 3; fixed byte 0; intermediate value S (i) 1117 1 120 2 34 2211 9 9 21 1 52 3 11 6
Key 3; fixed byte 1; intermediate value S(G) @ SG—1) 1 8 1 255164 66 32 1 1 24 25 1 1 44 1455 7 6
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relatively simple and the attack method was a general
attack.

One can leverage an exhaustive key search to recover
the complete key potentially. The specific exhaustion
strategy is as follows. According to the correlation
analysis result, the potential keys are ranked. If the
correlation analysis shows a fairly obvious spike for
candidate key bytes, we may set an exhaustive space as
the top candidates (for example, top 10 candidate key
bytes). That is, ranking is performed according to the
correlation result, and the guessing key corresponding
to the top key byte candidates is selected. The order of
the exhaustive key search is from the higher correlation
key byte to the lower ones. If the correlation analysis
does not show a sharp peak, we may set the exhaustion
space of the key of using all 256 potential key bytes.
This strategy accelerates key searching.

4.5 Result analysis

From the experimental results, we can prove that the
target chip has physical leakage. Indeed, our analysis
successfully recovered a significant part of the key
bytes. Our experiment environment was rudimentary; we
also did not use high-precision instruments and did not
greatly preprocess the collected EM traces. However, we
directly recovered nearly half of the keys through attacks,

thereby greatly reducing the key exhaustive search space.

To ensure the rigor of the experiment, we also used
three different keys to avoid accidental key recovery.
Combined with an exhaustive search strategy, one may
obtain key information in a real security chip much faster
than using brute force key search.

4.6 Discussion

The target chip has passed Arm’s PSA Level 2
certification and is already more secure than most
security chips in the market. Despite this certification, it
is not sufficient as it still has the risk of leaking secret
encryption key information. PSA Level 1/2 certification
is only a basic requirement for security chips, whereas
PSA Level 3 certification is more secure. However, only
two chips have obtained a Level 3 certification, and most
existing chips have yet to obtain such certification.

Our analysis has two implications. From the
producer’s perspective, a PSA Level 3 certification is
better as it enables a stricter security guarantee. In
addition to the general circuit safety standards, the
security design of a security chip should also consider the
physical leakage that may be exploited by side-channel
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attacks. The security chip designer could cooperate with
a professional hardware security chip design company
to conduct a comprehensive security inspection from
design to testing. As the security chip is a core part of
IoT, which is used widely, chip/system owners could
shorten the time to update the embedded secret keys in
the chips to ensure security for IoT applications. The
system should also have additional security mechanisms
in case the chip leaks encryption key information.

From the consumer’s perspective, a balance should
be established between chip security, performance, and
price. A consumer may also read the detailed PSA
certification manuals to have a deep understanding of the
PSA certifications!”!. As far as we know, this work is the
first publicly reported attack on a chip with Arm PSA
Level 2 certification. Thus, experimental comparison
with existing attacks is not yet possible.

5 Conclusion

This work mainly analyzes a security chip that has passed
Arm’s PSA Level 2 certification. We have successfully
recovered half of the bytes of the AES encryption
key in the security chip by using EM side-channel
analysis. We show the detailed process to recover the
key, from the preparation of the experiment environment
to the final encryption key derivation using EM trace
analysis. The analysis is repeated using three different
keys to validate the effectiveness of the attack. Our
conclusion is that PSA Level 1/2 certification, although
a mainstream market chip security certification, is only
a basic requirement of IoT chip security. For critical
applications, chip producers and consumers should
focus on PSA level 3 certification. Although only two
chips have obtained such certification as of July 2021,
they represent a future direction for IoT chip designs.
Upper layer IoT applications should also have security
mechanisms other than the existing ones in security
chips.
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