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Modified Multi-Key Fully Homomorphic Encryption Based on
NTRU Cryptosystem without Key-Switching

Xiaoliang Che, Tanping Zhou, Ningbo Li, Haonan Zhou, Zhenhua Chen, and Xiaoyuan Yang*

Abstract: The Multi-Key Fully Homomorphic Encryption (MKFHE) based on the NTRU cryptosystem is an important
alternative to the post-quantum cryptography due to its simple scheme form, high efficiency, and fewer ciphertexts
and keys. In 2012, Lopez-Alt et al. proposed the first NTRU-type MKFHE scheme, the LTV12 scheme, using the
key-switching and modulus-reduction techniques, whose security relies on two assumptions: the Ring Learning With
Error (RLWE) assumption and the Decisional Small Polynomial Ratio (DSPR) assumption. However, the LTV12
and subsequent NTRU-type schemes are restricted to the family of power-of-2 cyclotomic rings, which may affect
the security in the case of subfield attacks. Moreover, the key-switching technique of the LTV12 scheme requires a
circular application of evaluation keys, which causes rapid growth of the error and thus affects the circuit depth. In
this paper, an NTRU-type MKFHE scheme over prime cyclotomic rings without key-switching is proposed, which has
the potential to resist the subfield attack and decrease the error exponentially during the homomorphic evaluating
process. First, based on the RLWE and DSPR assumptions over the prime cyclotomic rings, a detailed analysis
of the factors affecting the error during the homomorphic evaluations in the LTV12 scheme is provided. Next, a
Low Bit Discarded & Dimension Expansion of Ciphertexts (LBD&DEC) technique is proposed, and the inherent
homomorphic multiplication decryption structure of the NTRU is proposed, which can eliminate the key-switching
operation in the LTV12 scheme. Finally, a leveled NTRU-type MKFHE scheme is developed using the LBD&DEC
and modulus-reduction techniques. The analysis shows that the proposed scheme compared to the LTV12 scheme

can decrease the magnitude of the error exponentially and minimize the dimension of ciphertexts.
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1 Introduction

The Multi-Key Fully Homomorphic Encryption
(MKFHE) can perform arbitrary operations on
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encrypted data at different public keys (users), and
the final ciphertext can be jointly decrypted by all the
involved users. Moreover, the operation process between
the ciphertexts of different users can be entrusted to the
cloud offline, avoiding the interaction between users in
the secure Multi-Party Computing (MPC) protocol. So,
the MKFHE can be widely used in ciphertext retrievall!,
secure MPC>#, privacy-preserving protocol!®, etc.

In 2012, Lépez-Alt et al.l®! proposed the concept
of MKFHE for the first time and constructed the
first MKFHE scheme LTV12 based on the NTRU
cryptosystem (called NTRU-type MKFHE). Many
studies on the MKFHE have been reported!’'#. Similar
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to the traditional single-key Fully Homomorphic
Encryption (FHE), the MKFHE mainly includes NTRU-
type MKFHE, GSW-type MKFHE®!1| and BGV-
type MKFHE!"?!. Among the three types of MKFHE
schemes, the NTRU-type MKFHE scheme is the fastest
in encryption and decryption, and has the simplest form,
and uses the least ciphertexts and keys. The underlying
scheme of the NTRU encryption has been used to design
various cryptographic primitives, including the digital
signatures!!®!, identity-based encryption!!®17!, and multi-
linear maps! '8 191,

The security of the NTRU-type homomorphic
encryption schemes is based on the Ring Learning
With Error (RLWE) assumption and Decisional Small
Polynomial Ratio (DSPR) assumption. Stehlé and
Steinfeld showed that the DSPR assumption could
be reduced to the RLWE assumption under certain
conditions (refer to Ref. [20] for details). The RLWE
represents an algebraic variant of the LWE?!!, whose
hardness can be reduced to the hardness of the worst-
case problems on ideal lattices in the standard model.
However, recently, it has been shown that subfield
attacks!?>-2! affected the asymptotic security of NTRU-
type schemes for large moduli ¢. Yu et al.l?6:27]
considered a variant of NTRU encrypt over prime
cyclotomic rings and obtained the INDistinguish-ability
under Chosen-Plaintext Attack (IND-CPA) secure results
in the standard model assuming the hardness of the worst-
case problems on ideal lattices, which was shown to be
a good choice to resist the subfield attacks.

In LTV 12! the leveled NTRU-type MKFHE scheme
was adopted by using the key-switching (known as the
relinearization) and modulus-reduction techniques?® 2.
However, the key-switching process needed to be
carried out before reducing the modulus during the
homomorphic evaluations, which increased the error
significantly. Hitherto, much work on the design and
security research of the NTRU-type FHE scheme has
been donel3*311, but there are few outstanding results of
the NTRU-type MKFHE.

The main contributions of this work can be
summarized as follows.

(1) The NTRU-type MKFHE (LTV12) over prime
cyclotomic rings is adopted, and the parameters that
affect the growth of error during the homomorphic
evaluations are analyzed.

(2) A Low Bit Discarded and Dimension Expansion
of Ciphertexts (LBD&DEC) technique is used to
modify the inherent decryption structure of the NTRU-

type MKFHE, which eliminates the key-switching in
homomorphic multiplication and reduces the ciphertext
dimension.

(3) A leveled NTRU-type MKFHE scheme over prime
cyclotomic rings, which successfully eliminates the
relinearization and greatly decreases the error magnitude,
is designed.

The rest of this paper is organized as follows. In
Section 2, the basic mathematical techniques used in
this work, and the RLWE and DSPR assumptions
are presented. In Section 3, the NTRU-type MKFHE
over prime cyclotomic rings is introduced, and its
cryptographic properties are analyzed. In Section 4,
the inherent homomorphic decryption structure is
modified by using the LBD&DEC technique, and
the detailed analysis of the size of error, ciphertext,
and evaluation key, etc., is provided. In Section 5, a
multi-key somewhat homomorphic encryption scheme
is designed by using the LBD&DEC technique, and
the parameter comparison between our scheme and
the LTV12 scheme is given. In Section 6, a leveled
NTRU-type MKFHE scheme without key-switching is
presented. The conclusion is provided in Section 7.

2 Preliminary

Assume A denotes the security parameter, and negl(A)
denotes a negligible function of A; a denotes the row
vector, a; represents the i-th element of a, and a’
represents the column vector. The element located in the
i-th row and the j-th column of matrix C is represented
as C[i, j]. In general, vectors can be regarded as a
row matrix. Let v and w € R™, where R denotes the
cyclotomic rings, and assume the dimension of vector v
andwism,sov-w=(v,w)=viw;+ vawy+ -+ +Vp Wk
denotes the inner product, v and w € R™.

In this paper, the prime cyclotomic rings R =
Z[x]/®p(x) and R; = R/qR are used, where @, (x) =
x"71 4 x"2 4 ... + 1 (n denotes a prime), ¢ =
q(A) denotes a prime, and it satisfies ¢ = 1 mod n.
Addition and multiplication operation on these rings are
component-wise in their coefficients, and the coefficients
of R, are reduced to the range [—q/2,q/2), except
for ¢ = 2. We require the ability to sample from the
probability distribution y, i.e., the truncated discrete
Gaussian distribution Dz» o, with Gaussian parameter o,
deviation r = 0 +/27, and Gaussian function e~ Tx?/0?,
Refer to Ref. [32] for a detailed description of the
discrete Gaussian distribution. Let y = y(A) be a B-
bound error distribution over R whose coefficients are
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in the range [— B, B]. For the probability distribution D,
x <D denotes that x is sampled from D.

The vector length is generally measured by the
Euclidean norm. For v € R, we use |[v]|, =
maxggi<n—1 |V;i| to denote the standard /o,-norm and
use ||[v]; = Zl'-:é |v;| to denote the standard /;-norm.

The security of our scheme is based on the RLWE and
DSPR assumptions. Following Refs. [26] and [27], a
brief introduction to these assumptions over the prime
cyclotomic rings is provided.

Definition 1 RLWE assumption: Let A be a
security parameter. ¢ =¢(A) € Z is a prime integer.
@ (x) = x"" 14 x""24... 41 (n is a prime) is the sub-
cyclotomic polynomial. For the polynomial ring defined
by R = Z[x]/®,(x) and R; = R/qR, and an error
distribution y = y(4) over R, the RLWE assumption
states that the following two distributions cannot be
distinguished: (1) one samples (a;, b;) uniformly from
R(’I‘H, and (2) one first draws a; < RZ uniformly,
and samples (a;,b;) € R} by choosing s; <— R} and
e; < y uniformly, and set b; = {a;,s;) + e;.

Definition 2 DSPR assumption: Let A be a
security parameter. ¢ = ¢(A) € Z is a prime integer.
Gp(x)=x""14+x"2 4.4 1(n is a prime) is
the sub-cyclotomic polynomial. For the polynomial
ring R =Z[x]/®,(x) and R; = R/qR, and a B-
bound error distribution y = y(A) over R, the DSPR
assumption states that the following two distributions
cannot be distinguished: (1) a polynomial 7 = 2g/f,
where f =2’ + 1, and it is reversible over R, and (2)
a polynomial 4 sampled uniformly at random over R,.

Two  subroutines: Here two  subroutines
BitDecomp( ) and Powersof 2( ), which are widely used
in the FHE schemes, are introduced. Assuming that
! = [logq], these two subroutines can be expressed as
follows.

BitDecomp (x € R): R,+>RL. On input x € R,
outputs x — (xop, X1, ..., X;—1) € {0, 1}1 (For
convenience, we denote BitD(x) € R(II).

Powersof2 (x € Rq): Ry — Rf]. On input x € Rq,
outputs x — (x, 2x, ..., 2!~ 'x), where 2! <¢/2 (For
convenience, we denote Pof2(x) € Ré).

It’s obviously to verify that (BitD(x),Pof2(y)) =
(x,y) mod g, where (x,y) denotes the product of
polynomials x, y € R,.

Key-switching technique: The relinearization
technique in the LTV12 scheme is also known as
the key-switching technique!®®2°!, The key-switching
technique can be used to reduce the dimension of
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expanded ciphertext to the normal level. Generally, it
can be used to transform a ciphertext ¢ € R, (under the
secret key f) to another ciphertext c.,x € R4 (under the
secret key f.,,) while the corresponding message stays
unchanged. Let / = [log ¢, the key-switching process
mainly consists of two procedures.

(1) KeySwitchGen (f € R; fex € Ry): For h € Ry,
S¢,e; € Rfl, output the evaluation key as

evkys,, i={ke =hs:+2e. +Pof2(f)€R.} i, .

(2) KeySwitch (c,k;,q): Compute the ciphertext
vector ¢/ = BitD(c) € R/, and output coyx = ¢ - ky =
(BitD(c), k) € Ry.

There are some useful conflusions in the following.

Lemma 172 Let @,(x) = x" 1+ x"2 4 ... +1,
and R = Z[x]/®,(x), where n is a prime. For any
a,b € R, it holds that

l[ablloo<2(n — Dllalloo[[5]loo-

lab|l < 2vn—1llall]|b]].

According to Lemma 1, the following Lemma 2 can
be drawn.

Lemma 2 Let a,b € R be sampled from a
discrete Gaussian distribution with parameter BV27
and bound B, under the worst-case conditions, the
bound of ab mod @,(x) is |abl|. <2(n—1)B2,
for convenience, mod @, (x) is omitted. In particular,
when the bound of b is 1, it holds that ||ab| ., <
2(n —1)B.

Remark According to Lemma 2, if a,b,c € R,
we have [|abc|| o< 2(n—1)[|ab||x llc]|0<2*(n—1)* B3,
So Lemma 2 yields the following corollary.

Corollary 1 Let A be a security parameter, for the
polynomial ring given by R = Z[x]/®,(x), &, (x) =
x"71 4 x"72 4 ... 4 1, where n is a prime, y = y(})
is a B-bound error distribution, and g = g(A) € Z is a
prime integer, let s1,52,...,5¢ < x. Then, we have

Iy si] <21 —nipk,

3 Basic NTRU-Type Multi-Key Somewhat
Homomorphic Encryption (MKSHE) over
Prime Cyclotomic Rings

o0

The NTRU key pairs consist of ring elements (%, f),
such that h = [2g/f],, where g and f denote small
elements sampled from a B-bounded distribution y and
f is invertible in R, respectively. Further recall that an
NTRU ciphertext has the form of ¢ := [m + hS + 2¢],
for small elements § and ¢ sampled from y, and m can
be recovered by computing [ f¢],(mod 2).
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The NTRU-type homomorphic encryption naturally
supports the homomorphic evaluations between
ciphertexts of different users (secret keys), which
can be easily proven. Generally, it is assumed that
there are four users A, B,C, and D, corresponding
to the four public keys (pky,pkg.pkc,pkp) and
four secret keys (sky,skg,skc,skp), respectively.
Plaintexts (m4,mp,mc,mp) can be encrypted as
(¢a.CB,Cc.Cp), Wwhere ¢;:=h;§+2¢+m; € Ry,
i e{A,B,C,D}. Set {pky,pkg.pkc} € K1, {pkp,
pkc, pkpt € K», so K1 N Ky = {pkp,pkc}, and
K = K; U K> = {pky,pkp,pkc,pkp}. It should
be noted that since the method to process the cubic
(or larger order) of a ciphertext product is similar
to quadratic order, only the quadratic order of the
ciphertext product is considered in this paper.

In particular, the two joint ciphertexts can be denote
as (1 = CqCglc and ¢ = CglcCp, which can be
decrypted to the joint plaintexts m; = mgmpmc and
my = mgmcmp, respectively, by using the joint secret
keys Fx, = fafsfc and Fx, = fpfc fp. That is
FKlél = Fg,mi +v; and FK252 = Fg,my + va.
Similarly, to decrypt ¢1é, = ¢4¢3¢E¢p we need to
multiply Fx, Fx, = fa fB2 fc2 fp. Thus, the magnitude
of the coefficients of Fx, Fk, grows exponentially with
the degree of the evaluated circuit. Namely, after L
multiplications, the needed joint secret key will represent
the product of L polynomials, and the magnitude of the
coefficients in this product will increase exponentially
with L. In order to solve these problems, the joint secret
key Fx = fafB fc fp, which has no quadratic items,
is used to complete homomorphic decryption. Since
K1, K, C (K1 U K3), we have

[Fk(C1 + C2)lg =
[Fxk(mgampmc +mpmcmp) + fpvr + fav2lg.

However, since there are no f32 and fé in Fg, the
multiplication cannot be decrypted correctly. Thus, we
have

A A 2 2
[Fxé1é2]y # [Fxmamgmgmp + errotm] .
where errory,,; represents the error of homomorphic
multiplication decryption.

Therefore, the key-switching technique is used in the
LTV12 scheme to re-linearize ¢y = €162, and switch
[Fk¢1¢2], to the decryption structure given by

[FK(6162)]q = [FKI Fk,(C1¢2) + erfOfmun]q-
Although ¢y, = €16, is decrypted by Fk, and the
dependence of the coefficient” magnitude of the joint

secret key on the circuit degree is eliminated, the error

grows rapidly during the key-switching process. In the
following, the error growing trend is explained in detail.

3.1 Scheme

The correctness and error of the NTRU-type multi-
key homomorphic encryption scheme in the LTV12
scheme are analyzed. For prime cyclotomic rings, the
correctness of the LTV 12 scheme does not change, but
the error is different compared to the LTV12 scheme
on power-of-two cyclotomic rings. The basic LTV12
scheme over prime cyclotomic rings is described in this
section, and a detailed analysis of the factors affecting
the error growth during the homomorphic evaluations is
provided.

Let A be a security parameter, ¢ = g(1) € Zis a prime
integer, @, (x) = x*~!' +x""2 4 ... + 1 (n is a prime)
is the sub-cyclotomic polynomial. For the polynomial
ring R = Z[x]/®,(x) and R; = R/qR, if the error
distribution x = (1) over R is B-bound, the y'°241 js
also a B-bound error distribution space.

As stated earlier in this section, we let K7 and K,
denote the two public-key sets containing N users. In the
LTV12 scheme, the exponential dependence of the error
on N is not eliminated, so it is assumed that there is an
a-priori upper bound on N, that is N ~n®, with constant
€ € (0, 1). Without loss of generality, we assume K; N
Kz ={pkj,.....pk;,}. K1UK; = {pk;.pky. ...k, .
where j €[0, N], r €[N, 2N].

The basic NTRU-type MKSHE over prime cyclotomic
rings can be expressed as follows. This expression
represents the basic MKSHE (called BC-MKSHE)
scheme, whose security is based on the RLWE and
DPSR assumptions over prime cyclotomic rings.

(1) BC-MKSHE. KeyGen(1%): Sample f',g <« y,
andset f =2 f’ + 1,sothat f = 1(mod 2). If f is not
invertible in R,, resample f’ < y. Seth = 2g/f €
Ry, sopk:=h € R;, sk :== f € R. Forallt €
{1,....1} (here | = [logg] ), sample s ,e, < 1,
compute the evaluation key vector k; = hs; + 2e; +
Pof2(f) € RL.

Output: (pk, sk,evk) = (i, f, k).

(2) BC-MKSHE. Enc(pk,m): Sample §,é <« y.
Output the ciphertext: ¢ := m + h§ + 2¢ € R,.

(3) BC-MKSHE. Dec(sky, sk, . ..,sky, ¢): Letu :=
(skyisksy - sky )¢ € Ry.

Output: m’ := u(mod 2).

(4) BC-MKSHE. KeySwitch(¢, k;,q): Given the
ciphertext ¢ and the evaluation key k., and output
[(BitD(@), ko),

(5) BC-MKSHE.Eval. Add(¢q,¢3): Given two
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ciphertexts ¢; and ¢, with the corresponding public-
key sets K; and K,, output the ciphertext C,qq =
[¢1 + C2]q € Ry.

(6) BC-MKSHE. Eval. Mult(¢;, ¢,, KeySwitch):
Given two ciphertexts ¢; and ¢, with the corresponding
public-key sets K; and K, let ¢ = ¢é1¢,. For
J €10, N],

(a) If j =0, output Crux = Co € Ry.

(b) If j # 0, for t € [l, j], compute ¢; =
KeySwitch(¢;—1,ksz,q) € Ry.

Let ¢muie = € at the end of the iteration.

3.2 Correctness analysis

Multi-key homomorphism: Let Fg, and Fg, be
the joint decryption keys for ciphertext ¢; and ¢,
respectively. Also, let F; = F;_1(f;)~ ', t € [1, /],
where Fy = Fk, Fk,. According to the LTV12 scheme,
the addition and multiplication on ciphertexts can be
decrypted using the product of the users’ secret keys in
set K = K1 U K>. For given two ciphertexts ¢; and ¢,
with the corresponding public-key sets K; and K,, we
have FKlél = Fg,m1 + vy, FK252 = Fg,m> + vy,
and || Fg,¢illeoc = ||Fk,C2]lc0 < ¥, where v; and v,
denote the error. Then, in the case of addition, we have
FiCaa = Frx(mi+m3)+ Fx_x,v1 + Fk—k, V2 +v102.

Therefore, Caqq decrypts correctly. The multiplication
case is more complex, and in that case, we have

Fi¢; = tht_l(BitD(Et—l) 2g:8¢)+

2F;(BitD(Cr—1) - €¢) + Fy—1Cr—1.

For all ¢ e[l,j], by using the key-switching
technique, we can get the decryption structure in the
following form:

FxCmut = F;j¢; = errormy + Fx, Fx,¢o (1)
where Fx = Fj = fi f>--- f; has no quadratic item of
f:. Equation (1) represents the inherent decryption
structure of the NTRU-type homomorphic multiplication.
By rounding of [Fk, Fk,Colg, We get Fg, Fx,mima,
and thus ¢,y can be decrypted correctly by Fx. This
inherent decryption structure that is deduced by using
the key-switching technique is a guarantee that we can
successfully decrypt ¢u by Fk.

Error analysis: Assume that there is no intersection
between the public keys of the N users in K; or K5.
For instance, consider the worst case of the ciphertext
¢1 encrypted by the public-key set K, and let ¢;
be the multiplication of all users’ fresh ciphertexts,
ie., ¢y = ¢{¢éy -+ ¢) denotes the ciphertext of m; =

m}m% .- m}v, where 6i1 denotes a fresh ciphertext, so

éllfl- :milfi +vl-1.
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By applying Lemma 2 and Corollary 1, we easily
get |é] fi] o < @B + 1) +3(n — (2B + 1)%. Let
(2B + 1) + 3(n — 1)(2B + 1)2 = 4, then in the
above-mentioned worst case, ¢1 Fx, = (¢] f1)(¢} f2)---
(E}V J~). So ¥ can be bounded by

v <2V =DV o)V <
2N — 1)V 2B + 1),

Necessarily, let ¥ < ¢ /2.

Based on Corollary 1, we have
2" 1n—-1)""'2B +1)", and for
weset £, <27 '(n—1)""1Q2B + 1)".

Since the error generated by homomorphic addition is
much smaller than the multiplication, we analyze only
the error generated by the homomorphic multiplication.
Thus, it can be written

1 Fjcilloo <3l(n = DEr1 + [ Fj—1Cj-1lle  (2)
Then, we obtain
[Fj—1€j—1lloc <3l(n — D) Ery2 + || Fj—2€j—2l00-
Thus, the final error is bounded in the following:

[ Filloo <
convenience,

J
1F7¢illo0 <3100 =1) Y Ere +2(0 = )Y? =
t=1
j—1

3l(n—1)Ery; (1 —i—Z E_,) +2(n—-1y? <
t=1
6l(n —1)Eay + 2(n — 1)y? 3)
Based on Eq. (3), it can be found that there are two
main factors affecting the error growth, which are the
number of union secret keys N and the length of vector
BitD(¢;). Hence, these two factors can be used to control
the error growth by applying the two following methods:
(1) Exponential dependence of the error on N can be
reduced by eliminating the key-switching operations;
(2) Error magnitude can be decreased by reducing the
length of a ciphertext vector.

4 Modified Multi-Key = Homomorphic
Multiplication Decryption Structure

The key-switching technique causes fast error growth.
The main way to decrease the error is to eliminate
the key-switching in the BC-MKSHE. However, to
ensure that the scheme works correctly, the decryption
structure of the homomorphic multiplication has to be
modified. In Refs. [31] and [33], the decryption structure
of a single-key homomorphic encryption scheme was
studied. Chen** extended the ciphertext to the vector
form, and performed the homomorphic decryption in the
vector space. The main disadvantage of this approach
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is that the increase in the ciphertext dimension makes
the homomorphic evaluations more complex. However,
in our multi-key homomorphic encryption scheme,
the homomorphic decryption structure is improved by
expanding the ciphertext dimension, and the Low Bit
Discarded (LBD) method is used to control the ciphertext
space size.

4.1 LBD technique

In Ref. [34], the efficiency of the fully homomorphic
encryption scheme was enhanced by discarding the lower
bits. In this section, the LBD based on the functions
BitDecomp( ) and Powersof2() is presented.

LBD: By discarding elements with small coefficients
(i.e., low bits) of Powersof2() vector, a lower-dimension
vector that has no influence on the final decryption
is obtained. For instance, for a given ciphertext c;
and a secret key f;, the inner product of BitD(c;) and
Pof 2( f;) can be obtained,

BitD(c;) - Pof2( f;) =

(Ciascine o )@ fi 2 fr 217 ) =

Peinfi+a2 fi ko2 @)
where ¢; ; € Ry,l = [logq], © € [1,]]. Compared
to 2'7¢;; fi, the value of 2971¢; 4 f; (d K1) is
small. Thus, when [ is large, discarding the terms
of i1 fi,2¢infi 2%¢isfi,...,2% Yei g fi has a little
effect on the overall value of Eq. (4). Further, the
LBD function can be defined as LBDy, 4, (Pof2( f;)),
which means that the columns from d; to d> (we
denote as (d; — d3)) of vector Pof2( f;) are discarded.
According to Eq. (4), assume that the (1 — d) columns
of Pof2( f;) are discarded, to ensure the correctness
of the mathematical operation, we should discard the
(1 — d) columns of BitD(c;). Therefore, we get

LBD;_, 4 (BitD(c;)) - LBD;4 (Pof2(fi)) =
(Ci,d+1,-~',Ci,l)(zdﬁ,--.,zl_lfi) =
a2 fi + o+ 27 )

According to Eq. (5), the dimensions of vectors
BitD(c;) and Pof 2( f;) are reduced after the LBD, while
the operation efficiency is improved.

If we set [ = [logg] and d = [logq’], the LBD
technique can be described,

LBD-4(BitD(¢;)) - LBD 14 (Pof2(f;)) =

l d
2 a2 =) 2T i =
=1 =1

(BitD(c;) - Pof2(fi))1=[10gq1—
(BitD(c7) - Pof2( f;))d=T1ogq’] ©

~

According to Eq. (6), the LBD is based only on the
functions BitDecomp() and Powersof 2().

4.2 Modified method

In this section, the LBD technique is employed to
improve the homomorphic decryption process.

Method 1: In the BC-MKSHE scheme, the LBD
technique can be used to discard redundant bits of
the evaluation key vector to simply the key-switching
operations. So we have Method 1 in the following.

Step 1 (Discard low bits of the evaluation key
vector): Let B and d be positive constants, and [ =
[logg]. Perform the LBD functions to obtain the
evaluation key. Output: k. =LBDg_,g48-1(k:) € Rfl_d.

Step 2 (Simplify KeySwitch function): Compute
the ciphertext vector LBDg_, 441 (BitD(¢)) € Ré‘d.
Output is as follows:

KeySwitch, gp (¢, k<. q) =

[(LBDg—4+p—1(BitD(¢)), LBDg_, 44 g—1(k:))]g-
Step 3 (Compute the homomorphic multiplication
of ciphertexts): Given two ciphertexts ¢; and ¢, with
the corresponding public-key sets K; and K>, let ¢y =
5162. FOI'j € [0, N],
5; = KeySwitchLBD(Et_l,IEt,,,q) € Ry.
Set cuit = ¢ ; at the end of the iteration.
Correctness verification of Method 1:

I—d

§;.e.<x %, wehave

Fi¢; = Fy f; (LBDpsq+ g1 (BitD(Cr—1)) - 28/5¢)+
2F;(LBDg_, 44p—1(BitD(C;—1)) - €7)—
d+p—2
Foa|l D) 2% e |+ Faén (D)
s=B+1
where ¢;_1 . € R, and ¢ is a constant variable.
According to Eq. (6) and since Fj_;(mod 2) = 1, we
set f > 1 to ensure that Ft—l(zgigﬁ 25_15,_115)
is an even element. Thus, if 8 > 1, we have F;c¢;-
(mod 2) = F;_1¢;—1(mod 2). Further, according to
Eq. (7), the error magnitude is given in the following:

1Fj¢illoo =1 Fj f;~" (LBDp g 4 p—1 (BitD(&j-1)) -
2;52) lloo + 12F) (LBDg g+ g—1 (BitD(&j 1)) -

Sample

d+B—2
E)lloo + |Fict | Y. 227'¢e || +

s=B+1 .
1Fj—18j-1llo< (31 —d)+(29%*—4))
(n—=1)Er+H| Fi1¢jlloo (8)

Forany a,b € R, itholds that la — b| o, < [@]ls+
|b]ls- Since F; = F,_1(f;)"', the magnitude of
IF; £ 88 lloos | Fiérlloos and || Fj—1€j-1¢[loo in Eq.
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(8) are the same. Compared to Eq. (2), it can be found
that when d > 1, || Fj¢; oo > || Fj¢;]|o0, Which means
that low bits are discarded, the error increases. Moreover,
the value of || ch:‘ J loo increases with the use frequency
of key-switching. Thus, it seems that this method does
not provide satisfactory results.

Method 2: LBD&DEC is proposed to modify the
decryption structure of the NTRU-type MKSHE. First,
the LBD technique is employed to discard redundant
elements in the plaintext vector, and then the plaintext
vector is encrypted to expand the ciphertext dimension.
Finally, the decryption structure in the vector space is
improved. Referring to Method 1, some bits of the
plaintext vector from the second column are discarded
to ensure the correctness of the decryption. Accordingly,
the modified decryption structure can be improved by
the following steps:

Step 1 (Discard the plaintext vector): Let!/ =
[logq], d is a positive constant. Compute the plaintext
vector m = LBD,_, 441 (Pof2(m)) (m € {0, 1}).

Output: 2 = (m, 2% m, - 2!7'm) € R4,

Step 2 (Ciphertext expansion): Letpk :=h € R,
sk:= f € R. Sample s,e < x'. Use public key pk
to encrypt the plaintext vector m = (m,2% % im, ...,
211 m).

Output: ¢ :=m + hs + 2e € Ré‘d.

Step 3 (Set the decryption structure): For given
two ciphertext vectors ¢ and ¢, with the corresponding
public-key sets K; and K5, compute the matrix C,

C = LBDy 441 (BitD(c)) € Rt(ll—d)x(l—d)'
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Output: ¢y = C - ¢ € Rfl_d.

Step 4 (Select decryption element): Select the first
element cpy,; from the ciphertext vector cpy. Here,
Fxk =F; = fifa-- frand K = K; U K».

Output Dec(Fk, cmui,1)(mod 2).

We modify ¢ € R, to obtain ¢ := Pof2(m) + h§ +
2e € erz instead of ¢ := Pof2(m + h§ + 2¢), so that
the error generated by the term of Pof2(h$ + 2¢) can be
removed. In Section 4.3, the advantages of this change
will be introduced when calculating the error magnitude.

Correctness verification of Method 2: According to
Step 2, set @ = {1, 2}, we get

2%my + hsg1 + 2eq1

29 g + hsga42 + 2eq.d+2 Ri—d

R4

21Uy + hsgy + 2eq

Thus, we have BitD(c]) € Rg_d)Xl. To keep the
correctness of BitD(c]) - ¢7, we perform Step 3. After
discarding the (2 — d + 1) columns of matrix BitD(c]),
an (I —d) x (I — d) matrix is obtained,

C =LBD,_,441(BitD(c})) =

(01,1)1 (01,1)d+2 (61,1)1
(cra+2); (Cr,d+2)g42 (cr,a+2);
(Cl,l)l (Cl,l)d+2 (cl,l)l

So, according to Step 4, we use the joint secret key
Fg to decrypt ¢y

¢ Fx (mod 2) = C - ¢} - Fx(mod 2) = LBD,_, 441 (BitD(c7)) - ¢ - Fx(mod2) =

(c1,1)4 (€1,1)g 42 (c1,1);
(Cl,d+2)1 (Cl,d+2)d+2 (01,d+2)1
(c1,0); (c1,) 442 (c1,0);
(01,1)1 (01,1)d+2 (6’1,1)1
(Cl,d+2)1 (Cl,d+2)d +2 (01,d+2)1
L (cl,l)l (Cl,l)d+2 (Cl,l)[

c=d+2
I

s=d+2

I

c=d+2

2d+1

I
(c11);(2°maFx + Fxeh )+ Y (c1.1) (25 'myFk + Fxe )

(cra+2),2°maFx + Fxehy )+ D (crat2) (25 'maFk + Fxe) )

(cr.)1(2°maFg + Fxey )+ > (c1) (25 'myFk + Fxel )

207’)’12 + hS2,1 + 282,1

my + hsy g42 + 2€3 g42 e’2.§=hsi§+2e2,g

K

21 Ymy + hsyy + 2ep

2%W2Fk’+-er&J
2d+1m2FK + Fge!

2,d+2

_Unsz-+-ergl




Xiaoliang Che et al.: Modified Multi-Key Fully Homomorphic Encryption Based on NTRU Cryptosystem - - - 571

We setc) Fx, = my Fx,+v| andc, Fg, = m, Fg,+
vy, let V) |loo = [V5lloe < 7. Thus, the first element is
selected as decryption,
cmu,1 Fx = (c1,11(2°m2 Fg + Fge) )+

1
Z (01,1)§(2§_1m2FK + Fgey ) =
c=d+2

1
Z (c1,1) (2 'maFg + Fgel . )—
c=1
d+1
Z (01,1)§(2§_1m2FK + Fge, ) =
c=2
1 I
Z (2§_16’1,1)§m2FK + Z (c1,1) Fres o~

s=1 s=1
d+1 d+1
D (er) Freh o+ Y Qe maFx | =
s=2 c=2

!
/ /
mymy Fx + [ myFx g, v} 1+ (e1.1) Frk,vh 1~

c=1

d+1 d+1
> (e Fkyvy —ma y (25 ern) Fk| (9)

s=2 =2
where [[v] 1llo = [Villoo and ||} 1llec = [¥5]loo-

So we can get cpmu,1 Fx(mod 2) = mm,. The error
magnitude is bounded by ||l 1 Fx lloo < /2.

4.3 Parameters analysis

As already explained, by using the LBD&DEC
technique, the original, inherent decryption structure
of the NTRU-type MKHE can be modified.

Theorem 1 Set LBD constant d, c¢oFk, =
my Fx, +v,, and ||V ]loo < 7. Let ¢mur,1 be the first
column of the ciphertext vector ¢y = C - cg € Ré_d,
and C = LBD,_,411 (BitD(cT)) € RY™U=D Then,
we have

Cmult,1 Fx = mima Fg + Ui, 1
and

o< 2n—-DU—-d)+1)x

||Umult,1
(gEm NG 1) - d)Er+1) i
(1+NQ™P—4)(n—1) 2Qn—1)(I—d)+1))x

Q4 -4 - DE,,

where E, =2""'(n —1)""12B + 1)".
Proof According to Eq. (9), the error of cun,1 Fx

can be bounded as follows:

lemuie,1 Fx lloo = ||mima2 Fx+

I
F, ! F, !
myFg_g, vy, + ) (c1,1) Fk—k,03 1 —

s=1
d+1 d+1
D (er) Frgovh—m2 Y (25 en) Fx|| <
c=2 =2 e
[mima Fg ||oo + M2 Fx—k, v} 1 oot
!
d+1
doeae = (enng | Frgovha| +
¢c=1 [oe]
d+1
my Y (2 'er) Fx| <Er+20—1)E,—nn+
§=2 00

@n—=1)> =) Er-yn+ Q12 —4)(n—1)E, (10)

Thus, the starting error can be easily obtained as
no < 3(n — 1)(2B + 1)2. Then, the magnitude of 7
is calculated. For N users having a set of public-keys
K, the worst case is that ¢y is the product of all the
users’ fresh ciphertexts. Specifically, for N = 2, we
have {c], f1} and {c}, f2}, where ¢] and ¢} denote the
fresh ciphertext vectors. The magnitude of n is bounded,

NN=2< 2(n—1)2B+1)) 2(n—1)(I=d)+1) no+
42 —4)(n — 1) E,.
Further, as N=3, set {¢| = cle), f| = f1/2} and
{c}, f3}. So the magnitude of 7 is bounded,
nN=3 < 2(n —1)(2B + 1)) nn=2+
(4(n — 1)*(l = d))Eano+
29%2 — 4)(n — 1)Es5.

: S | 1 [
Accordingly, for N users, set {¢| = ¢ ...cy_;, f1 =

Jfi-.. fn—1} and {c}. fn}. So, the magnitude of 7 is
bounded,

n<@2n—-1D2B+ D)ny-1+
(4(n—1)>( = d) En—1m0+
(2942 —4)(n — 1)Ey.
This yields to the following relationship:
N < (20— 1D@B + 1) o+
BN — D)1 —d)Ey1)+
NQ*2 —4)(n—1)Ey =

3
5EN+2 +3N(n -1 —d)En1+

NQ“*2 —4)(n—1)Ey (1)
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By combining Egs. (10) and (11), we get
lemute,1 Fx lloo < Er+Q2(n —1)( —d) + 1)x
(3842 + 380 = D0 = DE ) +
(1+NQ2—4)(n—1)2(n—1)(—d)+1))x
92 —4)(n — 1)E,.
So, the decryption structure is obtained cyu,1 Fr =
mimy Fy + Umyy,1. Since
”Cmult,lFr”OO = |lmimaFrlleo + ”Umult,l
Further, we obtain
[Vmuie, 1[0 < 2 — D —d) + 1) x

(EEr+2 +3N(n -1 - d)Er-H) +

[e o)}

2
(1+NQR™MP—4)(n—1) 2(n—1)(I—d)+1))x
292 —4)(n — 1)E,. [

According to Theorem 1, it can be found that when
3
d =0, [vmacilloo< (201 —1)] + 1)(§E,+2+3N(n—1)l x

E r+1). This denotes the error generated only by the
ciphertext dimension extension technique.

Theorem 2 Set LBD constant d. The LBD&DEC
technique can decrease both the ciphertext dimension
and error magnitude, and d satisfies the following
relationship:

d = {max(d)|(2?=1)/d < 3(n—1)(2B+1)/2, d > 0O}.

Proof Take the homomorphic multiplication as an
example, the LBD technique is to decrease the ciphertext
dimension and error magnitude. If the LBD technique is
not used in the ciphertext vector, the decryption structure
is assumed as ¢, - Fx = BitD((¢])") - (¢5)" - Fx. The

decryption can be completed by using the first column
of ¢* Fk,

mult
* *
Cmult,lFK =mimyFx + myFx_k, vt

)
Z(Cil)gFK—KzU;,l-

s=1

Assume the magnitude of errors vy, and v, is 1".

According to Eq. (10),
”c:lult,lFK”oo SEA+Qn—-DI+1D)2mn-1)E,—n7.
Obviously, the LBD can reduce the ciphertext
dimension from [ to (I —d), but we want to decrease the
error magnitude at the same time. Note that the starting
erroris 9 < 3(n—1)(2B + 1)2. According to Theorem
1, when d = 0, we can obtain
N <3EN42/2 43N —1)IEn;.
Compared to Eq. (11), there is a constant d > 0 that
makes 1’ > n, which is given by

Tsinghua Science and Technology, October 2020, 25(5): 564-578

AN(n —1)dEn41 > NQ4T2 —4)(n — 1)En
(2d+1 _ 2)
d

It can be easily found that (2¢ — 1)/d is incremental
of d (d > 0). So, d has an upper bound that makes 7 be
the closest to i’. We let d; be the upper bound of d, if
d = di, then n ~ 7n'. Therefore, we need to verify
the correctness of the relationship [lcg, ; Fxlloo =
¢ muie,1 Fx loo- So, we have

=3n—-1D)Q2B+1)> (12)

”C:lult,lFK”OO > |lemu,1 Fx lloo
=di2(n — 1) E,_yn > QU1 —2)E,

3 201+l _ ) E
=—FEr42+3Nm — 1)IE 41 > Q

2 di
(2d1+1_2)

=6(n—1)>Q2B+1)(NI+2B+1)> — (13)
1
Since 6(n — 1)2(2B + 1)(NI + 2B + 1) > 3(n —
1)(2B + 1) is obviously satisfied, Eq. (13) holds. Thus,
for any value of N, we can select d that satisfies d =
{max(d)|(2¢ — 1)/d < 3(n—1)2B +1)/2,d > 0} to
ensure ”C:lu]t,lFK”oo = ||Cmu1t,1FK||oo- u
According to Theorems 1 and 2, the LBD&DEC
can be used to improve the decryption structure, while
decreasing the error magnitude. Consequently, Method
2 can be used to modify the NTRU-type multi-key
homomorphic encryption schemes.

5 Modified NTRU-Type Multi-Key
Somewhat Homomorphic Encryption

According to the analysis provided in Section 4, Method
2 has two advantages.

(1) The DEC technique improves the decryption
structure of the NTRU-type scheme and eliminates the
key-switching operations, which significantly decreases
the dependence of the error on N (the dependence is
exponentially decreasing).

(2) The LBD technique reduces the ciphertext
dimension and further decreases the error magnitude.

Based on Method 2, we propose an NTRU-type
MKSHE by using the LBD&DEC technique.

5.1 Modified NTRU-type MKSHE

Let A be a security parameter; g=q(A) € Z is a
prime integer; and @, (x) = x" 1+ x" 2 +... 41 (n
is a prime) is the sub-cyclotomic polynomial. For the
polynomial ring given by R = Z[x]/®,(x) and R, =
R/qR, and a B-bound error distribution y = y(4) over
R, set y! as a B-bound error distribution space, where
! = [log q]. The modified NTRU-type MKSHE (denote
as M-MKSHE) can be described as follows.
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(1) M-MKSHE. KeyGen(1%): Sample f',g <« y,
and set f =2 f’ + 1,sothat f = 1(mod 2). If f is not
invertible in Ry, resample f' < y.Seth = 2g/f €
Ry, so pk:=he R, ,sk:= f € R. Set! = [logq],
and let discard constant d satisfy the following
relationship:

d = {max(d)|(2¢ —1)/d <3(n—1)(2B +1)/2, d >0).

Output: (pk, sk, int) = (4, f,d).

(2) M-MKSHE. Enc(pk,m): Compute m =
LBD,_, 441 (Pof2(m)), and sample s, e < y' <.

Output: ¢ :=m + hs + 2e € Rfl_d.

(3) M-MKSHE. Dec(sky, ska, ..., sky, ¢): Select the
first element ¢; from the ciphertext vector ¢, let u :=
(skiskz -+ sky)cr € Ry.

Output: m’ := u(mod 2).

(4) M-MKSHE. Eval. Add(cy, ¢3): Compute the
addition of ¢1 and ¢; as ¢4y = [¢; + ¢,]q-

(5) M-MKSHE. Eval. Mult(c1,¢3): Compute the
matrix C = LBD,_, 441 (BitD(c])) € Rt(ll_d)x(l_d).

Output: ¢y = C - cg € Ré‘d.

5.2 Analysis results

(1) Correctness of M-MKSHE scheme

Homomorphic addition: Since my = (myg,
2d+1ma, e 21_1ma), by using Fx = fifa - fr
to decrypt the ciphertext vector, we can get
Fxecq = (Fxkmg, 28T Fxmg, ..., 217 Fxmy) + va,
where v, denotes the error vector. For ¢,y = [¢; + ¢,]g,
we get

Cadd - Fx=Fg -(c1+¢,)=Fg - ((m1+m2), 29 (my+my),

27N my 4 my)) + Fr—k, V4 Frx—k, V5.

where v and v}, are the error vectors with the magnitude
of n. So, by selecting the first column of ¢, Fx, we
have

[Cadd,lFK]q(mOd 2) =

(my + my).

c=d+2
I

@) > (Cl,d+2)§(2§_1m2 +eh )+ (cra2),(20m2 + e} )

c=d+2

c=d+2

In the same way, we can get céz) € Ré‘d . Let c(lz)

and cgz) correspond to the public-key sets K; and K>,
respectively. It should be noted,

!
> (1) 25 my e )+ (c1,1),(2%m2 + €5 )

Z (c1,)c (257 ma + €5 ) + (c1,0),(2°m2 + €5 )
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Homomorphic multiplication: Considering the
decryption of homomorphic multiplication, we can get

Coult * Fx = (LBD2—>d+1 (B]tD(c'{))c;) . Fxe Ré_d.

By selecting the first column of ¢, - Fx, we get

/
Cmu,1 Fx = mima Fg + (mZFK—K1v1,1+

d+1
Z(cl l)gFK K2U21 Z(Cl 1) Fg_ K2v21
s=1 c=2
d+1
my 2(25_101,1);FK)-
c=2

Note that [ciul, IFK]q(mod 2) = myms.
Remark: It is not necessary to consider whether K N

K5 is empty.
(2) Circuit depth of M-MKSHE scheme
Theorem 3 For the parameter values provided
above, the M-MKSHE can evaluate any circuit depth,
logg
(N —j 4 Dlog(n —1) +loglogg + O(1)

Proof As already mentioned, in this work we
consider only the error of multiplication. Without loss
of generation, we set Ky N K = {pk; ,....pk; }, so
r = 2N — j. For any level of multiplication operations,
the multiplication of ciphertexts can be decrypted by
Fg. According to Theorem 1, after the first level
homomorphic multlphcatlon evaluation, the error of

W F x (here ¢ denotes the first element of vector

mult, 1 mult, 1
¢, in the first level) is bounded,
3
“vmult oo <=1 —-d)+1) (EEr+2+

3N(n — 1)(I — d)E,+1) + Q42— — 1) E,+

NQn—-1(I—-d)+1)((29?—4)(n—1))E,

At the second level, we set

e RI—4,

(LBD5, 41 (BitD(c{?))-¢)- FPeRl .
@

mult

@ O

mull

Further, the first column of ¢ - F 122) is selected for

homomorphic decryption,
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(@ FO _ @0 p@

mult, 1

1
2 1 1
ms )FK_Nvlgw)lt,l + ) (e, FK_NUT(“U)“J_

c=1
d+1 d+1
1 2 —
Z(Cl,l)S-FK—NUIElu)lt’1+mé)Z(zg len) Fy | =
c=2 c=2

@)

mult,1°

m(lz)mgz) FI((z) +v

So, we obtain the bound of || vl(fu)h,l loos

S dloo<2(n—1) (1 +2(n =1 (I =d)) Er_nlo i), 1ll oot
(n—1)(24T% — 4 E,.
For convenience, let P = (1+2(n—1)( —d)),
0 = (2472 — 4)(n — 1). So, we have
i oo <201 — )P X Er_yvg oo+ O X Ey <

mult,

3
EPZXEZr_N+2+3NxP(n—l)(l—d)Ezr_N+1+
(1+NXQXP)(PXQ)E2r—N+QXEr-
After L levels of homomorphic operations, the error
magnitude can grow up,

10E oo 20— 10 +2(1=1X1=d ) Ery 05 D oo

mult, 1 mult, 1
3 L
O xE,< EP XEpr—(L-1)N+2+
3N x PE n=1)(I=d)ELr—@-1yn+
(1+NxQxP)(PEx Q)Er,—(-nyn+

L
0 x Z PP X Egtyr—@-2)N (14)
0=2
where d is a constant variable. The magnitude of
||m(1L)mgL)F % ll oo 18 ignored because it is much smaller
L L

than [0 | lloos and let 050 | oo < g/2.
According to Theorem 2, if the LBD technique is not
used in our scheme, the value of d is 0, which yields to

the following error bound of || UlglLufm loo:
- 3

551 lloo < S +20 - DO Epr——yn+2+
3N(1 42— DD (= DIEL,——1yn+1-
Thus, by selecting d = {max(d)|(2¢*! —2)/d <

3(n—1)(2B + 1),d > 0}, the magnitude of ||vI(nLu?t,1 lloo

becomes infinitely close to || '71(111:.1)t,1 lloo- The limit state is
selected at each level, and the final error after the circuit
depth of L satisfies the following relationship:

5% !

vmult,luoo < 2

= Llog(1+2(n—1)I)+ (Lr —(L—1)N +2)x

log(2(n—1)(2B+1) )+10g(1+4(n_1)(23+1)2) =

logq + log3

log g
(N—j+1)log(n—1)+loglogg+ O(1)

= L~ (15)

|

According to Egs. (14) and (15), with the increase of

parameter N, the error magnitude increases, and the

circuit depth decreases. However, j can reduce the

impact of N, which is contrary to the BC-MKSHE
scheme.

5.3 Parameters comparison

In the BC-MKSHE scheme, after one homomorphic
multiplication operation, the error satisfies the following:
Errorgcemkshe < 6/(n — 1) Eoy + 22V Eqy.
However, in our M-MKSHE scheme, the upper bound
of the error is given by:

Errory yixsus < (2(n — 1) 4+ 1) x

3
(EE,«+2+3N(1’£ - l)lEr.H) +Er.

The ratio of the two previous error bounds is given,

. Error
Ratio = BC-MKSHE

Errory viksue
6l(n — 1)Ean + 22N Esn

3
(2(’1—1)1+1)(EEr+z+3N(n—1)lEr+1)+Er

A

22N E2 N
N(n—1)logg + 0(1)

According to Eq. (16), the error magnitude of our M-
MKSHE scheme is decreased exponentially compared
to the BC-MKSHE scheme.

In the following, the comparison of these two schemes
regarding the other parameters is provided, such as the
ciphertext size, secret key size, public key size, and
evaluation key size.

Take one homomorphic multiplication operation as an
example. In the BC-MKSHE scheme, the ciphertexts
are two polynomials in R,, whose degree is smaller than
(n — 1), so the size of ciphertexts is 2(n — 1) log g. Also,
the public keys are 2N polynomials in Ry, so the size of
public keys is 2N (n — 1) log g. Further, the joint secret
keys for decrypting are r polynomials in R, and their
coefficients are smaller than (2B + 1), so the size of
joint secret keys is r(n — 1) log(2B + 1). Furthermore,
the evaluation keys are [log ¢ |-dimensional polynomials
whose degree is smaller than (n —1). Then, after j-times
evaluations, the size of the evaluation keys is j(n —
1) [logg1logg.

In our modified scheme, the key-switching technique
is not used and none of the evaluation keys is

(16)
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required. The ciphertexts are ([logg] — d)-dimensional
polynomial vectors, so their size is 2(n—1)([logg] —
d)logq. The same as for the BC-MKSHE, the size of
public keys is 2N (n—1) log g, and the size of joint secret
keys is r(n — 1)log(2B + 1). See Table 1 for details,
the comparison of the parameters of the M-MKSHE and
BC-MKSHE schemes is provided.

As shown in Table 1, our scheme does not require
the evaluation key, and the error magnitude is reduced
exponentially, but the ciphertext size is increased by
([logq] — d) times.

6 Leveled NTRU-Type Fully Homomorphic
Encryption

According to Theorem 3, the circuit depth is reduced
with the decrease of N, so the modulus-reduction
technique has to be used to decrease the error magnitude
after every homomorphic evaluation.
Modulus-reduction?®2%1;
technique can change the inner modulus g of a

Modulus-reduction

ciphertext ¢ to the smaller modulus p (p = g mod 2)
while roughly scaling down the error by the ratio of p/g
and preserving the correctness of the decryption under
the same secret key.

ModulusSwitch(c, ¢, p): For input ¢ € R,, and a
smaller modulus p, output is ¢’ € R,, which is the
closest element to (p/q) - ¢ and ¢’ = ¢ mod 2.

Lemma 3181 Let p and g be two odd modulus, let
¢ € Ry, and define ¢’ € R;, whose value is the closest
to (p/q)c, then ¢/ = c(mod 2). So for any f, if
I[feclglloo < q/2—(q/p)IIf |1, there is

[fe'lp = [felg(mod 2). [ fe'lplloo <

(p/DNlfelglloo + 17 11

Then, by using the modulus-reduction technique, a
leveled MKFHE scheme is designed.

6.1 Leveled NTRU-type MKFHE
The M-MKSHE is changed so that it uses modulus
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reduction during the homomorphic evaluations.
KeyGen(l)‘) will sample a ladder of decreasing moduli
qo > ¢q1 > -+ > qr. The error distribution y is chosen
in order to guarantee that any sample is B-bounded,
where B < ¢gr. In contrast to the M-MKSHE, the
M-MKFHE adopts the LBD technique twice to keep
the right dimension of ciphertexts. Therefore, in the
following, two kinds of LBD functions are introduced.

Let LBDZ_) s (V) denote the (d; — d3) columns of
the matrix V are discarded.

Let LBDfil_)d2 (V) denote the (d; — d») rows of the
matrix V are discarded.

The modified leveled scheme is as presented below.

(1) M-MKFHE. KeyGen(1*): For every i € {0, 1,
.., LY, sample g@_ f'® « y andset f@ = 2@ 4
1, so that £ = 1(mod 2). If £ is not invertible in
Ry, resample /D « y. Let k) = 2gD/ () ¢
Ry, and set pk := h® € R, , sk := f) e R, .
Set the low bit discarded constant d on each ladder,
where d = {max(d)|(24T1-2)/d <3(n—1)(2B+1),d >
03}.

Output: {pk, sk, int} = {h©@, FL) g},

(2) M-MKFHE. Enc(pk,m): Sample s©, e©® «
x0=4 let l; = [logq;] and m = (Pof2(m))T € Rfl%.
Output the ciphertext vector,

@ = pOO 4 2,0 4 LBD%_"H_l(ﬁz) € Ré%_d.

(3) M-MKFHE.Dec(sky, skj, . .., skN,c(L)): Select
the first element ch) € R,, from ciphertext vector
¢ e RIL setu = (skysky ---sky)ell) e R, .
Output: m’ := u(mod 2).

(4) M-MKFHE . Eval. Add(cgi),cg)): For the two
@ .0

ciphertexts ¢; ", ¢,” € Ré{i_d in the i-th level, compute

. by = )
cg)] 4 € Rfjl._d. Then, reduce the modulus, so we have
G = @i /q0) - cBy(mod 2).

Cadd
G VA { @i+1)
Output: caiid - LBDIH_I—d +1—=l;i—d (caiid )-

(5) M-MKFHE . Eval. Mult(c”, ¢!?): For the two

the addition of c(li) and cg) as

Table 1 Comparison of parameters between BC-MKSHE and M-MKSHE.

Parameter BC-MKSHE scheme

M-MKSHE scheme

Maximum size

_ 2N
of error 6l(n—1)Ean +27 Ean

Ciphertext size 2(n—1)loggq
Jj(n—1)[logq]logq
2N(n —1)loggq
Secret key size r(n—1)log(2B + 1)

Evaluation key size
Public key size

Er+Qn—-1)1—-d)+1) (%Er+2+3N(n —D(—d)E,11 |+
QT2 - DE, + Qn =D —d) + D(NQ? T2 -4 (n — 1))?E,

2(n — 1)([logq] —d)logq
0
2N(n —1)logq
r(n—1)log2B + 1)

Note: d = {max(d)|(2¢*"' —2)/d <3(n —1)(2B +1),d > 0}.
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@O @

ciphertexts ¢;’, ¢, 1-d

€ Ry, nogq’ in the i-th level,

compute the multiplication of cgi) and cg ) r(rln)llt =
LBD2_>d+1(BitD(C§i))) 5’) € R(lji_d Then, by
reducing the modulus, we get cg:;tl) = (qi+1/qi) -
fx’u)m(mod 2).

Output: &t =LBD} 4, g(ehd?).

6.2 Analysis

(1) Scheme framework

The process of homomorphic operation in the M-
MKFHE scheme is shown in Fig. 1. The flowchart
presented in Fig. 1 can be used as a model framework
for algorithm design. In Fig. 1, the ciphertext is
expanded to the vector starting from the plaintext
vector, i.e., ¢ 1= LBD§_>d+1(P0f2T(m)) +hs+2e €
Rfl_d. Only the first element of the ciphertext vector is
decrypted. Therefore, the correctness of the first term of
LBD;”, , 11 (BitD(ci’)))-cg) should be ensured. In order
to complete the homomorphic operation, the ciphertext
has to be maintained in the vector form. Although the
complexity of the ciphertext calculation is increased
when the ciphertext vectors are multiplied, the key-
switching technique is not used in our scheme.
(2) Correctness

For B < qr., the selected LBD constant d is suitable
for all levels of homomorphic operations. Thus, to
reduce the modulus every time, we need to perform
the LBDl _,; () to discard some rows of the ciphertext
vector. For instance, at the i-th level, when the
homomorphic operations are completed, we get the (/; —

. : . @ 0 i—d
d)-dimensional ciphertexts ¢, ;4. ¢, € Rg; . After
' ®
a sk, . sk, —
I,-dimension plaintext [ -dimension plaintext &
wvector 7, vector m, i;
2 s+l 2—d+1 9’
columms columms E
1)Vector transpose &e=/s +2e+1BD;_, (m' '
h 4 ! o
[+
d\(i.—ﬂ')*\ o DS ., (BiD(e;")) G- | 3¢ |t d.(f -ahl- E
imension | € E x ? | dimension =
ciphertext (2) Ciphertext AT ciphertext 2
vectore” SN L | vector ¢ =]
1 I ‘ 5
M ‘ E
P | (3) Homomeorphic multiplication | S
() Homomo@ﬁ{c Select the first
addition P " E;,
] = Output:
. . & mm,
{i;-d)-dimension| 5 o - il
ciph v 60 | £ F |U.—d)-dimension
Spn LBD, oy alCprme | T ciphertext

vector € gy
e vector €,

Fig.1 Process of homomorphic operation in the M-MKFHE
scheme.

the ciphertext is decomposed by BitDecomp()'qu 41
Rgff?‘“] at the (i + 1)-th level, cadd and cr(rln)llt are
decomposed to (/; —d) x (l; +1 — d )-dimension matrices.
Therefore, the following algorithm has to be performed,
and the last (I; — l;+1)-th rows of the matrixes have
to be discarded to keep the correctness of the next
homomorphic operation. The conversion progress is
provided in Algorithm 1.

The conversion algorithm is important to achieve
a fully homomorphic operation in our M-MKFHE
scheme. It can be seen that the ciphertext dimension
is reduced with the increase in the circuit depth L
by using the LBD&DEC technique. So, the modulus-
reduction of our M-MKFHE scheme has two main
advantages: (1) Reducing the modulus can decrease the
error magnitude. (2) Reducing the modulus can also
decrease the ciphertext dimension at different levels.
Both of these advantages can improve the efficiency
of the MKFHE scheme.
(3) Security

Our leveled M-MKFHE denotes a modified MKFHE
in the LTV 12 scheme. The techniques of LBD& DEC
are used. The security of dimension expansion depends
on the RLWE and DSPR assumptions over prime
cyclotomic rings. The LBD is based on functions
BitDecomp() and Powersof 2(). As known in Ref. [6],
functions BitDecomp() and Powersof 2() have no effect
on security. Thus, the LBD technique does not affect
the security of our scheme. According to Refs. [6,26],
our M-MKFHE scheme is IND-CPA secured under the
RLWE and DSPR assumptions over prime cyclotomic
rings.

—

7 Conclusion

By using the LBD&DEC technique, our modified
multi-key FHE improves the inherent homomorphic

Algorithm 1 Conversion at different levels

At the i-th level, the output is expressed as
) = e +), € R and
. [ [ li—d
el =LBDy, 4, (BitD(c{")) - ¢ € R
At the (i + 1)-th level, compute

i +1

el = (ai +1/ql)[c(’> + ¢](mod 2) and
Cféut = (gi+1/4i) L‘muh(mod 2).
then input

sU+D + G+1) liy1—d

Cad  =LBD; _giioy—a(Cad )€ qu',-ﬂ . and
i+ ¥ (i+1) i+1—
€ mult LBDIH—l —d +1—1;— d(cmu]t ) € R‘lli+1 .
Note: c(l'H) or cgjl;]) is the input ciphertext at the (i + 1)-th

level.
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multiplication decryption structure of the NTRU in the
LTV12 scheme, and successfully eliminates the key-
switching operations and decreases the magnitude of
error exponentially. Moreover, our scheme can more
effectively process the quadratic part of a ciphertext
product. The LBD technique used in our M-MKFHE
can minimize the ciphertext dimension and improve the
efficiency of the homomorphic operation.
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