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Revocable Hierarchical Identity-Based Broadcast Encryption

Dawei Li, Jianwei Liu, Zongyang Zhang*, Qianhong Wu*, and Weiran Liu

Abstract: Hierarchical Identity-Based Broadcast Encryption (HIBBE) organizes users into a tree-like structure, and

it allows users to delegate their decryption ability to subordinates and enable encryption to any subset of users

while only intended users can decrypt. However, current HIBBE schemes do not support efficient revocation of

private keys. Here, a new primitive called Revocable Hierarchical Identity-Based Broadcast Encryption (RHIBBE) is

formalized that allows revocation of the HIBBE. Ciphertext indistinguishability is defined against the selectively
Bounded Revocable Identity-Vector-Set and Chosen-Plaintext Attack (IND-sBRIVS-CPA). An IND-sBRIVS-CPA

secure RHIBBE scheme is constructed with efficient revocation on prime-order bilinear groups. The unbounded

version of the scheme is also shown to be secure but a little weaker than the former under the decisional n-Weak

Bilinear Diffie-Hellman inversion assumption.

Key words: Revocable Hierarchical Identity-Based Broadcast Encryption (RHIBBE); revocation; provable security

1 Introduction

Hierarchical Identity-Based Broadcast Encryption
(HIBBE), first proposed by Liu et al.ll in 2014,
combines the function of Hierarchical Identity-Based
Encryption (HIBE) and Broadcast Encryption (BE). In
a HIBBE system, users are organized into a tree-like
structure, and they can delegate their private keys
to lower-level users, which reduces the workload of
the Private Key Generator (PKG). If senders need
to encrypt the same message to a large number of
recipients, they do not have to separately encrypt
for each recipient. They encrypt the message only
once, which reduces computation costs and saves
communication bandwidth. For example, consider
the scenario where a message is sent by email to
Alice, Bob, and so on. One can encrypt this message
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using their public keys, i.e., Alice@mail.com,...,
Bob@mail.com, and broadcast the ciphertext. Only the
intended recipients can decrypt this message.

In some cases, if a user’s private key is leaked
or a user is cheating, their private key should be
revoked. If there is no revocation mechanism in the
HIBBE system, he/she has to change their identity
to apply for a new private key. It takes a great
deal of effort to convince all the other users of this
alteration. Two kinds of mechanisms are commonly
used to achieve revocation in HIBE, namely direct
and indirect revocations'?!. In direct revocation, senders
directly specify the revocation list and have to always
confirm the private keys of revoked users are invalid
when encrypting, which makes the efficiency of
encryption relatively low. Indirect revocation also
consists of two kinds of revocation. In the first kind
of indirect revocation, a PKG keeps the revocation
list and they can transmit private keys to all non-
revoked users at intervals. As PKG has to compute
new keys frequently for all non-revoked users, so this
puts a heavy burden on the PKG. In addition, a secure
channel is required to transmit private keys to each user
every time. The second kind of indirect revocation was
proposed by Boldyreva et al.l*! in a Revocable Identity-
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Based Encryption (RIBE). Here, the private key of each
user is divided into a secret key and an update key based
on the idea of the fuzzy Identity-Based Encryption
(IBE)!¥, where the identity is contained in a secret key
and the time is contained in an update key. With this
method, the PKG just publicly publishes the update
keys but does not need a secure channel. Moreover, the
subset-cover revocation framework plays an important
role in reducing the number of executions in updating
keys from linearly to logarithmically correlated with the
number of users.

Seo and Emural>9

developed a RIBE scheme
to Revocable Hierarchical Identity-Based Encryption
(RHIBE), where the users can delegate secret keys and
update keys for their child users in the tree-like structure
and share the burden with the PKG. However, HIBBE
does not have efficient and secure mechanism for
revocation. Inspired by these revocation mechanisms, a
HIBBE with a new primitive that can execute revocation

much more efficiently has been developed.
1.1 Contributions

A new cryptographic primitive was defined, called
Revocable Hierarchical Identity-Based Broadcast
(RHIBBE),

requirements in the above scenarios. The main

Encryption to meet the functional
contributions of this work are summarized as follows:
(1) The security notion is formalized with ciphertext
indistinguishability
Revocable Identity-Vector-Set and Chosen-Plaintext
Attack (IND-sBRIVS-CPA) for RHIBBE. In this
security notion, an adversary should declare an identity
vector set that he/she will attack, and they can make

against  selectively Bounded

private key queries with some restrictions. In addition,
the order of the identity vector set that an adversary
queries is bounded. They still cannot distinguish which
plaintext is encrypted by the selected identity vector set.
This security notion already captures many powerful
attacks to RHIBBE in reality.

(2) A concrete RHIBBE scheme is constructed on
prime-order bilinear groups, which has an efficient
performance in revocation and encryption. Inspired
by HIBE, the broadcast identity vector set in RHIBBE
is taken as the single identity vector in HIBE to
execute the encryption with similar principles. When
decrypting, the redundant identity in the identity vector
set would be cancelled out to make sure the ciphertext
can be decrypted by the corresponding decryption

Tsinghua Science and Technology, October 2018, 23(5): 539-549

keys. In HIBE, the public parameter is related to the
total hierarchy in the scheme. However, the method
would bring many security problems to RHIBBE. For
example, a ciphertext is encrypted by an identity vector
set that contains two identity vectors, and then if
an adversary exchanges one identity from an identity
vector into another at the same hierarchy, it can decrypt
the ciphertext successfully. Thus, the public parameter
is related to the total number of users in the scheme,
which means the elements in the broadcast identity
vector set is in order so as to avoid such a trivial attack.

(3) The RHIBBE scheme is proven to be IND-
sBRIVS-CPA secure based on the decisional
weak Bilinear Diffie-Hellman Inversion (wBDHI)
assumption, where the target identity vector set selected
to be attacked is bounded. This attack can capture
the most realistic attack types. If the broadcast set is
required to be unbounded to improve the broadcast
performance, the scheme is indistinguishable against
selectively Revocable Identity-Vector-Set and static
Chosen-Plaintext Attacks (IND-sRIVS-sCPA), which
are also secure but a little weaker than the former.

This new revocation strategy is efficient and flexible.
The subset-cover revocation framework is used and a
secret key is separated into two parts related to identity
and time. This will reduce the workload and bandwidth
of the PKG and negate the need to issue secret keys to
all non-revoked users every time with a highly secure
key transmission channel in the normal HIBBE. The
PKG shares its burden with higher-level users, who
can delegate the secret keys and update keys for the
corresponding lower-level users. The number of update
keys, which can be broadcasted publicly, is a logarithm
with the number of non-revoked users.

1.2 Related work

IBE was first proposed in 1984 by Shamirl”l. However,
it was first practically constructed in 2001 based on
bilinear groups by Boneh and Franklin'®!, which proved
to be secure in the random oracle model. Since then,
many IBE schemes with different properties have been
proposed®~12l. HIBE was first introduced by Horwitz

3] and was first achieved in the random

and Lynn!
oracle model by Gentry and Silverberg!'¥l. Then Boneh
et al.l"3 presented a more efficient HIBE with constant-
size ciphertext in a selective security model. Boyen and

Waters!'¢! proposed an anonymous HIBE. Waters!!!
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proposed the dual system encryption to realize fully
secure HIBE under simple assumptions. Since then,
many fully secure IBE and HIBE schemes have been
constructed! ! 12 17- 18],

BE was first proposed in 1993 by Fiat and Naor!"”],
where a dealer can encrypt messages to a subset of the
users and only the assigned users can decrypt to get the
messages. Dealers only need to execute the encryption
procedure once for each broadcast, which greatly
reduces the workload. The fully functional Identity-
Based Broad Encryption (IBBE) was constructed by
Delerablée®”!, which allows the identity to represent a
receiver’s public key and dealers only need to encrypt
messages by using a set of identities as the public key.
HIBBE was first proposed by Liu et al.['l to share the
burden of the PKG. However, the scheme is constructed
on composite bilinear group. To improve the efficiency
of HIBBE, Liu et al.>!l presented a practical chosen-
ciphertext secure HIBBE scheme. Since then, several
subsequent works focused on improving efficiency or
security of HIBBE?>-23,

There are many direct methods to achieve revocable
IBE with a third party to help users decrypt®=%, but
the third party should be disallowed to collude with the
users or it must hold the shares of all users’ private keys,
which is difficult to achieve in reality!?!.

IBE with an indirect revocation method was first
proposed by Boneh and Franklin® in a trivial way,
where a PKG had to issue new keys every time to
each non-revoked user. It required secure channels
between the PKG and every non-revoked user. Thus,
this kind of revocation puts a heavy burden on the
PKG and occupies significant bandwidth to transmit
the keys to all non-revoked users securely. Another
kind of indirect revocation method for IBE was put
forward by Boldyreva et al.®! that improves the key-
update efficiency on the side of the trusted party
from linear to logarithmic in the number of users.

56,311 constructed a series

Based on this, Seo et al.l
of revocation scheme for HIBE. They took advantage
of the subset-cover revocation framework to update
keys for as few as possible nodes in a binary tree to
improve the revocation efficiency. Besides, there have
been many revocable HIBE schemes with different
properties®>33!, To revoke the recipients for HIBBE,
Susilo et al.?*! presented the notion of recipient-

revocable IBBE scheme.

1.3 Organization

Necessary preliminaries are introduced for RHIBBE
in Section 2, including the prime-order bilinear
groups, decisional weak bilinear Diffie-Hellman
inversion assumption, and the subset-cover revocation
framework, which is the basis of this scheme. Then
the RHIBBE definition is presented in Section 3, where
the correctness and security notion IND-sBRIVS-CPA
are described. Based on all of the above, a concrete
RHIBBE scheme is constructed in Section 4, which
is verified to be correct according to the correctness
definition. Finally, in Section 5, the security of the
RHIBBE scheme is analyzed and shown that it is
IDN-sBRIVS-CPA secure.

2 Preliminaries

2.1 Prime-order bilinear groups

Let p be a large prime number, and G and G be two
cyclic groups of order p. If g is a generator of G, and
e : G x G — Gr is a bilinear map, then G and G are
bilinear groups if e satisfies all of the properties**:

e Bilinearity: Yu,v € G and Va, b € Zj, e(u?, vb) =

e(u,v)? = eu?, v9).

e Non-degeneracy: e(g, g) # 1.

e Computability: group operation e(u, v) for u, v &

G can be efficiently computed.

2.2 Decisional weak Dbilinear diffie-hellman

inversion assumption

2.2.1 n-wBDHI problem

Let G and G be the bilinear groups of order ¢, ¢ :
G x G — Gr, g and h be generators of G, and o €
Zp. The n-wBDHI problem is as follows. Given the
tuple (g.8".y1 = g% ....y, = g%'), an algorithm
A computes e(g, g/)©@" DU, It is defined that A has
advantage € in solving n-wBDHI problem if

PrLA. g y1o.. ym) = e(g.8) " ] > e
where the probability is over the random choice of
g.h € G,a € Z, and random bits used in A.

2.2.2 Decisional n-wBDHI problem

The decisional n-wBDHI problem is as follows.
Given the tuple (g,g".y1 = g%....yn = g% .e(g,
g)«" ™) or (g.8'.y1 = g%....yn = ¢ R). in
which R & Gr, an algorithm B outputs a bit b €

{0, 1}. Tt is defined that B has advantage € in solving
decisional n-wBDHI problem if
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IPr(B(g.g" y1..... yn.e(g.8) ")) = 0]
Pr[B(g. g y1.-... yn. R) = 0]] > €,

where the probability is over the random choice of g,
heG,R € Gr,a € Zp, and random bits used in B.
2.2.3 Decisional n-wBDHI assumption
The (t, €, n)-decisional n-wBDHI assumption holds in
G if there is no algorithm that has advantage of at
least € in solving the decisional n-wBDHI problem in
polynomial time ¢!,

2.3 Subset-cover revocation framework

The subset-cover revocation framework was proposed
by Naor et al.l®l, for which the Complete Subtree
(CS) and Subset Difference (SD) are instances used in
practice!®. The revocation in this paper is mainly based
on CS method. Upon input of a binary tree, BT, the
current time, 7', and a revocation list, RL, the algorithm
outputs a set of users that has not been revoked until
time 7. What’s more important, this set allows to update
keys for the least nodes, which is logarithmic in the
number of users.

Let v denote a non-leaf node, and let vz, (vgr) denote
the left (right) child of v. In the binary tree BT, each
user is assigned to a leaf node, and if it is revoked on
time 7, it will be added into the revocation list RL. The
KUNode(BT, RL, T) function is defined as follows:

KUNode(BT, RL,T)

X, Y «~©

Y(v;,T;) € RL
if T; < T then add Path(v;) to X

Vxe X
ifx; ¢ X,thenadd xyp to Y
ifxg ¢ X,thenadd xgto Y

if Y = &, then add root to Y

Return Y

3 Revocable Hierarchical Identity-Based
Broadcast Encryption

3.1 RHIBBE

A RHIBBE scheme consists of the following seven
polynomial-time algorithms: SETUP, SK, KU, DK,
ENC,DEC, and REV.
o (mpk,msk) < SETUP(1*,n,£): The setup
algorithm is executed by the PKG to initialize the
system. Upon input, a security parameter, A, is
expressed in the unary representation, a maximum
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number of users n = O(poly(1)), and a maximum
hierarchical depth £ = O(poly(A)). Next, a master
public key, mpk, and a master secret key, msk, are
output. The master public key, mpk, contains the
initial system state information, sty, and an empty
revocation list, RL. The PKG publishes mpk and
keeps msk for itself.

o skip, < SK(stip,_,.IDg): The secret key
generation algorithm is executed by IDj_; for
k=1,2,...,n to generate the secret key for its
branch ID;. The state information sfip,_, of the
binary tree kept by IDx_; and the identity ID; are
input and the secret key skip, is output.

° kuIDk—l T ICZ/{(dk]Dk_l JT>SUDg_y» RLIDk—l s T)
The key update algorithm is executed by IDg_; to
generate the update key for its non-revoked branch,
where the IDq represents the PKG. The current
decryption key, dkip,_,,7, which is equal to msk
for k = 1, state information s#p, _,, revocation list
RLip,_, and the time T are input, and the update
key kuip,_,,r is output.

o dkip, 7 <DK(skp, , kump,_,,r): The decryption
key generation algorithm is executed by a user with
identity IDy to compute its decryption key. A secret
key, skip,, and current update key, kuip,_, 7 are
input, and a decryption key, d kip, 7, which can be
used for decryption and key update is output.

o C < ENC(M,S,T): This algorithm is executed
by senders to encrypt message into ciphertext. A
message, M, a set of receiver’s identity, S, and
current time, 7', are input, and a ciphertext, C, is
output.

e M<DEC(C,S,dkp,, T): The decryption algorithm
is executed by a user with identity IDj to decrypt
ciphertext into message. A ciphertext, C, a set of
receiver’s identity, S, and a decryption key, d kip, T,
are input. Only if ID; € S, a message, M, is output.
® RLip, < REV(IDg, T, RLip,_,): The revocation
algorithm is executed by a user with identity IDg_
to revoke IDg. A revocation list, RLp, _,, kept by
IDg_1, an identity IDy that needs to be revoked, and
a time, 7', are input, and an updated revocation list,
RLip, _, is the output.

3.2 Correctness

A RHIBBE scheme is said to satisfy the correct
condition if the correctness-game in Fig. 1 returns true
with overwhelming probability for k, j = 1,...,£ and

r &z,
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(mpk,msk) < SETUP(1*,n, L)

SkIDk <« S’C(Sl‘mk_l ,IDg)

sle} <~ SlC(stID}il,ID})

RLy, < REV(D,,T.RLy, )

kuw,_,.7 < KU(dkw,_,.7,stw;_,» RLp,_,,T)
kulr)}_l T < Ku(dkm}_, TSt s RLID}_I ,T)

C < ENC(M,S = {IDg,ID},...},T)

dkip,.7 < DK(skip, , kup,_,.7)

M’ < DEC(C, S,dkwp, )

Return true,it M’ = M A L < DIC(ID},kuID;ilAT)

Otherwise, return false.

Fig.1 Correctness game of a RHIBBE scheme.

3.3 Security model

We define the security model, indistinguishability
against selectively Bounded Revocable-Identity-
Vector-Set and Chosen-Plaintext Attack (IND-sBRIVS-
CPA) for RHIBBE. Let IT = {SETUP,SK,DK,
KU,ENC,DEC,REV} be a revocable HIBBE
scheme. A = {Ap, A1, Ay} is the adversary who
can capture realistic attacks on RHIBBE. There are
four oracles in this system, including SX(-), DK(-, ),
KU(,-), and REV(, ).

e SK(-): Upon inputting an identity IDg, this oracle

outputs a secret key skip, and its state information

SHDy -

e DIC(-,-): Upon inputting an identity ID; and a

time 7', this oracle outputs a decryption key d kip, 7.

e [CU(-,-): Upon inputting identity ID;_; and a time

T, this oracle outputs an update key kump,_, T.

e REV(-,-): Upon inputting an identity ID; and

a time T, this oracle adds IDj to a revocation list

RLIDk-

Let O represent a set of oracles {SK(:), DK(,),
KUC(,-), REV(,-)}, and let S* represent the identity
vector set that adversary selects to attack. Note that
S* is abridged by the method if an identity and its
ancestor are both in the set, then the ancestor is omitted.
In reality, however, the identity vectors in the set
S* that an adversary would attack cannot be infinite,
because the total number of identities at all levels £ =
O(poly(1)) is not greater than n = O(poly(A)). Thus
the number of identity vectors in S* is bounded such
that £15"1 = O(poly (L)) to ensure security, which is
huge enough to satisfy the broadcast function to realize
the reduction in computation and bandwidth.

The security model is defined through the following
experiment EXPIE&SB RIVS-CPA (12 1, £):

EXPIII;]?::BRIVS_CPA(IA, n, Z)
(S*,T*,stateg) & Ao
(mpk,msk) < SETUP(1*,n, L)
(Mo. My, stater) < A9 (mpk. stateo)
b &0y
C <« ENC(M,.S*,T*)
b’ «— AS (mpk, C,statey)
If b = b’ then return 1; else return 0.

The following conditions must always hold to avoid
trivial attacks:

(1) [Mo| = |M].

(2) A must query to KU(:,-) and REV(-,-) in an
increasing order of time, which means that adversary A
cannot query to REV(,-) for time T} earlier and then
KCU(-, ) for time T3, or query to JCU(-,-) for time T
earlier and then REV (-, -) for time T, where T} > T».

(3) A cannot query decryption key d le,’j*,T for
each ID}. € S* or their ancestors.

(4) If A has query a secret key skID;:* for some
ID,’;* € S* or their ancestors on time 7 < T*, A
has to revoke ID,’;* or its ancestor on time 7’, where
TL<T <T*

The advantage that adversary, A, has in the
experiment is defined as AdvgigBRWS'CPA(IA) =
| PEXPROERYVS AR gy = 1] - 4

Definition 1 LetIT = {SETUP,SK, DK, KU,
ENC,DEC,REV} be a RHIBBE scheme with
maximum 7 users and maximum £ hierarchies. We say
IT is IND-sBRIVS-CPA secure if for any Probabilistin
Polynomial Time (PPT) adversary A, the advantage
AdvIII}IB{SBRIVS'CPA(IA,n,E) is negligible w.r.t security
parameter A.

4 Concrete Scheme

Several notations are introduced to simplify the
description of the scheme. Each user in the tree-like
structure would have a unique identity vector denoted as
ID; = (ID4,...,ID;) and ID;_; is used to represent its
parent node. However, the figures i and i + 1 are not in
the relationship of digital addition, but just represent the
inheritance relation. Let pref(ID;) = {IDy,...,ID;}
denote a set of all ancestors of an identity vector. In
addition, all users are in a binary tree whose root is
their parent, and they also have their position in the
hierarchical tree whose root is the PKG. For the ID;_;
that can normally decrypt the message that is sent to
its child ID;, the identities like ID;_; in S are omitted
and only the ID; are maintained. S is used to represent
the set of ancestors of all elements and themselves in
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an identity vector set S. Note that /s denotes a set of
index of all elements in S, while Ip; represents the
index set of all ancestors of ID; and itself. Path(ID;)
denotes all ancestor nodes and itself of ID; in a
binary tree BTp,_,. An example is given in Figs. 2
and 3 for explanation. Thus IDy = (IDy,IDg, IDg),
and IID9 = {1, 8, 9} pref(IDg) = {ID],IDg, IDg}
Suppose a vector set is S = {ID4,IDs,IDg},
S = {ID;,ID,,IDy4,IDs, IDg, IDg}, and Is = {I,2,
4,5,8,9}. In the binary tree BTip,, Path(IDy) =
101,02, 04},

o (mpk,msk) < Setup(1*,n,€): It picks a prime

order bilinear group generator G, and runs (G, p, g)

<5 g(M). It picks random g, h, ga,u1,. .., Uy, u',

WEG and o £ Z,, then it publishes mpk =
nl,g.g1 = g%h,ga,uy,....,uy,u’, ', RL} and
keeps msk = g by itself.

o skip, < SK(stip,_,.IDx): Each user IDjx_;
for k = 1,2,...,n can act as a key generator for
its son users which are assigned as leaf nodes in
the binary tree, thus the state information sfp,_,
includes the binary tree BT)_; and the msk-shade
Py for each node 6. When generating secret key

Fig.3 The binary tree structure of the node ID, .
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SkIDk for IDk = (ID],IDQ, R ,IDk), IDk_l runs
the algorithm. For each node 6 € Path(IDy), it

R
picks Py from sfip,_, or picks random Py < G if
Py has not been assigned and then the algorithm

R
picks random rg < 7Z, to compute skip, = {Pg(h-

ID;
[T w; ). 8" i Sieli )\ 1, }0ePan(iDy)-
iEI}Dk

o kugr < KU(msk,sty, RLy, T): It keeps msk,
the state information st¢, the revocation list RL¢ and
time T'. For each node 8 € KUNode(BTy, RLy, T),
this algorithm recalls Py if it has been defined

or assigns a random Py i G if it has not been
defined. It picks random fg & Zyp for each node 6 €
KUNode(BTy, RL¢,T), and computes kugr =
{(Py g5 w'Th')'e, g }gekuNode(BTo,RLo,T)-

° deDk,T < DIC(SkIDk,kuIDk,l,T): For IDk =
(IDy,ID,,...,1Dy) ¢ RLyp,_,, the secret key
sk, = {a6,0.0,1,1b0,;}je1,n\Iip, }0epan(iny) and
the update key on time 7" is kup,_,,7 = {ds,0. 01,1,
a12,4b1,j}j e (1,n\Iip,_, 6 € KUNode(BTy_y, RLi—y,T)>

where a;1 =bix =...=bip =1 for k=1
_ IDg

Compute (ag, a1, as, {b; }je[l,n]\[mk)—(ag,oa,,obt’k ,

ag1as,1,ar2:4bs,j - by, j }je[l’n]\IIDk ), and re-

R
randomize it with the random integer r’,t" < Z,
to get the decryption key dkip,,7 = (ao(h-

ID;\ " / ’ ’ /
[Tw ") (M/Th/)t,algr,azgt,{bj”; }je[l,n]\IIDk)-
iGI}Dk

o kump,_,, v < KU(dkp,_,,7.5tw,_,» RLip,_,,
T'): This algorithm first runs the algorithm KUNode
to get the nodes 6 € KUNode(BTy_1, RLk—_1,
T), and recalls the Py if it has been defined,

. R .
or picks a random Py < G otherwise. Then
for dkip,_,,r = (ao, a1, az, {bj}; e .nl\ip,_, )
. . . R
re-randomize it with random rg,f9 < Z, for

each 60 € KUNode(BTy_1,RLig—1,T) to get
the re-randomized decryption key {ago,a¢,1,

46,2, 4o, }je1,n\Iip,_, }0€KUNode(BT;_,RLs_1.T) =

D,
{h . 1_[ ui t)re(u/Th/)tg’ algVG, azgte’
ie IIDk—l
ro
{bju;"}jert,n\ I, _, }0€KUNode(BT;_y,RLx_y,T)- The
update key is kuip,_, 7 = {P;'asp.a.1,a0,2,

{be, }‘je[l,n]\lmk_1 }69€KUNode(BTy—1,RLs—1,T)-
o C < ENC(M,S,T): Let the receivers identity

set be S, and the encryption algorithm picks
R

random s < Z, and output the ciphertext

C = (G, C1,C2,CG3) = (M - e(g1.82)°. 8",

(h 1—[ uiDi)s,(u/Th/)S)_

ielg



Dawei Li et al.:

e M < DEC(C,S,dkm,,): Given the ciphertext
= (Cy, C1, Ca, C3), the receiver ID; € S with

decryption key dkip, 7 first computes a; = ao -
I1 b]I»D‘/ , then it outputs the message M =
J€Is\Iip;,
e(a;,Cz)-e(az,C3)
Co - e(a,C1) :
[ ] RLIDk—l < RSV(IDk, T, RLIDk—l): This

algorithm adds (IDg,T) to RLp,_, to update the
revocation list RL.
Correctness. The decryption key would always be
in the form of dk = (g%(h - T[] w’ ) WThY,
i elle
g, g, {u{}ie[l,n]\lle) and the ciphertext would
always be in the form of C = (Cp,C1,C>,C3) =
(M -e(g1,82)°. g% (h T u™)*, w'Th")*). Thus the
i€l
following equations hold: i
e(g”, (h T ")) -e(g", T h'))

e(al,Cz)-e(az,C3) iels _
e(ag, C1) e(ggh T uP)yr wTh)y,g%)
iels

e(g, (h TT ul"))™s -e(g, WTh))'

iels

e(g5 %) eh I u).g) - e(@Th). gy~

1 1
e(gs.g%)  e(g1,g2)"

5 Security Analysis

5.1 IND-sBRIVS-CPA secure

Theorem 1 Let G be a prime-order bilinear group
generator and IT = {SETUP,SK, DK, KU,ENTC,
DEC,REV} be a RHIBBE
constructed in Section 4 with maximum 7 users

concrete scheme
and maximum £ hierarchies. Assume that the Decision
n-wBDHI assumption holds on G. Then the proposed
RHIBBE scheme [I1 is IND-sBRIVS-CPA secure
where the order of the selected identity vector set is
bounded that £!5! = O(poly(1)).

Proof In the following part of this section, we
prove the RHIBBE scheme is IND-sBRIVS-CPA secure
under the Decision n-wBDHI assumption.

Init. Suppose the challenger tuple for Decision
,Vn, R). B and
A should obey all of the rules in security model.

n-wBDHI problem is (g,g’,y1,...

Adversary, A, ﬁrst selects a target identity vector set

= {ID7,.. \S*I} and the time T* that it will
attack, where E‘S I = O(poly(L)). This gives S*, T*,
together with an initial system state, statep, to the
simulator, 5. Let 5= {ID],...,ID}} be the set of
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ancestors of all elements and themselves in S*, where
there mustbe N < n,and I* = {i : ID} € E*}.
Setup. Simulator B picks random yyq, y1, ...,

R
Yn, 8, c.d <—Zp, and sets g =y; =g% g2 =
Vgt = gyo+a”, and h = g3 - T1 y;[i"iﬂ. Besides,
iel™

itsets u’ = g5 and i’ = wTgd Fori e Igx, set
uj=gv. y[_ll. +1- Finally, B derives an initial revocation
list RL from stateyp, and outputs the public parameter
mpk = (g, g1, &2, h, u1, ..., uy, u', k', RL). The
master key msk = g% = (y287°)* = Yut+1y]°, which
can not be computed by B because the y,+1 part is not
known to B.

Phase 1. Adversary A makes SK(-), DK(,),
KU, ), REV(-,-) queries to simulator B by the rule
that is the same as it in security model. B responds to
A by the following methods.

DK(,-) query: Adversary A can not query for
dkip* 7+ in time T* by the rule, in which ID* € S
(1) If the queried identity IDj and its ancestors

are not in 3*, B picks random r,t <£Zp and
computes the decryption key dkip, 7. B sorts the
S* by the identity index, which can be denoted as
{€1.....4;,} and extends the set by adding n —m
zeroes to the right. /,+ denotes the set i, ... ¢} For
dkp,,r = (a0.ar.a2,{bj}jen ) = (&5 -
(- 1wy - @THY g g Au} ety )-
J€lpy

where ' = ﬁ + r. All parts of the dkip,, T

can be computed by B using the known parameters.

For example, ap = ynut1 - y7° - (g% - [ g™
J€lpy
K ID, L3 —IDg K* -
[T vljsr - YVatkr - . [T vl
Je€lp, _, JEll,n\Ip,
€5 —1D;
1Tt — 4,70 8 IDjy; J
@ h) =y°- - Il 7% 1 »y.l;4
jeIIDk jGI[Dk 1

0 ,
1_[ ynj—j+1)r y
JEll,n\ Iy
(2) If the queried time T # T*, B picks random

R

r,t < Zp outputs the decryption key dkip,, r =
((h- T1

J€lipy
g, {u’},e[l’n]\lmk), in which we can regard t = ¢’ +
W such that the dkip, 7 distributes as the real
decryption key.

(3) If the query meets both above conditions, either

of them can be applied.

REV(-,-) query: B just runs the normal revocation

r@E=IDK) o
w1 @R

L(T T*)

—d
IDz)r o(T—T%) (u/T T* g ) g, g
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algorithm.

The adversary can be divided into L + 1 types
including the type-* adversary and the type-i
adversaries for i € [1, L]. The adversary is defined as
type-* if all of the SK queried identities ID ¢ S*. The
type-i adversary means that {ID};,...,ID} g} are
the oldest ancestor identities A queries to SXC for each
element in S* before time 7*, where ID?’ ; is an identity
element in ID; j € S*. If there are some identities in
{ID},,..., ID;",‘ S*I} that have inheritance relation such
thatID} ; € pref(ID; ;,), just keep the oldest one. The
|S*| identity vectors are treated separately and just use
ID} to denote the oldest ancestor identities A queries
each element in S*. Thus, the number of adversary
type would be L + 1 < €51 + 1 = O(poly (1)) + 1.

If B’s guess is not correct, it will output a random bit.
If B’s guess is correct that the adversary is type-i, B can
generate the secret key and update key for the children
of ID* € pref(ID}) whose level is not greater than i
by the following method. While for the others B can
generate the keys with the normal algorithm.

SK(-) query: Suppose that A queries for the
identity ID; which is a child of ID}‘_I, where j € [1,i].

(1) If j <i, B generates the secret key by computing

{(Poao, ar, {br}kel1.n\Iip, ) }6epan(n,) = {Po(g3 - (-

ID
1_[ Uy k)rev g, {“]26}ke[l,n]\lle)}OGPath(IDj), and
kEIIDj

re-randomizing it, in which all elements can be
computed by the known parameters just as it shown in
DIC(-, ) query, and Py can be recalled from the storage
if it has been stored before, otherwise it should be
randomly picked by B.

2 If j :IDi and ID; # ID}, B computes {Py(g5 -
(h- TT u ™o, g, dretin \ In,)} for 0 €

keI]Dj.
Path(ID;)\Path(ID}) and computes { Py(/ - [] uka )'e,
kellD_ ;
g’e, {u;" }ke[l,n]\lmj )} for 6 € Path(ID;) N Path(ID),
and re-randomizes it after all.
3 If j=i and ID; =ID], B computes

1D
{Po (h‘k [T w8y et i, )Y oepanant)
€lp;

and returns it to A.

KU(,-) query: Suppose that A queries for
(IDj_,,T), in which ID7_, has not been revoked at
time 7', and j € [1,{].

(1) If j < i, B computes the update key k“IDj_l,T =

(P w'Th')o, g')}g for j =1 and computes
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(Pl -G TT w7y - uThye. g, g,
J€lp;_
{u;e}je[lan]\llnj,l) for1 < ] <1i.
2 Ifj =iandT # T* forj = 1 Bcomputes
d

_ % _T*
L= AR T T gy,

—1
gi T g0 ek V(P /T h')e, g9)oek ()
For j > 1, B first queries for DK(-, -) oracle to generate

kupy*
DY _

the decryption of ID;_; on time T, deD,-_l,T =
(ap, a1, as, {bk}ke[l,n]\IIDj_l ), and then it computes the
update key

k“ID;‘_l,T =
{(Pyag, a1, as, bk fkelta\Ip,_, )}0ek(-nV

{(P0_1 (l’l X l_[ u}{Dk)re (u/Th/)lg ) grg ) gte )
kEI}Dj_l
{u? Skelt.n\Ip,_, )30k’ (i—1)»
where K (i)=KUNode(BTip+. RLyp+.T) NPath(ID),
and the other part of it K'(i) = KUNode(B Trpz,
(3) If j =iand T = T*, B computes
(Pt [T wre@™nye g™ g%,

kEIle71
ro
) Seel1.m\ o, _, )}6€KUNode(BT,ye \RLyye .T)-

If B’s guess is right that the adversary is type-*, it
will generate the decryption and update keys normally,
except that for the children of pref(IDf_;). In that
case, BB will generate their keys like the type-i adversary
does.

Challenge. Adversary A outputs two messages M
and M; with equal length, and the state information

R

statey. B randomly picks b < {0, 1}, and computes
the ciphertext

C = (Co.C1.C2.C3) = (M -R-e(y1.8"7°). ¢

(g/S-I—ieZI‘,*ID;"‘Vi u’T_T*g’d)

where R and g’ are delegated from the Decision
n-wBDHI challenge tuple. Because g’ is an element
in G, we can say ¢’ = g° in which s is not known.
Thus the ciphertext C is correct distributed as it in
(C(), Cl, Cz, C3) < SNC(MI,, S*, T*).

If R = e(g,g/)(“”H), C is the valid ciphertext

R

encrypted from Mp, while if R <— Gr, the Cy part of
the ciphertext is randomly picked. After all, B returns
Cto A
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Phase 2. Adversary A queries just like it does in
Phase 1.

Guess. Finally, A outputs the bit o’ € {0, 1}.

Analysis. If R = e(g,g/)(“"H), A can attack the
RHIBBE scheme successfully, thus the advantage that
A wins the game is AdviHIBBE = |Pr[p = b'] — %| >
e. If R <£ Gr, the advantage that A succeeds is
Prib = 0] = % The simulator B would guess out
the adversary’s type with the probability at least L+r1
where L+1 < £15714+1 = O(poly(1))+1. Then B can
break Decision wBDHI assumption with the advantage
Advs = |PrB(g. &' y1..... yn.e(g. 1)) = 0]
Pr[B(g.&" . y1.....yn. R) = 0] > 57
5.2 IND-sRIVS-sCPA secure

Theorem 2 Let G be a prime-order bilinear
group generator and IT = {SETUP,SK, DK, KU,
ENC,DEC,REV} be a concrete RHIBBE scheme
constructed in Section 4 with maximum » users and
maximum £ hierarchies. Assume that the Decision
n-wBDHI assumption holds on G. Then the proposed
RHIBBE scheme I7 is IND-sRIVS-sCPA secure.

Proof The security proof of Theorem 2 is the same
as it of Theorem 1, except the following aspects:

(1) In the Init stage, the order of the selected identity
vector set is not bounded.

(2) At the beginning of Phase 1 and Phase 2 stages,
adversary A should make S/C(-) and KU(:,-) queries
in a static way, which means A outputs a list £ that
contains all elements that it would query in the game,
and gives it to 5.

(3) To reply the SK(-) and KU(-,-) queries in
Phase 1 and Phase 2 stages, B needs not guess the
adversary’s type, because B can judge the adversary’s
type by analyzing the queried list L.

Analysis. If R =e(g,g)@" "™,
the RHIBBE
advantage that A wins the game is Adv

|Pr[b = b'] — %| >e. If R Pl Gr, the advantage
that A succeeds is Pr[b = b'] = % Then B can
break Decision wBDHI assumption with the advantage
Advs = [ PriB(g. g y1. ... v e(g. )" ) = 0] —

Pr[B(g, 8", y1,..» yn, R) = 0]| > €.

A can attack

successfully, thus the
RHIBBE __
o =

scheme

6 Conclusion

A new cryptographic primitive was formalized and
is referred to as a revocable hierarchical identity-

based broadcast encryption. This method allows an
identity in a broadcast encryption scheme to be revoked

efficiently. Messages can be broadcast to a set of

receivers with the encryption being executed only
once, which makes the encryption and transmission
much more manageable. Then, the IND-sBRIVS-CPA
security is defined for this primitive. A concrete scheme
of RHIBBE is proposed on the prime-order bilinear
groups that have efficient performance for revocation.
Finally the RHIBBE scheme was shown to be IND-
sBRIVS-CPA secure under the decisional n-wBDHI
assumption. The RHIBBE scheme was shown to
be IND-sRIVS-sCPA secure when the restriction on
broadcast set is removed to improve performance. This
scheme provides a new method to achieve efficient
revocation for hierarchical identity-based broadcast
encryption and can be deployed in practice.
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