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Multi-RIS Aided 3D Secure Precise Wireless
Transmission

Tong Shen, Wenlong Cai, Yan Lin, Shuo Zhang, Jinyong Lin, Feng Shu, and Jiangzhou Wang

Abstract—In this paper, multiple reconfigurable intelligent
surfaces (RIS) aided secure precise wireless transmission (SPWT)
schemes are proposed in the three-dimensional (3D) wire-
less communication scenario. Unavailable direct path channels
from transmitter to receivers are considered when the di-
rect paths are obstructed by obstacles. Then, multiple RISs
are utilized to achieve SPWT through the reflection path
among transmitter, RISs and receivers in order to enhance
the communication performance and energy efficiency simulta-
neously. First, a maximum-signal-to-interference-and-noise ratio
(MSINR) scheme is proposed in a single user scenario. Then,
the multi-user scenario is considered where the illegitimate
users are regarded as eavesdroppers. A maximum-secrecy-rate
(MSR) scheme and a maximum-signal-to-leakage-and-noise ratio
(MSLNR) are proposed. The former achieves a better secrecy
rate (SR) performance but incurs a higher complexity. The
latter has a lower complexity than the MSR scheme with an
SR performance loss. Simulation results show that both single-
user scheme and multi-user scheme can achieve SPWT which
transmits confidential message precisely to location of desired
users. Moreover, MSLNR scheme has a lower complexity than
the MSR scheme, while the SR performance is close to that of
the MSR scheme.

Index Terms—Hybrid digital and analog beamforming, leak-
age, low complexity, secrecy rate, secure precise wirelss trans-
mission.
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I. INTRODUCTION

AS a promising physical layer security (PLS) technique
in future 6G communications, directional modulation

(DM) [1]–[4] has attracted ever-growing interests from in-
dustry and academic due to its unique characteristic, which
projects modulated confidential signal into a predetermined
spatial direction while makes the constellations of the signal
in other directions distorted simultaneously. By contrast, the
traditional communication methods based on cryptographic
techniques need additional secure channels for private key
exchanging and thus may be not applicable in the mobile
Internet. Benefiting from the key-less PLS technique [5]–[10],
DM can significantly decrease the probability of confidential
signal being eavesdropped on and gradually becomes an
alternative technology to do encryption in the higher layer.

With a substantial progression of PLS in various as-
pects, such as massive multi-input-multi-output (MIMO) tech-
nique [11], [12] and artificial noise (AN) aided secure trans-
mission [13], [14], DM has also been rapidy developed by
integrating the merits of these PLS techniques. In [3] and [4],
the authors proposed a DM signal construction method by
shifting the phase of each antenna element which is imple-
mented on the radio frequency (RF) front-end but requires
high speed RF switches and high complexity. To overcome
those disadvantages, Hu et al. in [15] developed an AN-aided
robust baseband DM scheme by considering the estimation
errors on direction angles. As a further step, Shu et al. in [16]
considered multi-user broadcasting scenarios and proposed a
leakage-based robust DM scheme. Moreover, in [17], Lu et al.
put forward a power allocation strategy for transmitting con-
fidential signal and AN, which significantly increases the
secrecy performance.

However, DM can only guarantee the security in a specific
direction rather than a specific distance, which means that the
eavesdroppers can intercept confidential message at the same
direction but different distance [18]. When the eavesdroppers
are located on the same direction as desired receivers, the
secure transmission may face with a great challenge. To
guarantee a secure transmission in the aforementioned sce-
nario, researchers investigated the combination of PLS and
DM [19]–[21] and started the study of secure precise wireless
transmission (SPWT) in the two dimensional scenario, which
aims to transmit confidential message to a specific direction
and distance. Specifically, in [22] and [23], the authors pro-
posed a linear frequency diverse array (LFDA) to address the
problem that DM can not guarantee the secure transmission
in different distance. With the LFDA, the produced beam-
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pattern is controlled by both direction and distance, thus
secure transmission can be guaranteed in the scenario where
the desired user and eavesdropper are located in the same
direction but different distance. Nevertheless, LFDA scheme
has its weakness that the direction and distance of the produced
beam-pattern achieved by LFDA are coupled. This means that
multiple direction and range pairs may exist at locations where
eavesdroppers can receive the identical signal as the desired
users, which may still cause security problems. In [24]–
[26], the authors proposed a random frequency diverse array
(RFDA) scheme, which has a property that can decouple the
correlation between the direction and distance. In addition, two
random subcarrier selection methods were proposed in [27] to
achieve SPWT for each modulated orthogonal frequency di-
vision multiplexing (OFDM) symbol [28], [29], which makes
SPWT more practical for real scenarios. In [30], the authors
proposed a hybrid digital and analog (HDB) beamforming
scheme which significantly reduces the complexity of SPWT,
while reduces the RF-chain circuit complexity in medium-
scale and large-scale systems.

Due to the high requirements on the specific direction and
distance, SPWT is usually applied in light of sight (LOS)
channel scenarios, such as unmanned aerial vehicle (UAV)
communication, suburban mobile communication and satellite
communication. However, the direct path from the transmitter
to the receiver may be obstructed by some obstacles, such
as high buildings, mountains and trees. This means that
the LOS channel between transmitter and receiver could be
unavailable. Thus, the technology of reconfigurable intelligent
surface (RIS) [31], [32] is introduced to achieve SPWT, since
it can reflect the confidential signal and provide an extra
transmission path. In other words, RIS is regraded as a relay
but more practical since an RIS consists of a number of low-
cost passive elements with adjustable phase shifts. Different
from amplify-and-forward (AF) relay, RIS only reflects the
received signal as a passive array where additional power
consumption can be avoided. Moreover, a full-duplex modeled
RIS system has a higher spectral efficiency than a AF relay
modeled transmission system. In [33], the authors proposed
an enhanced RIS-aided wireless network via joint active and
passive beamforming. Then, the authors in [34] studied a
more practical RIS-aided wireless network, where an RIS is
deployed with only a finite number of phase shifts at each
element. To transmit both power and information, Wu et al.
in [35] proposed a new simultaneous wireless information and
power transfer system with the aid of the RIS technology.
Moreover, a RIS assisted secure wireless communications with
multiple-transmit and multiple-receive antennas was shown
in [36]. To the best of our knowledge, most recent works
related on RIS transmission are based on a single equipped
RIS. Since the receiver’s position may change frequently to
different locations, the direct path between a single RIS and
receiver may also be unavailable which may lead to a failure
transmission.

As aforementioned, due to the LOS direct path requirement
of SPWT, a more reliable secure transmission scheme has
to be designed. RIS-aided SPWT is an alternative scheme
to overcome the problem that the LOS direct path may be

unavailable. In this paper, we combine SPWT with RIS in
a direct path unavailable scenario and propose three multi-
RISs-aided SPWT schemes. Moreover, a three dimensional
(3D) scenario is considered which has one more pitch angle
dimension than that of two dimensional (2D) scenario (dis-
tance dimension and azimuth angle dimension only). Then,
with the goal of maximizing the signal-to-interference-and-
noise ratio (SINR) or secrecy rate (SR) at the location of
desired users, confidential message energy can be conserved
by the desired users while other users can only receive a
constellation distorted signal with low useful signal power.
Our main contributions are summarized as follows.

1) Considering multi-RIS, a 3D SPWT system with rect-
angular transmit antenna array is proposed. Due to
the fact that the RIS consists of a number of low
cost passive elements with adjustable phase shifts, it
can significantly reduce the complexity and increase
the energy efficiency compared with AF relay. More
importantly, the system designs the phase shifts for
the part of RISs which has available LOS channel
to the user. Compared with single-RIS system which
can not guarantee that there exist a LOS direct path
between the RIS and the user, multi-RIS system is more
practical for real scenarios. Then, a maximum signal-
to-noise ratio (MSINR) scheme is proposed with single
user which guarantees the desired user receiving the
maximum confidential signal power, while at the same
time, the artificial noise is projected on the null-space of
the desired user to interfere the location-unknown and
potential existed eavesdroppers.

2) Considering multi-user scenarios where the part of unde-
sired users are regarded as eavesdroppers, a maximum-
secrecy-rate (MSR) scheme is proposed to send con-
fidential message to the desired users and protect the
privacy information from eavesdropper at the same time.
In this scenario, this scheme is achieved by maximizing
the secrecy capacity of the minimal user. The MSR al-
gorithm provides the optimal solutions of beamforming
vector, AN vector in transmitter and the phase-shifting
in the RISs with an extremely high complexity.

3) To reduce the high complexity of MSR scheme,
a low-complexity maximum-signal-to-interference-and-
noise ratio (MSLNR) scheme is proposed by maximiz-
ing the ratio of the confidential signal power received
by desired users to that received by eavesdroppers. Nu-
merical results show that this scheme gives a suboptimal
solution with a significantly reduced complexity, while
the secrecy rate performance of the MSLNR scheme is
close to that of the MSR scheme.

The remainder of this paper is organized as follows. In Sec-
tion II, we propose the RISs-aided 3-D SPWT system model.
Then, a MSINR scheme for single user scenario is presented
in Section III. In Section IV, a high performance MSR scheme
and a low-complexity MSLNR scheme are proposed for multi-
user scenario. The performance of the proposed method is
evaluated in Section V. Finally, the conclusions are drawn in
Section V.
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Fig. 1. Schematic diagram of the proposed scheme.

Notations: Throughout the paper, matrices, vectors, and
scalars are denoted by letters of bold upper case, bold lower
case, and lower case, respectively. Signs (·)∗, (·)T , (·)H , and
(·)−1 denote conjugate, matrix transpose, conjugate transpose,
and Moore-Penrose inverse, respectively. The symbol IK
denotes the K ×K identity matrix.

II. SYSTEM MODEL

As shown in Fig. 1, consider a multi-RIS-aided SPWT
system where the direct path from the transmitter Alice to the
receiver Bob is blocked by high-rise buildings. The transmitter
Alice is a rectangular antenna array with the antenna number
of N = Nr × Nc and the antenna spacing is denoted as dA.
The K RISs with a rectangular array having M = Mr ×Mc

elements are equipped on the surface of high-rise building.
Assuming that all of the RISs are perpendicular to the ground,
the element spacing and height of each RIS are denoted as dI
and g, respectively. Without loss of generation, we assume the
transmitter Alice and the users are on the ground at the same
height. Due to the large path loss, the signal power reflected
by the RIS two or more times is negligible. Therefore, it is
assumed that the channels from Alice to RIS and RIS to Bob
are LOS channel, while the direct path channel from Alice to
Bob is unavailable.

Taking the first antenna of Alice as the reference element,
the angle between the antenna array of Alice and the projection
of RIS on the ground is denoted as θIX , the azimuth angle and
the pitch angle between Alice and the RIS are denoted as θAI

and φAI , respectively. θIB and φIB denote the azimuth angle
and the pitch angle between the RIS and Bob, respectively.
Moreover, we denote rAI , rIB and rAB as the distance from
Alice to RIS, the distance from RIS to Bob, and the distance
from Alice to Bob, respectively.

In general, we assume that the location of the RISs and
Bob are known by Alice. Assuming that the reference antenna

of Alice as the origin, the row and column of rectangular
antenna array are regarded as X-axis and Y-axis, respectively.
Then we establish a rectangular coordinate system. The loca-
tions of Bob and k-th RIS are expressed as (xB , yB , 0) and
(xIk, yIk, gk), respectively. The values of θIX , (xB , yB , 0) and
(xIk , yIk , gk),∀k = 1, 2, · · ·,K are known in advance.

According to the location coordinating information of Bob
and RIS, the azimuth angles and pitch angles can be obtained
by trigonometric function operations which are expressed as

θAIk = arctan
yIk
xIk

, (1)

φAIk = arctan
gk√

x2Ik + y2Ik

, (2)

and

θIkB = arctan
yIk − yb
xB − xIk

, (3)

φIkB = arctan
gk√

(xIk−xB)2 + (yIk − yB)2
, (4)

where θAIk and φAIk denote the azimuth angle and pitch angle
between Alice and the k-th RIS, respectively. θIkB , and φIkB

denote the azimuth angle and pitch angle between Bob and
the k-th RIS, respectively. The distance from Alice to the k-th
RIS (the first row first column element) rAIk and the distance
from k-th RIS to Bob rIkB can be expressed as

rAIk =
√
x2Ik + y2Ik + g2k, (5)

and

rIkB =
√

(xIk − xB)2 + (y2Ik − yB) + g2k, (6)

respectively. Then, the angle and distance information are
obtained which can facilitate the next calculations.

In the following, the channel steering vectors between
Alice to the k-th RIS and the k-th RIS to Bob are derived.
First, according to SPWT system, random-subcarrier-selection
(RSCS) is applied in transmitter’s antennas. Then, according
to [27], the subcarrier frequency allocated to the n-th element
of transmitter antenna array is given by

fn = fc + ηn∆f, (7)

where fc denotes the reference frequency, ∆f denotes the sub-
channel bandwidth and ηn ∈ {0, 1, · · ·, Ns − 1} denotes the
chosen subcarrier index. Note that the total bandwidth B =
Ns∆f . It is assumed that the total bandwidth is far less than
the reference frequency, i.e. satisfying Ns∆f ≪ fc.

Then, the phase of the received signal from the reference
element of Alice (i.e. the first element with the reference
frequency fc) is given by

ψ0 = 2πfc
rA
c
, (8)

where c is the light speed, rA denotes the distance between
Alice and receiver (the k-th RIS). Likewise, the phase of the
received signal from the n-th element (i.e., the nr-th row and
nc-th column element) of Alice can be expressed as

ψnr,nc
=2πfnr,nc

×
rA + (nr − 1)dA cosβA − (nc − 1)dA cos γA

c
, (9)
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where βA denotes the angle between the receiver and the
columns of the antenna array of Alice, which can be expressed
as

βA = arccos(cosφA sin θA). (10)

And γA is the angle between the receiver and the rows of the
antenna array of Alice, which is given by

γA = arccos(cosφA cos θA), (11)

where φA and θA are the receiver’s pitch angle and azimuth
angle related to Alice, respectively. Then, the phase shift of
the nr-th row and the nc-th column element at Alice relative
to the reference element is given by

Ψnr,nc = ψknr,nc
− ψk0 . (12)

Then the normalized steering vector from Alice to a specific
location with (r, θ, φ) is given by

hA =
1√
N

[ejΨ1,1 , ejΨ1,2 , · · ·, ejΨNc,1 ,

ejΨ2,1 , · · ·, ejΨNc,Nr ]. (13)

Similarly, the phase shift of the reflected signal at the mr-th
row and the mc-th column element of k-th RIS relative to the
reference element (i.e. the first element of the RIS) is given
by

Φmr,mc
(fnr,nc

) =
2πfnr,nc

c
(rI +∆rmr,mc

(nr, nc)

− (mr − 1)dI cosβIk + (mc − 1)dI cos γIk),
(14)

where fnr,nc denotes the reflected signal frequency.
∆rmr,mc(nr, nc) denotes the distance difference related to the
nr-th row and the nc-th column element of Alice which can
be expressed as

∆rmr,mc
(nr, nc) =(mc − 1)dI cosφAIk cos(θAIk − θIkX)

− (mr − 1)dI sinφAIk . (15)

Note that in (14), βIk denotes the angle between the column
of the k-th RIS and the receiver (i.e. desired users), and γI
denotes the angle between the row of RIS and the receiver,
which are different from βA and γA since the RIS has its
placement angle θIX . The expressions of βI and γI are
represented as

βIk = arccos (cosφIk sin(θIk + θIkX)) , (16)

and

γIk = arccos (cosφIk cos(θIk + θIkX)) , (17)

where φIk is the pitch angle between the k-th RIS and the
receiver, and θIk is the azimuth angle between the k-th RIS
and the receiver.

Hence, the steering vector from the k-th RIS to the receiver
can be expressed as

hIk(f) =[1, ejΦ1,2(f), · · ·, ejΦMc,1(f),

ejΦ2,1(f), · · ·, ejΦMr,Mc (f)]T . (18)

Considering the security problem of SPWT system, AN is
used in beamforming to interfere eavesdroppers. Then, the
transmitted signal can be expressed as

s =
√
αPsvx+

√
(1− α)Psw. (19)

where α denotes the power allocation factor which allocates
the power of transmitted confidential signal and AN, which
satisfies 0 ≤ α ≤ 1. Ps is the transmit power of Alice. x is a
transmitted complex digital modulation symbol with E[|x|2] =
1. In addition, v ∈ CN×1 denotes the beamforming vector
with ∥v∥2 = 1 and w ∈ CN×1 is the artificial noise with
∥w∥2 = 1.

Next, by substituting the location information of the k-
th RIS (rAIk , θAIk , φAIk) into (13), and the Bob’s location
information (rIkB , θIkB , φIkB) relative to the k-th RIS into
(18), respectively, we can obtain the steering vector hAk

from
Alice to the k-th RIS and the steering vector hIkB from the k-
th RIS to Bob , respectively. Then, the received signal reflected
from K RISs to Bob can be expressed as

yAIB =

K∑
k=1

ρAIkBh
H
Ak

diag(s)×

[hIkB(f1,1),hIkB(f1,2), · · ·,hIkB(fNr,Nc
)]HΘk + nB ,

(20)

where ρAIkB denotes the path loss through the reflection path
and is proportional to 1/(rAIk × rIkB)

2. nB is the additive
white Gaussian noise (AWGN) at Bob with the distribution
CN ∼ (0, σ2). Θ represents the phase-shift matrix of RIS
which is expressed as

Θk =
[
ejφk1,1 , ejφk1,2 , · · ·, ejφkmr,mc

]T
. (21)

Defining HIkB(f) = [hIkB(f1,1), · · ·,hIkB(fNr,Nc
)], (20)

can be rewritten as

yAIB =

K∑
k=1

[ρAIkB

√
αPsh

H
Ak

diag(v)HH
IkB

(f)Θkx

+ ρAIkB

√
(1− α)Psh

H
Ak

diag(w)HH
IkB

(f)Θk] + nB .
(22)

Accordingly, the SINR of Bob is given by (23).

III. PROPOSED MSINR SCHEME IN SINGLE-USER SYSTEM

In this section, we consider a single-user scenario to achieve
SPWT by optimizing both the beamforming in Alice and the
phase-shifting in RISs. Since the eavesdroppers’ locations are
usually unknown by Alice, their channel state information
(CSI) is unavailable, we do not consider the eavesdroppers
in this scenario and the eavesdroppers scenario is discussed
in next section. Thus, we resort to maximize the SINR at
Bob with a given power allocation factor α. As a result, AN
can be projected in the null space of Bob, and only potential
eavesdroppers will be influenced by AN.
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SINRB =

|
K∑

k=1

ρAIkB

√
αPsh

H
Ak

diag(v)HH
IkB

(f)Θk|2

|
K∑

k=1

ρAIkB

√
(1− α)PshH

Ak
diag(w)HH

IkB
(f)Θk|2 + σ2

. (23)

In this case, the optimization problem is transformed to

max
v,w,Θ

SINRB , (24a)

s.t. ∥v∥2 = 1, ∥w∥2 = 1, (24b)
(21),∀k = 1, 2, · · ·,K. (24c)

Let us define auxiliary variables Ωk = diag(hH
Ak

) and
Υk = ρAIkB

√
Ps. Then, according to the matrix transforma-

tion, we can rewrite hH
Ak

diag(v) and hH
Ak

diag(w) to vTΩk

and wTΩk, respectively. As a result, problem (24) can be
rewritten as

max
v,w,Θ

|
√
αvT

K∑
k=1

ΥkΩkH
H
IkB

(f)Θk|2

|
√
1− αwT

K∑
k=1

ΥkΩkHH
IkB

(f)Θk|2 + σ2

, (25a)

s.t. ∥v∥2 = 1, ∥w∥2 = 1 (25b)
(21),∀k = 1, 2, · · ·,K. (25c)

In (25a), another auxiliary variable is defined as Γ =
K∑

k=1

ΥkΩkH
H
IkB

(f)Θk, Γ ∈ C(N×1) to simplify the objective

function. For any given Θk(∀k = 1, 2, · · ·,K), it is known that
the optimal transmit beamforming solution to (25) is

vopt =
Γ∗

∥Γ∥
, (26)

and the optimal AN vector is

wopt = [
z[∥Γ∥2IN − ΓΓH ]

∥z[∥Γ∥2IN − ΓΓH ]∥
]T ,

=
[∥Γ∥2IN − Γ∗ΓT ]zT

∥z[∥Γ∥2IN − ΓΓH ]∥
, (27)

where z consists of N i.i.d circularly-symmetric complex
Gaussian random variables with zero-mean and unit-variance,
i.e., z ∼ CN (0, IN ).

Substituting (26) and (27) into (23), the optimal SINR at
Bob is given by

SINRB =

|
√
α

K∑
k=1

vTΥkΩkH
H
IkB

(f)Θk|2

σ2
. (28)

Accordingly, the optimization problem (25) is equivalent to

max
Θ

|
K∑

k=1

vTΥkΩkH
H
IkB

(f)Θk|2, (29a)

s.t. (21),∀k = 1, 2, · · ·,K. (29b)

Since Υk, Ωk and HH
IkB

(f) in (29a) are known, and
vTΥkΩkH

H
IkB

(f) is a 1 × M vector. Thus, (29a) can be
rewritten as

|
K∑

k=1

vTΥkΩkH
H
IkB

(f)Θk|2

= |
K∑

k=1

(

M∑
m=1

Akm
ejγkm ejφkm )|2, (30)

where Akm
is a positive real number which denotes the

amplitude of the m-th element in vTΥkΩkH
H
IkB

(f), and
0 ≤ γkm,n

≤ 2π denotes the phase angle of the m-th
element in vTΥkΩkH

H
IkB

(f). In addition, the subscript m in
(30) is the simplified expression of (mr,mc), which satisfies
m = (mr − 1)Mc +mc, (0 ≤ mr ≤Mr, 0 ≤ mc ≤Mc).

According to (30), it is clear to see that when
M∑

m=1
Akm,n

ejγkm,n ejφkm for each k has the same phase angle,

|
K∑

k=1

(
M∑

m=1
Akm

ejγkm ejφkm )|2 achieves the maximum value.

Thus, let us denote a constant phase angle for each k of
M∑

m=1
Akm,n

ejγkm,n ejφkm to φ0, i.e.,

arg(

M∑
m=1

Akme
jγkm ejφkm ) = φ0,∀k = 1, 2, · · ·,K. (31)

In this case, the optimization problem (29) can be transformed
to K sub-optimization problem as

max
φkm

|
M∑

m=1

Akm
ejγkm ejφkm |,∀k = 1, 2, · · ·,K. (32)

Next, we have the following inequality:

|
M∑

m=1

Akm
ejγkm ejφkm | ≤

M∑
m=1

|Akm
ejγkm ejφkm |, (33)

when γkm
+φkm

= φ0(∀m = 1, 2, · · ·,M ), and the inequality
(33) satisfies the equality condition. Accordingly, the optimal
value of φkm is given by

φkm
= φ0 − γkm

. (34)

Then, after substituting φkm
into (28), the optimal v and

Θk can be obtained within a finite number of iterations. The
detailed process is shown in Algorithm 1. To be specific, first,
giving an initial value of Θk[0],∀k = 1, · · ·,K, according to
(26), we can obtain v[0]. Next, substituting v[0] into (28),
Θk[1],∀k = 1, · · ·,K can be obtained by (34). At last, we
repeat the above process until convergence, and obtain the
optimal solution vopt and Θkopt

,∀k = 1, · · ·,K . Since
SINRB(v[n + 1],Θ[n + 1]) ≥ SINRB(v[n + 1],Θ[n]) ≥
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Algorithm 1 Iteration algorithm for the MSINR scheme
1: Initialize Θk[0](∀k = 1, · · ·,K) randomly that is feasible

to (25);
2: Set n = 0;
3: repeat
4: Obtain v[n] by (26);
5: Substitute v[n] into (28), and obtain Θk[n+1] by (34);
6: Update n=n+1;
7: until convergence
8: Output the final optimal solution vopt = v[n], Θkopt

=
Θk[n],∀k = 1, · · ·,K.

SINRB(v[n],Θ[n]), whereΘ[n] = Θ1[n], · · ·,ΘK [n], Algo-
rithm 1 converges.

Furthermore, it should be noted that, since w is designed
on the null-space of Bob, we have

wT
K∑

k=1

ΥkΩkH
H
IkB

(f)Θk = 0. (35)

Thus, by substituting Θkopt
,∀k = 1, · · ·,K into (27), the

optimal solution of w can be obtained.

IV. PROPOSED SCHEMES IN MULTI-USER SYSTEM

In this section, we consider a multi-user multi-RIS-aided
SPWT system. Let P denote the number of desired users
which confidential message is transmitted to, and let Q denote
the number of undesired users which are not expected to
receive the confidential signals. We regard P desired users
as legitimate users (Bobs) and Q undesired users as eaves-
droppers (Eves), respectively. Due to the eavesdroppers are
hidden in all the users (including desired users and unde-
sired users), considering the collaboratively working mode of
eavesdroppers are unreasonable since all the undesired users
are regarded as the eavesdroppers but actually only a part
of them are the real. Based on this background, we assume
these hypothetical eavesdroppers working independently. To
protect the confidential signal from eavesdropping by Eves,
the optimization problem can be established by maximizing
the SR.

A. Proposed MSR scheme

According to the equation of SINR (23) in Section III,
the SINR at the p-th desired user SINRbp can be given by
substituting ρAIkBp

and HH
IkBp

into (23). Similarly, the SINR
at the q-th eavesdropper SINREq

can be given by substituting
ρAIkEq

and HH
IkEq

into (23). Then, the SR can be expressed
as

SR = max{0,min
p,q

{log(1 + SINRBp
)− log(1 + SINREq

)}}.
(36)

Accordingly, the optimization problem of maximizing the
SR is constructed as

max
v,w,Θ,α

SR, (37a)

s.t. ∥v∥2 = 1, ∥w∥2 = 1 (37b)
(21),∀k = 1, 2, · · ·,K. (37c)

However, the objective function in (37a) is composed of the
logarithmic function of the product of fractional quadratic
functions, which is non-convex and difficult to tackle. Thus,
semi-definite relaxation and first order Taylor expansion are
employed in transforming the original problem into a convex
problem. The detailed process is illustrated as follows.

First, we can observe that in (23), the beamforming vector
v, the AN vector w and the phase shifting in RIS Θ are
coupled, which makes the joint optimization problem very
difficult to solve. Therefore, we give an initial value of

Θk,∀k = 1, 2, · · ·,K. Then, let Γp =
K∑

k=1

ΥkΩkH
H
IkBp

(f)Θk

and Γq =
K∑

k=1

ΥkΩkH
H
IkEq

(f)Θk. Accordingly, problem (37)

can be simplified as

max
v′,w′

min
p,q

{log(1 + |v′TΓp|2

|w′TΓp|2 + σ2
)

− log(1 +
|v′TΓq|2

|w′TΓq|2 + σ2
)}, (38a)

s.t. ∥v
′
∥2 + ∥w′∥2 = 1. (38b)

Note that in (38), power allocation factor α is integrated
into v′ and w′, i.e., v = αv′ and w′ = (1 − α)w. Thus the
power constraint is given as (38b), and then the optimization
variables are reduced to two.

Next, we introduce a set of the exponential variables to
substitute the numerators and denominators of the fractions in
the objective function in (38), i.e.,

eµp = |v′TΓp|2 + |w′TΓp|2 + σ2, (39)

eνp = |w′TΓp|2 + σ2, (40)

eλq = |v′TΓq|2 + |w′TΓq|2 + σ2, (41)

eωq = |w′TΓq|2 + σ2. (42)

According to the properties of exponential and logarithmic
functions, the problem (38) can be rewritten as

max
v′,w′

min
p,q

{µp − νp − λq + ωq}, (43a)

s.t. ∥v′∥2 + ∥w′∥2 = 1, (43b)

|v′TΓp|2 + |w′TΓp|2 + σ2 ≥ eµp , (43c)

|w′TΓp|2 + σ2 ≤ eνp , (43d)

|v′TΓq|2 + |w′TΓq|2 + σ2 ≤ eλq , (43e)

|w′TΓq|2 + σ2 ≥ eωq . (43f)

Then, the objective function (43a) is a concave function
because it is a minimum of the affine functions. However, the
constraint (43c)-(43f) are all non-convex. In order to transform
these constraints into convex ones, we substitute the positive
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semi-definite matrix variables Rv = v′∗v′T , Rw = w′∗w′T

and RΓp = ΓpΓ
H
p into (43). Note that Rv and Rw need

to satisfy Rv, RW ⪰ 0, and rank(Rv, Rw) = 1. Since the
rank-one constraint is still non-convex, we apply the semi-
definite relaxation (SDR) to relax this constraint. As a result,
the optimization problem (43) is reduced to

max
Rv,Rw

min
p,q

{µp − νp − λq + ωq}, (44a)

s.t. Tr(Rv) + Tr(Rw) = 1, (44b)

Tr(RΓpRv) + Tr(RΓpRw) + σ2 ≥ eµp ,∀p, (44c)

Tr(RΓpRw) + σ2 ≤ eνp ,∀p, (44d)

Tr(RΓqRv) + Tr(RΓqRw) + σ2 ≤ eλq ,∀q, (44e)

Tr(RΓqRw) + σ2 ≥ eωq ,∀q, (44f)
Rv, Rw ⪰ 0. (44g)

In this case, the constraints in (44c) and (44f) are convex.
However, the constraints in (44d) and (44e) are still non-
convex, thus we linearize eνp and eλq based on the first-order
Taylor approximation as

eνp = eν̄p(νp − ν̄p + 1), (45)

eλq = eλ̄q (λq − λ̄q + 1), (46)

where ν̄p and λ̄q are the approximation point, and the approx-
imations are made around

ν̄p = ln
(
Tr(RΓpRw) + σ2

)
, (47)

λ̄q = ln
(
Tr(RΓqRv) + Tr(RΓqRw) + σ2

)
. (48)

Hence, the problem (44) is eventually transformed as

max
Rv,Rw

min
p,q

{µp − νp − λq + ωq}, (49a)

s.t. Tr(Rv) + Tr(Rw) = 1, (49b)

Tr(RΓp
Rv) + Tr(RΓp

Rw) + σ2 ≥ eµp ,∀p, (49c)

Tr(RΓp
Rw) + σ2 ≤ eν̄p(νp − ν̄p + 1),∀p, (49d)

Tr(RΓq
Rv) + Tr(RΓq

Rw) + σ2 ≤
eλ̄q (λq − λ̄q + 1),∀q, (49e)

Tr(RΓq
Rw) + σ2 ≥ eωq ,∀q, (49f)

Rv, Rw ⪰ 0. (49g)

Now, the objective function and all the constraints in
(49) are convex, and problem (49) is a convex semi-definite
program (SDP), thus it can be optimally solved by existing
convex optimization solutions such as CVX [37]. However,
in general the solution of Rv and Rw may not satisfy the
relaxed constraint rank(Rv, Rw) = 1, which implies that the
optimal solution of problem (49) only serves an upper bound
of problem (43). Thus, it is necessary to construct a rank-one
solution from the obtained higher-rank solution to problem
(49). The detailed steps are shown as follows.

1) First, we decompose Rv and Rw as Rv = UvΣvU
H
v and

Rv = UwΣwU
H
w , respectively. Herein, Uv and Uw are unitary

matrices. Σv and Σw are eigenvalue diagonal matrices of Rv

and Rw, respectively. They have the same size of N ×N .
2) Next, we obtain the suboptimal solution of (43) as v̄′ =

UvΣ
1
2
v ξv and w̄′ = UwΣ

1
2
wξw, where ξv, ξw ∼ CN (0, IN×1)

are N × 1 random vectors.

3) Finally, with sufficient independent generated random
vectors ξv and ξw, the optimal solution of (43) is approximated
as v̄′ and w̄′ which achieves the highest objective value among
all ξv and ξw.

After the solutions of v′ and w′ are obtained with given
Θk, the next step is to optimize Θk with the obtained v′ and
w′. The optimization problem can be constructed as

max
Θk

min
p,q

{log(1 + SINRBp
)− log(1 + SINREq

)}, (50a)

s.t. |Θkm
|2 = 1,∀k = 1, · · ·,K,∀m = 1, · · ·,M. (50b)

Observing (23), all the parameters in
ρAIkB

√
αPsh

H
Ak

diag(v)HH
IkB

(f) are known, thus for
simplicity we denote

ζkBp = ρAIkB

√
αPsh

H
Ak

diag(v)HH
IkB

(f), (51)

similarly, we denote

ηkBp
= ρAIkB

√
αPsh

H
Ak

diag(w)HH
IkB

(f). (52)

Then, the SINR at the p-th desired user is reduced as

SINRBp
=

|
K∑

k=1

ζkBp
Θk|2

|
K∑

k=1

ηkBp
Θk|2 + σ2

. (53)

Since ζkBp
and ηkBp

are 1×M vectors and Θk is a M × 1
vector, the summation can be rewritten as

K∑
k=1

ζkBpΘk = OBpΘ, (54)

and

K∑
k=1

ηkBp
Θk = UBp

Θ, (55)

where OBp
, UBp

and Θ are the composite vector of ζkBp
,

ηkBp and Θk, respectively, which are given as

OBp
= [ζ1Bp

, ζ2Bp
, · · ·, ζKBp

], (56)

UBp
= [η1Bp

, η2Bp
, · · ·, ηKBp

], (57)

and

Θ = [ΘT
1 ,Θ

T
2 , · · ·,ΘT

K ]T . (58)

Similarly, OEq
, UEq

and Θ can be obtained. Then, the
optimization problem is reduced as

max
Θk

min
p,q

{log(1 +
|OBp

Θ|2

|UBpΘ|2 + σ2
)

− log(1 +
|OEq

Θ|2

|UEqΘ|2 + σ2
)}, (59a)

s.t. |Θkm |2 = 1(∀k = 1, · · ·,K,∀m = 1, · · ·,M). (59b)
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According to (49), problem (59) can be transformed as

max
v,w

min
p,q

{ap − bp − iq + lq}, (60a)

s.t. RΘm,m
= 1,∀m = 1, · · ·,KM, (60b)

Tr(ROBp
RΘ) + Tr(RUBp

RΘ) + σ2 ≥ eap ,∀p, (60c)

Tr(RUBp
RΘ) + σ2 ≤ eb̄p(bp − b̄p + 1),∀p, (60d)

Tr(ROEq
RΘ) + Tr(RUEq

RΘ) + σ2 ≤

eīq (iq − īq + 1),∀q, (60e)

Tr(RUEq
RΘ) + σ2 ≥ elq ,∀q, (60f)

Rv, Rw ⪰ 0. (60g)

where ROBp
= OH

Bp
OBp

, RUBp
= UH

Bp
Up, ROEq

=

OH
Eq

OEq , and RUq = UH
Eq

UEq are known. RΘ = ΘΘH sat-
isfies that the diagonal element equals to one and rank(RΘ) =
1. Since the rank-one constraint is non-convex, we relax this
constraint. Moreover, a set of exponential variables ap, bp, iq
and lq are introduced which are substituted as

eap = Tr(ROBp
RΘ) + Tr(RUBp

RΘ) + σ2, (61)

ebp = Tr(RUBp
RΘ) + σ2, (62)

eiq = Tr(ROEq
RΘ) + Tr(RUEq

RΘ) + σ2, (63)

elq = Tr(RUEq
RΘ) + σ2, (64)

and b̄p, īq are the approximation point which are made around

b̄p = ln
(
Tr(RUBp

RΘ) + σ2
)
, (65)

īq = ln
(
Tr(ROEq

RΘ) + Tr(RUEq
RΘ) + σ2

)
. (66)

As a convex problem, (60) can be solved iteratively by the
existing convex optimization solutions such as CVX. While
the relaxed constraint may not lead to a rank-one solution, the
Gaussian randomization can be similarly used as in problem
(59) to obtain a feasible solution of (60) based on the higher-
rank solution obtained by solving (60).

The detailed process of the MSR scheme is shown in
Algorithm 2. First, we give initialized v[0], w[0] and Θ[0],
then the values of v[1], w[1] are obtained with Θ[0] by solving
problem (49). Next, we obtain Θ[1] with v[1], w[1] by solving
problem (60). Thus, the optimal solutions of v, w and Θ can
be obtained within a finite number of iterations.

The convergence is analyzed as follows. Algorithm 2 con-
sists of twice CVX optimizations and once iteration operation.
In the two CVX algorithms, since the objective function is
concave that has a maximum value, and all constraints are
convex, the CVX algorithms converge. From step 6 to step
11, we can obtain v[m + 1] and w[m + 1] which satisfy
F (v[m+1]),w[m+1],Θ[n] ≥ F (v[m]),w[m],Θ[n], where
F denotes the objective function. From step 12 to step 17,
Θ[n] can be obtained which satisfies F (v[m + 1]),w[m +
1],Θ[n+ 1] ≥ F (v[m+ 1]),w[m+],Θ[n]. Therefore, Algo-
rithm 2 converges.

Next, we study the complexity of the proposed algorithm.
According to [38], the per-iteration complexity of the proposed
high performance scheme can be approximately calculated as
O(T1N

3.5 + T2(MK)3.5 + ((K2 + 2K)M2 + (K + 1)N2 +

Algorithm 2 Proposed MSR scheme
1: Initialize v[0], w[0] and Θ[0] randomly that is feasible to

(37);
2: Set n = 0;
3: Set m = 0;
4: repeat
5: Substitute Θ[n] into (49);
6: repeat
7: Substitute v[m] and w[m] into (47) and (48), respec-

tively, yields ν̄p[m] and λ̄q[m];
8: Substitute ν̄p[m] and λ̄q[m] into (49) yields the

optimal solution Rv[m+ 1] and Rw[m+ 1];
9: Obtain v[m+1] and w[m+1] by Gaussian random-

ization;
10: Update m = m+ 1;
11: until Convergence
12: repeat
13: Substitute Θ[n] into (65) and (66), yields b̄p[n] and

īq[n];
14: Substitute b̄p[n] and īq[n] into (60) yields the optimal

solution RΘ[n+ 1];
15: Obtain Θ[n+ 1] by Gaussian randomization;
16: Update n = n+ 1;
17: until Convergence
18: until Convergence
19: Output the final optimal solution vopt = v[m] , wopt =

w[m] and Θopt = Θ[n].

KMN)(P +Q)), where T1 and T2 denote the inner iterations
times from step 6 to step 11 and from step 12 to step 17 in
Algorithm 2, respectively.

B. A low-complexity MSLNR scheme

Since the complexity of the MMSR scheme proposed in
Section III-A is high in practice, we propose a low-complexity
MSLNR scheme in this subsection which is more practical in
realistic scenarios. This is due to the fact that the problem
of maximizing SR can be approximated as maximizing the
product of SLNR and ANLNR in the medium and high SNR
regions [39]. Based on the MSLNR scheme, the beamforming
vector on Alice and the phase shifting on RIS are designed
to preserve the power of confidential message as possible in
the desired users by minimizing the leakage of confidential
message to the eavesdroppers (undesired users). Meanwhile,
the AN vector is designed to minimize its impact on desired
users, i.e. designed on the null-space of the desired users. The
benefit of this scheme is the significantly reduced complexity
compared to the MSR scheme.

First, we give the optimal problem of MSLNR scheme as

max
v,w,Θ

SLNR, (67a)

s.t. ∥v∥2 = 1, (67b)

∥w∥2 = 1 (67c)
(21),∀k = 1, 2, · · ·,K. (67d)



SHEN et al.: MULTI-RIS AIDED 3D SECURE PRECISE WIRELESS TRANSMISSION 549

According to the definition of SLNR, the expression can be
given by

SLNR =
|
√
αvTHΘB |2

|
√
αvTHΘE |2 + σ2

, (68)

where

HΘB = [

K∑
k=1

Υk1ΩkH
H
IkB1

(f)Θk, · · ·,

K∑
k=1

ΥkPΩkH
H
IkBP

(f)Θk], (69)

and

HΘE = [

K∑
k=1

Υk1ΩkH
H
IkB1

(f)Θk, · · ·,

K∑
k=1

ΥkQΩkH
H
IkBQ

(f)Θk]. (70)

In this case, with a given Θ, when HΘB and HΘE are known,
(68) can be rewritten as

SLNR =
α(v∗)HHΘBp

HH
ΘBp

v∗

α(v∗)HHΘEp
HH

ΘEp
v∗ + σ2

. (71)

Thus, according to the generalized Rayleigh-Ritz theo-
rem [40], the optimal solution of v∗ is given by the largest
eigen-value of the matrix

[HΘEp
HH

ΘEp
+
σ2

α
IN ]−1HΘBpHH

ΘBp
. (72)

Then, with the obtained v, the SLNR can be expressed as

SLNR =

P∑
p=1

|OBp
Θ|2

Q∑
q=1

|OEq
Θ|2 + σ2

. (73)

Next, after we give an initial value of Θ[0], the optimal
φk,m can be obtained by the gradient descent method when
φk′,m′(k′ ̸= k,m′ ̸= m) is fixed. Herein, φk,m = φkmc,mr

,
where m = (mc − 1)Mr + mr. The specific derivation of
φk,m is given in Appendix A.

Accordingly, Θ[1] is obtained, after a finite number of
iterations, the optimal solution of v and Θ can be obtained.
The complete iterative procedure for solving problem (67) is
summarized in Algorithm 3.

In Algorithm 3, we first initialize v[0] and Θ[0] which
satisfy their constraints. Then, we yield Θ[1] with the initial
value of Θ[0] and v[0] according to Appendix A. Next, with
Θ[1], we can obtain v[1] by the generalized Rayleigh-Ritz
theorem. Thus, after a number of iterations, the algorithm
converges, and the optimal solutions of Θ and v are obtained.
At last, AN vector is designed to minimize the impact on
desired user by designing it on the null-space of the desired
users. The optimization problem is given by

min
w

|
√
1− αwTHΘB |2,

s.t wTw = 1. (74)

Algorithm 3 Proposed MSLNR scheme
1: Initialize v[0] and Θ[0] randomly that is feasible to (21),

and vH [0]v[0] = 1, respectively;
2: Set n = 0;
3: repeat
4: Set m = 0;
5: repeat
6: Substitute v[n] and Θ[m] into (68) yields Θ[m+ 1]

according to Appendix A;
7: Update m = m+ 1;
8: until Convergence
9: Substitute Θ[m] into (69),(70) and (72) yields the

optimal solution v[n+ 1];
10: Update n = n+ 1;
11: until Convergence
12: Output the final optimal solution vopt = v[n] and Θopt =

Θopt[m].

Let Γp =
K∑

k=1

ΥkpΩkH
H
IkBp

(f)Θk, Γ ∈ C(N × 1), then HΘB

is reduced as

HΘB = [Γ1,Γ2, · · ·,ΓP ]. (75)

make a reasonable assumption of N ≥ P , which means that
the number of transmit antennas at Alice is larger than the
number of desired users. To project the AN on the null space of
desired users, the following orthogonal projector is constructed
as

wT =
z(IN −HΘB [HH

ΘBHΘB ]
−1HH

ΘB)

|z(IN −HΘB [HH
ΘBHΘB ]−1HH

ΘB)|
. (76)

In this case, we have

wTHΘB =
z(HΘB −HΘB)

|z(IN −HΘB [HH
ΘBHΘB ]−1HH

ΘB)|
= 01×P .

(77)

This result means that the received AN power of each desired
user is zero, thus AN only distorts the received signal at
undesired users. In conclusion, the optimal solution of v, w,
and Θk,∀k = 1, · · ·,K are obtained by the proposed MSLNR
scheme.

Finally, we analyze the convergence and complexity of
Algorithm 3. First of all, it is clear to observe that
SLNR(v[n + 1],Θ[m + 1]) ≥ SLNR(v[n + 1],Θ[m]) ≥
SLNR(v[n],Θ[m]), thus the algorithm converges. The per-
iteration complexity of MSLNR scheme can be approximately
calculated as O(3N3 +P 3 +(MN(N +K +1)+N2 +N +
TKM)(P+Q)+NP (N+P )), where T is the times of inner
iterations from step 4 to step 8 in Algorithm 3.

V. SIMULATION RESULTS AND ANALYSIS

In this section, we evaluate the performance of our proposed
schemes by numerical simulations. The default system param-
eters are chosen as shown in Table I. By default, we assume
σ2
B = σ2

E .
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TABLE I
SIMULATION PARAMETERS SETTING

Parameter Value
The number of transmitter antennas (Nr ×Nc) 4× 4

The number of RIS elements (Mr ×Mc) 4× 4
The number of desired users (P) 2

The number of eavesdroppers (Q) 2
The number of RIS (K) 2

The antenna spacing of Alice (dA) c/2fc
The element spacing of RIS (dI ) c/2fc

Total signal bandwidth (B) 5 MHz
Total transmit power (P ) 1 W

Power allocation factors for MSLNR scheme 0.9
Desired users’ positions

((xB1
, yB1

, zB1
), (xB2

, yB2
, zB2

))
(100 m, 50 m, 0),
(200 m, 150 m, 0)

Eavesdroppers’ positions
((xE1

, yE1
, zE1

), (xE2
, yE2

, zE2
))

(150 m, 0, 0),
(200 m, 50 m, 0)

RISs’ positions
((xI1 , yI1 , zI1 ), (xI2 , yI2 , zI2 ))

(50 m, 150 m, 50 m),
(100 m, 200 m, 30 m)

Central carrier frequency (fc) 3 GHz
Subcarriers number (N) 1024
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Fig. 2. 3-D surface of SINR versus coordinate of proposed MSINR scheme.

Fig. 2 illustrates the 3-D performance surface of SINR
versus the location coordinate of the proposed MSINR method,
since with the assumption that the users are all on the ground
i.e. the Z axis coordinate is 0, and the SINR versus the X and Y
axes coordinate is drawn. It can be observed that, in the single-
user scenario, proposed MSINR scheme has achieved SPWT
since there is only one high signal energy peak of confidential
messages formed in the desired position (in this scenario, the
single user set on (100 m, 50 m, 0) is considered), while
outside the main peak, the SINR is far lower than that of the
desired user. The average SINR outside the main peak is only
less than one tenth of that in the desired user. Moreover, the
SINR versus the iteration times with random initial value of v
and Θ is illustrated in Fig. 3. It is seen from the figure that the
MSINR algorithm converges within 10 iterations. According
to Section III, each iteration has an analytical solution, thus the
MSINR scheme based on single user scenario has a extremely
low complexity for practical applications.

Fig. 4 draws the curves of secrecy rates versus SNR based
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Fig. 4. Curves of SR versus SNR for proposed schemes in multi-user scenario.

on proposed MSR scheme, proposed MSLNR scheme and
conventional scheme without RIS. Besides, the conventional
scheme is based on [26], which has the available direct path
channel. The simulation result show that, the MSR scheme has
the best secrecy rate performance, and the MSLNR scheme has
a slightly lower secrecy performance than the MSR scheme.
Moreover, even if the conventional scheme has the direct path,
its secrecy rate performance still has a obvious gap compared
to the former two schemes. This result show that our proposed
multi-RIS schemes have the spectrum efficiency advantage.
Additionally, the value of power allocation factor α is also
related to the SR performance of the MSLNR scheme, which is
illustrated in Fig. 4. With three different α values of with 0.9,
0.5 and 0.1, the SR performances are significantly different.
The SR performance improves as the value of α increases.
Since the value of α is intimately related to energy efficiency,
how to choose the value of α should consider a balance among
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energy efficiency, security and performance.
Based on the above discussion, we make an investigation

concerning the impact of α on the SR performance in Fig.
5. Fig. 5 draws the curves of SR versus α in three different
SNR scenarios: (1) SNR=−10 dB, (2) SNR=0 dB and (3)
SNR=10 dB. It can be seen that, in the low SNR region, the
impact of AN is weak due to a large channel noise, thus the SR
curve increases with increasing α and the value of α should be
as large as possible. However, as the SNR increases, the AN
plays a key role in SR performance, the curve is a concave
function of α, and there exists the optimal value of α.

Fig. 6 shows the impact of transmit antenna number on the
SR performance. Since the transmitter is a Nr×Nc rectangular
antennas array, for convenience we set Nr = Nc = NT and
the total number of antenna is N2

T , and thus Fig. 6 shows the
secrecy rates versus NT . Observing Fig. 6, with the increasing
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Fig. 7. Curves of SR versus MI for proposed schemes in multi-user scenario.

of the antenna number, the improvement of secrecy rate is not
obvious. This is due to the fact that transmitting power and
the number of reflection paths are both fixed, thus increasing
the number of transmit antennas can not improve the received
confidential signal power significantly.

In Fig. 7, the impact of RIS element number on the SR
performance is evaluated. Similarly, we set Mr = Mc = MI

and the total number of RIS element is M2
I . Note that

the performance of non-RIS scheme is independent on MI ,
thus the curves of non-RIS scheme are neglected. The result
is different from that in Fig. 6. It can be seen that, with
the increase of the RIS element number, the secrecy rate
is improved significantly. The reason for this result is that,
each RIS element reflects confidential message transmitted
from Alice. Increasing the number of RIS elements can be
regarded as increasing the number of reflection path. Thus,
with the optimal designs of beamforming vector phase shifting,
the more the reflection paths, the more confidential message
energy can be received by desired users, thus the SR increases.

In summary, the proposed MSINR scheme can transmit
confidential signal securely and precisely, and only a single
energy peak yields in the desired location. Moreover, the
power allocation factor will affect the secrecy rate, and there
exists an optimal value. Then, the proposed MSR scheme
has the optimal secrecy performance, the proposed MSLNR
scheme has the low-complexity and a close secrecy perfor-
mance to the MSR scheme. Moreover, the number of Alice’s
antennas has slight impact on secrecy rate but the number of
RIS elements affecting significantly in secrecy rate, namely,
with the elements number of RIS increases, the secrecy rate
increases.

VI. CONCLUSION

In this paper, multi-RISs-aided schemes have been proposed
to achieve SPWT based on the scenario that the direct path
between transmitter and receivers are unavailable. First, a
MSINR scheme was proposed based on a single-user scenario
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while there exist potential eavesdroppers and their position
knowledge is unavailable. With the proposed MSINR scheme,
the desired user can achieve a maximum received confidential
signal energy. Out of the desired user’s position, confidential
signal is protected from eavesdropping by beamforming, phase
shifting and AN. Only weak confidential signal energies are
conserved in these locations. Next, a high performance MSR
scheme and a low-complexity MSLNR scheme have been
proposed in multi-user scenario. Using these two schemes, we
obtained the following interesting results: (1) The proposed
MSR scheme has the superior SR performance, and proposed
MSLNR scheme has a slightly lower performance than that of
the MSR scheme but has a significantly lower complexity. The
two schemes perform much better than non-RIS scheme, (2)
the SR performances of the proposed two schemes are related
to the transmit antenna number and the RIS element number,
and the SR performance improvement of RIS element number
is more obvious, (3) the power allocation factor can impact the
SR performance of proposed MSLNR scheme. As the SNR
increases, AN becomes more and more important. Due to
the high security and low complexity of RIS, the proposed
schemes can be potentially applied in the future scenarios
including UAV communications, automobile communications
and so on.

APPENDIX A
DERIVATION OF φm

By substituting Eqs. (56) and (58) into
P∑

p=1
|OBpΘ|2, we

have

OBp
Θ =

K∑
k=1

M∑
m=1

OBpk,m
ejφk,m

= ejφk,mABpk,m
+BBpk,m

,∀p = 1, · · ·, P, (78)

where

ABpk,m
= OBpk,m

, (79)

BBpk,m
=

K,M∑
(k′,m′ )̸=(k,m)

OBp
k′,m′

ejφk′,m′ . (80)

Then, we have

P∑
p=1

|OBp
Θ|2 =

P∑
p=1

(ABpk,m
ejφk,m +BBpk,m

)H

× (ABpk,m
ejφk,m +BBpk,m

)

=

P∑
p=1

(AH
Bpk,m

ABpk,m
+BH

Bpk,m
BBpk,m

)

+ 2(RBk,m
cosφk,m − IBk,m

sinφk,m), (81)

with

RBk,m
=

P∑
p=1

Re(ABpk,m
BH

Bpk,m
), (82)

IBk,m
=

P∑
p=1

Im(ABpk,m
BH

Bpk,m
), (83)

where Re(·) and Im(·) denote the real part and the imaginary
part, respectively.

Similarly, we can obtain |OEq
Θ|2, AEqk,m

, BEqk,m
, REk,m

and IEk,m
where q = 1, · · ·, Q. Thus, the SLNR can be

expressed as

SLNR =
XBk,m

+ 2RBk,m
cosφk,m − 2IBk,m

sinφk,m

XEk,m
+ 2REk,m

cosφk,m − 2IEk,m
sinφk,m

,

(84)

where

XBk,m
=

P∑
p=1

(AH
Bk,m

ABk,m
+BH

Bk,m
BBk,m

), (85)

XEk,m
=

P∑
p=1

(AH
Ek,m

AEk,m
+BH

Ek,m
BEk,m

) + σ2. (86)

Therefore, in order to obtain the optimal φm, we compute
the derivation of SLNRB with respect to φm,

∂(SLNR)

∂(φk,m)
=

2y1 sinφk,m + 2y2 cosφk,m + 4RBk,mIEk,m − 4REk,mIBk,m

[XEk,m + 2ReEk,m cosφk,m − 2IEk,m sinφk,m]2
,

(87)

where

y1 = XBk,m
REk,m

−XEk,m
RBk,m

, (88)

y2 = XBk,m
IEk,m

−XEk,m
IBk,m

. (89)

Let ∂(SLNR)
∂(φk,m) = 0, we obtain

φk,m = arcsin
2REk,m

IBk,m
− 2RBk,m

IEk,m√
y21 + y22

− φy, (90)

where φy satisfies sinφy = y2√
y2
1+y2

2

and cosφy = y1√
y2
1+y2

2

.

This complete the derivation Of φk,m.
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