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Abstract: Proximity-based authentication enables wireless access
points (AP) to allow connection only to devices within a certain au-
thentication range. This would be very convenient for allowing net-
work access only to those within a physical boundary. However, an
attacker not within the authentication range may deceive the AP
into authenticating its proximity by eavesdropping with higher re-
ceiver gain and increasing its transmit power. This can be done
easily using an amplifier or a directional antenna. To address this
challenge, we propose ‘Fixed MCS SNR (FMS)’ filtering scheme
based on the intuition that high MCS requires high SNR, and am-
plifying the received signal strength does not necessarily improve
SNR. We experimentally show that this is true in reality, and our
real-world evaluation in various environments (14 locations) shows
that FMS scheme prevents ‘amplifier attacks’ in all cases. To fur-
ther counter the false positives of F/MS against ‘directional antenna
attacks’ (avg. 35.7%), we also propose ‘Authentication Motion
with Signal strength gap (AMS)’ filtering scheme which defends
against both attacks in all cases at the cost of requiring the user to
make a simple motion. FMS or AMS scheme can be selected ac-
cording to the application requirement to enhance the security of
proximity-based authentication in upcoming IoT.

Index Terms: IEEE 802.11n, proximity-based authentication, secu-
rity, wireless, authentication

I. INTRODUCTION

ITH the development of Internet of Things (IoT) tech-
nology, the number of wireless devices is increasing
rapidly. In addition to smartphones and laptops, AR/VR HMDs,
wearable devices, and many of the latest consumer electronics
also use wireless to communicate with their owners. However,
broadcasting nature of wireless signal not only frees users from
tethers, but also brings potential threats of those devices being
used by unauthorized users [1]-[3]. Thus in this multi-device
environment, convenient and secure authentication is crucial to
allow owners to easily manage multiple devices, prevent waste
of limited resources by unauthorized users, and reduce security
concerns such as privacy leakage.
Cryptographic techniques such as passwords have widely
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been applied to authentication, and they are still viable options.
However, they impose a requirement of creating, remembering,
sharing among the authorized, and entering a password when-
ever required. For example, one of the first things that atten-
dees ask in a meeting/conference is the WiFi password which
they may sometimes need to repeat hundreds of times. Fur-
thermore, password is vulnerable with a single exposure, and
frequent change of password decreases usability especially in a
multi-device environment. In addition, for IoT devices with no
screen or input interface, authentication without a password is
strongly preferred.

In a scenario where we regard proximity as a measure of au-
thority, we may achieve significantly higher convenience by us-
ing proximity instead of a password. Said differently, if a user
is in a room that can be accessed physically only by autho-
rized personnel (e.g., home with a key lock), then asking for
another password to access devices within that room is only a
cumbersome duplicate measure. Surely, I would like to control
all devices in my home without a password, while preventing
my neighbors from doing so. For this purpose, proximity-based
authentication can be employed. A straight forward approach is
to use received signal strength (RSS) to detect and filter out de-
vices in (non-)proximity, and allow connection only to devices
within a certain authentication range [4]. It can be used inde-
pendently of, or in addition to, password-based authentication.
This would be very convenient for allowing intranet access only
to employees within a physical boundary, or providing Internet
access only to customers at a store.

Specifically, proximity-based authentication can be useful in
the following scenarios.

« Many restaurants, coffee shops, and shopping malls provide
free WiFi. Proximity-based authentication allows this to be
provided only to customers inside the stores.

o Some meetings (e.g., standardization meeting) do not dis-
tribute their materials to the public. In this case, only the
committee members within the room can download the ma-
terials through the connected network.

« Wireless can be used for attendance check systems in class-
rooms or offices [5], [6]. Proximity-based authentication
prevents users from cheating from outside.

o In home networks, proximity-based authentication can be
used for authenticating family members and home visitors
only, without a password, and not neighbors or outsiders.

o Proximity-based authentication can provide a smart lock that
automatically unlocks a device when its user is nearby and
locks it when the user is away from the device.

However, an attacker not within the authentication range may
deceive the AP into authenticating its proximity by eavesdrop-
ping with higher receiver gain and increasing their transmit
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power using an amplifier (‘amplifier attack’) or a directional
antenna (‘directional antenna attack’). In these attacks, the at-
tacker may amplify transmit/received signals to satisfy the re-
quired RSS for decoding at both the attacker and the AP, and
pretend as if it were within the authentication range. Ideally,
phase-based ranging [7] can defeat those attacks by providing
accurate distance estimation, but it requires a customized proto-
col and a specialized signal that are often hard to implement in
commercial off-the-shelf (COTS) devices.

To address this challenge, we propose ‘Fixed MCS SNR
(FMS)’ filtering scheme. FMS scheme is based on the intu-
ition that typical amplifiers improve only the RSS but not SNR
(signal-to-noise ratio) when receiving signals, and the BER (bit
error rate) of MCS (modulation and coding scheme) is depen-
dent on SNR not RSS. Said differently, an amplifier amplifies
the noise component as well in addition to the intended received
signal, which does not improve SNR. Since high MCS requires
high SNR and SNR decreases with physical distance, an ampli-
fier attacker not within proximity is unable to decode high MCS
packets due to low SNR despite high RSS. Then, by fixing the
MCS level high for authentication (temporarily disabling auto-
matic MCS adaptation and keeping the MCS level high), the AP
can infer whether the device is within proximity or not.

We evaluate our proposed schemes through real-world ex-
periments in various environments (14 locations) to show that
FMS scheme prevents amplifier attacks in all cases (100%) and
directional antenna attacks in 64.3% of the cases. To further
tackle the 35.7% of false positives against the directional an-
tenna attacks, we also propose ‘Authentication Motion with Sig-
nal strength gap (AMS)’ filtering scheme. AMS utilizes temporal
change and spatial difference of RSS over time and over two an-
tennas when a user makes a simple authentication motion that
moves his/her device from one antenna to another. It is based
on the idea that this motion (and resulting RSS change and dif-
ference) is difficult for an attacker to mimic from a distance.
Our real-world evaluation shows that AMS scheme can defend
against both attacks in all cases (100%) at the extra cost of re-
quiring user’s motion at a close distance.

The contributions of this work are as follows.

« We study two potential attacks in proximity-based authenti-
cation: ‘amplifier attack’ and ‘directional antenna attack’,
and experimentally show that they both are feasible and
plausible attacks.

o We propose two schemes, ‘FMS’ and ‘AMS’, which use
wireless signal characteristics to defeat the attacks.

« We implement proof-of-concept prototypes of our proposals
on COTS IEEE 802.11n devices, and evaluate them through
extensive real-world experiments in various environments to
show their effectiveness.

The remainder of this paper is structured as follows. Section II
discusses related work, and Section III describes the attack mod-
els. Then, we propose FMS and AMS schemes that counter the
attacks, in Section IV. Section V presents how we implement
the attacks and the proposed schemes, and evaluates both the
impact of the attacks and the performance of our proposed de-
fense measures in various environments. Finally, Section VI
concludes the paper.
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II. RELATED WORK

Many proximity-based authentication techniques have been
studied based on the idea that the channel environments of co-
located devices are similar to each other, and a device can infer
which devices are physically close to it by comparing their chan-
nel characteristics.

P. Sapiezynski et al. propose to detect proximity of devices
by comparing the lists of available routers and the routers’
RSSI [8]. There are also symmetric key generation techniques,
each of which establishes a key with channel characteristics
such as RSSI or channel state information (CSI) [9]-[11]. These
techniques reduce key exposure threats by locally generating
symmetric keys without explicitly exchanging them over wire-
less channels. However, these techniques are applicable only
when the channels between the two devices are reciprocal. This
may be challenging to apply in environments with multi-path or
delay [12].

More recently, SFIRE [13] tackled the problem of trust estab-
lishment between wireless devices by using the RSS fluctuation
patterns to build a robust RSS authenticator. The idea of using
RSSI gap (in the form of a ratio) is similar to our AMS approach.
However, this scheme requires an extra external helper device,
whereas AMS only requires two antennas in the AP which is
quite common in today’s WiFi APs. SNAP [14], on the other
hand, uses single-antenna WiFi device to determine proximity.
It leverages the repeating nature of WiFi’s preamble and the be-
havior of a signal in the near-field region to detect proximity
with high probability. However, the detection scope (definition
of proximity) of this work is different from ours; SNAP distin-
guishes within 12 cm against beyond, up to 3 m, whereas the
focus of our work is within a room size (~5 m) against beyond.

In Amigo [15], locally measured channel information is ex-
changed between devices that want to connect to each other
to verify that they are co-located. However, an attacker with
pre-estimated channel information at the location of interest
can induce 45% and 15% false-positive rates when it is 1 m
and 5 m away from the legitimate devices, respectively. Since
the attacker can attack multiple times, these false-positive rates
(which can be regarded as attack success rates) seem insuffi-
cient. Therefore, the authors propose to use hand waving in front
of the antennas of the two co-located devices to prevent the at-
tack, similar to our AMS.

Similar to Amigo, several studies have adopted user ges-
tures to enhance the security of proximity-based authentica-
tion [16]-[18]. C. Castelluccia et al. use an action that shakes
legitimate devices to prevent an eavesdropping attacker from
analogizing the key through signal strength [17]. Y. Nishida uses
a gesture that moves the user device closer to an AP [18]. When
the device close to the AP moves closer, change in the intensity
of the device signal received by the AP is greater than when it
is farther away. Based on this idea, the AP determines whether
the device is physically in its proximity. However, an attacker
can adjust its signal strength to create a signal pattern similar
to that generated by a legitimate device, and we have confirmed
this feasibility through real experiments.

Additional devices such as sensors can be used to improve the
security of authentication schemes. Move2Auth [19] uses RSSI
variation and correlation between an RSSI trace and a sensor
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trace when a user device moves. The false-positive rate is 8.2%
against an attacker who knows the gesture used for authentica-
tion. Shake-n-Shack [20] generates a key using the accelerome-
ter data when shaking hands among users with wearable devices.
It needs 1.3 s to generate a 128-bit key, and its false-positive rate
is 1.6% when false-positive and false-negative are equal. Per-
ceptio [21] uses the fingerprint of inter-event timing measured
by various devices such as accelerometers and motion detectors.
It uses the similarity of the fingerprint to judge whether the de-
vices are co-located within a boundary. Distance bounding [22]
or phase-based ranging [7], [23] techniques can also be used to
defeat distance reduction attacks. Although these techniques are
effective, they are not applicable to COTS devices lacking addi-
tional hardware for authentication. On the contrary, we propose
light-weight proximity-based authentication schemes which do
not require additional hardware and much computational over-
head.

III. ATTACK MODEL

In our proximity-based authentication system scenario, an AP
authenticates a device in the same physical space (e.g., a room
of bounded size) and identifies it as legitimate during connec-
tion establishment. Without loss of generality, we consider IEEE
802.11 WiFi in this work. However, we believe our idea can be
applied to other technologies such as Bluetooth, Zigbee, LTE or
5G!. Then an attacker is a device that tries to deceive the AP into
authenticating it while not residing in the same space with the
AP. Therefore, our attack model assumes that a legitimate de-
vice is close to the AP and mostly in line-of-sight (LoS), while
an attacker is distant (e.g., >5 m) and in non-LoS (NLoS) from
the AP.

A simple way to provide proximity-based authentication is
to use RSSI filtering. That is, an AP regards a device as being
in close range if the device can respond to AP’s requests (chal-
lenges) and if the RSSI of the packets received at the AP exceeds
a predetermined threshold. However, an attacker can pretend to
be a legitimate device in proximity of the AP by strengthen-
ing its transmit signals such that their received strength at the
AP is similar to that sent by a legitimate device. The attacker
can also improve its received signals with additional hardware.
Under this general model, we classify attacks into two specific
types: ‘amplifier attack’ and ‘directional antenna attack’ be-
cause the link characteristics vary depending on the equipment
the attacker uses to strengthen the signals.

Amplifier attack: Using a powerful amplifier is a simple way
to increase transmit and received signal strength and thus in-
crease the transmission and reception range of wireless signals.
The property of an amplifier can be represented by its trans-
mit/receive gain (the amount of amplification) and noise fig-
ure (NF). NF is the dB scale of the signal-to-noise ratio (SNR)
degradation caused by components in the signal-processing
chain. Low noise amplifier (LNA) is an amplifier that has NF
below 3 dB. Usually, an amplifier needs extra power supply to
amplify signals.

1n such cases, an ‘AP’ is equivalent to a gateway, a coordinator, or a base
station. Without loss of generality, We use the term ‘AP’ for all those cases for
simplicity of description.
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Directional antenna attack: Since SNR is attenuated even with
an LNA, a directional antenna can be used as an alternative for
signal enhancement. A directional antenna emits or receives a
larger amount of (focused) signal power in a specific direction
to enhance transmission or reception performance. To achieve
this, it needs to be oriented towards the direction in which the
AP is located. Since most directional antennas are larger than
typical handheld/embedded wireless IoT devices, it is not easy
to make a hand-gesture-like motion with a directional antenna
while amplifier attackers are more capable of doing so.

IV. PROPOSED DESIGN: FMS & AMS

To defend against the attacks aforementioned in Section III,
we first propose the ‘Fixed MCS with SNR based filtering
scheme’ (FMS scheme). It authenticates a user when the user is
closely located within the proximity of the AP (e.g., in the same
room with the AP). This scheme does not require any action
from the user; it can be embedded into the connection establish-
ment protocol at the link layer (e.g., WiFi) or at the application
layer (e.g., HTTP). Therefore, it is suitable for scenarios that
provide easy connectivity to many users in a room.

However, it may have some false positives in the presence
of more advanced directional antenna attacks that achieves high
SNR for received signals even at a distance. To eliminate this
vulnerability, we further propose ‘Authentication Motion with
Signal strength gap based filtering scheme’ (AMS scheme). It
prevents both the amplifier and the directional antenna attacks
at an extra cost of requiring the user to make a hand gesture at
a close distance from the AP. Therefore, it is suitable for a more
personal space that needs high-level of security, such as home
or a private office. In this section, we describe the idea, design,
and operation of the two proposed schemes.

A. Fixed MCS with SNR based Filtering (FMS)

FMS scheme defends against the amplifier attack by exploit-
ing the characteristics of amplifiers and MCS. Specifically, it is
based on the intuition that an amplifier can only improve RSS
but not the SNR when receiving signals, and each MCS level in
IEEE 802.11(n) has minimum requirements on RSSI and SNR
for decoding the received packets [24]. That is, when a higher
MCS level is used, higher RSSI and SNR are required.

Under the assumption that the noise floor is constant, SNR de-
creases as the distance increases or if the signal passes through
obstacles. Then, even if an amplifier can amplify the received
signal and increases the RSS], it does not improve the SNR and
may even make it worse because the noise component included
in the incoming signal is amplified together, and the internal
noise of the amplifier is also added to the signal. Therefore, SNR
at a remote attacker will be lower than that at a closer legitimate
device, and low SNR leads to failure of decoding packets en-
coded with high MCS level, helping to differentiate the attacker
from a legitimate device.

Based on this idea, AP encodes and transmits messages
with a high MCS level (7 in our prototype) when performing
proximity-based authentication. If the target device successfully
decodes and replies to those messages, the AP identifies the de-
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Fig. 1. Proof of the concept of FMS scheme.

vice as in its proximity?>. However, if the AP always sends the
same messages (challenges) for authentication, it is vulnerable
to replay attacks even if the attacker cannot decode AP’s mes-
sages [25]. Replay attack is an attack where the attacker over-
hears the messages sent by a legitimate device and use it for
its authentication by repeating it without a need for decoding it.
To address this problem in FMS, the AP generates and includes
a random nonce in every challenge for the legitimate device to
reply to.

For proof-of-concept, we performed a preliminary experi-
ment using three devices with varying distances (Fig. 6); (1) one
with a 5 dBi dipole antenna (legitimate device), (2) with a 5 dBi
dipole antenna and an 11 dB receive gain amplifier (amplifier
attacker), and (3) with a 24 dBi directional antenna (directional
antenna attacker), respectively. In each case, we measured the
maximum available MCS level with respect to RSSI measured
by the device in line-of-sight with the AP with varying distances.
We define the maximum available MCS as the maximum MCS
level at which the device successfully decodes more than 90%
of the received packets.

Fig. 1 shows that, for the device with an amplifier, the max-
imum available MCS is lower even at higher RSSI values than
that without an amplifier. This indicates that an amplifier can-
not improve the SNR since the receiver with an amplifier can-
not decode the high MCS packets even though it has sufficient
RSSI to do so. However, when using a directional antenna, the
attacker (somewhat distant from the AP) is able to obtain the
maximum available MCS similar to that of the legitimate de-
vice. This implies that the FMS scheme may not be sufficient to
defend against the directional antenna attack, which leads us to
propose the AMS scheme.

For FMS scheme to be effective, an appropriate transmit
power of the AP should be identified and selected according to
the surrounding physical environments. For example, if the AP
is in a room with thick concrete walls, signals received by an
attacker outside the room will be highly attenuated. However, a
room with glass walls will attenuate signals minimally, leaving
chances for the attacker. Therefore, in an environment where
attenuation by proximity boundary (e.g., walls) is low, the AP
should use a lower transmit power to lower the SNR at the at-
tacker and distinguish between the user in the room and the at-

2In our prototype implementation, we use 100 authentication challenge mes-
sages of 100 bytes each, and authenticate the device if 90% or more responses
are valid.

Fig. 2. Principle of AMS scheme.
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tacker outside the room. At the same time, it should have the
transmit power strong enough to provide reliable connectivity
to legitimate devices. To determine the proper transmit power,
we follow the WINNER-II channel model [26] which provides
a path loss model suitable for office environments. According to
the WINNER-II channel model, the path loss, PL is expressed
as,

PL = Alog(d) + B + Clog(f./5.0), (1)

where A is the filtering parameter that includes the path loss
exponent, B is the intercept parameter, C' is the parameter that
describes the path loss frequency dependence, and f. is the fre-
quency band. As we use 2.4 GHz frequency band in the exper-
iments, f. is 2.4. In indoor LoS and NLoS environments, A is
18.7 and 36.8, B is 46.8 and 43.8, respectively and C'in both en-
vironments is 20. By using this path loss model, we can easily
calculate the RSSI at the legitimate device, Pg, as,

PRLZPT+GT+GR—PL, 2)

where Pr is the transmit power of the transmitter (i.e., the AP in
FMS), G is the transmit gain of the transmitter’s antenna, and
G'r is the receive gain of the receiver’s antenna (i.e. a user de-
vice or an attacker in FMS). Then, by subtracting noise of legit-
imate device Py, , the SNR at the legitimate device is expressed
as,

Since we should let the legitimate device properly decode high
MCS level used in FMS, the SNR at the legitimate device should
meet the following condition:

Pr+Gr + G —18.7log(dr) — 46.8 — 201og(2.4/5.0)

—Pn, > SNRycs,

“4)
where SNRycs is the minimum required SNR to decode the
MCS level used in FMS, and dj, is the distance between the
AP and the legitimate device. At the same time, we should en-
sure that the attacker is unable to decode our MCS level. To
isolate the NLoS attacker by preventing it from decoding high
MCS level used in FMS, the transmit power of the AP should be
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adjusted to satisfy the following condition:

Pr+ Gr + Gr —36.8log(ds) — 43.8 — 2010g(2.4/5.0)
_PNL — NF < SNRycs,
®)
where d 4 is the distance between the AP and the attacker and
NF is the noise figure of the amplifier. Finally, we can derive the
range of AP’s transmit power that makes FMS effective.

36.81log(da) +43.8+2010g(2.4/5.0) + Py, + NF
+ SNRycs — Gr — Gr > Pr > 18.7log(d) + 46.8  (6)
+ 20 10g(2.4/5.0) + Py, + SNRyics — Gr — Gg.

Based on this principle, we can choose an appropriate transmit
power of the AP depending on the environment.

B. Authentication Motion and Signal Strength Gap based Fil-
tering (AMS)

Although FMS scheme is highly effective and convenient in
defending against the amplifier attack, it may not be secure
enough against the directional antenna attack. To overcome this
problem, we propose AMS scheme that requires the AP to have
at least two antennas. Without loss of generality, we will call
them Ant.1 and Ant.2 hereafter. AMS also requires a simple
motion from the user for authentication; The user who wants
to have his/her device authenticated needs to move the device
from Ant.1 to Ant.2 at a close distance to the AP at the time of
authentication (e.g., connection establishment phase). Then the
gap between the RSSIs at Ant.1 and Ant.2, GAP_, is measured
as the device moves®. The key intuition is that, as the device
moves, GAP;_,5 will change significantly when the device is in
proximity to the AP, but will not differ much otherwise. Using
this fact, the AP can authenticate the device when the difference
in GAP1_,3 is above a certain threshold, T'hgap.

Fig. 2 illustrates how AMS scheme works. Let [ be the dis-
tance between the two antennas of the AP. z (0 < x < [) is the
moved distance of the device, y is the perpendicular distance
between the AP and the device, and d; and d- are the distances
from the device to Ant.1 and Ant.2, respectively. As the de-
vice moves by x from Ant.1 to Ant.2, the received power Pr, at
Ant.1 and the received power Pr, at Ant.2 can be given by

PRl(Z‘) =Pr+Gr+Gg —PL(dl),

7
PR2(z):PT+GT+GR—PL(d2). @

Since the user device is the transmitter and the AP is the receiver
in AMS, Pr is the transmit power of the device, G is the trans-
mit gain of the device’s antenna, G is the receive gain of the
AP’s antenna, and PL(d) is the path loss between the device
and the AP at distance d.

From (1), the path loss PL(d) can be simplified as,

PL(d) = Dlog(d) + E, 8)

where parameters D and E depend on the frequency and envi-
ronment. However, most path loss models including WINNER-

3Extending this to work with motion from Ant.2 to Ant.1, thus with GAP2_1,
is trivial.
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II are described for the far-field where the distances are much
larger than the wavelength. In the near-field where the radius
is a few wavelengths or less, those path loss models may not
be generally applicable [27]. Nevertheless, Ohira et al. demon-
strated that path loss can be linearly proportional to [og(d) also
in the near-field [28]. To verify that (8) can be applied to our
model in the near-field, we measured RSSI values at varying
distances between the AP and a device from 10 mm to 50 mm in
line-of-sight. Fig. 3 plots the RSSI at one antenna of the AP on
the log scale log(d). The result shows that RSSI is linearly pro-
portional to log(d), and since Pr, G, and G are constants,
path loss is also linear with respect to log(d) in the near-field.
This implies that (8) can be used also in the near-field, and we
can determine D as approximately 21.8 from this measurement.

From (7), (8), and the Pythagorean theorem, GAP;_,5 after
the device moves by z, GAP1_,5(x), can be calculated as,

def
GAP1_5(z) € Pg, (z) — Pp,(z)

(I—2)"+y2

As the device moves from Ant.1 to Ant.2 (i.e. x increases from
0 to l), dy increases from y to /1% + y2 and dy decreases from
V12 + y? to y. Therefore, dy/dy and GAP,_,5(z) decrease as
the device moves. To this end, we use G APz, the difference
of GAPy_,5(x) as the device moves from =0 to x=l, for au-
thentication. Specifically, AMS authenticates a device as legiti-
mate if GAP i is above the authentication gap threshold T'hqp.
From (9), GAP 4 can be calculated as,

= Alog ©)]

GAP i E GAP12(0) — GAPy (1)

l2
= Alog <1 + y2> .

Thus, shorter y and longer [ will exhibit greater GAP ;g for less
ambiguity in authentication.

(10)

However, there is a small but non-negligible chance that even
arandom movement by an attacker may happen to have GAP gs¢
above the threshold T'hg,, by accident. The attacker then may
succeed after several attempts. Therefore, AMS additionally
checks the trend of GAP;_,o(x). Differentiating GAP_,2(x)
with z, we obtain %GAPlﬁg(x) as,

d A
@z OAP1-2(2) = — 15 (

l—x n x
(-2 +y>  22+y?)
(11)

We already know that A is positive and 0<x<l, %GAP1_>2(:1:)
is non-positive which indicates that GAP;_,o should decrease
when the motion is performed. Thus, AMS scheme checks
whether GAP1_,» decreases monotonically.

To confirm that GAP;_,» is monotonically decreasing, AMS
detects and counts the number of times that the GAP1_,o de-
creases by more than 0.2 dB consecutively (¢), or increases by
more than 0.3 dB (j). If GAP;_,2 decreases by more than 0.2
dB for T'hge. consecutive times (i.e. ¢ > T'hgec), AMS regards it



HEO et al.: FMS-AMS: SECURE PROXIMITY-BASED AUTHENTICATION...

| Measure RSSI of two antennas |

I

| Calculate GAP |, |

I

| Moving average of GAP ,_,, |

) |

Fig. 4. Authentication procedure of AMS scheme at the AP.

Authentication fail ]
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as a legitimate motion. If it increases by more than 0.3 dB for
more than T hi,. times (i.e. j > Thi,), AMS regards it as illegal
or irrelevant.

Fig. 4 illustrates the protocol procedure of AMS. When a de-
vice to be authenticated sends an authentication request message
(e.g., as part of the connection establishment phase), the AP re-
sponds to initiate authentication. Then the device sends packets
continuously to the AP (until authentication timeout period, 2
seconds in our prototype) during which the user can make a mo-
tion. The AP measures the RSSI of signals received from each
antenna and calculates the RSSI gap (i.e., GAP1_,2) between the
two antennas. A simple moving average technique is utilized to
suppress minor RSSI fluctuation. The authentication timeout
period can be adjusted based on the application requirement; in-
creasing it provides more convenience to the user, but also more
chances to the attacker at the same time.

To verify the feasibility of this approach and find appropriate
parameters, Fig. 5 shows an example of how GAP;_,o changes
for a legitimate device, an amplifier attacker, and a directional
antenna attacker. The distance between the AP and the legiti-
mate device is 5 cm, and both attackers are 5 m away from the
AP and in NLoS. Two antennas of the AP are 10 cm apart. The
amplifier attacker moves 1 m to make a motion and the direc-
tional antenna attacker rotates continuously at random in a hope
to create a legit-mimicking motion. In the case of the legiti-
mate device, authentication succeeds since GAP1_,o is contin-
uously reduced and the total difference GAP g is sufficiently
large (23.9 dB). On the other hand, attackers fail to authenti-
cate because GAP;_,5 fluctuates severely, and G APy is rel-
atively small. Based on these empirical findings (and more in
Section V.D), we set T'hgec to 5, T'hiye to 3, and T'hg,p to 10 dB
by default in our prototype implementation and experiments.

In summary, AMS scheme authenticates a device when the
spatial RSSI gap between the two antennas (i.e. GAPi_2)
decreases monotonically as the device moves (ie. @ >
Thaee && j < Thiye) and the total temporal change of RSSI
gap (i.e. GAPgs) is above Thyyp.

C. Limitations

A user employing the FMS scheme may need to adjust the
transmit power of the AP depending on the surrounding environ-
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attacker, and the directional antenna attacker in AMS scheme.
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Fig. 6. Experimental equipment of the legitimate device, the amplifier attack
(amp. attack), and the directional antenna attack (dir. attack): (a) Legitimate
device, (b) amp. attack, and (c) dir. attack.

Table 1. Device parameters.

] Device \ Parameter | Value |
Common Frequency 2.4 GHz
Channel bandwidth | 20 MHz
Legitimate device Transmit power 5 dBm
&AP Antenna gain 5 dBi
Transmit power 16 dBm
Antenna gain 5 dBi
Amplifier attack Transmit gain 17 dB
Receive gain 11dB
Noise figure 3dB
Directional Transmit power 16 dBm
antenna attack Antenna gain 24 dBi

ment, which may seem cumbersome and impractical. Further-
more, AMS scheme requires a user motion at a close distance
from the AP, which may also seem to as inconvenience to the
user. However, we show in Section V that FMS scheme defends
against the amplifier attack well by setting the transmit power
to one of three values depending on the environment. Moreover,
we believe that the motion required by AMS is no more com-
plicated than other authentication methods (e.g., complex pass-
word input) since it is required only once. Thus, we believe
that these are only a small one-time price paid for the long-run
convenience of secure proximity-based authentication it brings.
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V. EVALUATION

In this section, we first show the feasibility of attacks on
RSSI-based authentication, and how our proposed schemes de-
feat the attacks in various environments.

A. Experiment Setup

We conduct experiments in five environments: an office, a
stair room, a lecture room, a seminar room, and a cafe. An AP
is located inside each environment and an attacker which acts
as either an amplifier attacker or a directional antenna attacker
attempts to be authenticated at a total of 14 different locations
outside the environments. Table 2 lists 14 different locations of
the attacker. At each location, the attacker is placed at least 5
m away from the AP. We categorize the attacker’s location into
three classes: (1) fully-blocked, (2) semi-blocked, and (3) glass-

walled, according to the material of obstacles (e.g., walls, doors,
and windows) between the attacker and the AP. ‘Fully-blocked’
is a case with concrete or metal walls and doors, ‘semi-blocked’
is a fully-blocked environment with glass windows, and ‘glass-
walled’ is a case with glass walls or doors. Authentication range
is internal to each environment. The goal is to achieve above
80% true-positive (TP) rate for a legitimate device inside the
same room with the AP, and below 5% false-positive (FP) rates
for the two attacks as well as a normal (same as legit) device
outside the room. To measure TP and FP rates, a legitimate de-
vice attempts authentication 30 times in the same room with the
AP, and the two attackers and a normal device attempt authenti-
cation 10 times each (30 total) at each attacker’s location.

Fig. 6 shows experimental equipment of the legitimate de-
vice, the amplifier attack, and the directional antenna attack that
are used in our experiments. All attackers, AP, and legitimate
devices are IEEE 802.11n devices on 2.4 GHz band, imple-
mented on laptops each with an AR9380 network interface card
(NIC). The AP and legitimate devices are equipped with 5 dBi
dipole antennas. To implement the amplifier attack, we use an
amplifier with 17 dB transmit gain, 11 dB receive gain, and 3
dB noise figure (NF). A 5 dBi dipole antenna is connected to
the amplifier. Directional antenna attack uses a 24 dBi grid an-
tenna. Transmit power of the legitimate device is 5 dBm. That
of the AP is 5 dBm by default but adaptable to the environment.
Attackers can use higher transmission power than legitimate de-
vices to attack. In our experiments, the transmit power of the
attackers before the amplification is 16 dBm, and after the am-
plification it is 38 dBm for the amplifier attacker and 40 dBm for
the directional antenna attacker. Table 1 summarizes parameters
of the devices used in experiments.

It is assumed that attackers know the authentication proce-
dure and can imitate legitimate devices. When FMS is used, an
attacker attempts to decode the received authentication packets
and respond back to the AP as if it is a legitimate device. When
AMS is used, an amplifier attacker tries to mimic a legitimate de-
vice by making a larger motion (1 m motion in the experiments),
and a directional antenna attacker uses (somewhat arbitrary) ro-
tation to mimic a legitimate device because it has difficulty in
creating a large hand-gesture-like motion due to its big size.
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B. RSSI Filtering

First, we examine the performance of RSSI filtering as a com-
parison scheme. RSSI filtering authenticates a device when the
averaged RSSI at the AP exceeds a certain threshold, Thggs;.
Fig. 7 shows the TP and FP rates of the legitimate device, and
also the FP rates of the attackers in three different cases accord-
ing to Thgss. If there is no attack, RSSI filtering successfully
determines whether a device is within the authentication range
or not. If we set Thgss; to -65 dBm, TP of a legitimate device is
100% and its FP is 0% in all cases.

However, when there is the amplifier attack or the directional
antenna attack, RSSI filtering fails to achieve TP rate of greater
than 80% and FP rate of less than 5% simultaneously. In the
fully-blocked case, if we set the threshold to -40 dBm in order
to keep FP rates less than 5%, the TP rate drops to 20%, greatly
reducing user convenience. If we set the threshold to -60 dBm
in order to have TP greater than 80%, RSSI filtering becomes
vulnerable to the two attacks with FP rates of 85.7% and 71.4%
under amplifier and directional antenna attacks, respectively. In
the glass-walled case, the attacker’s FP rates are even higher
than the TP rates of the legitimate device since the attacker am-
plifies the signals more than the attenuation by obstacles. These
results indicate not only that RSSI filtering is vulnerable to both
attacks, but also finding the optimal threshold parameter is not
possible.

C. FMS Scheme

Unlike RSSI filtering which uses solely the signal strength
measured by the AP for authentication, SNR of the signal re-
ceived by the device is important in FMS scheme. Since the
attackers cannot control the transmit power of the AP, FMS
scheme is less vulnerable to attacks than RSSI filtering.

By adjusting the transmit power and MCS of the AP, FMS
scheme can adjust the authentication range according to the en-
vironment such as the material of walls or the size of a room.
For example, in the glass-walled case, signals are less attenu-
ated by the wall than in the fully-blocked case. Therefore, in
order to confine the authentication range to the room, the AP
should use lower transmit power in the glass-walled case than
the fully-blocked case.

Fig. 8 plots the TP and FP rates of a legitimate device, and
also the FP rates of the two attacks in three cases. Transmit
power of the AP is set to 5 dBm in the fully-blocked case, 0

dBm in the semi-blocked case, and -7 dBm in the glass-walled
case. In all cases, the TP rate of a legitimate device is 100% and
the FP is 0%. This shows that FMS scheme successfully authen-
ticates devices within and only within proximity when there is
no attack. Furthermore, FMS scheme defends perfectly against
the amplifier attack with FP rates of 0% in all cases. However, it
opens doors to the directional antenna attack at some locations
(35.7%). The FP rate of the directional antenna attack is higher
in the order of glass-walled, semi-blocked and fully-blocked.
This is because the directional antenna should be pointed to the
AP correctly for a successful attack, which is easier in the glass-
walled case. Moreover, signal amplification is not performed
properly depending on the material of the wall.

D. AMS Scheme

For AMS scheme to be effective, proper values for T'hg,, and
T h; parameters should be determined. For this purpose, we first
examine GAP 4 according to the distance between the AP and
the device. We measure the total RSSI gap (i.e., GAPq) at
distances between the AP’s antennas (i.e., [) of 2.5 cm, 5 cm
and 10 cm, and distances between the AP and the device (i.e.,
y)of 1 cm, 3 cm, 5 cm, and 10 cm. Fig. 9 confirms that GAP g
increases as y decreases and [ increases, as conjectured. That
is, GAPgr becomes larger as the distance between the AP’s
antennas increases and/or the distance between the AP and the
device becomes shorter, which is consistent with the analysis in
Section IV.B. Based on this finding, we set [ to 10 cm and y to
5 cm in the following experiments.

Fig. 10 shows the performance of AMS scheme according to
varying T'hg,, and T'h; in three different cases. Stricter thresh-
olds lower the authentication success rates for both legitimate
devices and attackers. As T'h; becomes smaller and T'hg,p be-
comes larger, FP rates of the attackers and TP rate of the legit-
imate device become smaller. This means that smaller T h; and
larger T'hg,p help to defeat the attacks more (improved security),
but lead to lowered authentication success rate of legitimate de-
vices (worse user convenience). We can satisfy TP rates of more
than 80% and FP rates of less than 5% in all cases by setting T'h;
to 3 and Thg,p, to 10 dB. Using these parameter selection, the
results show that AMS scheme can effectively and successfully
defend against both attacks in all 14 attacker location cases.
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Table 2. Experimental environments.

Attacker’s Envi ‘ Material Cat
location fvironmen of obstacles alegory
—r\v |
T 4'
j '"‘1 Office Metal Fully-blocked
L/ \
S \1 Office Metal Fully-blocked
,"5‘.
g Office Metal Fully-blocked
Cafe Concrete Fully-blocked
y‘j“l‘[ T
Cafe Glass and Semi-blocked
concrete
Lecture Metal, concrete Semi-blocked
room and glass
Lecture Metal, concrete Semi-blocked
room and glass
Lecture Metal, concrete Semi-blocked
room and glass
Seminar Glass Glass-walled
room
Seminar Glass Glass-walled
room
il .
il Seminar Glass Glass-walled
|| W ‘ room
il
i J’ i Stair room I\é[gg:;lr::;d Fully-blocked
Stair room Metal and Fully-blocked
concrete
Stair room Metal and Fully-blocked
concrete

We investigated attack models to a proximity-based authen-
tication system in which adversary devices strengthen their sig-

VI. CONCLUSION
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nals to mimic a legitimate device. We have shown that ampli-
fier attack and directional antenna attack exhibit different link
characteristics, and this can be exploited to design countermea-
sures. To defend against these attacks, we proposed two light-
weight proximity-based authentication schemes, FMS and AMS,
that can be used during connection establishment phase of wire-
less network access. We implemented both schemes in COTS
IEEE 802.11n devices and evaluated their performance in vari-
ous environments through real-world experiments. Our results
show that the proposed schemes successfully defend against the
attacks while maintaining 100% true-positive rate. FMS defends
against the amplifier attack in all cases and AMS defeats both at-
tacks in all cases with the help of a simple user gesture. FMS
or AMS scheme can be selected according to the application re-
quirement to enhance the security of proximity-based authenti-
cation in upcoming IoT.

As future work, we plan to explore utilizing CSI information
for more accurate ranging and gesture recognition to enhance
the security and convenience of our schemes even further. We
also plan to add human differentiation that provide authentica-
tion by distinguishing different users.
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