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BUAV: A Blockchain Based Secure UAV-Assisted
Data Acquisition Scheme inInternet of Things

AnikIslamandSaoYoungShin

Abstract: Internet of things (loT), mobileedge computing (MEC),
and unmanned aerial vehicle (UAV) have attracted significant at-
tention in both industry and academic research. By consolidating
these technologies, loT can be facilitated with improved connectiv-
ity, better data transmission, energy saving, and other advantages.
However,the communication between these entities is subject to
potential cyber threats. In addition, the integrity ofthe data must
be maintained after storing into local storage. Blockchain isa data
structure that supports features like pseudonymity, data integrity
etc.This paper represents a blockchain based data acquisition pro-
cessinwhich information is gathered from loTs usingUAVasa
relay and is securely kept in blockchain at MEC server. In thepro-
posed scheme, data are encrypted prior to transfer to MEC server
withthe assistance ofa UAV. Upon receiving the data, MEC server
validates the data and the identity ofthe sender. Successful vali-
dation isfollowedby stocking ofthe data into blockchain, subse-
quent to obtaining consent fromthe validators. Security analysis
is conducted in order toshowthe feasibility ofthe proposed secure
scheme. Finally, the performance ofthe proposed scheme is ana-
lyzedvia simulation and implementation.

Index Terms: Blockchain, Internet of things, MEC, security, un-
manned aerial vehicle.

I. INTRODUCTION

I NlERNETofthings(loT)has generated considerable atten-
tionnotonlyin industrial fieldsbutalsoinacademicre-

search.loTisa network ofobjects, equipped withsensors,ac-
tuators,software,etc.,thatare connected viaInternet.More-
over,theseobjectscancollect information fromtheirsurround-
ingsandcan interchange thesedataamongeachother[1].Based
onthepromisingpossibilitiesattributedtoloT,an estimation of
appending 30 billiondevicesinthe network by 2020 hasbeen
made[2].However,loTisnotonlyconfinedtosensingand
information interchange.Currently,loTcanmakespontaneous
decisionsbasedonthesenseddata.loThasimprovedthequal-
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ityofourlivesbycontributingtothe development ofseveraldif-
ferentsectorsincluding healthcare [3]-[8], agriculture [9]-[12],
smarthomes [13]-[15], smartgrids [16]-[20], andothers [21].

Unmanned aerialvehicles(UAVs)isanexampleofanemerg-
ing technology thatachieved widespread popularity owingtoits
potential fordiverseapplications.Initially,UAVswereconfined
toapplicationswithinthemilitary.However,theuseofthesede-
viceshas subsequently been extended tocivilapplications [22].
Theadvantages ofUAVs istheireaseofdeployment,lowmain-
tenanceandacquisitioncost,andtheabilitytoaccess almost
anyareas [23]. Moreover,someUAVscontainsensors,actua-
tors,high computational power,etc.,whichnotonlycanaccu-
mulatedataalongwithspatial information butalsocanprocess
it,reachdecisionsandactaccordingtothedecision [24]-[26].
UAVscanbepostedtolocationsthataredifficulttoaccessin
ordertoprovide assistance toloTs.Occasionally,UAVscanop-
erateasaserverwhileprovidingservicestoloTs.Inaddition,
UAVscanspread network connection toloTsforthenon-line-
of-sight zones.Moreover,UAVscansavetheenergyofdevices
byassistinginforwardingthedataandcanquicklybe replaced
inthe occurrence ofafault,whileproviding assistance toloTs.
UAVscanalsocoveralargeareawhichcanhelptooptimizethe
deployment cost.

Mobileedgecomputing(MEC)isanotherpromisinginitia-
tivethatdrawscloudcomputingfacilitiesclosertouserprox-
imityattheedgeofthemobile network andprovidesservices
byutilizingradioaccessnetworks(RANs)[27].Thepurpose
ofMECistoprovideultra-lowlatency,highbandwidth,and
real-time servicestomobilesubscribers[28].However,collect-
ingdatafromloTsviathecloudcreateslatencyissues,along
withchallengesrelatedtolow throughput and single-node fail-
ure [29]. MECisa potential candidate foralleviatingtheafore-
mentioned issuesbyproviding real-time dataacquisitionser-
vicesfromloTdevicesviatheutilizationofUAVs.However,
thedata acquisition processispronetothreatsliketheman-in-
the-middle,spoofingetc.Moreover,the collected datamayex-
perience unauthorised modificationsinthestorage,whichmay
leadtouncertaintyregardingtheintegrityofthedata.Therefore,
asecureschemefordataacquisitionviaUAVisrequired.

Amongtheexistingstudies,in [30], aUAVbasedfogcomput-
ing platform thataidsloTdeviceshasbeenproposed.Inaddi-
tion,an architecture inwhich information is obtained fromloT
usingUAV(sometimesUAVtoUAV)andstoredinthecloud
hasbeenappended.In [31], UAVservedasafognodesothatit
couldprovide real-time assistancetoloTdevices.However,this
mayconsumeasignificantamountofenergyandmayreduce
theflighttimeof UAY. In [31], anapproachwas proposed in
whichUAVsaredeployedbasedonclientpositionssothatthe
clientcanperformqueriesandacquiredatafromloTswithless
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delay.In[31],DAVservedasagatewayfordata acquisition and
DAVswere controlled usingDAVscontrolserver.Inthatpro-
posed scheme,dataarestoredintheglobalserverthatservesthe
client by obtaining datafromDAVs.In[32],aDAV-assisteddata
collection schemeforawirelesssensor network (WSN)was
presented. To perform data acquisition, theyfirstdividedthat
regioninto multiple areas.Subsequently,they deployed DAVs
based ontheplan established whiledividingtheregion.In[33],
asmart fanning schemewas presented inwhichDAVwasuti-
lizedto communicate with ground sensorsandaidthesesensors.
In[33],a testbed considering IEEE 802.15.4-based communi-
cation between DAVand ground sensorswas implemented. A
prototype was presented inwhereinaDAVservedasabasesta-
tion(BS)and performed wirelesspower transfer and communi-
cationswithsensors simultaneously, in[34].In[35],a RESTful
approach was presented inwhichDAV equipped with loT relays
datato cloud servicesalongwithavertical handover mechanism
inwhichDAVcanshift between different modesof communi-
cationsuchasWi-Fiand satellite for beyond-line-of-sight com-
munication issues,to increase reliability.However,theafore-
mentioned schemesdidnot consider anysecurityissueswhile
deployingDAVs.Inaddition,theydidnotadd information re-
gardingdata management aftercollectingfromloTs,whichmay
createanissue concerning theintegrityofstoreddata.

Blockchain isa distributed ledger technology thatisshared
amongpeersina network wherethepeersholdthesamecopies
oftheledger[36]. Blockchain wasfirst introduced bySatoshi
Nakamoto inawhitepaper, called "Bitcoin:A peer-to-peer elec-
troniccashsystem",in2008[37].Initially, blockchain wascon-
finedtothe documentation offinancial transactions. However,
owingtoits promising functionality (e.g.,immutability,smart
contract,etc.),this technology is currently inuseintherecord-
ingof medical data,trackingofproductsinthesupplychain,
etc.[38].In blockchain, dataare deposited ina block andeach
block hasauniquehash,whichis generated based onthecon-
tentoftheblock[39].Eachblockpointstotheprevious block's
hash;thus,blocksstayinthechain,andthatiswhyitiscalled
blockchain. Blockchain adopts asymmetric encryption tomain-
tainsecurity[40].Eachuserholdsaprivatekeyandapublic
keythatis generated fromtheprivatekey.Everyuserusesthis
publickeyasanidentityinthenetwork,andthus,theidentity
oftheuserremains obscured [41].However, blockchain also
utilizesa Merkle tree[39].A Merkle treeisa structure thatis
generated fromthehashofthedata.Any alteration inthedata
causesachangeinthe Merkle tree.Byutilizingthe Merkle tree,
blockchain preservestheintegrityofdata.However,toadda
block tothechain,everynode,calleda miner orvalidator,must
agreeonthevalidityoftheblock[42].These characteristics can
be possible solutions against the aforementioned issues(i.e.,cy-
berthreatsanddataintegrity)indata acquisition from loT using
a DAY.

A blockchain based data acquisition schemeis proposed in
whichdataare gathered fromloTsviaDAVandkept securely in
blockchain atMEC,toalleviatethe aforementioned issues.The
major contributions ofthis paper are summarized asfollows.

•Aschemeis proposed to perform data acquisition from loT
devices.
•A discussion onsecurity based on different vulnerabilities is
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provided.
•The impact of 1]-hashbloomfilter!is simulated bothinMAT-
LABforedgeserverandPythonfor DAY.
•Wehave implemented the proposed schemeandtheperfor-
mance is examined by throughput, processing time,energycon-
sumption,andlatency.
•Wehave implemented blockchain using ethereum andtheper-
formance is investigated intermsofwrite,read,latency,andde-
lay.

Therestofthesectionsare arranged asfollows:SectionII
represents thedata acquisition scheme.InSectionIII,thepro-
cessofdata acquisition isdepicted.SectionIVillustratesase-
curityanalysisofthe proposed scheme.The simulation andex-
perimental setupare discussed inSectionV.Finally,SectionVI
summarizes themains conclusions andexaminesfuture research
directions.

II. PROPOSED SCHEME

Wedevisea blockchain based data acquisition scheme
(termed as"BDAV")thatfacilitatesthe collection ofdatafrom
loTsusinga DAV, as presented inFig.1.

A.BasicIdea

BDAV concentrates ondata acquisition from loT devicesus-
ingDAVsaswellasthe deposition ofthe collected datainase-
curewaytoavoid compromising data integrity andBDAValso
ensuressecuredata transmission. It was assumed thatallvalid
loT devicesandDAVsare registered inthescheme.In BDAV,
loT devicesintendto transmit datatotheMEC.Beforetrans-
ferringdata,loTdeviceperforms encryption. Thisdataisthen
transmitted toDAVsalongwiththeiridentity.Uponreceiving
thedata,DAVs perform decryption andcheckthevalidityofthe
identityofthesender.Forvalidatingdevices, 1]-hashbloom fil-
teris adopted in BDAY. However,ifthe identity isnotvalid,
thenDAVs discard thedataand append thatinvalididentitytoa
vulnerable list. If theinvalididentitycontinuesto transmit data,
thenDAVs block the communication channel forthatidentity
foraspecificperiod.In BDAV, DAVdecryptsandvalidatesthe
datainordertoprevent malicious devicesatanearlystage. If a
malicious device continuously sendsinvaliddataandDAV just
forwardsittotheserver without anyvalidationthenMECSgets
alotoftraffic containing invaliddata.But,MECS cannot block
thesender because dataarecomingthroughtheDAV (ifMECS
wantstoblockthesenderthenithastoblockDAV)andonly
DAVcanidentifythesender.ThatiswhyDAVdecryptsthedata
andprevents malicious devicesfromreachingtheserver.How-
ever,foravalididentity,DAVsforwardthedatatotheMEC
server.WhenMECserverreceivesthedata,MECserververi-
fiesthevalidityofthesender.Incaseofavalididentity,MEC
storesthedatain blockchain. Whendatais added tothenet-
work, block sealingprocessisinitiated.Uponreceivingtheac-
knowledgement fromothervalidators,dataisaddedtothenet-
work including aprivatecloud.

1Bloomfilterisadatastructuretochecktheexistenceofaniteminaset
consuminglessmemory[43].
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Fig. 1. Data acquisition fromloTstoMECserverusinga DAY.

uniquehashbasedonthemacaddressofthedevice 6mae , times-
tamp r-. andrandomsalthash 8n . Let h bethehash,

where h isusedtogenerateprivatekey $J" andsubsequently,a
publickey (}" iscreatedfrom $J". Let E isapointontheelliptic
curvecontaining (x, y),

(2)

loTDevice,MECserver, DAY.
Randomsalthash,Privatekey,Publickey.
Hashfunction,Keygenerator,Keysize.
Bloomfilter,Signaturegenerator.
Encryptionfunction,Decryptionfunction.
Signatureverificationfunction.
Validateblocks proposed byavalidator.
Vulnerablelist,Blockedlist.
Transmissiondelayfrom a to b.

Description

Table 1. Notationswith description.

Notation

CJ,Y,U
8n, $J,(}

1jJ(.), f(.), ~s

f3F(.),8(.)
~(.), ((.)

w(.)
811(.)

VL,BL
{a--+b}

T ft

$J" = f(h) If: {O, 1}* ---+ {O, 1}"s,

e" = $J" ® (Ex, Ey).

Aftergeneratingkeys, loID transmits (}" toMECSalong
withdeviceinformation(i.e., 6mac , latitude,longitude,etc.). e"
isusedasanidentityofaloTD.MECSthenstorestheseinfor-
mationinasmartcontract C,j ofblockchain.

B.Entities

BDAVconsistsoffourentities:loTdevice (loID), DAV,
MECserver(MECS),andprivatecloud(PC).Theentitiesof
BDAVaredepictedbelow:
•loTD:loTdevicecollectsdataandtransmitsittotheMECS.
Thisdeviceconsistsofsensorsandactuatorsanditcanboth
sensetheenvironmentandperformtasksaccordingtothein-
struction.
• DAV: DAVreceivesdatafrom loID andrelaysthesedata
totheserver.DAValsoauthorizesrequestspriortoforwarding
totheserver.EveryDAVmaintainsalistofIo'TDsandother
DAVs,whichitutilizestoperformthe authentication process
using 1]-hashbloomfiltersbeforeforwardingdatatoMECS.
•MECS:MECservercollectsdatafrom loID viaDAVthat
aresubsequentlystoredinblockchain.MECnotonlymaintains
basicinformation(i.e.,devicename,macaddress,devicetype,
etc.)butalsospatialinformation(i.e.,latitude,longitude,etc.)
thatassistsMECserverinmaintainingthedataacquisitionpro-
cess.MECserveralsovalidatesDAVandloTDbeforeincluding
dataintoblockchain.
•PC:Theprivatecloudiscomposedofprivateservers;thePC
islinkedwithMECSviabackhaulnetworks.SincethePCis
alsoservingasaclientofblockchain,italsogetstheupdate
whennewdataisaddedtoMECS.

C. Notations

Alistofcommonnotationsincludingtheirdescriptioniscom-
piledinTable1.

III.COMMUNICATIONSINTHEPROPOSEDSCHEME

A. Registration

WeassumedthatvalidIo'TDsandDAVsareregisteredusers.
Priortoregistrationinthesystem,DAVorloTDgeneratesa

B.DataGeneration

BDAVutilizes 1]-hashbloomfilters (1] = 1,2, ...)tovalidate
Io'TDsbeforeforwardingdatatoMECS.MECSfetchesthede-
vicelistfrom C,j. Let 'D bethelist,
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Here, £ isthe location containing (Zat , Zan) and t isradiusof
the location of L Priorto validating laID, UAVrequiresfilter
table § 1 8' E {O, I}. WhenaUAV registers or connect with
MECS, MECS generates § andsharesitwith UAY. Let § isthe
generated table,

where n isthetotal number ofdevices. 71 isthe number ofhashes
thatare employed inthe process. Bloom filterhasafalseposi-
tiveissuethatcanbe reduced by controlling the number ofhash
functionsanddatasize [43]. However,thereisa limit totheuse
ofhashfunctionsinthe bloom filter.Let n is number of (), and
p isthe acceptance offalse positive rate [44],

n T)

§ = Unj5Fj (() i)
i=lj=1

1 j5F : {O, I}* ---+ v n 8'v E {O, I} n k E {O, 1,2},

(3)

Algorithm 1 data processing in UAY.
Input: Encrypted received data.
Output: Validityof loT device.
1: d +-- (15).
2: if dQ~ tJ- B L then

3: ': n]=1 j5Fj(dQ~)'
4: if f == 1 then
5: I +-- ~QJ u; s; dQ~' dQ~)'
6: U forwards) Y.
7: else
8 '. dV include V

Q~ ) L·

9: if Count(Vl~) ?: ~~ then
10 '. dV include B VQ~ 0

Q~ ) L, L ---+ .
11: end if
12: end if
13: end if

where 71 isthe maximum number ofhash function thatis suitable
for j5F.

(13)

(10)

(11)

(14)

(15)

(12)

T)

j = nj5Fj(§~) where j E {O, I}.
j=1

T)

j = nj5Fj(§~) n j5Fj(§~)'
j =1

where j E {O, I}.

If j is °then either §~ or §~ isnotvalid. Y discards d in-
stantlyandput §~ in VL . If §~ continues to transmit invalid

Aftergetting d,Y firstchecksthe B L and subsequently, Y
checksthevalidityof §~ and §~ byusing 15F. Let j isthe
validityresult,

T { U-+ Y } _ U + {u-+Y}-T p T d ,

where TJU-+Y} isthe transmission delayfrom Uta Y.
When Y receives I' Y decrypts I by employing theprivate

key fPJ of Y, asshownin Algorithm 2. Let d isthe decrypted
data,

Subsequently, U forwards I to Y. Let "» isthetotal process-
ingtimefor preparing dataat U,

where Tj, TJ, and T3/ isthe processing timefor d, j and I'
respectively. Let T{u-+Y} isthetimeto transmit I from U to Y,

If j is°then §~ isnotvalid. U discards dinstantly andplaces
§~ under VL . If §~ continues to transmit invalid requests then
after a threshold number of requests ~~, U adds §~ to BL. How-
ever,forthevalid §~, U encrypts thedataalongwith §~, a, §~,
and c byusingthe public keyof Y. Let I isthe encrypted data,

(9)

(8)

(7)

(5)

(4)i-nxIn(p)l lm Jm = I In(2)2 1 p E(0,1]' 71 = --;; xIn(2),

c = e",~(1/I(oo)) 11/1 : {O, I}* ---+ {O, I}l,
e: {O, I}* ---+ {O, i}'.

After generating c, (J encrypts a alongwith c and §~ byusing
the public key §~ of \jJ. Let 15 isthe encrypted data,

j5=~Q~(OO,c,§~). (6)

Subsequently, (J transmits 15 to U. Let "» isthetotal process-
ingtimefor preparing dataat (J,

Here, T:: and T$ isthe processing timefor c and 15, respec-
tively.Let T{O"-+U} bethetimeforthe transmission of a from
(J to U,

T { O" -+ U } _ 0" + {O"-+U}-T p T d ,

where TJO"-+U} isthe transmission delayfrom (J to U. Upon
receiving 15, U decrypts 15 by employing theprivatekey fP~ of
U, asshownin Algorithm 1.Let d isthe decrypted data,

C. Data Transmission

In BUAV, a loTD (J starts transmitting adata a toMECS Y
viaUAV U. Priorto transmitting e, (J createsa signature c from
a by employing theprivatekey fP~ of (J,

After obtaining d, U firstchecks BLand subsequently, it
checksthevalidityof §~ by utilizing j5F. Let j isthevalid-
ityresult,
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ii = wfj':c (a, 1':) where ii E {true, false}. (16)

If ii istrue,then Y transmits a forvalidatingandaddingin
theblockchain.Let "» isthetotal processing timeforvalidating
dataat Y,

requeststhenaftera threshold numberofrequests ~J, Y puts
§~ in BLand thechannelis blocked forathresholdamountof
time ~;. However,forthevalid §~, Y continuestoprocess d.
Beforeaddingtostorage, Y checkstheintegrityof a byverify-
ingthesignatureof (J. Let ii isverificationresult,

Fig.2.Data management in blockchain.

8:

Algorithm 2datavalidationinMECS.

5:
6:
7:

BUAVutilizesUAVforrelayingdata.Priortosending f, (J cre-
atesasignature s from f byemployingtheprivatekey fP~ of

iricl.ud.e V
----+) L·

AU ..

if Count (Vi'K ) ?: ~J then
iricliuie B Vfju

9: dfj',1 ) L, L K ---+ 0.
10: end if
11: end if
12: end if

Input: Encrypted receiveddata.
Output: ValidityofloTdeviceand UAY.
1: d+-- (~Jh).
2: if ¢'. B L then
3: j +-- n]=1 f3Fj (dfj',1 ) n f3 F j (dfj':c )'

4: if j == 1/\ wJ_a (da , dE) == true then
e K

d- i.n.s ert:s l1J)
a -------7 JjJ).

else

(n+1)th block

I Previous hash I
I Block hash I
I nonce I
[ Timeslamp I
I Merkle root I

10 D• • Location

I Ox32L . Value 1 27.9 5.. . I
Ox12l. Value 2 28 .91. ..

nth block

I Previous hash I
I Block hash I
[ nonce I
I Timestamp I
I Merkle root I

10 Data Lecercn

I [ Ox32f... vauea 27 ,93. .. 1
lbl41d.• Value 4 28 .92. ..

t st block

[ Block hash I
[ nonce I
[ lim estamp I
[ Merkle rool I
Validators

[ Oxbe4 B295669a9 FD93dS F28D ... I
Cha inld ...
r 2019 I

(J,

where TJ, Tf ,and Tj! arethe processing timefor d, j, and ii,

respectively.Let T{0"-+U-+1} isthetotaltimetotransmitand
process a successfully from (J to Y via U includingthevalida-
tionprocess.Byadding(8)and(13),itcanbewrittenthat,

T{0"-+U-+1} = T{O"-+U} +T{U-+1}. (18)

When a isvalid, Y startstoadd a tothe blockchain lB. We
considered aprivateblockchain network inwhichtheidentityof
validators v (thosethatcreateblocks)isknowntoeveryone.In
BUAV, eachblockholdsa T! numberoftransactions,asillus-
tratedinFig.2.InFig.2,thefirstblockisthegenesisblockthat
containsthelistofvalidators, chainld (i.e., network id),etc.Af-
terthat,each blockchain containsthedataofloTdevices.How-
ever,avalidatorproposesablock U andothervalidatorsvalidate
theblock.Thisprocessis performed ina round-robin algorithm.
Let j containsthevalidationresult,

Afterobtaining d, Y checksthevalidityof §~ byutilizing
f3 F. Let j isthevalidityresult,

(20)

(22)d= ( ~J (~).

~ = ~fjJ (f , s, §~). (21)

Uponreceiving rt, Y performsa decryption byusing fP~, as
shownin Algorithm 3.Let disthe decrypted data,

s = e ~':c (1jJ (r)) I 1jJ : {O, I}* ---+ {O, I} I ,

e: {O, 1}* ---+ {O, 1}1.

Subsequently, (J encrypts f alongwith §~ and s byemploying
§~. Let ~ isthe encrypted data,

T)

j= nf3Fj(§~)wherejE{O,I}. (23)
j =1

If j returnsavalueof1,then Y continuestoprocessthere-
quest.Priortosearching U for (J, Y verifiesthesignaturewhich
is transmitted withintherequest.Let v isverificationresult,

(17)

(19)j = naVz(ua ),
z=1

v = wfj':c (f, S) where v E {true, false}. (24)

If v contains true then Y retrievesthespatial information of
(J. Subsequently, Y retrievesallUAVsfromthelistofdevices
ir, Let U isthe collection ofUAVs,

Afterretrieving U, Y calculatesthegeodistance between (J

and U. Subsequently, Y sortsthelistintheascendingorder
basedonthegeodistanceandpicksthetopthresholdnumber
~~d of U. Beforetransmittingtheresults, Y firstcreatesasig-
nature 1':1 byemploying fP ~,

where in isthetotalnumberofvalidators.Once,everyvalidator
validatestheblock,theblockis appended inthechain.

D.UAV Requisition

If (J disconnectswith U andcannot reconnect with U, (J trans-
mitsrequest f to Y tosend information regardingnew U inorder
tofacilitatethetransferofdata.Thereexistsadirectcommuni-
cationlinkbetweenloTDandMECS.However, loID utilizes
thatchannelonlywhen loID cannotlocateanyUAVnearby.
Moreover,transmittingdatathroughthatchanneldrainsmore
energythanthe communication channelthatexistsbetweenloT
and UAY. Therefore,continuous transmission candecreasethe
lifetimeofthebatteryof loID. Inordertoincreasethelifetime,

U = U (;yk).
k==1

(25)
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Algorithm 3UAV requisition procces in MECS.

Here, Ugd isthelistof selected U, where U gd = u~lt (Ui )

After generating cy, Y encrypts Ugd by employing e~. Let 1 is
the encrypted data,

B. Key-SpoofResistance

An attacker fj caJ:!..not directly perform eavesdropping because
fyJ" is unknown to fj. To determine fyJ", fj must guess fyJ". Ac-
cording to (1), fyJ" is generated using 6mac , T c and s; T c and 8ft

are totally random. Suppose, fyJ" is 32 bytesor 256 bitslong.To
predict the correct fyJ", fj hastogo through the sequence of 256.
For 256 bits, there are 2256 possible sequences and among them,
onlyonecanbethe right fyJ". The probability of predicting fyJ"
is 1/2256 = 2-256 andthatis not practically feasible. Let, 6mac

be i bits, T c represents 3bits,and 8ft represents k. If;§ wants
toguessthe properties of fyJ", thenthe probability of guessing
correclty is 1/2i x 1/23 x 1/2k = 2-i x 2-3 x 2-k, whichis
alsonot practically feasible.

U, U and Y, and (J and Y are vulnerable toan eavesdropper fj.

However,BUAV provides protection against eavesdroppers. In
BUAV,every (J, Y, and U havetheirown fyJ" anda correspond-
ing e". When (J transmits a to U, (J encrypts the information by
utilizing (6). Upon receiving {3, itis decrypted by U using (9)
andthe identity isverifiedusing (10). After verification, U re-
encrypts information using (11) and forwards I to Y. While
requesting the location of anew U, (J first encrypts the request
using (21) andsendsthe request to Y. Upon receiving ~, it
is decrypted by Y byusing (22) andthe identity is verified by
employing (23). After processing the request, Y encrypts there-
sponse using (27) and returns to (J. In order toread data between
(J and U, fj requires knowledge of fyJ~, which isonly known to
U. Without fyJ~, fj cannot decrypt thedata. If fj intends to read I
then fyJJ is needed whichisonly known to Y. In order to read ~
and 1, fj needs toknow eJ and e~, respectively, which are not
publicly available. Assuch, fj cannot exercise eavesdropping in
BUAV.

x

(26)

Jr
cos( (Ulat - o-lat) X 180)

2 ++--

cy = 8 soJ( ?j! (Ugd)) I?j!: {O, 1}* ---+ {O, 1}1,

8: {O, 1}* ---+ {O, 1}1.

5:

Input: Encrypted received request.
Output: List of the nearest UAV.
1: d +-- (soJ (~).
2: if dQ~ tJ- B L then
3: J +-- n]=1 (3Fj(dQ~)'
4: if J== 1/\ Wd'a (dr, dE) == true then

Q K

~ U (.. k) -rr- •• retrieve d'v+-- k==1 (J , U ---+ 0, (J ( Q~'

while U E U do

7:

10:

0.5
Jr

cos(o-lat * 180) xcos( Ulat *
Jr

1 - COS((Ul on - o-lon) X 180)

2
Udist +-- 2 x 6371 x arcsin( v'X).

endwhile
~ t(~)ord=asc ~ U'R;d (~ )v+-- sor v prop-edi st> Vgd +-- i=1Vi.

11: cy +-- 8 soJ( ?j! (Ugd)), 1 +-- ~Q~(Ugd ' cy).
12: endif
13: endif

8:
9:

6:

After completing 1, Y returns 1 to (J. Upon receiving 1, (J

first performs a decryption byusing fyJ~'

Subsequently, (J verifiesthe integrity from cy. Let v isthe
result of verification,

A. Protection Against Eavesdroppers

In BUAV, data is transferred from (J to Y via U andinaddi-
tion, (J sendsthe request for U to Y. The area between (J and

C. DataTampering Resistance

In BUAV, (J transfers a to Y, via U. When Y receives I from
U, Y first decrypts I by employing (14) and subsequently, veri-
fiesthe identity using (15). However, Y requires verification that
data originates fromthe original sender, (J. U decrypts {3 byem-
ploying (9) and retrieves o. Inthiscase,thereisa vulnerability
inthatthe data may experience alteration. Before transmitting
a, (J creates a signature of a using (5). When Y receives a, Y
verifies a by employing (16). If ii is false, then a is altered
and Y discards oo. Y only appends datato blockchain when ii is
true. During the requisition of U, (J creates a signature byutiliz-
ing (20), sothat, Y canverifythe authenticity of (J using (24).
Based onthis approach, BUAV prevents altered data frombe-
ing appended to Blockchain. After storingdatain traditional
databases, there isthe possibility thatthe data maybe altered.
Considering thisissue,BUAVstoresthe data in Blockchain.
When dataarrivesat Y, after verification, Y transmits the data
tothe blockchain network. Once the data is received inthenet-
work, validators create blocks after utilizing (19). Giventhat
data is stored inthechain,every validator holdsthesamecopy
of thedata.In blockchain, every block hasa unique hash which
isthe identity ofthatblock.The next block keepsthehash of
the previous block andtheyare chained together.However,this
hash is generated fromthedata, timestamp, nonce, etc.To main-

(28)

(27)

(30)

IV. SECURITY ANALYSIS

T{O"-+y-+O"} =TC! +T'! +T~O"-+Y} +TY +T!
e (3 tt d f

y y y y y {Y -+O"}
+TiJ + TfS + TUdist + Tey + T:y + T ft .

v = W QJ (Ugd, cy ) where v E {true, false}. (29)

If vreturns avalue of true then (J readsthelist, connects with
a suitable U, and continues to transmit data. Let T{ 0"-+y -+O"} is
thetotaltimefor requisitioning aUAVandget response from Y,
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Table2.Simulationparameters.
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Table3.Experimentalparameters.

Parameters

Devices, 'TJ

MECScpu

MECSSTORAGE,RAM,OS

UAVcpu

UAVSTORAGE ,RAM,os

Values

[500,..·,10000],[1,2,3]
Intel(R) Core(lM) i5-4670
CPU @ 3.40GHz
1TB,32GB,Ubuntu18.04.1
Broadcom BCM2837BO,
Cortex-A53(ARMv8)64-bit
SoC @ 1.4GHz
16GB,1GB,RaspbianStretch

Parameters

'TJ
Wi-Fi, Bluetooth
1/J (.), Encryption

IoTDn

IoTDcpu

IOTDSTORAGE ,RAM,os

Values

1
48Mbps, Bluetooth 4.2
SHA-256,RSA(key = 1024)

4
Broadcom BCM2837BO,Cortex-A53
(ARMv8)64-bitSoC @ 1.4GHz
4GB,1GB,RaspbianStretch

Giventhat,thereisnoinfluenceof 'TJ ondatasize, 'TJ = 1was
usedforthissimulation.Theamountofdatainboththebloom
filterandthehashtableincreaseswithanincreaseinthenum-
berofdevices.However,thedatasizeofthehashtableincreases
dramatically in comparison withthebloomfilter.Inparticular,
thehashtableisinitiallytwiceofthedatasizeofthebloomfilter.
Formoredevices,thisdifferenceapproachesthricethedatasize
ofthebloomfilter.Therefore,byusingabloomfilter,BUAV
compresses spaceina UAY.

Fig.4demonstratesthesimulationresultsthatwere obtained
forthe UAY. Thetimeforvalidatingtheidentityofthediffer-
entdevicesutilizing 'TJ-hash bloomfilterisshowninFig.4(a).
Milliseconds was considered astheunitforthevalidationtime.
Withtheincreaseinthenumberofdevicesthatrequirevalida-
tion,thevalidationtimealsoincreases.Thechangeinthevalue
of'TJ leadstoachangeinthevalidationtime.Increasingthenum-
berof 'TJ requiresmoretimeforthevalidationprocess.Thisis
thereasonwhy 'TJ = 3requiresmoretimethan 'TJ = 2and 'TJ = 2
requiresmoretimethan 'TJ = 1.

Fig.4(b)illustratestheenergy consumption duringthevali-
dationprocess.Joulewas considered astheunitofenergycon-
sumption.Withtheincreaseinthenumberofdevicesfortheval-
idationprocess,energy consumption alsoincreases.Giventhat,
theincreasein 'TJ requiresmoretimeforthevalidationprocess,
'TJ = 3consumesmoreenergythan 'TJ = 2and 'TJ = 2consumes
moreenergythan 'TJ = 1.

Fig.4(c)representsthetime required tovalidatethedevices
inthepresenceofmaliciousdevices.Thissimulationwasper-
formedfor 10,000 devices.Theincreaseinthe percentage of
maliciousdevices,eveninthe100 percentage maliciousdevices
scenario,doesnotaffectthevalidationtime.Thisisbecause,
forbothvalidandmaliciousdevices, 'TJ-hash bloomfilterchecks
either0or1.However,thevalidationtimeincreaseswithan
increasein 'TJ; but,itremainsthesamefordifferent percentages
ofmaliciousdevices.

Fig.5demonstratestherateoffalsepositiveforthedifferent
percentage ofmaliciousdevices.Asbloomfiltersurroundswith
thefalsepositiveissue,itisnecessarytocheckthefalsepositive
rate. 10,000 deviceswere considered forthissimulation.Inthis
simulation,thefalsepositiverateis0for n = 1,2, and3,even

tainintegrity, blockchain usesaMerkletree.Thisisastructure
inwhichtheleafnodesholdsthehashofthedata.Whenan
alterationis performed tothedata,thehashofthetreeisalso
changed.Subsequently,thehashoftheblockisalsochanged
andthus,thechainofblocksbreak.Torestorethechain,con-
sentfromthemajorityofthevalidatorisrequired,whichmakes
thesechangestechnicallyunfeasible.

Y. PERFORMANCE EVALUATION

Thissectionrepresentsthe performance evaluationof BUAY.
The performance is analyzed bysimulationand experiment and
theresultsare discussed istwosubsections.

A.Simulation Results

Asimulationwas performed usingMATLABforestimat-
ingtheeffectsinMECserverandanothersimulationwasper-
formedforestimatingtheeffectsin UAY. In UAV, Python
wasutilizedforsimulatingresults.Thesimulationparameters
are provided inTable2.Forsimulationpurposes,anIntel(R)
Core(lM) i5-4670CPU @ 3.40GHzwasusedasMECserver
with32GBRAM.For UAV, Broadcom BCM2837BO,Cortex-
A53(ARMv8)64-bitSoC @ 1.4GHzwasusedwith1GB
RAM.

Fig.3demonstratestheresultsofthesimulationthatwere
performed intheMECserver.Thetimefor processing thedata
of 'TJ-hash bloomfilterthatcontains information onthedifferent
numberofdevicesisshowninFig.3(a). Milliseconds wascon-
sideredastheunitofthe processing time.InFig.3(a),process-
ingtimeincreaseswiththeincreaseinthenumberofdevices.In
addition,thevalueof 'TJ affectsthe processing time.Increasing
thenumberof 'TJ resultsinanincreaseinthe processing time.
Asaresult, 'TJ = 3requiresmoretimethan 'TJ = 2,and 'TJ = 2
requiresmore time-consuming than 'TJ = 1.

Fig.3(b)illustratesthe expected transmission ofdatacontain-
ing information forthedifferentdevicesthatare generated from
'TJ-hash bloomfilter.Anincreaseinthenumberofdevicesalso
resultsinanincreaseinthedatasize.However, 'TJ = 1,2,and3
producesthesameamountofdatabecausedatainthelistcon-
tainseither0or1andthesizeof0and1issame.Therefore,
differencesin 'TJ havenoimpactonthedatasize generated from
'TJ-hash bloomfilter.

Fig.3(c)depictsthe transmission ofdata generated from
bloomfilterandotherdatastructureapartfrombloomfiltercon-
tainingthe information ofthedifferentnumberofdevices.A
hashtablewas considered asa non-bloom filterdatastructure.

UAVn

UAVcpu

UAVSTORAGE,RAM,OS

1
Broadcom BCM2837BO,Cortex-A53
(ARMv8)64-bitSoC @ 1.4GHz
16GB,1GB,RaspbianStretch
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MECservervia UAY. The middleware in loTD wasbuiltusing
Python.The communication between UAVand loID wasper-
formed over Bluetooth andthe communication between UAV
andMECserverwas performed overWi-Fi. Parrot Bebop 2
wasusedasaUAVand raspberry pi3 model b- was attached
for maintaining communication with loID andMECserver,as
showninFig.6(a).The middleware forUAVwas written using
Python.Io'TDswere deployed randomly andUAVwas placed
inthe center ofIoTDs, asshowninFigs.6(b)and6(c).Thepro-
posed scheme wasbuiltover ethereum. In ethereum, aprivate
network was created, named BUAV-B, containing 10 validators.
Gethwasusedasan ethereum client andweb.jsforRPCcall.In
order tosetup10 validators, 10 computers wereusedto create
alocalarea network (LAN).Eachpc contained gethandcon-
nected witheachother. Proof of authority (PoA)wasusedfor
performing the consensus mechanism.

1008040 60
Malicious device(%)

20

inthe100 percentage malicious devicesscenario.

B. Experimental Results

The experiment was performed indoor,asshowninFig.6.
The parameters usedinthe experiment are described inTable3.
AnIntel(R) Core(lM) i5-4670 CPU @ 3.40GHzwasusedas
MECserverwith32GBRAM. Node.js wasusedtocreatethe
server.4 raspberry pi3 model b- were utilized andsensors(i.e.,
flame, temperature, humidity,light)were attached inthesede-
vices. These deviceswere considered as loID withthe primary
taskofsensingthe environment and transmitting the result tothe

Fig.7showsthe energy consumption for transferring data
froma loID to other entities(e.g., UAV, MECserver,andcloud)
directly. Intel(R) Xeon(R) Processor E5-2697AV4 @ 2.60GHz
with32GBRAMwas considered forthe cloud serverandthe
cloud serveris hosted inUSserverat 69.162.66.34. CentOS7.5
wasusedastheOSinthe cloud server.In order to connect tothe
cloud,theloTdeviceis connected withthe ipTIME A2004NS-R
router andtheEFM ipTIME A2004NS-R is connected tothein-
ternet.To connect totheMECserver,anipTimeN100miniwas
usedtoopenanaccess point fromtheMECserver.To connect to
the UAV, Bluetooth 4.2wasused.Fig.7showsthatit requires
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(a) (b) (c)

Fig.6. Experimental setup:(a)Hardwaredetailsof DAV. (b) DAVwithIo'Tl)s,and(3)data acquisition fromloTDstoMECservervia DAY.

Fig.7.Energy consumption ofloTdevicesto communicate with DAV. MEC
server.andcloudserverfordifferentdatasizes.

moreenergyto communicate withthecloud,andwiththein-
creaseindatasize,energy consumption alsoincreases.Onthe
contrary, communication withtheMECserverconsumesless
energyalthoughtheenergy consumption increaseswithanin-
creaseinthesizeofthedata. Communication withDAVcon-
sumeslessenergythantheMECserverwhichisalmost half of
theMECserverbecause communicating using Bluetooth con-
sumeslessenergythanWi-Fi.Withanincreaseindatasize,
theenergy consumption increasesveryslowlyin contrast with
theMECandcloudserver.Fromtheresults,directcommuni-
cationwiththecloudserver,loTsspentmoreenergythanwith
theMECserveranddirect communication withtheMEC,loTs
spentmoreenergythanwith DAY.

Fig.8demonstratestheresultoftheexperiments performed in
thenetwork.InFig.8(a),the throughput ofthe network overdif-
ferenttimeispresented.The communication channelofBDAV
is compared beforeandafterthe application ofsecurity.Over
time,inboth channel's throughput increases.However,the
throughput ofthechannelwithoutsecurityishigherthanthe
channelwithsecurity.Thisisbecause,afterapplyingsecurity,
datahastobevalidatedbeforebeingforwardedtothenexthop.

Fig.8(b)illustratesthetotalamountofdatareceivedinMEC
server.Forthisexperiment,1and3were considered asvalid
Io'TDsand2and4were considered asmaliciousloTDs.This
simulationwas performed for10s.DatafromloT-1andloT-3
successfully reachedMECserverbecausebothofthemare
valid.Asaresult,both successfully passedthevalidationpro-

""oo
:g, 0.6
E

~
8f4

r"''' Cloud server I V......... MEC server
........ UAV --V

,;'

/ 00 2 ~
/ I

0.00

500 JOO;

I

cessinDAVand 10,370 and 10,889 bytesreceivedatMEC
server,respectively.However,datafromloT-2andloT-4were
discarded inDAVbecausetheycouldnotpassthevalidationbe-
causetheyarenotinthedevicelist.Therefore,loT-2andloT-4
cannotreachMECserver.

Fig.8(c)showsthetimetoprocesssecurityactionsinloTde-
vice, DAV, andMECserverfordifferentdatasizes.Equation(7)
wasutilizedforloTdevice,(12)wasutilizedfor DAV, and(17)
wasutilizedfortheMECserverinordertocalculatethepro-
cessingtime.Theprocessingtime increased withtheincrease
ofthedatasizeforloTdevice, DAV, andMECserver.However,
MECserver's computation powerismuchhigherthanthatof
DAVandloT.Thatiswhythe processing timeforMECserveris
negligible in contrast withloTdeviceand DAY. However,DAV
performsadecryptionprocesswhichisslowerthanencryption.
Assuch,the processing timeishigherinDAVthanloTdevice.

Fig.8(d)representstheenergy consumption duringthepro-
cessingofsecurityactionsinloTdevice, DAV, andMECserver
fordifferentdatasizes.Energy consumption intheCPDwas
considered while processing thesecurityactionsoftheMEC
server.Giventhat,theCPDhassignificant computational power,
the processing timeismuchlessin comparison withthatofDAV
andloTdevice.However,MECserverrequiresalarge amount
ofenergyinordertomaintaincontinuity.Withtheincreasein
thedatasize,theenergy consumption oftheloTdevice,DAV
andMECserveralsoincreases.Giventhat,DAVhasadecryp-
tion mechanism insecurityactions,itconsumesmorepower
thanloTdevice.

Fig.8(e)depictsthe processing timefor performing individ-
ualsecurity mechanism fordifferentdatasizes.Giventhat,MEC
hassignificant computational power,thedifferenceinthepro-
cessingtimebetweenMECandloT/UAVisveryhigh. It isno-
tablethatthe processing timeforeveryactionincreaseswithan
increaseinthedatasize.However, decryption requiresmore
timethan encryption andsigningthedataismoretimeconsum-
ingthanverifyingthedata.InRSA,theprivatekeyislargerthan
thepublickeyandduetoitssize,moretimeis needed forpro-
cessing.Both decryption andsigninguseaprivatekeyinorder
todecryptandsign,respectively.Assuch, decryption andsign-
ingrequiremoretimein contrast to encryption andverifying.
However,this phenomenon isalsovisibleintheMECserver.
Despite itshigh computation capability, decryption andsigning
takemoretimethan encryption andverifying.

Fig.8(f)representsthelatencyforsearchingDAVthatvaries
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Fig.8.Resultsofexperimentthatwasperformedin BUAV: (a)Throughputofthenetwork, (b) transferredofdatatoMECserverbothfromvaliddevicesand
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Fig.9.Resultsofexperimentthatwasperformedin BUAV-B: (a)Dataaddedintheblockchainovertime, (b) dataaddedwhiletheabsenceofvalidatorsinthe
networkovertime,(c)dataretrievedovertime,(d)latencywhileappendingadataoverdifferentvalidator,and(e)delaywhiletransferringdataviadifferent
channelw.r.tbothincludingandexcludingblockchain.

forthedifferentnumberofDAVs.Equation(30)wasutilized
inordertocalculatelatency.However,withtheincreaseinthe

numberofDAVs,latencyalsoincreases.FormoreDAVs,itis
requiredmoretimetocalculatedistanceandmoretimetosort
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thedatasetwhichincreasesthelatency.Overall,thatincrease
inlatencyisverysmall.

Fig.9illustratestheresultoftheexperimentsperformedin
blockchaininMECserver.Fig.9(a)showstheamountofdata
thatwasaddedinblockchainovertime.2,5,8,and10valida-
torscenarioswereconsideredduringtheseexperiments.With
theincreaseintime,theamountofdataadditionalsoincreased.
However,theseincreasesvarydependingonthenumberofval-
idators.Thespeedofaddingdataisalmostthesamefor2and
5,andthespeedofdataadditionisalmostthesamefor5and
10.However,withtheincreaseofthevalidator,therateofaddi-
tionofdataintheblockchaindecreases.InPoA,fromtheonset,
everyonehasthelistofvalidatorsandblocksareappendedin
aroundrobinmanner.Priortotheadditionoftheblockinthe
chain,itisnecessarytogetan agreement byvalidatorswhich
increasesthedelayinthenetworkandasaresultofthisdelay,
theamountofdataalsodecreases.

Fig.9(b)representsthechangesofthedataaddedin
blockchainovertimewhenconsideringthedifferentpercentage
ofvalidatorsthatarenotavailableforthevalidationprocess.10
validatorswereconsideredwhileperformingthisexperiment.
Theexperimentwasperformedforthefullactivenode(every-
oneisactive),10%down(10%ofthetotalvalidators),20%
down(20%ofthetotalvalidators),30%down(30%ofthetotal
validators),and40%down(40%ofthetotalvalidators).How-
ever,inPoA,onevalidatorproposesablockandtheotherval-
idatorssignitiftheproposalisvalid.Thisprocessproceedsone
atatimeinaroundrobinway.However,ifavalidatorisnot
availableforthevalidationprocess,hemissesthechancetopro-
poseablock,hischancemovestothenextvalidator,andthis
processgoeson.But,thiscreatesadelayinthenetworkwhich
causesadecreaseintheamountofdataaddedtothenetwork
incontrastwiththefullactivenode.Withtheincreaseinthe
percentageofunavailabilityofvalidators,therateofadditionof
datainthenetworkdecreases.

Fig.9(c)outlinesthenumberofqueriesthatcanbeperformed
atdifferenttimes.Inblockchain,everyonehasthesameversion
ofthedataandduringdatareadingfromblockchain,datawere
retrievedfromthelocalcopyoftherequester.Thisiswhythe
validatorsdonotplayaroleduringthereadingofdatafrom
blockchain.However,howmanyqueriescanbeperformedat
differenttimeswereconsidered.Withtheincreaseintime,the
queriesalsoincrease.

Fig.9(d)describesthelatencyassociatedwiththeaddition
ofdatainblockchainforthedifferentvalidators.From2to10
validatorsappearancewereconsidered.InFig.9(d),latencyin-
creaseswiththeincreasingnumberofvalidators. It isnotable
that,tosignablock,adelayiscreatedfromthevalidators.Thus,
anincreaseinthenumberofvalidatorsincreaseslatency.

Fig.9(e)presentsthedelayintransferringdatafromloTDto
MECserver.Inthisexperiments,dataweretransmittedintwo
ways:(1)Transmit1 (loID---+UAV---+MECS), and(2)Trans-
mit2 (loID---+UAV---+UAV---+MECS). Transmissionbyinclud-
ingblockchain (loID ---+ UAV ---+ MECS ---+ Blockchainand
loID ---+ UAV ---+ UAV ---+ MECS ---+ Blockchain)andexcluding
blockchainwereconsidered.Forthecasewithoutblockchain,
thedelayinTransmit2ishigherthanTransmit1.Thisisbe-
cause,inTransmit2,thedatahastopassthroughonemore

501

hopthaninthecaseofTransmit1.Inaddition,thisdataalso
experiencesmoresecuritymechanismsthanTransmit1,which
increasesthedelayinTransmit2incomparetoTransmit1.In
comparisonwiththeexclusionofblockchain,theincorporation
ofblockchainincreasesthedelayinbothTransmit1andTrans-
mit2.Thisisbecausetheinclusionofblockchainintroduces
additionallatencyduringtheadditionoftheblockinblockchain
alongwiththesecurityvalidationdelayinMECserver.

VI.CONCLUSIONSANDFUTUREWORK

Inthispaper,asecuredatacollectionschemewasintroduced
inwhichdataarecollectedfromloTdevices (loIDs) withthe
assistanceofunmannedaerialvehicle(UAV).Aftercollection,
thedataarestoredsecurelyinblockchainatmobileedgecom-
puting(MEC)server.Whiletransferringdatafrom loIDs, en-
cryptionisperformedusingUAV'spublickeyandasignatureis
createdusing loID's privatekey.UAVreceivesthatdataand af-
terthedecryption,theidentityof loID isvalidatedusing 1]-hash
bloomfilter.Subsequently,dataareforwardedtoMECSand af-
tervalidating,itisstoredbyMECinblockchainthatissigned
bythevalidators.SimulationswereperformedusingMATLAB
inordertoexaminetheimpactof 1]-hash bloomfilterforbothin
MECserverand UAY. Implementation ofBUAVwasdoneand
experimentswereperformedinthat implementation intoorder
totestthefeasibility.Somefuturedirectionsarelistedbelow:
•BUAVsupportssingleUAVinthedataacquisitionwhichcan
beextendedwithmulti-UAVtoincreasethequalityofservice.
But,providingsecurity formulti-UAVis verychallengingwhich
canbeafutureresearchtopic.
•ThedynamicdistributionofloTdevicesandmobilityofUAV
duringsecuredataacquisitionneedstobeinvestigatedwhich
canbesubjectedtofutureworks.
•BUAVdoesnotconsidertheincentivizationofthevalidator
whichiskeptforfutureresearch.
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