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Fatal C-V2X Denial-of-Service Attack Degrading
Quality of Service in a Highway Scenario
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Abstract—A denial-of-service (DoS) attack, which prevents
other nodes from accessing resources, is one of the fatal security
threats in the V2X field. This paper analyzes the DoS attack on
C-V2X networks from various viewpoints. First, we derive the
conditions for the vulnerable vehicle that are expected to suffer
fatal damage when subjected to the DoS attack. Then, we provide
a method for the attacker to identify the vulnerable vehicle
satisfying the derived conditions. We also verify that the attacker
can more easily identify the vulnerable vehicle on a highway
where the traffic density is generally constant. We confirm that
the DoS attack that attacks the vulnerable vehicle satisfying the
derived conditions causes more damage than the conventional
DoS attack provided in another study in terms of reliability,
coverage, and timeliness (up to 2% reduction in packet delivery
ratio, up to 30 m reduction in communication coverage, and 0.15-
second increase in the lower 1% update delay). In addition, we
compare the ratio of packet errors by MAC of C-V2X to those
caused by the DoS attack and verify the lethality of an attack
depending on the traffic density. This paper provides insight into
DoS attacks on C-V2X network, and future studies will cover
the topic of attack detection and defense.

Index Terms—Cellular vehicle-to-everything, cooperative
awareness, denial-of-service, safety-related messages, vehicle-to-
everything security.

I. INTRODUCTION

AN autonomous vehicle, replacing human drivers with
automation systems, has been in the spotlight recently.

Generally, the autonomous vehicle operates in three process:
1) Recognition, 2) decision, and 3) control. In the recognition
process, the autonomous vehicle utilizes various sensors (e.g.,
LiDAR, radar, and camera), which act as the driver’s eyes, to
identify other vehicles and objects [1]. However, autonomous
vehicles with sensors have great difficulties recognizing ob-
jects in non-line-of-sight (NLOS) environments or adverse
weather conditions [2]. For this reason, unfortunately, many
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collision accidents caused by the failure to recognize objects
during autonomous driving have been reported [3]. For more
reliable autonomous driving, overcoming the sensor drawbacks
and perfectly recognizing objects surrounding the vehicle is
essential.

How can the recognition be improved while driving au-
tonomously? Vehicle-to-everything (V2X) communication, en-
abling data exchange between a vehicle and other objects,
can be a solution [4]. V2X standard defines a basic-safety
message (BSM), the most general V2X message transmitted
every 100 ms. BSM contains various information about the
transmitting vehicle, such as the vehicle’s latitude, longitude,
height, driving direction, and so on [5]. The receiving vehicles
can update information about other vehicles in real-time, and
the recognition process can be improved by complementing
other sensors.

Meanwhile, technologies that can be applied to V2X are
divided into two types: Dedicated short range communi-
cation (DSRC) based on Wi-Fi and cellular-V2X (C-V2X)
based on cellular technology [6]. The two technologies have
competed over the V2X standard, but C-V2X, led by Qual-
comm, is recently attracting more attention [7]. As of 2023,
C-V2X is divided into LTE-V2X (release 14/15) and NR-
V2X (release 16/17). C-V2X consists of network communi-
cation through the base station (uplink and downlink) and
direct communication connecting each vehicle without the
base station (sidelink). For the C-V2X sidelink, 3GPP de-
fines two operation modes. The two modes send messages
through the sidelink PC5 interface, but there is a difference
in the resource allocation technique. In mode3 (LTE-V2X)
or mode1 (NR-V2X), the resource is allocated by the base
station, while in mode4 (LTE-V2X) or mode2 (NR-V2X), the
vehicle autonomously determines the resource [8]. According
to the studies of LTE-V2X, mode3 provides better quality-of-
service (QoS) than mode4 owing to the base station’s broad
coverage [9]. However, there is less room for research about
mode3 since the base station management generally depends
on the operator. Therefore, recent studies about C-V2X mainly
deal with mode4. In this paper, LTE-V2X sidelink mode4 is
abbreviated as C-V2X.

As mentioned, since the V2X is a key technology related to
safety, concerns about security threats are also increasing at the
same time as it is in the limelight. If a critical problem occurs
in V2X security, it is evident that it will cause fatal confusion
in the traffic. For example, one malicious vehicle pretends to
be multiple vehicles by transmitting numerous messages. In
this case, the receiving vehicle may mistakenly believe that
there are more vehicles on the road than driving vehicles,
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which may cause malfunctions such as sudden stops. Another
example is that a malicious vehicle intentionally prevents a
target vehicle from transmitting messages. In this case, the
attacked vehicle is completely deleted from the other vehicle’s
recognition via V2X; therefore, this attack may confuse the
road.

For this reason, several studies have addressed security
threats on V2X networks, such as DoS, malware, illusion,
jamming, and so on [10]. Among these threats, the DoS attack
has the following fatalities: 1) Malicious: It is performed
with a malicious objective; 2) Disruptive: It disrupts the
network capabilities; 3) Remote: It is performed using the
remote network [11]. Because of these fatalities, the risk of the
DoS attack on V2X networks has been constantly raised [12].
However, the majority of early DoS attack studies analyzed
DSRC, which is a relatively old technology. [13] evaluates
the DSRC performance in the presence of the DoS attack.
[14] analyzes the jamming attack, including DoS, in terms of
DSRC’s reliability for safety applications. [15] proposes real-
time detection for the DoS attack in DSRC networks.

On the other hand, several DoS studies on cellular
technology are only limited to uplink and downlink, which is
a commercial network [16]. Studies related to the DoS attack
on sidelink are relatively scarce. This is because the C-V2X is
a relatively new technology defined in 2017. In sidelink, the
DoS attack is expected to be more lethal since the eNodeB
for resource control is not deployed; therefore, research on
sidelink DoS attack is required. For the first time, the author
of [17] introduces the DoS attack on the C-V2X network
and quantifies its damage. [17] provides superior insight into
the DoS attack; however, there are some interesting unsolved
questions. How is the damage of the DoS attack determined?
How will the packet errors affect drivers (or autonomous
vehicles) while driving? What is the relationship between
packet errors caused by the characteristics of C-V2X and
packet errors caused by the DoS attack? To solve the above
questions, this paper aims to analyze the DoS attack on
the C-V2X network from a more diverse perspective based
on [17]. The specific contributions are as follows:

• We derive the conditions of the vulnerable vehicle to the
DoS attack.

• We propose the DoS attack satisfying one of the derived
conditions in a highway environment.

• We analyze the ratio of packet errors caused by the
C-V2X characteristic to those caused by the DoS attack.

• We evaluate the damage due to the DoS attack on the
C-V2X network from various viewpoints: Reliability,
coverage, and timeliness, which are related to the
recognition process of autonomous driving.

We organize this paper as follows. Section II provides the
background for understanding this paper. Section III derives
conditions for the most vulnerable vehicle to the DoS attack.
Additionally, we propose the DoS attack satisfying the de-
rived conditions. Section IV evaluates its damage regarding
reliability, coverage, and timeliness through the system-based

Fig. 1. C-V2X time-frequency resource grid.

network simulation. Section V concludes the paper.

II. BACKGROUND

A. Overview of the C-V2X Sidelink

1) C-V2X waveform: C-V2X inherits the uplink of the
legacy LTE; thus, it utilizes single-carrier frequency division
multiple access (SC-FDMA) in the PHY and MAC layers.
Therefore, C-V2X utilizes the time and frequency domains for
multiplexing, as shown in Fig. 1. The time domain is divided
into a frame of 10 ms, a subframe of 1 ms, and a slot of
0.5 ms. The time domain reference for resource allocation is a
1 ms subframe that contains 14 OFDM symbols. One subframe
comprises 4 demodulation reference symbols (DMRS) and 9
data symbols for a payload transmission. The last symbol,
which will not be transmitted, acts as a time guard allowing
the transmitter to return to the receiver state before the next
frame [18].

On the other hand, in the frequency domain, C-V2X sup-
ports a 10 MHz or 20 MHz bandwidth at the 5.9 GHz
frequency band, an intelligent transportation system (ITS)
frequency officially designated in most countries [19]. The
C-V2X channel bandwidth is divided into units of 180 kHz,
which is a set of 12 orthogonal subcarriers with a 15 kHz
bandwidth. A 0.5 ms slot with a bandwidth of 180 kHz is
called a resource block (RB), and an RB pair is called a
physical resource block (PRB). The RB pair or the PRB is
the minimum unit for a resource allocation in C-V2X. A set
of consecutive RB pairs at one subframe in the frequency
domain is called a subchannel. The 3GPP specification of
36.213 determines the number of RBs that can constitute one
subchannel as follows: 4, 5, 6, 8, 9, 10, 12, 15, 16, 18, 20,
25, 30, 48, and 50 RBs [20]. The C-V2X node can utilize one
or multiple subchannels to transmit packets. The number of
required subchannels and RBs is determined by the modulation
and coding scheme (MCS) and packet payload.

By referring to [21], this paper analyzes the time-frequency
resource grid of Fig. 1 into beacon units, where a beacon
denotes a periodic BSM transmitted at a frequency of 10
Hz. When it is assumed that all vehicles transmit the BSM
beacon of the same payload at the same frequency, it is
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Fig. 2. SB-SPS by C-V2X mode4.

possible to derive the number of resources the vehicles can
occupy in one period. As shown in Fig. 1, the subchannel
required to transmit one BSM beacon is named the beacon
resource (BR), and the BR-time (BRT) and BR-frequency
(BRF) are introduced to analyze the BR in the time-frequency
resource grid. The number of BRs, denoted NBR, is given
by NBR = BRT × BRF.

2) C-V2X mode4 resource allocation: In C-V2X
mode4, vehicles use a sensing-based semi-persistent
scheduling (SB-SPS) scheme to autonomously occupy
the BR while avoiding the BRs occupied by other vehicles.
The SB-SPS operates as a listen-before-talk process,
estimating the resource occupied through continuous resource
sensing (listen), avoiding it, and using the resource (talk). As
shown in Fig. 2, based on the time n that the vehicle requires
a resource allocation, the time domain is divided into the
sensing window of [n−1000 ms, n] and the selection window
of [n + T1, n + T2], where T1 is in [1, 4] ms, and T2 is in
[20, 100] ms. Each vehicle performs four steps for occupying
the BR and transmitting the BSM beacon as follows:

• Step1 : Channel sensing (listen)

The vehicle continuously measures the sidelink received
signal strength indication (S-RSSI) on every BR during 1000
subframes (1 second) to distinguish the BRs estimated as
being used by other vehicles.

• Step2 : Extraction of candidate resources

The vehicle extracts candidate BRs to occupy after
excluding the BRs used by other vehicles. The Step2
extraction considers two factors based on the received
BSM beacons: 1) The measured S-RSSI of the BR and 2)
the resource reservation information in a sidelink control
information (SCI) included in BSM. If the number of
candidate BRs is less than 20% of the NBR (the total
available BRs), increase the S-RSSI threshold by 3 dB and
perform Step2 iteratively. This process is carried out until
the candidate BR is at least 20% of the total available BRs.

• Step3 : Resource selection and beacon transmission
(talk)

The vehicle extracts the BRs having the lowest average
S-RSSI measured in the sensing window among the candidate
BRs filtered by Step2. The number of BRs to be extracted,

Fig. 3. DoS attack on C-V2X network (’Smart attack’ introduced in [17]).

called the best BRs, is 20% of the total number of BRs.
Then, the vehicle randomly chooses one BR among the best
BRs. Randomly choosing a BR prevents many vehicles from
selecting a BR with the lowest S-RSSI simultaneously [18]. A
reselection counter, uniformly randomly determined between
5 and 15 (at beacon frequency 10 Hz), is also assigned.
This counter is the number of times the allocated BR can
be consecutively used, which is decremented by 1 for each
beacon transmission. The vehicle uses the selected BR
as much as the reselection counter value. This resource
scheduling scheme is named ‘semi-persistent scheduling’.

• Step4 : Resource reselection
When the reselection counter reaches zero, the vehicle

decides whether to reuse the BR with probability p or select
a new BR with probability 1−p. The probability p can be set
from 0 to 0.8, and the 3GPP specification does not define
a specific value. When the vehicle reuses the BR, a new
reselection counter is assigned, and Step3 is performed. If
not, the vehicle performs Step1 again.

B. Denial-of-Service Attack on C-V2X Network

The DoS attack on C-V2X network introduced in [17]
is briefly provided in this subsection. As described in
Section II-B, the vehicle using C-V2X mode4 reduces the
likelihood of packet collisions by avoiding the resources
used by other vehicles through the SB-SPS process. Contrary
to the above, the DoS attack increases the likelihood of
packet collisions by intentionally occupying the resources
being used by other vehicles. Fig. 3 shows the process of
the DoS attack on C-V2X network in [17] ( [17] expresses
this attack process as a ‘Smart attack’). The DoS attacker
is assumed to have the same communication capability as
other C-V2X vehicles. This assumption makes it impossible
for other ordinary vehicles to identify the DoS attacker. When
the DoS attacker initiates an attack, the attacker identifies the
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resources being occupied through the sensing window. This is
the same as Step1 of the SB-SPS introduced above. Vehicles
using occupied resources become target candidates for the
attack, denoted by V ehcan. Then, the DoS attacker randomly
chooses one vehicle among V ehcan as a target vehicle V ehtar
and transmits a dummy message, which intentionally causes
a packet collision. This packet collision reduces the signal-
to-noise interference (SINR) of the vehicles that receive the
packet sent from V ehtar, resulting in packet errors. At the end
of each attack, the DoS attacker decides whether to continue
attacking the same vehicle or to change. Through this process,
this DoS attack aims to reduce the packet delivery ratio (PDR),
which is specified as the ratio of correctly received packets
to the total number of transmitted packets, by causing many
errors due to deliberate packet collisions.

Here, Fig. 4 shows an example to compare the typical
SB-SPS scheme and the DoS attack on C-V2X network. Note
the red vehicle, V eh6, parked on the shoulder of the road. This
vehicle is in a state where it has to determine which BR to
use for transmitting packets. In the typical SB-SPS of C-V2X
mode4, the vehicle excludes the BRs found to be occupied
by other vehicles and chooses the one to occupy among the
remaining BRs. This procedure reduces the packet collisions
between vehicles as much as possible. In this example, V eh6
occupies BR2 and is not occupied by other vehicles, so there
is no packet collision.

On the other hand, in the case of the DoS attack, V eh6
operates differently when V eh6 is set as a DoS attacker. The
V eh6 extracts the candidate vehicles V ehcan for the attack
by detecting the occupied BRs (BR1, BR5, BR7, BR10, and
BR17) through its sensing window. In ‘Smart attack’ by [17],
V eh6 randomly chooses patrol car V eh3, as the target vehicle
V ehtar among V ehcan. Therefore, the DoS attacker occupies
BR1 to transmit a dummy packet with non-useful information.
This scheme lowers the SINR of the vehicles that receive
the packets transmitted from V eh3, causing numerous packet
errors. Consequently, other vehicles cannot receive the critical
messages sent from the patrol car due to the DoS attack.

The fatal problem with the DoS attack on C-V2X network
is that the attacked vehicle does not identify that it is be-
ing attacked. This is because, unlike the legacy uplink and
downlink LTE, the C-V2X mode4 does not have a feedback
process for verifying whether the message is successfully
transmitted and received. The other reason is that C-V2X
only utilizes half-duplex communication; therefore, it cannot
receive messages while transmitting. According to the litera-
ture, packet collisions in C-V2X occur when the density of the
vehicles increases, even without malicious DoS attackers [22].
Therefore, it is challenging to determine whether a packet
collision is a malicious DoS attack.

III. FATAL C-V2X DOS ATTACK IN HIGHWAY SCENARIOS

A. Conditions of the Vulnerable Vehicle to the DoS Attack

To fatally attack the C-V2X network by causing numerous
packet errors, the DoS attacker has to identify a vehicle
vulnerable to an attack and select it as a target vehicle. As

Fig. 4. Comparison between typical SB-SPS and DoS attack (Vector icons
are designed by flaticon, URL: https://www.flaticon.com).

shown in Fig. 5, the two conditions for selecting the target
vehicle are as follows:

• V ehicle having many neighbors (Fig. 5(a))
The definition of a neighbor indicates a set of vehicles that

can receive messages within a specific range from the vehicle
that sends a beacon message. This specific range is called
an awareness range, denoted by the raw, and the recipient
within a raw is called a neighbor [21]. In other words, the
neighbors in the awareness range of transmitting vehicles
can receive the packet. raw is a design choice determined
by a specific V2X application. For example, in the case
of a periodic beacon message transmission, it is typically
set raw as 2–300 m [23]. Therefore, a vehicle with many
neighbors may incur considerable damage when subjected to
the DoS attack. In conclusion, for the fatal DoS attack, the
DoS attacker must identify how many neighbors Nneigh each
candidate vehicle has, and then the target vehicle is chosen
as a vehicle with many neighbors, as shown in Fig. 5(a).

• V ehicle located close to the DoS attacker (Fig. 5(b))
Due to the characteristics of radio waves, the interference

strength caused by the DoS attacker depends on the distance
between the attacker and the target vehicle and the transmit
power/antenna gain of the DoS attacker. Since the transmit
power and antenna gain are fixed, the distance between the
attacker and the target vehicle, denoted by dattack, is the most
crucial factor in determining the interference strength. As the
distance dattack increases, the interference experienced by the
neighbors of the target vehicle relatively decreases. For this
reason, packet errors may not occur even when subjected to the
DoS attack due to the lower interference. On the other hand, as
the distance dattack gets closer, neighbors of the target vehicle
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Fig. 5. Conditions for causing many packet errors: (a) Vehicle having many
neighbors; (b) vehicle located close to the DoS attacker.

Fig. 6. Fatal DoS attack on C-V2X network.

experience considerable interference, causing numerous packet
errors. Therefore, when the numerous target candidates for
the DoS attack have the same number of neighbors Nneigh

as shown in Fig. 5(b), choosing the vehicle close to the DoS
attacker as the target vehicle can inflict significant damage on
the C-V2X system by causing numerous packet errors.

In summary, a vehicle that has many neighbors and is
close to the DoS attacker suffers the most damage when it is
attacked. In this paper, we call the DoS attack satisfying the
above two conditions is called as a fatal DoS attack. Fig. 6
shows a diagram of the fatal DoS attack scheme.

B. Proposal of the DoS Attack that Disrupts the Nearest
Vehicle from the Attacker

However, satisfying the above two conditions for the DoS
attacker is challenging. The main reason is that identifying
the number of neighbors of each vehicle, which is the first
condition, may involve error. For the DoS attacker, a beacon
message, which includes the transmitting vehicle’s velocity,
direction, latitude, and longitude, can be utilized to identify
the number of neighbors of each vehicle [5]. The DoS at-
tacker would have to derive the number of neighbors of each
vehicle based on the location information contained in the
beacon message received. However, in this way, the number
of neighbors identified by the attacker based on the beacon
message may differ from the actual number of neighbors
for each vehicle. This is because the DoS attacker cannot
determine the vehicle’s location if the neighboring vehicle
of a specific vehicle is not included in the DoS attacker’s
awareness range. In addition, since the number of neighbors
is a value that dynamically changes depending on the velocity
and direction of the vehicle, a difference in value may occur
between the time the DoS attacker calculates the information
and the attacks. For example, suppose one target vehicle has
ten neighboring vehicles traveling in the opposite direction
compared to the target vehicle. In that case, the probability that
ten vehicles are not neighbors of the target vehicle increases
when the DoS attacker begins the attack. Another difficulty
is that this scheme requires high computational power for the
DoS attacker, which may violate the previous assumption that
all the vehicles have the same C-V2X capability.

Meanwhile, in many V2X studies, a highway driving sim-
ulation is performed, assuming that the vehicle distribution
follows a uniform or a Poisson point process (PPP) [24].
This assumption is reasonable, as it can adequately model
a highway where all vehicles drive with a similar velocity.
Suppose the DoS attack process introduced above is applied
to the highway driving simulation modeled as uniform or PPP.
In that case, the DoS attacker does not need to determine the
number of neighbors, Nneigh, of the target candidate vehicles
V ehcan, which is the first condition of Fig. 5(a). This is
because all the vehicles driving on the highway have a similar
number of neighbors due to the uniform or PPP modeling.
Therefore, only the second condition of Fig. 5(b) needs to
be satisfied to inflict the fatal DoS attack, and there is no
need to consider the first condition of Fig. 5(a). In other
words, the fatal DoS attack causing significant damage in a
highway scenario attacks the closest vehicle V ehclo from the
DoS attacker among the candidate vehicles V ehcan. Fig. 7
shows the DoS attack process using the proposed scheme in
a highway scenario, which is simplified compared to Fig. 6.

IV. PERFORMANCE EVALUATIONS

A. Simulation Settings

From now on, we evaluate the proposed C-V2X DoS
attack through LTEV2Vsim, a system-level simulator using
MATLAB [21], [23]. We compare the three schemes of the
DoS attack and one scheme of the typical SB-SPS without



KIM et al.: FATAL C-V2X DENIAL-OF-SERVICE ATTACK DEGRADING ... 187

Fig. 7. Proposed C-V2X DoS attack process.

the DoS attack in the highway scenario, as follows:

• SB-SPS: Typical SB-SPS without a DoS attack;
• Smart: Smart DoS attack in [17] (Fig. 3);
• Fatal: Fatal DoS attack satisfying the conditions of Fig. 5

(Fig. 6);
• Proposal: Proposed DoS attack occupying the BR used

by the closest vehicle from the attacker (Fig. 7).

There are two types of parameters: Traffic flow and com-
munication. The traffic flow parameters are as follows. We
define a three-lane two-way 500 m highway. The vehicle
density ρ, defined as the number of vehicles per kilometer,
is set from 0.06 to 0.21 in steps of 0.03. This is equivalent
to the number of vehicles Nveh, which is set at intervals of
15 from 30 to 105. Each vehicle traverses the highway at
100±30 km/h. The simulation time top is 600 seconds. The
communication parameters are as follows. We set C-V2X to
utilize the 10 MHz bandwidth at the ITS band of 5.9 GHz.
The PHY layer parameters are set following the 3GPP TR
36.885 of [25]. WINNER+ (B1) of [26], widely used in V2X
studies, is used as the path loss model. The transmitting
(TX) and receiving (RX) antenna gains are 3 dB, and the
TX power is 23 dB. The antenna height is 1.5 m, and the
shadowing decorrelation distance is 25 m. The shadowing
standard deviations are 3 dB in LoS and 4 dB in NLoS. The
beacon is generated every 0.1 seconds at the application layer,
and the payload is 300 bytes. The MCS is set to 7, and the
awareness range, raw, is set to 250 m. The parameters are
summarized in Table I.

As explained, the number of RBs for the beacon trans-
mission depends on the preset MCS and the payload size.
According to the 3GPP TR 36.213 of [20], the number of
bits transmitted under the settings of a 300-byte payload and
MCS 7 is 2,472 bits, and the number of required RBs is 40

TABLE I
SIMULATION PARAMETERS.

Parameter Value
Road length Highway - 500 m

The number of road lanes Two-way 3 lanes
The number of vehicles NV 30−−105

Vehicle speed 100 ± 30 km/h
Simulation time top 600 seconds

Beacon period and payload 100 ms and 300 bytes
Carrier frequency 5.9 GHz

Channel bandwidth 10 MHz
TX power and TX/RX antenna gain 23 dBm and 3 dB

Pathloss model WINNER+ (B1)
Antenna height 1.5 m

Shadowing decorrelation distance 25 m
Shadowing standard deviation 3 dB (LoS) and 4 dB (NLoS)

Communication type C-V2X sidelink mode4
Modulation and coding scheme 7

Awareness range raw 250 m

(the number of PRBs is 20). Thus, the BRF, the number of
beacon resources per subframe, is 2. Since the beacon period
is 100 ms, the BRT is 100. Consequently, the number of
BRs (NBR) in one transmission period is 200. The NBR of
200 indicates that 200 vehicles can transmit beacons in one
period without the packet collisions in ideal.

B. Key Performance Indicators

Whether the packet is successfully received is the most
crucial factor in evaluating the QoS of the V2X system.
It is determined by comparing the SINR measured at the
RX vehicle with the minimum threshold γmin of the packet.
γmin is dependent on the beacon size and the MCS, and the
calculated γmin with parameters in Table I is 7.3 dB [25].
According to [21], the SINR γij at the RX vehicle j (V ehj)
from the TX vehicle i (V ehi) is given by

γij =
P ij
R

PN + PI
. (1)

P ij
R is the received power at V ehj transmitted from V ehi and
PN is the noise power. PI is an interference power caused
by the other TX vehicles that transmit in the same frame
with V ehi. Two types of interference are caused by other TX
vehicles transmitting packets at the same subframe, indirect
and direct interference. Indirect interference is caused by an in-
band emission (IBE), which indicates the power leakage of the
other vehicles utilizing the different resources within the same
subframe [27]. Meanwhile, direct interference is caused by
the other vehicles occupying the same resource. The equation
expressing both interferences is given by

PI =
∑

k∈νSu
k ̸=i,j

KIBE (ψk, ψj)P
kj
R . (2)

νSu is a set of vehicles transmitting in the subframe Su

occupied by V ehi. With the parameters of Table I, νSu has
a maximum of two elements because the BRF is 2. KIBE is
the IBE coefficient given by [25]. ψk is the frequency portion
used by V ehk for transmission.
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Fig. 8. Highway scenario model for C-V2X DoS attack evaluation: (a) ρ =
0.06 (Nveh = 30); (b) ρ = 0.21 (Nveh = 105).

According to [27], the SINR attenuation caused by
direct interference is much more significant than indirect
interference; therefore, the DoS attack is carried out through
direct interference. In other words, the DoS attacker lowers the
SINR below a threshold by increasing the direct interference
experienced by the neighbors of the target vehicle, thereby
attempting to prevent the neighbors from receiving the beacon
transmitted from the target vehicle.

In our study, for a simple simulation, the bit error rate
(BER)-SINR curve in the PHY layer provided in [28] is not
considered, and the packet reception is determined only by
comparing γmin and the received SINR. We evaluate the
fatality of each DoS attack on the C-V2X network in terms
of reliability, coverage, and timeliness as follows:

• Reliability: The average PDR is the ratio of correctly
received beacons to the total transmitted beacons.

• Coverage: The coverage, dcov , is a communication range
that satisfies PDR≥0.9, a requirement of the most com-
mon V2X application ‘cooperative awareness’ [29].

• Timeliness: The 99th percentile of the update delay (UD)
is the worst 1% of the UD values, where UD is the time
difference between the beacons successfully received
from the specific vehicle.

C. Simulation Results
Fig. 8 shows a highway scenario model for a C-V2X

DoS attack evaluation: (a) ρ = 0.06 (Nveh = 30) and (b)
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Fig. 9. Number of packet errors per each DoS attack when vehicle density
ρ=0.2.

ρ = 0.21 (Nveh = 105). The vehicles are arranged following
the PPP. Reflecting Fig. 4, one DoS attacker, marked with a
red diamond, is parked at the road-side and attacks the other
vehicles. All the vehicles have the same C-V2X capabilities
and parameters as listed in Table. I.

1) Reliability: Fig. 9 shows a PDR depending on the
vehicle density ρ. The red dotted line shows a PDR re-
quirement (0.9) for cooperative awareness, a primary V2X
application. The line with a square marker indicates the result
of the typical SB-SPS without the DoS attack, which is the
baseline for comparison. Even if there is no DoS attack, the
probability of a packet collision occupying the same resource
increases as ρ increases; thereby, the PDR decreases. Other
lines show the results of each DoS attack scheme as follows:
The smart DoS attack (Fig. 3); the fatal DoS attack (Fig. 6);
and the proposed DoS attack occupying the BR used by the
closest vehicle (Fig. 7). Each result is denoted by the triangle,
diamond, and circle markers, respectively. Among the DoS
attacks, both the fatal and the proposed DoS attack further
reduce the PDR compared to the smart DoS attack, causing
the reliability of the C-V2X network to worsen. Specifically,
when the vehicle density is 0.06, the smart DoS attack reduces
the PDR by 2% compared to the PDR without the DoS attack,
but both the fatal and the proposed attacks reduce it up to 4%.

In addition, Fig. 9 shows the capacity of the C-V2X
network, which refers to the number of vehicles meeting the
cooperative awareness requirement. Without the DoS attack,
the typical SB-SPS can accommodate up to 48 vehicles. On
the other hand, when the DoS attack is applied, the number of
vehicles accommodated is decreased to 40 in the smart DoS
attack and 30 in the other two DoS attacks. The results of
both the fatal and proposed DoS attacks are almost identical.
This indicates that simply attacking the closest vehicle from
the attacker satisfies the requirements of the fatal DoS attack,
as shown in Fig. 5. Consequently, it is confirmed that the
proposed DoS attack causes significant damage to the C-V2X
system in terms of reliability.
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Fig. 10. Number of packet errors Nerr at vehicle density ρ=0.12 per each
DoS attack depending on attack distance dattack.

Fig. 10 shows the number of packet errors Nerr per DoS
attack depending on the attack distance dattack, from the DoS
attacker and the target vehicle, when the vehicle density ρ
is 0.12. This result shows that dattack significantly impacts
the reliability of the C-V2X network. As shown, Nerr caused
by the smart DoS attack is evenly distributed regardless of
dattack. However, the overall tendency shows that Nerr is
inversely proportional to dattack. The results of other two DoS
attacks are magnified at the top of Fig. 10. The fatal DoS
attack causes more than 45 errors in most attacks, and the
attack distance is less than 30 m. Meanwhile, the proposed
DoS attack results are similar to those of the fatal DoS attack.
Most attack distances are within 30 m and cause more than
45 packet errors. Based on the comparison, it can be seen that
the proposed DoS attack has almost similar attack capability to
the fatal DoS attack in a highway environment where vehicles
travel relatively uniformly.

Fig. 11 shows the DoS attack results depending on the
vehicle density ρ: (a) The average attack distance dattack and
(b) The average number of packet errors Nerr per attack. As
shown in Fig. 11(a), the average dattack of the smart DoS
attack is maintained near 125 m regardless of the vehicle
density ρ. This value is half of the DoS attacker’s awareness
range of 250 m, and it can be seen from Fig. 10 that the dattack
is evenly distributed. On the other hand, the other two attacks
have a similar average of dattack, decreasing from 15 m to 8 m
as ρ increases. The decreased dattack is because the probability
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that the target will be close to the DoS attacker increases as
the vehicle density increases.

Fig. 11(b) represents the average number of packet errors
Nerr per attack depending on the vehicle density ρ. The black
line with no marker indicates the number of vehicles Nveh

driving on the highway. The smart DoS attack causes packet
errors in vehicles that, on average, account for half of the total
number of vehicles Nveh. In other words, since the vehicle
density ρ is uniform across the highway, the attack distance
dattack, which is half of the awareness range raw, causes
packet errors in half of the total vehicles. Meanwhile, the other
two DoS attacks cause packet errors in approximately 90% of
the vehicles on average. This result indicates that these attacks
are much more fatal than the smart DoS attack in regard to
communications reliability.

However, as shown in Fig. 9, the difference in PDR,
according to the presence or absence of the DoS attack,
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Fig. 13. Packet delivery ratio depending on communication distance: (a)
ρ=0.06; (b) ρ=0.21.

gradually decreases as ρ increases. This is because the ratio
of the packet errors caused by the DoS attack to the total
packet errors is related to the vehicle density ρ. Fig. 12 shows
the error ratio between the common errors due to SB-SPS
and the deliberate errors due to the DoS attack: (a) ρ=0.06
and (b) ρ=0.21. It is confirmed that the error ratio caused by
the DoS attack decreases as ρ increases. This graph indicates
that the number of resource collisions that occur naturally
increases as the vehicle becomes crowded so that resource
collisions deliberately caused by the DoS attack are not
significantly noticeable. Therefore, the damage caused by
the DoS attack is more evident when the vehicle density is low.

2) Coverage: Fig. 13 shows the PDR depending on the
vehicle’s communication range: (a) ρ=0.06 and (b) ρ=0.21.
The typical SB-SPS without the DoS attack achieves the
highest PDR in both graphs. The difference in PDR, with or
without DoS attack, reduces as ρ increases due to the gap in
the error rate of Fig. 12. Both the fatal and proposed DoS
attacks show similar results. These two attacks significantly
exacerbate the PDR at the same distance compared to the smart
DoS attack. Based on Fig. 13, the communication range that
satisfies a specific PDR requirement can be obtained.

Fig. 14 shows a coverage, dcov , that satisfies a PDR of 0.9 or
higher, where dcov is a communication range that can provide
reliable packet transmissions for a cooperative awareness
application. Specifically, when ρ is 0.06, both attacks reduce
dcov by 100 m (from 200 m to 100 m) compared to dcov
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without the DoS attack, while the smart DoS attack reduces
by only 70 m (from 200 m to 130 m). Similar to the previous
results, the damage of dcov , depending on whether the DoS
attack is present, reduces as ρ increases. As ρ increases to
0.21, the difference in dcov between the proposed DoS attack
and the SB-SPS decreases by 8 m (from 49 m to 41 m).
This is because the error rate induced by the DoS attack
decreases as the vehicle density increases, as shown in Fig. 12.

3) Timeliness: Fig. 15 shows the 99th percentile of the
UD (the lower 1% of all the UDs). This value indicates
the system’s timeliness because it shows the worst-case
delay. The shorter the UD is, the shorter the information
on the nearby vehicles is updated in real-time. The result
without the DoS attack linearly increases from 0.25 seconds
to 1.1 seconds when ρ varies from 0.06 to 0.21. This
indicates that the more crowded the vehicle is, the lower
the system’s timeliness. The smart DoS attack results are
similar to those without the DoS attack, indicating that this
attack does not significantly impact the UD. Meanwhile,
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the results of the fatal and proposed DoS attacks delay the
lower 1% of UDs by approximately 0.4 seconds when ρ
is 0.06, which is approximately 1.5 seconds longer than
the previous two results. That is, the proposed DoS attack
delays and hinders real-time recognition between the vehicles.

Thus far, we have verified that the DoS attack cause
severe disturbances in C-V2X networks regarding reliability,
coverage, and timeliness. Additionally, we verified that the
proposed DoS attack occupying the BR used by the closest
vehicle is the fatal DoS attack in a highway scenario. Based on
the results, we are concerned that the DoS attack will become a
social problem in autonomous driving, where recognition and
decision process are essential through the C-V2X networks.

V. CONCLUSION

This paper analyzes the DoS attack on C-V2X networks
from various viewpoints. First, we derive the conditions of
the vulnerable vehicle that DoS attacks can most damage.
Then, we derive a simple way to find this vulnerable vehicle
from the DoS attacker’s viewpoint. Through the system-based
simulation, the damage of a DoS attack is quantitatively eval-
uated in terms of reliability, coverage, and timeliness, which
are communication QoS indicators. Simulation results show
that the DoS attack can cause damage to the recognition and
decision process of autonomous vehicles. In particular, results
show the damage is more severe when attacking a vulnerable
vehicle satisfying the derived conditions. The damage caused
by the DoS attack is relatively reduced as the traffic becomes
dense. This is due to the characteristic of C-V2X, which
autonomously selects resources for each vehicle via SB-SPS.
We confirm this by comparing the ratio of packet errors caused
by SB-SPS and the DoS attack to the total packet errors.

We hope this paper can broaden the reader’s knowledge
of DoS attacks on C-V2X networks. In the near future, we
plan to conduct studies for attacker detection, attack avoid-
ance/defense, etc. In addition, we will conduct a study on
overcoming DoS attacks via convergence with other sensors
under autonomous driving.
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