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Probability-Density-Dependent Load Frequency
Control of Power Systems With Random Delays
and Cyber-Attacks via Circuital Implementation

Shen Yan
and Chunxia Dou

Abstract—This paper studies the decentralized Hn, secure load
frequency control issue and circuital realization of multi-area net-
worked power systems subject to random transmission delays and
deception attacks. To make full use of the stochastic feature of the
network-induced transmission delay, its distribution described by
the probability density function is utilized. Due to this feature,
the normal control signal and the injected deceptive attack signal
transmitted over the network can be formed as two distributed
delay terms. Then, the ith load frequency control area is estab-
lished as a new distributed delay system, in which the delay
probability density is treated as the distributed kernel. By utiliz-
ing an integral inequality dependent on the kernel, new sufficient
controller design conditions are derived to guarantee the system
stability with given H, performance. Moreover, a physical execu-
tion approach is addressed to transfer the load frequency control
systems into electrical analogy circuits. The effectiveness of the
proposed approach is illustrated via the professional simcape
toolbox in Simulink/MATLAB for circuit simulations.

Index Terms—Networked power systems, random transmis-
sion delays, cyber attacks, load frequency control, circuital
implementation.
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I. INTRODUCTION

S WE known, there are basically three layers of the

control framework of power systems, which are primary
control (conventional droop control), secondary control (volt-
age/frequency regulation), and tertiary control (economic dis-
patch and power flow optimization) [1]. As a representative
secondary control, load frequency control (LFC) is a critical
strategy to maintain the frequency stable for power systems
and much effort has been devoted to studying it [2]-[8].
In a multi-area power system, the centralized strategy of
LEC utilizing global system information and the distributed
control method using the neighbor subsystem information
are effective strategies to regulate the system frequency.
Nevertheless, the utilization of power interchange through
tie-lines among subsystems increases the complexity and dif-
ficultly of frequency regulation. Compared with them, the
decentralized LFC scheme investigated in [9], [10] is more
practical and easier for implementation because only the local
area information is utilized to attenuate the frequency devia-
tion. In recent years, as the trend of the integration of physical
power systems and communication network, networked power
systems (NPSs) have received much attention from a lot of
researchers.

With the introduction of communication network, the
network-induced delay is a common phenomenon, which
could degrade the system performance, even make system
unstable [11]. However, some published results of LFC
systems using proportional-integral (PI) controller have not
considered the network communication delay [12]. To tackle
this problem, a decentralized LFC method for power systems
with multi constant communication delays is developed
in [13], where the constant delays are treated as multiplicative
uncertainties. Reference [14] addresses a new decentralized
sliding mode LFC scheme for multi-area NPSs with con-
stant delay and wind power integration. Since the situation
of communication network is usually uncertain and varying,
a time-varying delay model is more practical than the con-
stant one. Due to this fact, some delay-dependent controller
design conditions are derived for LFC systems with time-
varying communication delays [15]. In [16], a power system
model with multiple time-varying communication delays is
established and delay-dependent conditions for designing Hx
controller are obtained. Most of the existing outcomes, for
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instance [15], [16], are accomplished based on the interval
time-varying delay method and boundary information of the
communication delay. It is worthy noting that the time-varying
communication delays in [15], [16] are assumed to be with a
uniform distribution. Practically, for a real TCP/IP-based com-
munication network, communication delay often has stochastic
properties. Generally speaking, it is usually distributed with
some probabilistic features [17]-[19]. Thus, the uniform dis-
tribution assumption without using these features may yield
conservative results. Considering the inter features of the
communication delay in system analysis/synthesis, less con-
servative conditions are expected to be obtained. As a fact, the
probability density is more specific and precise for depicting
the random delay.

On the other hand, the security of communication network
that is vulnerable to be wrecked by hackers is very impor-
tant for NPSs. If the remote control signals transmitted over
the network are injected by some false data, the NPS will
be difficult to be maintained at the nominal state. Over the
past decade, much attention has been paid to the control
problem against cyber-attacks, such as Denial-of-service (DoS)
attack [21], [22], deception attack [23], [24]. Concretely speak-
ing, a resilient event-triggered LFC approach for NPSs subject
to DoS attack with finite energy is addressed in [20]. Different
from DoS attack by blocking the connections of nets, decep-
tion attack aims to change the real value of control signal
by injecting a false data, which makes it more deceptive.
Considering multi-area NPSs with time-varying communica-
tion delay and deception attack, a resilient LFC approach is
addressed in [25], in which the deception attack is described
as a time-varying delay-dependent function. Reference [26]
studies the Hyo LFC issue of multi-area NPSs with DoS
attack and deception attack, which is also modeled as a
time-varying delay-dependent function. In [25], [26], the time-
varying delay-dependent deception attack model is established
only by using the bounds of delays. Compared to the con-
ventional interval time-varying delay method, using not only
the upper and lower bounds, but also the delay probability
distribution is potential for obtaining less conservative results.

It is known that testing the effectiveness of control strategies
in some practical systems is costly and difficult. Therefore, it
is worthy to develop suitable hardware simulators for some
real control systems. Due the fact that many control devices
of practical systems are executed by electrical equipments, it is
natural and reasonable to transform the physical systems into
analogy circuits to verify the validity of control method and
save the testing cost. For instance, a circuital implementation
method is studied to convert the robust adaptive fault tolerant
control schemes into electrical circuits in [27]. For uncertain
nonlinear multi-agent systems with actuator faults, the adaptive
control issue is developed and its circuital realization is studied
in [28].

Based on the above motivations, this article addresses the
Hy, load frequency regulation of NPSs with random delays
and cyber-attacks in a decentralized method. A circuital real-
ization approach is proposed to simulate the dynamics of
power system components and the controller via equivalent
analogy circuits. The following new challenging problems are
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introduced in developing the model and obtaining the stability
and synthesis conditions.

1) Since the existing methods [15], [25], [26] based on an
interval time-varying delay model do not take into account
the probability distribution of random delay, how to model the
random delay by making use of the distribution information
is the first challenging problem.

2) Considering the first challenging problem, a new dis-
tributed delay model with the kernel representing the delay
distribution will be proposed in this paper. However, the exist-
ing method [29] based on Legendre polynomials to handle this
new model will cause approximation error and further lead to
conservative results. Thus, how to remove such approximation
error and reduce conservativeness is the second challenging
problem.

3) There exist stochastic transmission delays when the
attackers inject attack signals into network, therefore, how to
model and deal with the deception attack will also bring the
challenging problem similar with handling the random delay.

To solve these challenging issues, the main contributions of
this work are given below:

1) To make efficient use of the stochastic feature of the
network-induced transmission delay, a novel distributed delay
model with kernel is established, where the kernel is used
to represent the delay probability density. To model the ran-
dom deception attacks, not only the stochastic feature induced
by attacker, but also the stochastic feature caused by random
delays are considered in this paper. Then, a new representa-
tion of random delay and deception attack is proposed for the
first time. This model is more general than the traditional one
based on interval time-varying delay method [15], [25], [26].

2) In the existing result [29], the distributed delay with
kernel is approximated by Legendre polynomials and han-
dled by Bessel-Legendre inequality, which could lead to
approximation error and design conservativeness. To solve this
problem, the distributed kernel is utilized directly to construct
a new Lyapunov-Krasovskii functional (LKF) in this paper.
An integral inequality based on the kernel is used to deal with
the distributed delay term directly without any approximation
error. Then, new sufficient and less conservative conditions
formed by linear matrix inequalities (LMIs) are derived to
design the decentralized Ho, secure controller.

The organization of this paper is provided as follows. The
preliminaries of modeling the closed-loop NPS is given in
Section II. Then the stability and controller design conditions
are obtained in Section III. Some simulation results are imple-
mented in Section IV. Section V summaries the conclusions
and presents some future investigations.

Notation: In this paper, we define He(4) = A + AT. ®

means the Kronecker product. Sy(A, B) £ BTAB. <a> denotes

b

al

(a—b)lb"

II. PRELIMINARIES

In the LFC problem of power systems, there exist some
complicate nonlinear dynamics. Due to the fact that the load
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variations of power system are usually small, it is permissi-
ble and useful to linearize them around the operating point
[30], [31]. In many existing results [6]-[8], [31], the dynam-
ics of governor, turbine and power generator are linearized as
the following first-order transfer functions:

. (s) = — L

Governor : Gyi(s) = T+5Tg’
1

Gri(s) = T+sT;°

. _ 1
Gpi(s) = Dj+sM; *

Turbine :
Power generator :

where Tg;, Ty, D;, M; and Rg; are the governor and tur-
bine time constants, damping coefficient, inertia moment
of generator and droop coefficient of the ith control area,
respectively.

In this paper, following the above linearization method,
the structure of the linear dynamic model of the ith control
area in a multi-area NPS is illustrated in Fig. 1. Let Af(¢),
APy i(t), APg;(2), AP;(f) and APg;(t) represent the devi-
ations of system frequency, tie-line power exchange, valve
position, mechanical output of turbine and load disturbance
of the ith control area, respectively. Then, the differential
equations to describe the system dynamics of the ith control
area [6], [25] are given as:

Afi(D) = 5 (APi(1) — AP (D)

—APie—i(1) — DiAf(D)

APe—i(t) = 371 i Ty(Af(D) = AGD) (1)
AB(0) = 7 (0 — 5= Af0) — AP ()

AP;(1) = 7 (APgi(1) — AP(1))

The ith area control error signal used to maintain zero
steady-state error for frequency deviation is defined as

ACEi(n) = BiAfi(0) + APyie—i(1), 2

where fB; denotes the frequency bias factor.

Selecting the same state, output and disturbance in [25] as
) = [AGW), APe_i(r), APyi(1), AP(0), [ ACE (0],
Yi(t) = [ACE;(1) [ ACE;()dr]" and w;(t) = [AP4(t) wi()]T
(wi(t) = Z;’:l’j;éi T;;Afj(?)), one can represent the ith LFC
system in the form of state-space by:

Xi(t) = Aixi(t) + Fiwi(t) + Biui (1)
yi(t) = Cixi (1) , 3)
zi(t) = Cix;i(1)

4839
in which z;(¢) is the performance output and
— D; 1 1
“w w0 w0 0
n
> T; 0 0 0 0 0
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In order to keep the frequency Afi(f) at the prescribed
value, the following decentralized LFC scheme based on the
conventional PI control is utilized:

uilt) = KpACE (1) + K / ACE(di = Kiyi(h), (&)

where K; = [[Cp; Kji] and KCp;, Ky are the PI controller gains
to be designed.

When the control signal is transmitted over the communi-
cation network, it is highly possible that the transmitted signal
is delayed and damaged by sudden congestion and malicious
attackers. Considering these factors, the output of controller
with delay and deception attack is represented as

uf (1) = KiCixi(t — © (1)) + A0 Kipi(t — T(1)), ©)

where 7(f) € [0, 4] means the random transmission delay; &
is the upper bound of the delay; A(¢) € {0, 1} is a Bernoulli
variable to describe the occurrence of deception attack by
A(t) = 1 and no attack A(f) = 0; the mathematical expec-
tations of A(f) = 1 and A(r) = 0 are E{A(r) = 1} = A and
E{A(t) =0} =1— X, respectively.

In some existing results [8], [26], the deception attack is
usually bounded and modeled by a Lipschitz nonlinear func-
tion related with system state or output. Following the same

way in [8], [26], the deception signal ¢;(#) is assumed to satisfy
o2 < IHiCixi(®)l2, (6)

where H; is a given constant matrix used to describe the upper
bound of deception attack.

It is noted that the random transmission delay t(¢) usu-
ally meets some probability distributions. For convenience,
we abbreviate 7(¢) as 7. For example, based on the described
scenarios in [18], [32] to simulate the network channel, the
communication delay with upper bound 2 = 0.2s and its
normalized distribution histogram are drawn in Fig. 2.

To utilize the random information of delay t, its probabil-
ity density described by the kernel g(-) with foh g(s)ds =1
is considered, which can be accessible by statistical method.
In Fig. 2, a probability density function g(r) is used to
approximate the probability distribution, which is chosen as

g(r) = 250017, 7 €0, hl.

Then, we define go(s) = g(s) and construct a new vector
g(s) = [go(s), g1(8), ..., gi(s), ..., gg(s)]T with o € N, where
all the elements g;(s) are independent. According to [33], the
basic principle of choosing g;(s) is that the chosen g;(s) should
make the vector g(s) satisfy the property:

dg(s)/ds = Gg(s), (7



4840

W | |‘ ”r' M

/g

ot

400 500 600 700 800 900 1000
Packet sequence

Random communiation delay r(t)

Normallzed h|storgram
--------- Probability density function | 4

0 002 004 006 008 01 012 014 016 0.18 0.2
(1)

Fig. 2. Random delay 7(f) and its normalized histogram.

which means the elements g;(s) are the solutions of linear
homogeneous differential equations with constant coefficients
in the matrix G € R€*¢,

By utilizing the delay distribution information, the stochas-
tic delayed signal x;(t — t) is modeled by a deterministic,
distributed delay model f?h g($)x;(t + s)ds, which can be
viewed as the mathematical expectation of x;(¢# — 7). Then,
ul(t) with the probability density of stochastic delays is
expressed as:

0 0
ul () = IC,'C,'/ g()xi(t + s)ds + k(t)/C,-/ g(s)ei(t + s)ds.
—h —h
(3

Based on (8), the ith closed-loop LFC cyber-physical power
system becomes

() = Api(0) + BiKiCi [°) g(s)xit + s)ds
FAOBK; [, 8()gi(t + $)ds + Fiay(1) 9)
zi(t) = Cixi(2).

Remark 1: In this work, a new model of LFC system with
random communication delays is established as a distributed
delay system with kernel. In contrast to the conventional model
based on an interval time-varying delay system only using
the upper and lower bounds of delay, the delay probability
density is taken into consideration in system modeling. Then,
the presented distributed delay modeling approach has the
potential to obtain less conservative results.

Remark 2: To describe the feature induced by random
behaviors of adversaries, a Bernoulli variable A(¢) is adopted
to represent the control signal is attacked or not. Besides, the
random feature caused by the delayed deceptive signal is also
utilized in (8), which is not considered in [25], [26]. Thus,
the presented model of deception attacks is more general than
these existing results.

This article aims to design the controller (8) such that
1) The system (9) is mean-square asymptotically stable for
wi(t) = 0;

2) E{f;°zl zwdy < yPE{f;° o] (Dwi(tdt} holds for
w;i(t) # 0 and zero initial condition with a given y; > 0.
Before further proceeding, a useful lemma is given as below.
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Lemma 1 [33]: For a symmetric matrix ) > 0 € R and
the vector g(s) given in (7), it gives

/ Sy, x(s))ds = Sy(sz 2. / ” G(s)x(s)ds) (10)
aj ap

with Q~1 = faalz g(s)gT(s)ds >0, G(s) =g(5) R I,.

Remark 3: The Bessel-Legendre inequality in [29] uses
Legendre polynomials to approximate the probability density,
which leads to approximation error and further yields more
conservative results. Different from this method, our method
based on (10) can handle the probability density directly with-
out any approximation error. Thus, less conservative results are
obtained by the integral inequality (10) in Lemma 1 than the
Bessel-Legendre inequality in [29].

IIT. MAIN RESULTS

To derive the controller design conditions, the Lyapunov
method is employed and the following Lyapunov-Krasovskii
functional (LKF) is constructed as

3
Vo) =Y Vi@

k=1

(11)
where
.
Vi) =& (OPEWD), &) = [x?(t) G0 GL,-(t)],
t
220 = [ TGS+ 6 = 1+ DYl
t—h

t
V() = / ] ()[S2i + (s — t + W) Vailgi(s)ds,
t—h

0 0
Gulh) 2 / G()xit + 5)ds, Goi(t) 2 / ()it + s)ds,
_ h

G(s) = g(s) ® I, go(s) = g(s), g(s) = [g0(s), ..., gg(S)]T.
Based on G(s), Gx;(t) and Gg;(¢) defined in (11), one has

0
/ g($)xi(t + s)ds = T1 Gy (1), (12)
—h

0
/h g($)@i(t + s)ds = TrGy(1), (13)
with 7y = [Is 05501 and o = [ 0220 ].

By substituting (12) and (13) into (9), the ith closed-loop
power system is further expressed as

%i(1) = Aixi(t) + BiKiCiZ) Gy (1)
FAOBIK L Gyi(t) + Fiwi(t) (14)
zi(t) = Cixi(1)
To simplify the derivation, ¢;(f) and I, are defined as
5i(0) = [0 61T (15)

where
cu) = [ Wl 0l = el W] ¢ = ],
&0 = [GLOGLme] 0 0 ].

Then, some sufficient Hy, stability analysis criterions for
the system (14) are provided in the following theorem.
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Theorem 1: For given parameters A, p and controller gain
KCi, the system (14) is mean-square asymptotically stable with
required Hy, index y;, if there exist symmetric matrices P;,
Sii > 0, Y > 0,8 >0, Y >0 =12,...,n),
0 < Z; < vl and matrix X; such that

P; >0,

Il; + A; <O,
fori=1,2,...,n, where Q = (/°, g(s)g" (s)ds) ™",
Pi = Pi + diag{0, Q ® S1;, Q® $2)},
[, =T+ He(Z:9), Ai= SY<V(HiCi)THiCis Hz),

a7
(18)

I = He(JTPiQ) + Sy(S1; + hY1i, 1) — Sy(S1i, I3)
— Sy(Q® Yii, L) + Sy(So; + hYo — Z;, 1)
— Sy(Sai, I5) —Sy(Q® Yai, 1) — 7Sy (I, Ts20)
— Sy(I. Toja0) + He (]ILZQCAIZ),
4 = -1} + A + BiKiCGTi L + ABiK: o1, + Fillgy2,,
2= (Xl +uaXil)', G =G ® To+1)4, =G ® Io+1)2,

I, I -
I=|L| Q=|GOL -GNl —-Gl |,
I, GO)L — G(—h)s — Gl
T T
T T T T
L= [H6 H6+Q] = [H7+g H7+2g] :

Proof: With the chosen LKF (11) for ith power system, by
adopting Lemma 1, it leads to

f_(; Sy(Yii, xi(t + $))ds > Sy(Q ® Yii, Gu(D),  (19)
f (; SY(Yai, 9i(t + 5))ds = Sy(R2 ® Yai, Gyi(1).  (20)
In terr;s of (11), (19) and (20), one has
V(1) = Sy(Pi, &i(1) + /_(:l Sy (Y1, xi(t + 5))ds
+ /_i Sy(Yai, @i(t + s))ds. Q1)

From Yy; > 0, Y2; > 0 and P; > 0, V(¢) > 0 is ensured.
According to (7), it gives

Gui(h) = GO)xi(1) — G(=h)xi(t — h) — GG(r),  (22)
Gyi(t) = GO)@i(1) — G(—=h)gilt — ) — GGyi(r). (23)

Calculating the time derivative of V(f) and then subtracting
vio] Hwi(t) — 2] ()zi(1) yield

V() — 2o (wit) + 2] (1)z:(0)
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+ Sy(S1; + hY1i, xi(1)) — Sy(S1i, xi(t — h))
+ Sy(S2; + hY2;, @i(t)) — Sy(Sai, ¢i(t — h))

0 0
- / SY(Yli,xz'(t-l-S))dS—/ Sy(Y2i, @i(t + 5))ds.
—h —h
(24)

Using Lemma 1 to handle the integral terms in (24) gives
0
- /hSY(Yli,xi(l +5))ds < =Sy(Q ® Y1i, Gxi()), (25)

0
—/ Sy(Yai, ¢i(1 + ))ds < —Sy(Q ® Y2, Gi(1)). (26)
h

Based on Assumption (6) and 0 < Z; < vl, one gets

vx] (D(HC)THCxi(0) — 9] OZipi(H) = 0. (27)
According to (15), (22) and (23), it results in
E(0) =150, &) = Q4. (28)
Combining (24), (25), (26) and (27), we obtain
V(1) — ylo] Ooi@) + 2z (0zi(1) < Sy(Ti + A, Gi(®).  (29)

From the definition of ¢;(¢) in (15), the system (14) can be
expressed as

(=L + ALy + BiKiCile + M) BiKly + Fills120)8i (1) = 0.
(30)

Taking the mathematical expectation of (30) yields

E{ (=T + Al + BICll, + ABiKl, + Fillg42,)8i(0)
=E{¥9:5i(1)} =0. €19
Based on 2 = (u1X;I; + u2Xilo)T and (31), it leads to
EldTw2%am) =o. (32)
According to (29), (32) and IT; + A; < O from (18), it gives
E{V0) - vl 0w+ 020
< E[gT @i+ Apso} <o. (33)

By integrating (33) over [0, 00), one has

E{V(c0) — V(0)} < E{ / (yl-za);r(t)wi(t) - z;r(t)zi(t))dt}.
0
(34)

If w;(t) = 0, one has E{V(t)} < 0 from (33). Hence the
system (9) is mean-square asymptotically stable. Moreover,
for w;(t) # 0 and x(0) = 0, one gets E{[y° z] (Nzi())dr} <

= 25T (NPEi(t) — v Dwi(t) + 2] (Dzi(t) E{y? [;° o] (Dwi(t)dt} from (34). [ ]
[0s5a-1) Is 0ss5G3-a Os4  0s50+0) Os2a+e) 0s4]. a=1,23
[0215 O25u—4) D O255-09 0251400 022040) 024, a=4,5
I,=1[0515 054 Ossa—e 15 0s56+0-a) 052040 0Os.4], a=6,...,6+0 (16)
[0215 024 025040 0220-7-00 D2 022074200y 024], a=T7+090,---,74+20
[0215 024 0250400 0220400 0228+20-0) 2 0220420-09], a=8+20.....,9+20
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Remark 4: In terms of the condition (17), P; > 0 is not
necessary to make the selected LKF (11) positive. Thus, this
relaxation could lead to less conservative stability conditions
than some existing conditions requiring P; > 0.

According to the stability results in Theorem 1, the con-
troller design conditions of system (14) are derived in
Theorem 2.

Theorem 2: For given scalars i1, (s, h, p, the system (14)
is asymptotically stable in mean-square with required Heo
index y;, if there exist symmetric matrices Pl, S 1 >0, Y ;> 0,
Sy > 0, Y2; > 0, Z; > v~'I and matrices N;, M;, £; such that

P; > 0, (35)
. Tar.c.0NT

[H* vlei(thCl) ] <0, (36)
_ O — CMANT
[:I(MQ_?M)]<Q 37)

fori=1,2,...,n, where
P =P+ diag[O, Q® S, 2 3’2;’)],
= He(JTi’iQ) + SY(S'U + hY1;, Hz) - SY<~§U, ]13)
- Sy(Q® ¥, L) + SY(SZi + Yo + p*Z; — 2pN;, ]14)
— Sy(Sa1.Is) = SY(2 ® P21, ) — 128y (1. T 20)
— Sy(I.To12,) + He(I3, ,,CiMiI),
G = —Mli + AiMiIy + BiLiCily + MBiLil, + Fillg 12,
Guilly + u2ll)T, ;=T + He(«%?ifé:)-

Ny
|

Moreover, the controller gains are computed by K; = L;N;” I
Proof: Adopting Schur complement to (18) leads to

[H*i VH;('HiCi)T}<0_

ol (38)
Define M; = X; ', P; = (B(o+1)+1 ®M)Pi(I2 g +1)+1 ® M),

Slz = M;S1;:M;, le = M;Y1iM;, S2; = N;SxN;, Y21 N;iY2iNi,
N;C; =C;M; and L;C; = KC;CiM,;.
Left- and right-multiplying (38) with ., =

diag{M;, M;, M;, N;, Nj,Ipx1 ® M; I,y1 ® N;,I,I} and
its transpose, one has
. Tag. AT
[n, vID M (HiC:) ] <0, (39)
* —vl

where I1; = I'; + He(29)).
= HC(JTi’iQ) + Sy(S‘” + hYy;, Hz) - SY<311', H3)
~ Sy(Q® L) + Sy(S’zi + h¥s — NTZN;, 114)
- SY(§21'» Hs) — Sy(Q® ¥ai. 1) — ¥7Sy(I. Tg12)
— SY(1.Tos20) + He (I3, GMIIL ).

Utilizing the inequality —N;rZiNi < p2z; L' 2pN; to (39)
yields (36) by introducing a novel variable matrix Z; = Z; l
It is infeasible to solve the equation N;C; = C;M; since it
is not a strict inequality. Then the problem of tackling the
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Fig. 3.  Circuital implementation of (a) governor; (b) turbine; (c) power
generator and (d) droop constant for Area 1.

" X
=! +0 01
9 10kQ 10kQ

ﬁgpﬁ

10kQ

Fig. 4. Circuital implementation of the controller for Area 1.

nonlinear item XlTBiICiCi in Theorem 1 can be transformed as
a W-problem [35].
In terms of N;C; = C;M;;, it yields

(NiCi — CiMy) T (NiC; — CiM;) = 0. (40)
By using Schur complement to (40), one can get
_ L. OMNT
[ el (N:C; — CiM,) } <0, @)
* -1
which equals the condition (37) with a sufficient small constant
€ > 0. Then, the proof is fulfilled. [ |

IV. CIRCUITAL IMPLEMENTATION

In this section, a specific circuital execution method is used
to imitate the considered LFC power system, where the system
components and controller are realized by some equivalent
analogy circuits based on resistors, capacitors and operational
amplifiers. For simplification of presentation, the first control
area (i = 1) of a multi-area NPS with three control areas is
discussed below.

It is noted that the dynamics of system components are
described via some first-order inertial elements in Fig. 1. By
deﬁning the parameters as:ry =1, Tei=ric1, i3 =1, Ty =
rycp, D; = rs 5 M; = rsc3, the equivalent analogy circuits of
them are shown in Fig. 3 (a), (b) and (c), respectively. The
droop constant can be viewed as a proportion element, and its

equivalent analogy circuit is shown in Fig. 3 (d) by choosing
1 _ rg
Rei
The c1rcu1tal realization of the PI controller is drawn in
Fig. 4, where a proportion circuit, an integration circuit and
an adding circuit are used to represent u;(t) = Kp;ACE;(t) +

]C]ifACEi(l)dl‘ with Cp; = ';1_90 and K =

ripes”
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Circuital implementation of ACE;(t) for Area 1.

TABLE 1
THE VALUES OF PARAMETERS

Area 1 2 3

D 0.015 0.014 0.015
M 0.1667 0.12 0.2

Ty 0.08 0.06 0.07

T 0.4 0.36 0.42
Ry 3 3 3.3

B 0.3483 0.3473 0.318

Ti2 =0.2 T3 =0.25 Toz = 0.12

The signal ACE;(¢) of (2) shown in Fig. 5 is the sum of the
signal B;Af;(t) and the signal AP;,_;(), which can be realized
by adding circuit with OA and some resistors with the same
resistance values. The signal 8; Af;i(t), the product of the bias S;
and Af;(f), can be achieved by proportion circuit with §; = :i—z
The signal APy .—;(f) equals to the sum of [ T2(Afi(r) —
Af> (1)) and leg(Afl (t) — Af3(¢)), which can be derived by
integration circuits with rj4c5 = 1 and rj7c¢ = 1. Moreover,
the signal T2 (Af1(f) — Af>(¢)) is obtained by subtraction cir-
cuit and proportion circuit with Ty = ;IL; The same process
of deriving the signal T13(Af1(¥) — Af3(7)) is executed with
T3 = 16

Remark 5: The equivalent analogy circuits for power
systems can be viewed as low-cost simulators, which are used
to test the effectiveness of the proposed control method. This
is helpful for avoiding the serious hazard induced by poten-
tial drawbacks of designed controller to expensive devices of
practical systems. Meanwhile, the cost of testing can be saved
dramatically.

V. EXAMPLE

The parameters of the considered NPS are borrowed
from [34], which are presented in Table I.

In this example, the random transmission delays shown in
Fig. 2 are considered. In order to correspond to the form of
f?h g(8)x(t + s)ds in the derivations, g(t) is written as g(s) =
go(s) = —25005¢°%, 5 € [=h, 0]. For o = 1, to construct
the vector g(s) satisfying (7), another term gi(s) = —50¢°%
is chosen. Then, the vector g(s) and corresponding parameters
are given as

) = —2500s¢%% g—[30 30] g_[016 008
EW=1 _s0e50 'Y =0 507 [0.08 0.08]
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TABLE II
THE VALUES OF CIRCUIT ELEMENTS
Parameters Values Parameters Values Parameters Values
L =72 10KQ rg 10KQ cs 100pF
c1 SuF r9 10K r15 10KQ2
r3 =714 10KQ 710 6. 718 KQ 16 2.5K)
co 40uF 11 10KQ r17 30K
5 10K cq 0.338mF ce 100uF
T6 0.15KQ r12 10KQ r18 10KQ
c3 16.67uF 13 2KQ 19 3.483KQ
7 30KQ 14 10KQ

For the given matrix #H; = I, and considering the

. . ) . tanh(y;i (1))
deception attack signal ¢;(f) = tanh(yp () | we have
leiOll2 < IIHiCixi()||l2 based on |tanh(yi1(1))] < 1 and
[tanh(y;»(1))| < 1. Under the given Hs, index y; = 20, by

choosing € = 0.01, u;y = 0.1, up = 0.5, p = 0.3 and
v = 10, the controller gains of three power systems solved by
Theorem 2 for different probabilities of the attack occurrence
A = 0.5 are derived as:

K1 = [0.6718, —0.2956],
Ky = [0.7781, —0.3324],
K3 = [0.8797, —0.5440].

The control system is simulated via circuital realization
method in Simulink/MATLAB. The system components and
the PI controller can be realized by equivalent electrical cir-
cuits. The professional Simcape toolbox of Simulink is used
to realize the governor, turbine and power generator of Area 1,
which is given in Fig. 6. Due to page limitation, the other simu-
lation diagrams are omitted here. The communication network
is executed by a variable delay module and a random num-
ber module generating the random delay given by Simulink.
According to Section IV, the values of resistors and capacitors
of analogy circuits for the Area 1 are given in Table II. Due
to page limitation, the other two areas are omitted here.

In the simulation, the sampling period is 0.01s and the initial
condition is zero. The following two different cases of load
variations are considered.

Case 1: The load variations for three control areas are
AP41(t) = 0.15in(0.5¢), APs(f) = 0.1sin(wt) and APg3(t) =
0.1sin(1.57) for O < t < Ss; otherwise, APy;(f) = 0 for t > 5s
andi=1,2, 3.

Case 2: The load variations for three control areas are
APgi(t) = 0.1 for 0 < t < 2s; AP4(t) = —0.1 for 2 <t < 4s;
otherwise, APy (t) =0 for t > 4s and i = 1, 2, 3.

For the considered deception attacks and the load variations
in Case 1, the frequency trajectories by using the designed
controller gains are drawn in Fig. 7. Meanwhile, the corre-
sponding curves for Case 2 are drawn in Fig. 8. These figures
denote that for the above two different situations of load vari-
ations, the designed controllers are effective for maintaining
the system frequencies to be stable even when control signals
are attacked by deceptive data.

To show the advantages of the proposed method over some
existing ones, three groups of comparison results are provided
as below.



4844

IEEE TRANSACTIONS ON SMART GRID, VOL. 13, NO. 6, NOVEMBER 2022

|
| Ty Te :
% Ts5. + " - |
| C3 I
I 'AF
| _ | fl,
|+ |
I iokQ * | é
| |
| FAAAC
| 10KQ 1
(- I @5
| J0KQ| - | A
: T Kl * 1 ’
= Govemor Turbine Generator

Fig. 6. The diagram for governor, turbine and power generator of Area 1 via circuital realization in Simulink/MATLAB.
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Fig. 7. Responses of the frequency for three areas under A = 0.5 and load
variations in Case 1.
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Fig. 8. Responses of the frequency for three areas under A = 0.5 and load

variations in Case 2.

A. The First Comparison Group

The following comparison further shows the better con-
trol performance of our designed controller against deception
attacks than the existing controller. Two cases are considered:

Case 3: The controller is designed without taking into
account the deception attacks, which is called a ‘standard’
controller. In this case, the controller design conditions can
be obtained by removing the terms related to ¢;(f). With
the above parameters and A = 0.3, the controller gains are
derived as:

K1 =[1.7601, —0.5126],
Ky = [2.1556, —0.3525],
K3 = [2.5467, —1.2538];

Case 4: The controller is designed by our method con-
sidering the deception attacks, which is called a ‘resilient’
controller. Namely, the designed resilient controller is able
to ensure the system stability even if the system is attacked.
In this case, with A = 0.3 and the same parameters used in
Case 3, the controller gains solved by Theorem 2 are:

Ky =10.8119, —0.3225],
Ko =[0.9781, —0.3599],
K3 = [1.0859, —0.5885].

In this simulation, the load disturbances are taken as

APy () = 0.lcos(m)e %, APp(t) = O0.1sin(wt)e ">
and AP;i() = 0.1 % for 0 < ¢ < 8 (w@®) = 0
for + > 8s) for three areas. The responses of system

frequencies in Case 3 and Case 4 are drawn in Fig. 9 and
Fig. 10, respectively. By comparing the curves in Fig. 9
and Fig. 10, it is observed that our proposed controller con-
sidering the deception attacks (Case 4) can produce better
control performance than the controller designed without con-
sidering the deception attacks (Case 4). From Fig. 9, it is
seen that the standard controller is not able to stabilize the
system frequencies when the transmitted signals are attacked
by injecting some deceptive data. However, Fig. 10 shows
our designed resilient controller can still guarantee the sta-
bility of system frequencies even deception attacks happen.
This means that our proposed control strategy is resilient to
the deception attacks and can outperform the standard control
method.
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Fig. 9. Case 3: Responses of the frequency for three areas with ‘standard
controller.’
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Fig. 10. Case 4: Responses of the frequency for three areas with our ‘resilient
controller.’

TABLE III
COMPARISON OF THE MINIMUM Hyo INDEX y USING
DIFFERENT DELAY HANDLING METHODS

Random delay o' Area 1 Area 2 Area 3
h=01 Method in [15] 8.3924 7.8852 8.5073
o Our method 7.9225 7.3720 8.0383
h—02 Method in [15] 10.5156 9.6582 10.5434
- Our method 8.1678 7.7804 8.2373
h=03 Method in [15] 12.6137 11.2883 11.6981
e Our method 8.5040 8.1621 8.4756

B. The Second Comparison Group

To illustrate the advantage of the delay modeling approach
based on probability density, the comparison results of the Hy
index for three power systems obtained by our approach and
the conventional interval time-varying delay approach in [15]
are given in Table III, where three different random delay cases
are considered.

To be specific, the first case is g(s) = —10000se'00s 5 ¢
[—h, O] and h = 0.1; the second case is g(s) = —25005¢7%5,
s € [—h, 0] and h = 0.2; the third case is g(s) = —1110se33,
s € [—h, 0] and h = 0.3. And the second case is the same
with the random delay given in Fig. 2.
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TABLE IV
COMPARISON OF g AND THE MINIMUM Hyo INDEX y
UNDER DIFFERENT METHODS

107 © Area 1 Area 2 Area 3

Method in [29] with p =1 325 10.5990 10.1752  10.8573

Method in [29] with o =3 1035 9.6345 9.3506 9.7195

Method in [29] with p =5 2145 8.5621 8.1213 8.8802

Our method with o =1 325 8.1678 7.7804 8.2373
30 —‘The pro‘bability‘ densit}1 g(7) 4

—e—g(7) approximated by Legendre polynomials (p = 1)
—+—g(7) approximated by Legendre polynomials (o = 3)
—&— g(7) approximated by Legendre polynomials (¢ = 5)

I I I I I I I I S
0 0.02 0.04 0.06 0.08 0.1 0.12 0.14 0.16 0.18 0.2

T T T
—e— Approximation error e(7) for g = 1
—+— Approximation error e(r) for p = 3
10 —— Approximation error e(7) for p =

I I I I I I I I
0 0.02 0.04 0.06 0.08 0.1 0.12 0.14 0.16 0.18 0.2

Fig. 11. g(t), g(r) and e(r) = g(r) — g(r) with o =1, 3, 5.

According to this table, all the optimized y; of three con-
trol areas obtained by our method are smaller than the results
derived by traditional interval time-varying delay approach,
which indicates better stability performance will be achieved.
Specifically, for A = 0.1 and i = 1, 2, 3, the values of y; are
reduced by 5.6%, 6.5% and 5.5%; for h =02 and i = 1, 2, 3,
the reductions of the values of y; are 22.3%, 19.4% and 21.9%;
for h =0.3 and i = 1, 2, 3, the corresponding reductions are
32.6%, 27.7% and 27.5%. In addition, it is also seen that the
corresponding values of y; increase as the growth of the values
of delay bound h.

C. The Third Comparison Group

To show the merit of our approach based on Lemma 1
to handle the distributed delay with kernel, the comparison
results of the Hy, index derived by our method and the
Bessel-Legendre inequality in [29] are obtained in Table IV.

The second case of random delay with 42 = 0.2 in the above
second comparison group is considered here. Following the
method in [29], we utilize Legendre polynomials to approx-
imate the distributed kernel g(t). For given o, g(r) can be
approximated by g(t):

o 2i h
im=y "0 | s@ni(3)ar,
i=0

where Li(%) = (-1)!’ijo(—l)/(j)(”jf)(%)/. The figures
of the distributed kernel g(r) and its approximation 2(t)
with different ¢ are shown in Fig. 11. Furthermore, the opti-
mized Hy index y and the number of decision variables
(p = %(29 + 3)(1 + 520 + 3))) in P; with our method
and the method in [29] are shown in Table IV. In terms of
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this figure and Table IV, it is indicated that g increases and
the approximation error e(tr) decreases as the growth of p.
Meanwhile, one can also observe that our approach needs
fewer decision variables to deal with the random delay and
deception attack without any approximation error and leads to
better Hy, performance than the existing approach in [29].

Based on these comparison results, it is shown that the
proposed LFC method for NPSs subject to random delay and
deception attacks in this manuscript is more effective than
some existing methods.

VI. CONCLUSION

This work studied the decentralized H, secure LFC of
NPSs with random communication delays and deception
attacks. A novel model of random transmission delays has
been presented by using the delay probability density. Based
on this model, the normal control signals and deception attacks
were represented as two distributed delay terms, in which
the probability density is treated as the distributed delay
kernel. Then, new sufficient probability-density-dependent
conditions were proposed by Lyapunov method to design the
decentralized Hy, secure controller to maintain the system
frequencies. The dynamics of power system were realized by
electrical circuit systems, which were executed by the profes-
sional Simcape toolbox of Simulink/MATLAB. The simulation
examples demonstrated the effectiveness of the developed
approach. In addition, how to extend the developed approach
to handle the LFC issue of NPSs with nonlinear dynamics or
integrated with wind power and solar power deserves further
investigations in the future.
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