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Quantum Noise-Assisted Coherent Radio-Over-Fiber
Cipher System for Secure Optical Fronthaul and
Microwave Wireless Links

Ken Tanizawa

Abstract—This article reports on a symmetric-key direct-data
encryption technique that directly protects the interception of
optical and microwave signals from physical layer in a coherent
analog radio-over-fiber (RoF) system. Secrecy is realized by signal
masking by quantum (shot) noise. The quantum noise masking
for the encryption is achieved by converting data into extremely
high-order signals at an optical frequency. After signal transmis-
sion over an optical fronthaul link, the frequency of the encrypted
signal is shifted to a microwave frequency via an optical heterodyne
process using a local oscillator for wireless transmission. The effect
of the quantum noise masking is naturally and seamlessly kept in
the heterodyne process. We experimentally demonstrate 12 Gbit/s
coherent RoF cipher systems utilizing the quantum noise masking
for a 30 GHz wireless band. Adequate signal quality and high se-
curity against interception with sufficient quantum noise masking
are simultaneously achieved in the optical fronthaul and microwave
wireless links.

Index Terms—Communication system security, encryption,
microwave photonics, optical fiber communication, RoF systems.

I. INTRODUCTION

IGH security is a critical value in communication net-
H works for transmission of important/private information.
One such security risk is interception in the physical layer
of communication systems, such as fiber tapping and radio
intercept. Wireless transmission is particularly vulnerable to
interception as microwave signals are broadcast through the
air. In current systems, conventional ciphers based on com-
putational complexity are implemented in the higher layers to
avoid the tapped signals from being successfully analyzed. The
interception from the physical layer itself should be directly
protected to achieve higher security in communication systems.
Recently, security of the physical layer in wireless systems has
been researched. Physical layer security based on advanced
coding [1] or direct-data encryption for the physical layer, which
utilizes unique signal encoding or scrambling [2]—[5], have been
demonstrated.
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Here, we focus on symmetric-key direct-data encryption uti-
lizing signal masking by quantum (shot) noise [6]. This cipher
system was originally demonstrated as AlphaEta [7] or the Y-00
quantum stream cipher [8] for fiber-optic transmission. Secrecy
was achieved by converting data (plain text) into an extremely
high-order signal with a pre-shared short seed key. The cipher
was, for instance, a 2!'7 (=131,072) phase-shift keying (PSK)
signal [9]; uncertainty caused by quantum noise at detection was
larger than the short signal distance of the high-order signals, and
correct measurement of the cipher by an eavesdropper without
the key was disrupted. Quantum noise has been an ideal mask
to realize secrecy as it is truly random and inherently inevitable.
The secrecy realized by quantum noise masking can neither be
modified nor avoided. Hence, the security of the system against
tapping remains high, even if the computational resources in-
crease drastically. High-speed cipher transmission at 10 Gbit/s or
more [9]-[14] and compatibility with dense wavelength-division
multiplexing (WDM) systems [15], [16] have been demonstrated
for secure fiber-optic transmissions.

To utilize quantum noise masking for the encryption of wire-
less signals is a straightforward extension. However, the effect of
the masking cannot be simply extended to wireless frequencies
as it is proportional to the square root of the signal frequency.
Microwave frequencies (1 to 100 GHz) are typically three to
five orders of magnitude lower than the optical one used for
communications (~200 THz). Hence, the secrecy at a frequency
of 20 GHz is approximately 1/100 of the one at the optical
frequency. Adding artificial noise with a pseudorandom noise
generator has been demonstrated [4], [5]. The artificial noise
was not truly random, unlike the quantum noise, and the secrecy
realized by the masking due to the artificial noise could not be
assessed theoretically in a strict sense.

We have recently proposed photonic generation of the quan-
tum noise-masking cipher at microwave frequencies [17]. An
optical heterodyne with a local oscillator (LO) was utilized
to achieve sufficient signal masking by quantum noise at
microwave frequencies. Generation of a 12 Gbit/s quantum
noise-masking cipher at a center frequency of 30 GHz was
demonstrated. This paper reports secure coherent analog radio-
over-fiber (RoF) systems utilizing the photonic generation of
the cipher. We experimentally demonstrated a proof-of-concept
12 Gbit/s coherent RoF cipher systems for 30 GHz wireless
bands. Sufficient quantum noise masking was achieved both
in the optical fronthaul and microwave wireless links, while
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Fig. 1. Signal masking by quantum noise: (a) Rotation of phase basis of
a symbol of QPSK, (b) Symbol-by-symbol change of rotation angles, (c)
Constellation diagram after encryption.

adequate signal qualities were kept. A coherent RoF system
with high security against both fiber tapping and radio intercept
was realized. The paper is organized as follows: In Section II,
operating principles of the quantum noise-masking cipher and
our proposed photonic generation of the cipher at microwave
frequencies are explained. In Section III, experimental demon-
strations of the 12 Gbit/s RoF cipher for 30 GHz wireless
transmission are shown. In Section IV, practical security of
the proposed system is discussed. The paper is concluded in
Section V.

II. OPERATING PRINCIPLES
A. Quantum Noise Making for Secrecy

To exploit signal masking by quantum noise, the basis phase of
conventional M-ary phase shift keying (PSK) data modulation
was rotated at an extremely high resolution in a symbol-by-
symbol manner. A short seed key, which was securely pre-shared
between legitimate users, was used to determine the rotation
angles. The operating principle of the encryption is explained in
Fig. 1. The data modulation was quadrature phase shift keying
(QPSK) (M = 4). As shown in Fig. 1(a), the phase basis of a
symbol of QPSK (the arrow on I axis) was rotated by O},agis(2).
Here, i is the identification number of a symbol. The rotation
angles O,si5(f), which ranged from —7/4 to 7w/4, were selected
in a symbol-by-symbol manner, as shown in Fig. 1(b). The angles
were randomly generated using the seed key (typically 256 bits)
and pseudorandom number generators (PRNGs). The procedure
is detailed in [16]

After the random phase rotation, the constellation became a
high-order PSK signal, as shown in Fig. 1(c). Provided that the
resolution of the rotation angles was w/20m+D for M = 4, the
order of PSK became 2"+2), The bit resolution m was set at a
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Fig. 2. Seamless conversion of the effect of quantum noise masking from

optical to microwave frequencies using optical heterodyne techniques.

number as large as possible for higher secrecy. We could intu-
itively surmise that eavesdropping attempts to correctly detect
the high-order PSK, e.g., 16,384 PSK for m = 12 and M = 4,
were prevented by noise. On the other hand, a legitimate receiver
who knew the angles of rotation for each symbol 6},,45(i) could
detect the original QPSK signal by subtracting 61,,i5(7) in a
symbol-by-symbol manner. Provided that m was particularly
large, adjacent signals were masked by quantum noise, as shown
in the magnified image of Fig. 1(c). The quantum noise masking
provided irreducible secrecy since quantum noise is truly ran-
dom and is inherently inevitable at detection. The masking effect
for secrecy is quantitatively discussed by defining a masking
number I as the ratio of A¢ggpor and Aby.sis:

A‘Pshot M -2™ 2hU()B
r= = , )
Aebasis 2 anO

where h, vg, B, 14, and Py are Planck constant, signal frequency,
signal bandwidth, quantum efficiency, and signal average power,
respectively. The masking number indicates the number of signal
phase levels covered by the variance of quantum noise. Here,
the masking number is defined assuming an ideal heterodyne
measurement, unlike our previous studies [9]—[11], [17] where
an ideal phase measurement is assumed. The masking effect is
proportional to the square root of the signal frequency v and is
inversely proportional to the square root of the average power
Py. Typically, microwave frequencies are three to five orders
of magnitude lower than optical ones while the average power
required for transmission with error-free detection is similar.
Hence, sufficient masking by quantum noise at microwave fre-
quencies is difficult to achieve.

B. Photonic Generation of Cipher at Microwave Frequencies

Optical heterodyne was utilized to generate the cipher at
microwave frequencies (<100 GHz). Fig. 2 shows the con-
figuration for the conversion of the quantum noise masking
from optical to microwave frequencies. First, the cipher was
generated at an optical frequency fop¢ (~ 200 THz) by a pre-
scribed encryption protocol. As the frequency was high enough,
sufficient masking by quantum noise was achieved here. Optical
heterodyne was then employed to shift f ¢ to a target microwave
frequency finicro. An LO light that had a frequency fopt + fmicro
Or fopt — fmicro Was mixed with the cipher. Then, the cipher and
LO were detected simultaneously by a photo detector (PD). The
frequency of the cipher was shifted to the microwave difference
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Fig.3. Experimental setup of the coherent analog RoF cipher system utilizing
quantum noise masking.

frequency finicro. During this process, the quantum noise in the
optical domain was added naturally and seamlessly to finicro-
Thus, the cipher with sufficient masking by quantum noise at
Jfmicro Was generated, and irreducible secrecy was achieved.

This microwave cipher system fit well with coherent analog
ROF systems as the basic configuration using optical heterodyne
with LO was consistent. In Fig. 2, the optical encryption and
the antenna with optical heterodyne process are supposed to
be in the base band unit and remote radio head, respectively.
They were connected via a fiber cable as an optical fronthaul
link, and the frequency shift was achieved near the antenna.
While quantum noise is one of the fundamental limits on signal
quality in analog RoF systems, it contributed to the secrecy in
this cipher system. The biggest advantage here was that both
the optical fronthaul and microwave wireless links could be
simultaneously secured against interception. Thus, total physical
layer security of the RoF system was achieved by the effect of the
quantum noise masking. Although a single-channel system was
considered here, this technique would be applicable to WDM
systems in a multi-user scenario.

III. EXPERIMENTS
A. Encryption and Decryption

We demonstrated a quantum noise-assisted 12 Gbit/s RoF
cipher system based on QPSK data for 30 GHz wireless trans-
mission. Fig. 3 shows the experimental setup. A data stream
consisting of a pseudorandom binary sequence (PRBS) with a
length of 223 — 1 and a pre-shared seed key were put into a
mathematical encryption box. Random phase rotation angles
Opasis(i) were generated in the box. First, PRNGs extended the
seed key to a key stream that was a very long PRBS. Here,
the bit resolution of phase randomization m was set to 16, such
that 16 bits of the key stream were consumed to generate one
random angle. A mapper was used to determine the rotation

JOURNAL OF LIGHTWAVE TECHNOLOGY, VOL. 38, NO. 16, AUGUST 15, 2020

angle 6y,,5i5(7) from the 16 bits of the key stream. Additionally,
the polarity of the QPSK data was randomized according to the
key stream. These process were implemented offline.

Three optical modulators were driven by the outputs from
the box via a 6 Gsample/s arbitrary waveform generator. The
coherent light at 1550.116 nm from a tunable laser diode was
modulated by an IQ modulator with the polarity-randomized
QPSK data (2 bits). Then, coarse-to-fine phase randomization
using two cascaded phase modulators (PMs) [9] was employed
for the phase randomization of the QPSK signal. The phase
rotation angles with 16-bit resolution were divided into coarse
(6-bit resolution) and fine (10-bit resolution) angles, and the
two PMs were synchronously driven by them. The driving
voltages were adjusted with radio frequency (RF) amplifiers and
attenuators such that the coarse-to-fine relationship described in
[11] was satisfied. Thus, the cipher with 218 phase levels was
generated at 1550.116 nm.

Next, the cipher was combined with an LO light at 1549.872
nm. The wavelength difference between the LO and cipher
was approximately 30 GHz. As this experiment was a proof-
of-concept demonstration, the wavelength difference was not
precisely locked to 30 GHz. Precise locking is necessary for
practical uses. The cipher and LO were transmitted over a
fiber link and detected simultaneously by a PD with a 50 GHz
bandwidth. This heterodyne process generated the cipher at a
center frequency of 30 GHz while keeping sufficient masking
by quantum noise. The cipher at 30 GHz was amplified and
transmitted over a short RF cable for a back-to-back condition
or a 0.3 m wireless link using a pair of horn antennas and an
RF amplifier. The distance of the wireless link was limited by
the size of the microwave shielding used. At the receiver, the
cipher was down-converted with an IQ mixer and an LO at
30 GHz. An oscilloscope with 6 GHz analog bandwidth was
used for digitization. Finally, digital signal processing (DSP)
was performed offline. The DSP incorporated decryption of the
cipher, which was a symbol-by-symbol subtraction of the angle
of phase rotation. This process was performed before carrier
phase recovery.

We demonstrated encryption and decryption in a back-to-back
condition with a short RF cable. The output of the coupler was
directly connected to the PD. The optical powers of the cipher
P ipher and LO Pr,g at the coupler output were set to —9.0 and
6.3 dBm, respectively. Fig. 4(a) shows the optical spectrum at the
input of the PD. The optical frequency difference between the
cipher and LO was approximately 30 GHz. Fig. 4(b) shows
the electrical spectrum after heterodyne detection. The cipher
was successfully generated at the center frequency of approxi-
mately 30 GHz. We then measured constellations and Q values.
Fig. 5(a) shows the constellations before and after the decryp-
tion. The QPSK constellations were successfully recovered,
and bit errors were not observed for the measured 22° bits.
Fig. 5(b) shows Q values of the cipher after the decryption and
the noncipher QPSK signal (reference). Pgipher changed from
—9 to —23 dBm while Pr,o was constant at 6.3 dBm. Q values
of the cipher after the decryption were more than 16.5 dB. A
large Q margin from a Q threshold of soft-decision forward error
correction (SD-FEC) (7.3 dB) was achieved. The Q penalty from



TANIZAWA AND FUTAMI: QUANTUM NOISE-ASSISTED COHERENT RADIO-OVER-FIBER CIPHER SYSTEM

10
0 LO
-10
-20
-30
-40
-50
-60

-70
1549

Optical power [dBm]

1549.5 1550 1550.5
Wavelength [nm]

(@)

1551

N
o

b N
S o

Power [dBm]
[N
o o

N &
o o

&
<)

20 25 30 35 40
Frequency [GHz]
(b)

Fig.4. (a) Optical spectrum at the input of the PD, and (b) Electrical spectrum
after heterodyning.
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Fig.5. Experimental results of the encryption and decryption in a back-to-back
condition: (a) Constellation diagrams before and after decryption, and (b) Q
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the reference curve of the QPSK signal was, at most, 0.6 dB.
Encryption and decryption were achieved without significant
negative impacts on the signal quality.

B. Cipher Transmission Over Fiber and Wireless Links

We replaced the RF cable with the pair of antennas and
demonstrated wireless transmission over the 0.3 m wireless link.
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Fig. 6 shows Q values when Pipper changed from —9 to —17
dBm. The red and blue curves indicate Q values without and
with transmission over a 1 km fiber link, respectively. Q values
were more than 15 dB after the fiber and wireless transmissions,
and a Q margin of more than 7.5 dB from the SD-FEC threshold
was achieved for measured Pgipnhe. In the current setup, the
RF power of the cipher at the input of the antenna was limited
to less than 0.5 mW by the gain of the RF amplifier we used.
Larger Q margins for a practical lossy wireless link could be
achieved with a higher gain amplifier. Furthermore, the use of
an optical amplifier before the PD was beneficial in significantly
enhancing the distance of the fiber link, although loss of a few
dB was acceptable without it.

The black curve in Fig. 6 shows the quantum noise masking
number calculated by substituting Peipher into Py in Eq. (1)
with 74 = 1. Pgipher 1S the optical power at the input of the fiber
link and highest in this system. Since the masking number is
inversely proportional to the square root of the optical power
Py, the masking number becomes lowest for Pgipher. In other
words, tapping at the input of the fiber link is the best case for
an eavesdropper. The curve indicates that the masking numbers
were kept at more than 100, and even had the eavesdropper
tapped all of the power of the cipher at the input. Thus,
adequate signal quality and security based on the quantum
noise masking were simultaneously achieved in this RoF cipher
system.

IV. SECURITY CONSIDERATION

Security of the RoF cipher system was ensured by the quantum
noise masking. Here, the masking effect along the fiber and
wireless links is discussed. Fig. 7 shows the schematic image of
the change in the masking number along the fiber and wireless
links. As mentioned in the previous section, the masking number
at the input of the fiber link I'i, ¢, calculated by substituting
P ipher into Py in Eq. (1), was the lowest in this system. Along the
fiber link, the masking number gradually increased as the power
of the cipher decreased due to the fiber loss. When the total
attenuation of the fiber links was agper, received optical power
at the PD was Ppp = Ofiber * Pcipher- The masking number in the
wireless link I'yireless Was calculated by substituting Ppp into
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Py in Eq. (1). Although the power of the cipher at microwave
frequency decreased as it propagated, the masking number was
virtually constant along the wireless link as the masking effect
on the microwave carrier frequency was negligible.

Next, the meaning of the masking number for the practical
security of the cipher system is discussed. Here, we focused
on typical attacking on a seed key and/or data where an eaves-
dropper intercepts the extremely high-order signals of the cipher
and subsequently analyzes them using computational resources.
Discrimination of the phase levels was an essential first step
as the subsequent analysis was effective for correctly measured
levels. However, such discrimination was inevitably disrupted
by the quantum noise masking. In the following, we consider
the case of our experiments, in which the cipher was 2'3-levels
PSK at 6 Gbaud. When an eavesdropper intercepted all of the
power of the cipher at the input of the fiber link (the best case
for an eavesdropper), the masking number followed the black
curve seen in Fig. 6. As an example, masking of 146 phase levels
(I'input = 146) was achieved at the maximum Pipher of —9 dBm
in the experiments. This meant that the probability of correctly
pinning down a phase level was approximately 1/146, even if an
eavesdropper without the seed key had used an ideal heterodyne
receiver limited only by quantum noise. In practice, obtaining
the correct phase levels of consecutive symbols is required
to deduce a seed key and/or to decipher data messages. The
probability of successful phase measurement of consecutive /
symbols is approximately (1/146). The symbol length [ required
to deduce a seed key by the subsequent analysis depends on the
procedure in the mathematical encryption box. It is typically
large, and the probability is very small in practice, e.g., 5.5 X
10770 for [ = 32. Detailed discussions of the practical security
in the optical domain are provided in other studies [18]—[20].
Another interception point was the wireless link. The quantum
noise masking number of the cipher at a center frequency of 30
GHz was 164 when Pcipher and agher Were —9 dBm and 0.8
(1 dB), respectively. The masking number was estimated to be
slightly higher than this value in practice because the quantum
efficiency 74, which was assumed to be 1 here, was lower than 1.
The probability of correctly pinning down the phase levels of
consecutive / symbols without the key became 1.3 x 107! for
I = 32 in the wireless link. Thus, high practical security was
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achieved both in the optical fronthaul and microwave wireless
links.

V. CONCLUSION

We have experimentally demonstrated a proof-of-concept
12 Gbit/s coherent RoF cipher system using optical heterodyne
frequency shift for secure optical fronthaul and 30 GHz-band
wireless links. In the system, sufficient quantum noise masking
of more than 100 was achieved for the ciphers, both at the
optical and microwave frequencies. The Q penalty caused by
the encryption and decryption was only 0.6 dB, which indicated
that high security against interception from the physical layer
can be achieved at small cost for transmission performances.
The security can neither be modified nor breached by an eaves-
dropper as quantum noise with which signals are masked for
encryption is truly random and is inevitable at signal detection.
In the experiments, the wireless link distance was limited to
0.3 mbecause of the size of shielding. Transmission over a longer
distance was feasible. Moreover, a larger Q margin for practical
lossy wireless links could be achievable with a higher gain RF
amplifier. The distinctive advantage of this RoF cipher system
was that both the optical fronthaul and microwave wireless links
were simultaneously secured against interception. In addition,
this approach was applicable to all microwave frequencies by
simply adjusting the wavelength difference between the cipher
and LO lights. Applications in various mission-critical network
systems requiring high information security are expected.
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