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Abstract—The Internet plays an essential role in modern so-
cieties and in the amount of sensitive data transported over the
optical networks that shows its’ importance has increased dras-
tically. Therefore, it is critical to develop data protection schemes
for optical fiber communications to provide user security. The Y-00
quantum-noise randomized stream cipher that employs extremely
high-order modulation and restricts an attacker’s interception of
ciphertext is a practical candidate for providing data protection. In
this article, we introduce the operation principle of the Y-00 cipher
with respect to data encryption and decryption. The Y-00 cipher
combines the mathematical encryption of multi-level signaling and
physical randomness, and provides a high level of security to the
physical layer of optical communications and a high communica-
tion performance. We also present the noise masking phenomenon
of the Y-00 cipher with intensity modulation (IM). This noise mask-
ing is generated by shot noise, i.e., quantum noise and additive noise
such as amplified spontaneous emission noise. The noise masking
phenomenon fails an attacker’s interception of the ciphertext. The
secrecy of the IM Y-00 cipher is also discussed, and an approximate
analytical solution is introduced for evaluating the probability of
the attackers accurately guessing the ciphertext. Finally, the secrecy
of a 1,000-km transmission system is experimentally demonstrated
with the Y-00 cipher transceiver at data rate of 1.5-Gb/s using the
derived analytical solution to deduce the high secrecy of the entire
transmission system.

Index Terms—Communication system security, encryption,
modulation, optical fiber communication.

I. INTRODUCTION

S ENSITIVE data, such as confidential and personal in-
formation, are stored and communicated in the Internet.

Therefore, access to such information by unauthorized parties
must be restricted. A networking framework is defined by the
open systems interconnection model to implement protocols
in seven layers. It is essential to make all these layers secure
for building a secure network. The classical cipher based on
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Fig. 1. A cipher communication system generally requires a cryptographic
key and a cipher for data encryption and decryption.

mathematical theories is employed for the sensitive data, when
required. The binary digital signals of the data are processed
in the classical cipher to provide binary digital signals of the
ciphertext, which can be easily intercepted and possibly moved
into cryptanalysis by the attackers. While the data must be
processed digitally from layer 2 or higher, various modulation
schemes and physical phenomena can be applied for encryption
in layer 1 of the physical layer to provide secure communication
systems. A cipher communication system includes a key and a
cipher for ciphering plaintext and deciphering ciphertext at both
ends of a transmission link (Fig. 1). Therefore, the development
of a secure key distribution scheme and the invention of strong
algorithms for data encryption and decryption are necessary
to realize secure communication. In the classical cipher, RSA
(Rivest–Shamir–Adleman) algorithm is a practically utilized
scheme for key distribution. A post-quantum cryptosystem has
been studied for secure key distribution against attack by a
quantum computer. As for the data encryption scheme, the
advanced encryption standard (AES) is practically used. One-
time pads (OTPs) are information-theoretically secure when
a truly random cryptographic key is given, although they are
hardly cost effective. Key distribution is achieved using physical
phenomena. For instance, BB84 is a well-known protocol that
uses quantum key distribution (QKD) based on quantum entan-
glement [1]. Data encryption using physical phenomena is also
possible. For instance, secure systems, such as the ones assisted
by chaos [2], based on optical code domain multiplexing [3],
or assisted by multi-level signaling with physical randomness
of noise [4], have been reported. Any combination of a key
distribution scheme and a data encryption scheme provides a
cipher communication system. The integrity of the key is an
important issue that is overcome by using a third party known
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as certificate authority (CA), which certifies the key ownership.
We focused on a data encryption scheme assisted by multi-level
signaling because we aim to develop a data encryption scheme
that realizes practical and secure communication systems with
a high data rate of more than 1 Gbit/s and a long transmission
distance of over 1000 km. We assumed herein that the same
cryptographic keys used for encryption at the transmitter end
and decryption at the receiver end are shared securely in advance
before the cipher communication starts. In addition, we aim to
achieve a high compatibility with the deployed optical commu-
nication infrastructure for practical applications. As introduced
in the subsequent section, the Y-00 quantum-noise randomized
stream cipher (Y-00 cipher) [4], originally proposed to utilize
masking using quantum noise, employs multi-level signaling
with extremely high-order modulation and hides the ciphertext
by imposing noise on cipher signals. This feature is remarkably
different from that of the classical cipher, as the Y-00 cipher
forces an attacker to fail the interception of the ciphertext.

In this paper, we extend the presented paper in [5] and discuss
further on Y-00 cipher encryption and decryption principles
using Y-00 cipher with intensity modulation (IM). In addition,
we discuss the noise masking generated from the shot noise, i.e.,
quantum noise and additive noise, and then compare the amounts
of the noise masking obtained using typical parameters in prac-
tical Y-00 cipher communication systems. We then introduce an
approximate analytical solution for evaluating the probability of
guessing the accurate ciphertext expressed with noise masking
numbers. Using the probability, we evaluate the secrecy of a
1,000-km Y-00 cipher transmission system and experimentally
demonstrate it using 1.5-Gb/s Y-00 cipher transceivers. It should
be noted that we mainly focus on the IM Y-00 cipher in this study,
although Y-00 cipher can also be realized by phase modulation
(PM) and quadrature-amplitude modulation (QAM).

The reminder of this paper is organized as follows: the con-
cept, features, and the basic operation principle of the Y-00
cipher is described in detail in section II. Then the noise mask-
ing achieved by shot noise and additive noise is presented in
section III. An approximated analytical solution related to the
probability of guessing the ciphertext accurately is introduced
in section IV. The secrecy of the experimentally demonstrated
transmission system is evaluated in section V, and the conclu-
sions are presented in section VI.

II. Y-00 QUANTUM STREAM CIPHER

A. Concept and Features

A physical cipher that employs multi-level signaling and
realizes a direct data encryption system is theoretically proposed
[4] and experimentally demonstrated [6]. The realization scheme
used for the cipher is called AlphaEta (αη) or Y-00 quantum
stream cipher. The Y-00 cipher utilizes both a mathematical
cipher of the classical cryptosystem and the physical randomness
of noise for achieving high security. The implementation of
the Y-00 cipher include PM [7], IM [8], and QAM [9]. The
data rates of experimental demonstrations [10]–[26] are in the
Gb/s regime. The notion of the data encryption performed is
illustrated in Fig. 2. The eye-diagram of the plaintext with

Fig. 2. Basic concept of theY-00 cipher that restricts the interception of
ciphertext (Y-00 cipher signals) by an attacker.

Fig. 3. Y-00 cipher direct data encryption system.

Fig. 4. Schematic of noise masking of (a) intensity modulation, (b) phase
modulation, and (c) quadrature-amplitude modulation. Each inset shows the
noise masking effect.

binary signals is encrypted with multi-level signaling, and the
eye-diagram of Y-00 cipher signals is closed. Therefore, even
though an attacker can tap a portion of the Y-00 cipher signals,
the interception of the ciphertext fails.

The Y-00 cipher is a symmetric key encryption scheme,
where the same key is shared in advance with the transmitter
and receiver for direct data encryption (Fig. 3). During the
encryption, the physical randomness of the noise is combined
with the mathematical encryption of multi-level signaling for
hiding the ciphertext using the noise of Y-00 cipher signals. A
legitimate receiver can recover the original signal of plaintext
from the cipher signal masked with noise using a shared key and
mathematical signal processing. The classical light from a laser
diode enables the cipher signal transmission to the legitimate
receiver.

B. Noise Masking for Restricting the Interception
of Ciphertext

A cipher signal masked with noise is generated by multi-level
signaling or high-order modulation. As the modulation order
increases, the power difference between adjacent signals de-
creases. When the modulation order is significantly high, and the
power difference is significantly low, a cipher signal is covered
with the noise of the adjacent cipher signals [27]. Figs. 4(a), 4(b),
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Fig. 5. Basic configuration of Y-00 cipher communication system (OSK -
overlap selection keying).

and 4(c) illustrate the noise masking in IM, PM, and QAM,
respectively. The noise of the cipher signal (shown by gray
circles in each inset) penetrates into adjacent signals. The noise
includes the shot noise (quantum noise) and the additive noise
of amplified spontaneous emission (ASE) noise.

The randomness of the quantum noise generated from the sig-
nal measurement is important in the theoretical investigation of
the Y-00 cipher security in cryptography [28]. True randomness
leads to unchanged secrecy. Therefore, masking the signal with a
quantum noise provides high secrecy and is more robust against
attackers. Accordingly, this cipher is called the “quantum”-noise
randomized stream cipher. The ASE noise is usually dominant
when the Y-00 cipher communication system is used in a long-
haul link using optical amplifiers. The ASE noise is different
from the shot noise because it is an additive noise. Although such
a difference might lead to difference secrecy in cryptographic
investigation, the noise masking by the ASE–signal beat noise
also positively contributes to the restriction of the interception
by an attacker. The security requirements for the mathematical
encryption are mitigated because of the noise masking, which is a
practical advantage compared to classical cryptography utilizing
only mathematical encryption.

C. Basic Operation Principle

The basic operating principle of Y-00 cipher is introduced
with reference to the typical configuration of Y-00 cipher shown
in Fig. 5. The sets of modulation basis are defined in advance.
Each basis comprises levels that encode plaintext. For example,
a basis can include two levels of “0” and “1” in IM Y-00, as
shown in Fig. 6(a), in which the number of bases is M. During
encryption, a basis, Bi (1 ≤ i ≤ M), is selected in a bit-by-
bit manner using a pseudo-random number generator (PRNG),
which expands the pre-shared key into a much longer running
key. The intensity level, Pi (1 ≤ i ≤ 2M), is selected by the basis
and the incoming data of the plaintext by referring to the table
of the basis for encryption (shown in Fig. 6(d)). The details of
the randomization technique of overlap selection keying (OSK)
and a mapper incorporated in the mathematical processing for
higher security are provided in [28]–[33]. Fig. 6(b) shows the
resulting time waveform of the high-order IM. An electrical
digital-to-analog converter (DAC) is incorporated into the driver
for E/O conversion. The number of bases M is practically limited
by the resolution of the DAC, which is 12 bits at most for the

Fig. 6. (a) A set of basis, (b) a waveform of IM with noise after encryption, and
(c) threshold at encryption. Reference tables of (d) encryption and (e) decryption.

speed of Gbaud. An optical multiplexing scheme using multiple
electrical DACs for breaking the limit has been demonstrated
earlier [23], [24], [26]. In decryption, a legitimate user uses the
same PRNG, sets of bases, and the pre-shared key. Therefore,
the adjacent signals need not be resolved for decryption. The
threshold of the decision circuit is set in a bit-by-bit manner,
as shown in Fig. 6(c), to the middle of two intensity levels of
the basis ((Pi + PM+i)/2 for Bi) by referring to the table for
decryption shown in Fig. 6(e), which results in recovering the
original signal of plaintext. Given that the two levels within each
basis are far from each other, correct decisions without errors
can be achieved between legitimate users even in the presence
of noise, as shown in Fig. 6(b).

D. Practical Applications

As the Y-00 cipher features a high connectivity with deployed
optical communication, it can be used in several practical ap-
plications. A point-to-point transmission is an application. For
instance, a long reach of over 1,000 km is demonstrated using
inline repeater optical amplifiers [25]. The short reach of the
cost-effective system includes another point-to-point transmis-
sion application, in which the current of a distributed feedback
laser is directly modulated for compact transmitter, and no inline
optical amplifier is employed over the 80 km transmission [14].
Other practical applications include the wavelength-division
multiplexed transmissions [13], [16], overlay transmissions with
non-cipher signals [7], [21], digital-coherent transmission of PM
Y-00 cipher [24], [26] and QAM Y-00 cipher [15], [20], optical
routing [22], and a free-space communication for secure optical
wireless communications [17].

III. NOISE MASKING OF THE IM Y-00 CIPHER

This section discusses the noise masking produced by the
noise, which is the quantum noise (i.e., shot noise) and additive
noise of the ASE noise. The amounts of noise masking by the
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shot noise and ASE noise are compared, and their effects to
security are discussed.

A. Noise Masking by Shot Noise

Here, the noise masking phenomenon produced by the quan-
tum noise is discussed, where quantum noise implies the shot
noise. Multi-level IM signals denoted by Pi (1 ≤ i ≤ 2M) is
considered, in which the numbers of intensity levels and bases
are 2M and M, respectively. The signals have the same intensity
difference. The maximum and minimum powers are P2M and
P1, respectively. The shot noise of the optical light with an
optical power of P0 detected by an ideal photodetector (PD)
is represented as

σshot = e
√
2P0B/hν0, (1)

where h is the Planck constant, ν0 is the optical light frequency,
e is the electric charge, and B is the signal bandwidth. A respon-
sivity of a PD in the analysis is assumed to be 1. The power
difference of neighboring signal levels is derived as follows:

ΔPbasis =
P2M−P1

2M−1 (2)

Assuming that an ideal PD is utilized for optical-to-electrical
conversion, the amount of noise masking is defined using shot
noise and minimum power difference as follows:

ΓIM_shot =
2σshot

ΔPbasis
= 2(2M−1)e

P2M−P1

√
2BP0

hν0
(3)

The noise masking number of the IM Y-00 cipher is related to
parameters, such as the number of bases, signal frequency, signal
bandwidth, and the maximum and minimum signal powers. The
maximum power level of P0 = P2M demonstrates the highest
ΓIM_shot, and the minimum power level of P0 =P1 demonstrates
the lowest ΓIM_shot. For avoiding ΓIM = 0, a DC offset of P1

(� 0) is intentionally added in IM Y-00 at the expense of the
transmission performance of Y-00 cipher. By substituting the
ratio of the maximum power to minimum power, r = P2M / P1,
and P0 = PM = (P2M + P1)/2 in (3), we obtain

ΓIM_shot =
(2M−1)(r+1)e

r−1

√
2B

PMhν0
(4)

The masking number approaches infinity, as r approaches
1 (P2M = P1), and the Y-00 cipher transmission performance
degrades. Meanwhile, the transmission performance is better
when r is large. However, the masking number of P1 becomes
much smaller than that of P2M. We set the max-to-min power
ratio r = 2 in the subsequent discussion and experiments to
balance the transmission and security performances. The noise
masking number is numerically calculated using (3), when the
average signal power and number of bases are changed. In the
calculation, the wavelength of the signal is set to λ = 1550 nm,
which corresponds to ν0 = 193.4 THz. The signal bandwidth
is denoted as B = 1.5 GHz. Fig. 7 shows the noise masking
numbers for M = 211, 213, and 215, when the average power is
changed from −20 − 10 dBm. Although an electrical DAC that
achieves M = 211 is employed in the following experiment,
a higher M can be achieved using multiple electrical DACs
[23]. The solid curves and dashed curves show the numbers of

Fig. 7. Noise masking number by shot noise of the IM Y-00 cipher as a function
of average optical powers and number of bases.

the minimum power (P1) and maximum power (P2M), respec-
tively. These results indicate that lower power values and higher
number of bases are preferred for realizing high noise masking
numbers.

B. Noise Masking by ASE-Signal Beat Noise

Additive noises, such as ASE noise, also provides noise
masking. Therefore, it is essential to discuss the noise masking
phenomenon achieved by ASE-signal beat noise. Here, the
ASE-ASE beat noise is ignored because it is negligibly small
compared to the ASE-signal beat noise in our cipher system.
The standard deviation of the noise is represented by

σASE =
√

2BP 2
0

RREFOSNR , (5)

where RREF is the bandwidth of reference, typically, 12 GHz
(0.1 nm), and OSNR denotes the optical signal-to-noise ratio
(OSNR) of the IM Y-00 cipher signal. The amount of noise
masking is derived by

ΓIM = 2σASE

ΔPbasis
= 2(2M−1)P0

(P2M−P1)

√
2B

RREFOSNR
(6)

Similar to the case of noise masking by shot noise, the DC
offset of P1 (� 0) prevents the condition of no noise masking on
the lowest power level of Y-00 cipher signals. Noise masking is
dependent on a signal power. The amount of noise masking of
P2M is r times higher than that of P1. By substituting the ratio
of maximum power to minimum power r = P2M / P1 and P0 =
PM ( = (P2M + P1) / 2) in (6), we obtain

ΓIM = (2M−1)(r+1)
r−1

√
2B

RREF
· 1
OSNR

(7)

ΓIM has a smaller value for a higher OSNR. Noise masking is
numerically calculated using (7) for the bases numbers of M =
29, 210, 211, and 212, when OSNR is changed. The noise masking
number of 200 is achieved for M = 211, when OSNR = 30 dB
as shown in Fig. 8. Even with a lower basis number of M = 29, a
noise masking number of 150 is achievable for OSNR = 20 dB.
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Fig. 8. Noise masking number by ASE-signal beat noise of the IM Y-00 cipher
as a function of OSNR (optical signal-to-noise ratio) and the number of bases.

Fig. 9. Noise amount of shot noise and ASE-signal beat noise.

C. Comparison of the Amounts of Shot Noise and Beat Noise

The amounts of shot noise and ASE-signal beat noise are
compared. Fig. 9 summarizes the noise amounts with respect to
the typical parameters in a practical Y-00 cipher communication
system. It is observed from this figure that the ASE-signal beat
noise is higher than the shot noise for the higher signal powers.
The difference is smaller for the lower signal powers, and the
shot noise is higher than the ASE-signal beat noise, for instance,
for the signal power of −20 dBm and the OSNR of 40 dB.

IV. PROBABILITY OF GUESSING THE CIPHERTEXT ACCURATELY

To date, Y-00 cipher security has been theoretically inves-
tigated, and the general property of the Y-00 cipher has been
clarified [28]. In our previous work, the probability of an attacker
failing to guess the ciphertext accurately was discussed [21]. In
this section, the probability of an attacker guessing the correct ci-
phertext is discussed under some assumptions [34]. It is assumed
that an attacker observes the Y-00 cipher, i.e., multi-level signals
with the same power difference, and tries estimating the correct
power level. It is also assumed that direct detection is performed,
and the probability distributions of the measurement result are
shown in Fig. 10 is approximated by Gaussian. Furthermore, to
simplify our analysis, we assumed that each standard deviation
of the distribution is represented by the average value when P0

Fig. 10. Model of measurement results by an attacker for multi-level IM
signals.

Fig. 11. Probability of guessing the ciphertext accurately.

= PM, although it is not strictly the same as mentioned in the
previous section. The probability of correct signal detection at
a single time slot is derived under these assumptions as

Psingle = 1− 2M−1
2M erfc

[
1√
2Γ

]
, (8)

where erfc[�] is the complementary error function andΓ denotes
ΓIM_shot or ΓIM. The probability of correct signal detection at
a single time slot is expressed by the parameters, such as the
number of bases and the amount of noise masking. Considering
that the number of bases is high, (8) is approximately expressed
using only Γ as

Psingle ≈ erf
[

1√
2Γ

]
, (9)

where erf[�] is the error function. The probability at a single time
slot has been discussed so far. However, the signal detections of
successive time slots are required for intercepting the data or key.
The probability in such cases is expressed using the successive
number l as

Pkey = (Psingle)
l (10)

The successive number l is related to the key length and
mathematical complexity, which is beyond the scope of this
work. Fig. 11 shows the probability of correctly guessing the
successive time slots. A higher masking number and a longer
l are necessary for ensuring a better security of the system.
The probability can be easily decreased by employing a higher
number of bases. It should be noted that the entire secrecy of Y-00
cipher is not evaluated only by the probability. The complexity of
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Fig. 12. 1.5-Gb/s IM Y-00 cipher with 4096 intensity levels. (a) An eye-
diagram measured by a photodetector with DC couple, and (b) the bit error
ratio.

mathematical randomization, namely the generation scheme of
the pseudo-random number, must also be considered. However,
the above analysis is effective in estimating the secrecy of the
Y-00 cipher communication system.

V. SECURITY ASSESSMENT OF THE TRANSMISSION SYSTEM

We demonstrate real-time 1,000-km cipher transmission at
1.5 Gb/s using a Y-00 cipher transceiver we developed [25]. In
this section, the noise masking phenomenon is experimentally
measured, and the probabilities of accurately guessing the ci-
phertext in the transmission system are evaluated.

A. 1,000-km Transmission Using a Y-00 Cipher Transceiver

In the transmitter of a Y-00 cipher transceiver [19], a binary
signal is modulated at 1.5 Gb/s using a LiNbO3 Mach-Zehnder
modulator, for which the bias is set on a bit-by-bit basis based
on a stream of pseudo-random numbers (PRNs), as mentioned
in section II. In the transceiver, a linear feedback shift register
(LFSR) is employed as a simple PRNG. The PRNs are generated
by extending the initial key of 256 bits to a key of length 2256 - 1
with the LFSR. The 256-bit initial key is a pre-shared secret
between the transmitter and receiver. The number of bias levels
M is set to 2048 (=211), and consequently, Y-00 optical cipher
signals with 4096 intensity levels are generated using a DAC
with a 12-bit nominal resolution. The effective resolution might
be smaller, which, in practice, will result in an enhancement of
the noise masking effect, provided that the noise is considered
to be random. The power ratio r of the highest cipher signal to
the lowest (P2M / P1) is set to 2.0 by adding a DC voltage to
a Mach–Zehnder modulator (Fig. 12(a)). The binary data is a
pseudo-random bit sequence (PRBS) with a length of 231 - 1.
The wavelength of the Y-00 cipher signal is set to 1550.12 nm.
In the receiver of the Y-00 cipher transceiver, the incoming
Y-00 cipher signal is converted to an electrical signal by direct
detection with AC coupling. Then the multi-level electrical
signal is then decrypted to a binary signal by changing the
threshold level of the binary signal decision circuit in a bit-by-bit
manner using the same PRNs generated from the key shared

Fig. 13. Experimental setup for the 1,000-km transmission of 1.5-Gb/s IM
Y-00 cipher (SMF - single mode fiber, IDF - inverse dispersion fiber, EDFA-
erbium-doped fiber amplifier, TX and RX - transmitter and receiver of the Y-00
cipher transceiver, respectively).

Fig. 14. Eye diagrams of the IM Y-00 cipher of 4096 intensity levels measured
using a photodetector with AC coupling at (a) 0 km and (b) 1,000 km.

between the transmitter and receiver. The bit error ratio (BER)
values obtained are shown in Fig. 12(b). The OSNR is set by
adding ASE noise from an optical amplifier to the signal, and
an optical bandpass filter (OBPF) with a 3-dB bandwidth of
0.5 nm was used to suppress out-of-band ASE noise. The OSNR
required for achieving BER of 10−9 is 30 dB, which is higher
than that required for on–off keying. This is the drawback of
the high security in the intensity-modulated Y-00 cipher. The
required OSNR is smaller if the power ratio, r, is set to a lower
value, although the level of security is reduced. The relationship
between the power ratio and the probability that an attacker
will detect the wrong intensity level is described in [21]. An
eye-diagram of the Y-00 signal measured with a photodetector
of 12.4 GHz with DC coupling is shown in Fig. 12(a). The
white horizontal line indicates the absence of optical power as
a reference line. The eye looks closed, as the power difference
between the neighboring power levels is as low as 1 μW, when
the average power of the Y-00 signal is 6 dBm.

Fig. 13 shows the setup of our transmission experiment.
The setup comprises the transmitter (TX) and receiver (RX)
of the Y-00 cipher transceiver and the dispersion-managed link.
The span of the link comprises a single mode fiber (SMF) with
a large effective area and an inverse dispersion fiber (IDF). The
length and the average loss of each span are 40 km and 11.1 dB,
respectively. The transmission link included 25 spans and 25
optical amplifiers (erbium-doped fiber amplifiers (EDFAs)), and
the total length is 1,000 km. The optical powers launched on all
spans (Pin) are set to be similar. The eye-diagrams are measured
using a photodetector of 12.4-GHz bandwidth with AC coupling.
Both the eye-diagrams at 0 km and 1,000 km (Figs. 14(a) and
13(b)) appear noisy, as the noise masks the adjacent levels of
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Fig. 15. Bit error ratio (BER) at 1,000 km for span input powers.

signals. The BER of the binary data (PRBS: 231-1) is measured
after Y-00 decryption. Fig. 15 summarizes the BERs for input
powers with respect to each span (Pin = 0 –10 dBm). For input
powers from 5 – 7 dBm, an error-free transmission with BER <
10−9 is demonstrated. When Pin is further increased, the BER
values decrease due to the nonlinear effect caused in optical
fibers of the dispersion-managed link. When Pin is decreased,
the OSNR values also decrease, thereby resulting in very low
BER values.

B. Security Assessment

The probabilities of guessing the ciphertext accurately are
evaluated in the 1,000-km transmission link using the analytical
solution derived in the previous section, when Pin is set to 6 dBm
for achieving a BER of < 10−9 after the 1,000-km transmission.
The maximum noise masking number of the shot noise in the
transmission link is calculated using (3) to be ΓIM_shot = 19.5
when the shot noise is calculated to be 0.45 μA using (1).
The shot noise covers more than 19 levels of different Y-00
signal intensities. The noise masking number of the ASE-signal
beat noise is measured in the following way. First, the OSNR
value is experimentally measured and then the noise masking
number, ΓIM, is calculated using (7). The ASE noise and shot
noise are included in the masking effect since the noise of the
measured OSNR also contains shot noise. The OSNR values
of the Y-00 cipher signals from each EDFA are measured. The
minimum value is ΓIM = 33.8 at the output from the transmitter
and increases along the transmission link. The maximum value
is ΓIM = 190 after the last EDFA. Next, the probabilities of
guessing the ciphertext accurately are calculated using measured
ΓIM and (10). In the calculation, l is set to 23, as the LFSR is
utilized in the transceiver as a PRNG [34]. The probabilities
are plotted in Fig. 16 as a function of a measurement point in
the 1,000-km transmission system. The minimum probability of
1.7 × 10−55 (ΓIM = 190) is observed at the receiver end,
for which the OSNR is a minimum, whereas the maximum
probability of 1.6 × 10−38 (ΓIM = 33.8) is observed at the
transmitter end, for which the OSNR is a maximum. Thus, it
is established that even when an LFSR is utilized as a simple
PRNG, the probability of the transmission system is lower than
10−37. Therefore, we can easily decrease the probability either
by setting a higher number of signals levels and/or by employing
more complicated PRNG.

Fig. 16. Probability of accurately guessing the ciphertext.

VI. CONCLUSION

We presented the basic concept, noise masking phenomenon,
and the operation principle of the Y-00 cipher for data encryp-
tion. The noise masking required for restricting the interception
of ciphertext by the attackers was generated by the shot noise,
i.e., quantum noise and ASE-signal beat noise. The noise mask-
ing parameters of both noise were derived and compared for the
Y-00 cipher with intensity modulation. In addition, an approxi-
mate analytical solution of the intensity modulated Y-00 cipher
to evaluate the probability of accurately guessing the cipher text
was discussed. The solution was applied to evaluate the secrecy
of the intensity modulated Y-00 cipher transmission system of
1,000 km with inline optical amplifiers at a bit rate of 1.5 Gb/s. In
the transmission system using optical repeater amplifiers, careful
design of the system parameters such as the basis number, M,
power ratio, r, data rate, B, and OSNR is required to achieve the
target security level of the transmission system.
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