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ABSTRACT | Wireless sensors and actuators connected
by the Internet-of-Things (IoT) are central to the design of
advanced cyber-physical systems (CPSs). In such complex,
heterogeneous systems, communication links must meet
stringent requirements on throughput, latency, and range,
while adhering to tight energy budget and providing high
levels of security. In this paper, we first summarize wireless
communication principles from the perspective of the
connectivity needs of 10T and CPS. Based on these principles,
we then review the most relevant wireless communication
standards before focusing on the key security issues and
features of such systems. In particular, the gap between the
security features in the communication standards used in
CPSs and loT and their actual vulnerabilities are pointed out
with practical examples and recent attacks. We emphasize the
need for a more in-depth study of the security issues across all
the protocol layers, including both logical layer security and
physical layer security.
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I. INTRODUCTION

Cyber—physical systems (CPSs)! are complex, hetero-
geneous distributed systems typically consisting of a
large number of sensors and actuators, which are con-
nected to a pool of computing nodes. With the fusion
of sensors, computing nodes, and actuators, which are
connected through various means of communications,
CPSs aim to perceive and understand changes in the
physical environment, analyze the impacts of such
changes to their operation, and make intelligent deci-
sions to respond to the changes by issuing commands to
control physical objects in the system, thereby influenc-
ing the physical environment in an autonomous way [1].
The connection between actuation and sensing through
the physical environment, and between sensors and
actuators through one or multiple (distributed) comput-
ing or intelligent control node(s) forms a feedback loop
which aims at achieving a desired objective or steady
state. As such, a CPS either acts with full autonomy
or at least provides support for a human-in-the-loop
mechanism as part of semi-autonomous control func-
tions. This distributed closed-loop process allows a CPS
to remotely influence, manage, automate, and control
many man-made (but also natural) small-, medium-, and
large-scale systems. Due to the operational nature of
CPSs in most industrial control processes, CPSs are also
known as operational technology systems (OT systems)
which will be discussed in further detail in Section V-B.

The term “cyber—physical systems” was coined by Helen Gill
around 2006 at the National Science Foundation of the United States.
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The massive adoption of internet protocol (IP)-enabled
devices (i.e.,
increasing wireless connectivity has thereby blurred the
boundary between CPSs and the Internet-of-Things (IoT).

The concept of IoT stems from connected smart
devices [2], which may or may not be interacting with a phys-
ical object. Hence, there are application scenarios even in the
classical IoT domain that can already be conveniently classi-
fied under either the IoT or the CPS domain, e.g., distributed
set of sensor nodes to monitor and control the energy usage
of a manufacturing plant. Famous examples for CPSs and IoT
systems and corresponding applications [3], include but are
not limited to, large-scale environmental systems (e.g., natu-
ral resource management), power and energy generation and
distribution, transportation infrastructure, home automa-
tion, autonomous driving, personal healthcare, logistics, or
industrial manufacturing. Due to the diverse variety of appli-
cations, CPSs are expected to have a tremendous economic
impact [4] through their critical role in OT as well as intelli-
gent control systems. In the following, while discussing these
applications, we use the collective term as CPSs to stress the
rich interaction with the physical world and the consequent
security issues that originate from this interaction.

Besides sensors, actuators, and computation nodes, con-
nectivity is an essential part of CPSs which are typically
highly distributed over various scales from local environ-
ments such as the human body, all the way to a global scale.
While fixed wired networks (e.g., the Ethernet) can cover
this task for some applications, many relevant recent appli-
cations and CPS components are based on battery operated
or even energy-autonomous devices that rely on wireless
communications. Interestingly, this trend toward physically
fully detached nodes is experienced not only in an increasing
number of cases where wires are unacceptable, but also for
cases where power supply from the mains and wired network
connections would in principle be feasible or even available.
Reasons for preferring wireless connectivity are often simply
the reduced installation cost or the desire to ease the instal-
lation. The increasing availability of a wide range of wireless
technologies, optimized for different communication scenar-
ios and requirements (also those specifically relevant to CPSs)
has therefore been an important driver for the success and
rapid adoption of CPSs in our society and will remain of criti-
cal importance for its future evolution.

An abstract view of the CPS/IoT layers is depicted in Fig. 1.
The sensing/actuation layer that is enabled by IoT sensors
and actuators is supported by a transport/communication
layer by interconnecting the nodes to the system application
layer with a pool of computation nodes for data analytics and
decision making to support a wide varieties of OT applica-
tions. The different components in these layers can be con-
nected through different wireless and wired communication
protocols, including also the frequently cited “IP-based IoT
infrastructure.” When such systems also act on the physical
world through the integration of connected actuators, they

IP sensors and actuators) in CPSs and the
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Fig. 1. Layered view of CPSs and IoT.

form a CPS. Hence, the IoT forms the basis for many modern
complex CPSs. In essence, CPSs carry their name due to their
interaction with the physical environment through sensing
and actuation devices. However, while some CPSs may also
be known as IoT systems from the protocol perspective, if the
sensing and actuation devices are IP-capable, we note that
many other local CPSs exist today that are still fully detached
from the global IP network (a situation that will change over
time). Yet, a CPS may be viewed from the functional perspec-
tive and be known as an OT system if it is used for supporting
the operation of industrial control processes.

Unfortunately, albeit the obvious advantages of wireless
connectivity, eliminating the wires also comes with a num-
ber of difficulties and challenges regarding communication
performance (e.g., latency, range, and throughput), power
consumption of the node, and security. Together with the
requirements of a CPS, these concerns dictate the choice
of the right wireless communication standard and set the
stage for research on the next-generation secure wireless
connectivity of CPSs through all layers of the network stack.

In this paper, we draw attention to the myriad of wireless
communication systems and standards utilized in CPSs and
in IoT. We discuss their technologies and properties from a
communications perspective, and also the security practices
for CPSs which interface with wireless communication secu-
rity standards/protocols. In this context, we focus exclusively
on the security of CPSs and IoT systems, for which we point
inquisitive readers also to [5]-[7]. The study of physical side-
channel attacks, which pertains to the implementation secu-
rity of CPS or IoT devices are left outside the scope of this
paper and can be referred to in [8] and [9].

The rest of this paper is organized as follows: In Section II,
we summarize the wireless communication and security
properties and requirements of CPSs and IoT systems. In
Section III, we first turn our attention to the communica-
tion aspect and we discuss some fundamental technologies
of the different communication layers as a basis for under-
standing the properties of different standards. In Section IV,
we describe the most important communication standards
for CPSs and IoT based on the previously discussed funda-
mentals and together with their most important properties
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as a basis for selecting the right standard for a particular
system with respect to the initially described requirements.
Section V then proceeds to the security issues and measures
of CPSs and IoT in general, while Section VI-A is more spe-
cifically concerned with the security issues of wireless CPSs
and IoT systems. Section VII summarizes the conclusions
and identifies challenges for future work.

IT. COMMUNICATION AND SECURITY
FOR IoT AND CPSs

The communication and security requirements of CPSs
and IoT are supported by a diverse wireless and wire-
line communication infrastructure that provides the
connectivity of their various fixed and mobile system
components [10]. Depending on the nature of the CPS
and its individual nodes, this connectivity often spans
multiple layers of the OSI network stack and includes
multiple types of networks that are connected through
inter-network routers and gateways on various layers [11].
The global internet and the associated TCP/IP and IPv6
protocols typically serve, for example, as a unified global
communication backbone with worldwide reach and
almost infinite capacity through its supporting infrastruc-
ture and its high-speed wireline and optical links. This
traditional backbone infrastructure is today complemented
with many different classes of wireless links and networks.
These collectively provide connectivity to the individual
CPS nodes through different standards and technologies,
and link them directly among one another and/or with the
global backbone as illustrated in Figs. 1 and 2.

A. CPS and IoT Requirements

To understand the properties and tradeoffs between
the different communication technologies in the context of

for CPSs and the loT

CPSs, and to facilitate the selection of the right communi-
cation standard and security measures for a particular CPS
domain or application, it is useful to define a list of proper-
ties and requirements. These requirements are summarized
in Table 1 and are explained later.

1) Communications Requirements: The communication
requirements impact the physical (PHY) layer, the medium-
access control (MAC) layer, and the network (NTW) layer
while the application layer is typically not covered by the wire-
less communication standards. In essence, three main issues
need to be considered:

the properties of the individual radio link of each
device to a router or another device;

the overall capacity and load of the network which has
an influence on the individual links;

the power and complexity of both the device and also
the network side.

In the first part of Table 1, we provide a more detailed list
of these communication requirements and we link them to
the relevant layers of the network stack. These requirements
later dictate the choice of the right communication standard.

2) Security Requirements: The security requirements impact
different layers depending on the specific security principles,
e.g., confidentiality or integrity to be enforced. We note that
there is a gap between the information-theoretic security tech-
niques, which are applied at the physical layer and the crypto-
graphic techniques, which are applied at the medium-access
control, network, and application layers. The main challenges
toward achieving the security requirements are as follows:

« consistent security technique deployed at multiple
layers;

« tradeoff between better security and the inherent per-
formance overhead.

Internet / IPv6

WAN - 3GPP
2G, 3G, 4G - LTE, 5G

VA I
“ Loy, o

Fig. 2. Various types of wireless networks, hierarchically connected.
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Table 1 Properties and Requirements for Wireless Communication in CPSs

Wireless Communication and Security Issues for CPSs and the 10T

Property / Layer Description

Requirement

Network reach NTW Area which can be reached within a network itself, i.e., without crossing network boundaries

Radio link range PHY Distance that is covered with a single point-to-point link, in a typical application scenario?

Max. coupling loss PHY Maximum signal attenuation (including propagation loss and loss due to obstacles) for reliable reception.
Derived from transmit power (transmitter), attenuation (environment), and sensitivity, i.e., minimum received
signal strength (receiver)

Peak throughput PHY Maximum achievable data rate of a link: often dependent on the actual received signal strength in standards
that support multiple data rates

Link traffic load All Average amount of traffic generated over a longer time frame (e.g., per day)

Traffic type All Traffic pattern of a node: streaming (continuous), bursty (short high throughput), occasional (low rate) bursts

Latency MAC & NTW | Time required to access the network and to deliver data within the network

Number of devices All PHY/MAC: Number of devices that can be present in the same radio link coverage area and access a single
point of connection (e.g., access point or base station), NTW: number of devices that can be present in the
same wireless network

System capacity PHY Overall amount of traffic supported for all nodes (often optimistically related to peak data rate)

Physical security PHY Operational technology (OT) security to be provided by the PHY, for example by guarding the sensitive
infrastructure

Device power All Maximum and average power consumption of a device and its target lifetime

Device complexity All Cost and complexity (form factor) of a network node

Network complexity All Effort/cost to purchase and deploy a the network infrastructure. Complex networks can only be deployed by
operators and are generally used and shared by multiple subscribers which has serious implications on the
available services and service guarantees, as well as on the security and access management.

Confidentiality PHY Information theoretic principles are to be used to minimise the information leakage to an eavesdropper.

MAC & NTW | Cryptographic primitives are to be used for encoding the message. Further mechanisms to hide other information
leakage, e.g., traffic pattern, routing pattern.

Integrity MAC & NTW | Message should be accompanied with cryptographic hash to detect tampering

Authenticity MAC & NTW | Participating nodes should be authenticated, e.g., through key exchange certification. Messages can be
accompanied with digital signatures.

Availability All Reliability of a network, including possible PHY/MAC/NTW layer connectivity issues, but also other (e.g.,
infrastructure related issues, network jamming, DoS)

In the second part of Table 1, we provide a detailed list of
these requirements and link them to the most relevant layer
of the network stack.

B. System Examples for Communication and
Security Requirements of IoT and CPSs

To better appreciate how these requirements are met in
actual working systems, a few CPS/IoT examples are pro-
vided with particular focus on their communication and
security issues.

Note that this characteristic can vary widely, even for a given tech-
nology, depending on the assumptions on the application scenario. For
example, the radio link range under the assumption of line-of-sight propa-
gation differs radically from the network reach in an indoor environment.

Smart
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e %\»
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Fig. 3. Exemplary networked vehicle.
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1) (Semi)Autonomous Vehicle: A typical networked
vehicle is depicted in Fig. 3. The car is connected to
the outside world with vehicle-to-infrastructure (V2I)
and vehicle-to-vehicle (V2V) communication links.
These provide for example traffic-status information or
link the autonomous driving or driver assist systems of
the cars on the road. Such links need to operate at high
speeds, detect and associate quickly with new nodes,
and especially the V2V connections require highly reli-
able operation. In addition, connections to the internet
can provide entertainment and feedback status informa-
tion of the car to the car manufacturer. While the former
needs to provide high data rates, the latter may need high
availability/coverage to ensure that, for example, emer-
gency calls can be issued at any place. The internals of a
car present multiple independent and overlapping CPSs,
such as adaptive cruise control, anti-lock braking, and
automated temperature control. These CPSs are sup-
ported by actuators and sensors, such as tire pressure,
temperature, crankshaft position, light, and collision
sensors. Today, this CPS control and data communica-
tion happens mostly through wired connections since
integrity and 100% availability must be ensured. The
internal communication protocol follows the controller
area network (CAN) bus standard or the more recent
FlexRay standard, which are again classified based on
power train connection, high-speed connection, and
diagnostic purposes. For different use cases, such as
for multimedia, standards such as media-oriented sys-
tems transport (MOST) are adopted. Depending on the
level of autonomy, more functionalities are exposed to
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the internal controllers with limited requirement of
human intervention. Unfortunately, even the communi-
cation through these wireline standards is susceptible to
security breaches [12], [13]. Moreover, sensor spoofing
poses a serious risk as has been demonstrated in [14].
Nevertheless, in the future, secure, highly-reliable, short-
range standards may replace the wired connections.

2) Personal Healthcare: Personal healthcare is another
prominent IoT or even CPS application. An example of such
a setting is depicted in Fig. 4. Implanted medical devices
(IMDs) are mixed with sensors worn on the body for record-
ing vital parameters. The data is sent from the sensors to
a smartphone through short distance links for long-term
recording or for detecting potential acute health issues. From
there, information can be synchronized with doctors or hos-
pitals anywhere in the world over global wireless networks
and eventually over the internet [15]. These can advise the
patient or even remotely administer drugs, completing the
feedback loop. The overall system thereby comprises again
various types of links (local and global) which need to sup-
port prolonged operation while being battery operated. At the
same time, the system is subject to stringent security require-
ments to protect the privacy of the patient (even including the
fact that these devices are present) and avoid intrusion into
devices that can directly influence its health (such as drug
administration devices). It is often hard for these resource-
constrained devices to execute computation-heavy security
protocols for device authentication, public-key encryption,
and rule out information leakage. As a result, they expose
system-level vulnerabilities, which are not tackled by stan-
dalone wireless communication protocols. Examples of such
attacks are a replay attack or denial of service (DoS) through
man-in-the-middle (MITM) [16].

3) Smart Home System: A wide range of connected devices
power the modern smart home, which is portrayed in Fig. 5.
There are several small-scale CPSs, e.g., heating, ventila-
tion, and air conditioning (HVAC) that can be automatically
controlled and need to be linked to a central hub through
short-range latency insensitive and reasonably fault-tolerant

Sensor
Gateway
/ bl

WiFi, ZigBee Diagnostics
Bluetooth LE
3GPP, LTE E

Remote
Server

Body Sensor ‘

Network

Automated
Medication

Control

Fig. 4. Exemplary implantable personal medical device.
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Fig. 5. Smart home connectivity.

wireless protocols. This hub can connect through a wired
connection to the internet which links it to the smartphone
of the homeowner anywhere in the world. In addition to
this remotely accessible home network, autonomous sensors
may be distributed throughout the home, for example, for
metering which communicate their readings directly to pub-
lic services or energy suppliers in short daily data telegrams.
While such devices have long duty cycles, their number can
be very high in a densely populated area and deep indoor
coverage must be ensured. From a security perspective, the
proximity of the home provides some protection, but smart
access control that authenticates and unlocks with a biomet-
ric identification needs to adhere to high standards. Overall,
many different wireless systems coexist in a home. Naturally,
this situation is not only susceptible to radio interference,
but also to security breaches through seemingly innocuous,
yet connected, devices [17]. Often the control is delegated
to a smart device with a complex application stack, which
eventually could enable sophisticated attacks [18].

4) Energy Distribution System: Arguably, the system that
provides the greatest complexity in terms of variety of com-
munication protocols, number and range of components,
and system criticality is the smart grid system. A variety of
communication systems on different scales support both the
management of the grid itself on a large, country-wide scale,
as well as the coordination between individual devices on a
small scale that are connected to the grid and that influence
its state. Sophisticated cyber attacks on the grid-management
scale [19]-[21] demonstrate the practicality, severity, and
penetration through the protocol layers, while the vulner-
ability of emerging attack techniques are also explored [22].
Indeed, the earlier examples of CPSs and IoT systems, e.g.,
smart home and semiautonomous vehicles only capture a
part of the larger smart grid systems. In order to assess the
threats associated with a smart grid, a cumulative smart grid
model is proposed in [23]. Fig. 6 represents a simplified form
of it, which shows the different levels of energy-distribution
flow and the corresponding communication standards.
This cumulative model also reflects the unbalanced risk
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Fig. 6. Cumulative smart grid model (adapted from [23]).

mitigation strategy that is adopted in the current smart grid
systems. The components associated with field/process lev-
els, e.g., smart meter and automotive charging station, are
the ones that are often least protected and are still connected
to the backbone through myriad communication protocols,
thereby exposing the entire system to risks.

ITI. WIRELESS COMMUNICATION
TECHNOLOGIES

Most CPSs and IoT systems are designed on the basis of exist-
ing communication networks and standards rather than with
custom communication links. Hence, ultimately it is neces-
sary to find the best match between the individually defined
properties and requirements of a system and the given prop-
erties of available standards that are set by a rigid combina-
tion of technologies. In that sense, only limited flexibility is
available to the designer to freely choose the best combina-
tion of technologies, e.g., for different layers of the network
stack. Nevertheless, it is instructive to first consider some key
technologies and the associated tradeoffs and properties in
isolation to better understand the properties and issues of the
plethora of existing and new standards under different oper-
ating conditions and to ultimately support the right standard
selection for a given application. In the following, we there-
fore briefly discuss different system architectures and tech-
nologies which later find applications in some of the most
prominent standards discussed in Section IV.

A. Classification of Wireless Networks

Since, in this paper, we are concerned with providing an
overview of the communication technology foundations for
a wide range of standards for CPS and IoT applications, we
also start with a very broad classification of wireless networks.
The most widely established classification is derived from the
reach or coverage of a network that must not be confused with
the radio link range of its associated physical layer, which may
be significantly different. While the physical layer radio link
range merely characterizes the maximum distance of a single
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point-to-point link, the reach of a network class refers to the
area that can be covered without crossing the network bound-
ary. For example, cellular networks have a global coverage,
while the maximum physical layer range from user equipment
to a base station is only a few kilometers. We generally distin-
guish between short-range communication such as personal or
home area networks (PANs/HANs), midrange local area net-
works (LANSs), and (low-power) wide area networks (WANs/
LPWANS) as well as cellular networks as illustrated in Fig, 2.
For each of these network categories, there are a number of
different standards, which typically define only the physical
layer (PHY) and the data link layer (DLL) of the OSI stack. The
DLL thereby comprises the medium-access control (MAC)
sublayer, which is particularly important for wireless systems
which operate on a shared medium and and the logical link
control (LLC) layer, which is often only a thin adaptation layer.

B. Wireless Spectrum for Communication

While all wireless communication is based on electromag-
netic waves, it is useful to distinguish between different regions
of the radio-frequency (RF) spectrum. The main reasons for
this distinction are regulatory requirements, the propagation
characteristics, signal attenuation, and the available band-
width. These properties have a distinct impact on key require-
ments such as the radio link range and the peak throughput as
well as on the system capacity. For example, more bandwidth
allows for higher throughput, but the throughput is also deter-
mined by the received signal strength which also depends on
the propagation characteristics (attenuation) and the maxi-
mum transmit power. For example, more bandwidth is availa-
ble at higher frequencies which allows for higher capacity, but
signal attenuation also increases proportional to the frequency
which limits the range at a given transmit power and higher
frequencies are generally more attenuated by obstacles such
as walls or windows. An overview of different radio frequen-
cies and technologies with their associated radio range is given
in Fig. 7 where it is also put into perspective to the different
network classes.

Most wireless communication systems today oper-
ate in the microwave spectrum which extends from few
tens of MHz up to 30 GHz, but is used mostly between
400 MHz and 6 GHz. The lower frequency bands are gen-
erally used to achieve a longer range, while the higher
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Fig. 7. overview of radio technologies.
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bands are more suitable for high-speed data communica-
tion at a shorter range. When choosing a communication
frequency, it is mandatory to distinguish between licensed
and unlicensed frequency bands, as assigned and regulated
by national or regional regulation bodies under the super-
vision of the International Telecommunications Union
(ITU). The majority of the spectrum is covered by licensed
bands. Access to transmit in these bands is restricted to the
license owner (such as a mobile operator) which can grant
access to its subscribers. While licensing bands is expensive,
the exclusive access is key to avoid uncontrolled interfer-
ence between users of the shared medium to provide reli-
able quality-of-service guarantees. Also, regulations often
allow for larger power budgets in licensed bands than in
unlicensed bands since interference is better controlled. In
addition to the licensed spectrum, some frequency bands
can be used freely by anyone. These unlicensed parts of the
spectrum are referred to as industrial, scientific, and medi-
cal (ISM) bands. Regulations merely define a minimum set
of rules to enable coexistence. These rules typically restrict
the maximum amount of transmit power to limit the range
of each transmitter to enable spatial reuse of the spectrum
and a certain amount of duty cycling or a listen-before-talk
policy to avoid permanent occupation of the resource.

The severe bandwidth limitations in the microwave spec-
trum motivate the step to proceed to use higher (millimeter
wave) frequencies at or beyond 28 GHz.> While these fre-
quencies were initially inaccessible for low-cost (consumer
electronics) hardware since corresponding circuits could
only be manufactured in exotic and expensive technolo-
gies, they can be realized today with commodity CMOS pro-
cesses [24]. Another recent push toward millimeter waves
was the worldwide availability of almost 7 GHz of bandwidth
as ISM band around 60 GHz. Compared to microwaves,
millimeter waves suffer more from the dependency of the
free-space signal attenuation on the frequency. The attenu-
ation difference between the 5- and the 60-GHz ISM band
amounts for example to roughly 20 dB. In addition to this
loss, millimeter-wave frequencies are strongly attenuated
by obstacles and therefore have difficulties penetrating even
thin walls or windows. Furthermore, the 60-GHz ISM band
lies at the oxygen absorption frequency for electromag-
netic waves, which adds an additional attenuation of almost
16 dB/km. While the poor propagation properties of millimeter
waves appear at first sight as discouraging, they can also be an
advantage, since they simplify the frequency reuse and limit
the range of a system, which increases their operational secu-
rity. An important concept in millimeter-wave systems is the
use of beamforming. This technique employs antenna arrays
on transmit and/or receive side to focus the energy in a particu-
lar direction as illustrated also in Fig. 7. The beamforming gain
is thereby proportional to the number of antenna elements.

3Strictly speaking the millimeter-wave bands start only at 30 GHz,
but the 28-GHz ISM band is generally already considered to be a milli-
meter-wave band.
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Far beyond the RF bands lies the visible (and invisible,
typically infrared) light spectrum where terahertz of band-
widths are readily available. As opposed to RF signals, light
has a very well-defined field of view and does not penetrate
objects or walls, which leads to a small and very well-defined
coverage area for each light source. With the recent shift
from incandescent light sources (such as light bulbs) to
light-emitting diodes, modulation of these light sources at
high rates has become possible. This ability allows blending
of illumination with communication and other applications
such as localization and sensing. However, as opposed to
radio waves, light used for illumination is usually noncoher-
ent, hence, only its amplitude can be modulated and can be
used to carry information.*

C. Modulation Techniques

The modulation determines data rate, spectral effi-
ciency, range, bandwidth, and robustness of a signal and
can also have an impact on security. On the device level, the
modulation also has a considerable impact on complexity
and power consumption. Wideband and spread-spectrum
modulation schemes that are more robust and more suit-
able for high symbol/data rates (baud rate) generally involve
digital receiver structures which are more complex than the
purely analog receivers for very basic low-rate narrowband
modulation. In the following, we describe three rather broad
categories of modulation schemes which capture their most
important properties without going into the specific details
or realizations.

1) Narrowband Modulation: Narrowband modulation
schemes are characterized by the fact that the data symbols
are directly modulated onto the phase or amplitude of the
carrier signal (often referred to as single-carrier modula-
tion). The advantage of this scheme is its simplicity and that
transmitters and receivers can be realized at very low cost
and with very low power consumption. The bandwidth of the
resulting signal is inversely proportional to the symbol rate
and the data rate is determined by the number of bits that are
encoded with each symbol. A drawback of any narrowband
modulation system is its sensitivity to interference since the
transmitted signal is located in a single dimension of the
time-frequency signal space. Hence, it is difficult to separate
any type of interference or a jammer from the desired sig-
nal. A further issue results from frequency-selective fading:
When the signal propagates along multiple paths of different
length, these copies may arrive out of phase at the receiver
and cancel out, which results in time- and location-depend-
ent variations of the received signal strength of 20-30 dB.
These variations must be accounted for in the link budget
to ensure reliable reception. Furthermore, when baud rates
are high, narrowband modulation suffers from intersymbol

“Modulation of phase as it is used sometimes in fiber—optic systems
or pinpoint optical communication links requires lasers, which are more
expensive and are ill suited for illumination.
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interference (ISI) due to multipath propagation, which
deteriorates the quality of the received signals and makes it
more difficult/complex to recover the data.

2) Wideband OFDM Modulation: OFDM modulation is a
modulation technology that is used to avoid the problems
of ISI when signaling at high communication bandwidths.
It splits the large required bandwidth for high rates into
multiple narrow subbands that individually do not suffer
from ISI. This technology finds applications in a variety of
modern standards that support high data rates and target a
long radio link range. It also provides the option to multi-
plex multiple users into the same band (OFDMA) which
is useful for multiuser systems such as the 3rd Generation
Partnership Project (3GPP) fourth-generation long-term
evolution (4G-LTE).

3) Spread-Spectrum Modulation: As opposed to narrow-
band modulation, spread-spectrum modulation distributes
or spreads a signal over a bandwidth that is larger than
the minimum required bandwidth for a given baud rate.
With this measure, the signal is distributed across multiple
dimensions in the time-frequency signal space. This distri-
bution renders the transmitted signal more robust against
various types of interference since, for example, a narrow-
band jammer affects only a small part of the spectrum, while
the remaining part remains undistorted. There are sev-
eral possible ways to perform this spreading: for example,
direct-sequence spread-spectrum (DSSS) modulation mul-
tiplies the original narrowband signal with a wider band PN
sequence. This process can then be reversed at the receiver.
Another approach is frequency hopping (FH). With this
technique, the transmitter changes the carrier frequency
in regular intervals and thereby distributes the transmitted
data across multiple bands over time. If one of these bands
is occupied or corrupted, for example, by channel fading,
the signal can still be received after changing to another
frequency location. Finally, coded OFDM can also be con-
sidered as a special form of spread-spectrum modulation,
where the code is responsible for recovering the data across
different subbands.

D. Medium-Access Control Mechanisms

In a wireless network, devices communicate through a
shared medium. Hence, coordination among devices and
between up- and down-link is required to control the access
to this medium to avoid collisions and interference, at least
between the nodes of a single network and potentially also
between nodes of different independent networks that coex-
ist in the same radio coverage area and in the same frequency
band. The medium-access control layer is responsible for this
task. From a link perspective, it has a significant influence
on the latency introduced by a wireless connection and on
potential minimum throughput guarantees which are impor-
tant for certain traffic types such as streaming applications.

From a hardware perspective, it also has important implica-
tions on the power consumption due to MAC layer commu-
nication overhead, especially in systems with low link traffic
load, short data bursts, and long duty cycles.

While a variety of MAC layer protocols exist, we only
consider three general strategies. We also limit our dis-
cussion to time-division duplexing (TDD) rather than
frequency-division duplexing (FDD) for multiplexing the
uplink and downlink communication between a node and
a central access point or another node. TDD is more com-
mon than FDD in most low-power wireless systems since
it allows for a more flexible resource allocation between
the two directions and avoids the cost/power overhead for
concurrently operating on two different carrier frequen-
cies. In addition to the medium access, the MAC layer is
also responsible for ensuring reliable data transmission. To
this end, most MAC protocols support an automatic repeat
request (ARQ) protocol which checks the integrity of the
data by means of a checksum (CRC) and acknowledges the
successful reception of a data packet. If no acknowledgment
is received, the transmitter retransmits the packet.

1) Contention-Based Access: Contention-based channel
access avoids the need or at least reduces the complexity of
a central control entity or coordinator that orchestrates the
access among the nodes in the network, including its own
access and the sometimes required common time base. The
distributed access provides maximum flexibility and robust-
ness against single point of first failure when the transmis-
sion of a central coordinator is impaired. The most basic
contention-based access scheme is the ALOHA protocol,
which blindly accesses the channel whenever data is avail-
able. If data is received successfully, the receiver sends an
acknowledgment. If no acknowledgment is received within
a given time window, the transmitter resends the data. In a
lightly loaded network, the ability to access the channel at
almost any time can provide short latencies since a node that
needs to transmit data will not have to wait for an allocated
time slot. Unfortunately, in a more heavily loaded network,
blindly transmitting data at any time increases the risk of
collisions that corrupt the transmitted data. In this case,
overall access latency increases rapidly and network capacity
is degraded. As a result, such networks can generally never
achieve their full system capacity. We also note that in any
case the receiver needs to remain alert at all times.

Carrier-sense multiple-access (CSMA) schemes aim at
avoiding frequent collisions. To this end, a node that wants
to access the channel first checks if no other transmission
is ongoing by listening to the channel. If the channel is
free, access is granted. This carrier sense procedure is often
accompanied by a collision avoidance protocol (CSMA/CA)
that keeps track of other ongoing transmissions and to avoid
unnecessary access attempts. While these measures greatly
reduce the number of collisions, they also come with a non-
negligible overhead, since CSMA requires a sensing (receive)
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period prior to each transmission and collision avoidance is
usually associated with the need to also follow (receive) other
transmissions which prevents the radio interface of a node
from sleeping. Similar to the ALOHA protocol, CSMA pro-
vides a short, but never guaranteed access latency for light
network loads. As the network approaches its capacity, this
latency and the latency uncertainty increase.

2) Coordinated (Beacon Enabled) Access: An important
issue of random-access-based communication is the uncer-
tainty in the access latency and the deterioration of the
system capacity due to collisions in a heavily loaded net-
work. To alleviate this problem, many systems introduce
a coordinated access scheme. The idea behind this scheme
is to synchronize all nodes in the network (e.g., by means
of a regular beacon that is broadcast by a central node).
A central controller assigns timeslots with dedicated uplink
transmission opportunities for each node. This coordina-
tion guarantees a minimum capacity for each node and a
minimum guaranteed channel access latency. A period for
contention-free access is then often followed by a random
access period for nodes which have no dedicated time slot
(yet) or for additional data transmissions. Devices only wake
up in regular intervals to listen to the controller which ena-
bles them to sleep most of the time, while still being able to
receive and react on spontaneous downlink messages.

E. Network Topologies

A network of wireless nodes can be organized in differ-
ent topologies in which the radio range of different nodes
may even overlap. On one hand, more basic topologies
are typically more efficient in terms of their system capac-
ity and in terms of latency guarantees. On the other hand,
more complex topologies offer more flexibility and greater
range at the cost of more complex coordination and routing
protocols, more overhead on the network layer, and more
frequent collisions which degrade capacity and latency.
An overview of the most prominent network topologies is
shown in Fig. 8.

1) Star Networks: The most simple network configura-
tion is a start topology in which all nodes only communicate
directly with a central access point or base station. All traffic
is routed through this node and all nodes need to be in the
radio reach of this central point.

2) Tree Networks: To increase the range of a network, a
tree (or multihop) configuration can be established in which
nodes communicate with a designated neighboring router
or node which forwards the data traffic. The advantage of
this topology is that it extends the range since each node/
router only needs to be in the radio reach of its neighbor,
while the routing itself is straightforward.

3) Mesh Networks: A drawback of a star topology is that
all traffic is routed through a single point. This routing
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Fig. 8. Overview of main network topologies.

increases the risk of a network failure, increases latency, and
incurs a potentially large overhead which degrades network
capacity. Allowing nodes and routers to connect to multi-
ple other routers creates a more flexible and more robust
network with shorter latency and more system capacity, but
also increases routing complexity.

4) Cellular Networks: Cellular networks are a specific
type of star topology in which multiple stars are arranged
to avoid overlap of the radio reach of their central points,
which are referred to as base stations in the context of 3GPP
mobile cellular networks. The routing between the differ-
ent base stations is then handled through a separate (often
wired) core network. The advantage of this arrangement is
that the coexistence of multiple nonoverlapping cells allows
for frequency reuse without collisions which allows for a
large network capacity at the cost of a complex/costly man-
aged infrastructure.

IV. WIRELESS COMMUNICATION
STANDARDS FOR CPSs AND IoT

The variety of communication scenarios and requirements
of CPSs and the IoT as well as all the different correspond-
ing communication technology options cannot be covered
by a single standard. Instead, a variety of standards exists
which combine different technologies on different layers
of the stack to cover various regions of the communication
subsystem design space. A high-level overview of this design
space which only considers radio range and throughput for
some of the most prominent standards and network classes
is provided in Fig. 9. Table 2 links the most frequently used
and most relevant such standards to the principals discussed
in the previous section and to the application needs and
communication scenarios they cover.
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In the following, we provide more details on these stand-
ards and relate them to the key communication technolo-
gies as outlined in Section III.

A. UHF RFID and Near-Field Communication (NFC)

UHF RFID and NFC systems are designed for applica-
tions that require a very large number of low-cost “tags”
to be read by a potentially more costly and power-hungry
“reader,” for example, for tracking goods in supply chain
management systems [25] or for payment systems. The
technology can establish a unidirectional link or a bidirec-
tional link between the reader and one or multiple simple
tags. This is achieved with a communication scheme, where
only the reader is actually emitting an RF signal for both
sending and receiving. When data is transmitted from the

Table 2 Properties of Wireless Standards

reader to the tag (downlink), the emitted signal is simply
modulated accordingly. To create an uplink, the tag modu-
lates the impedance of its antenna, which can be detected
by the reader that emits the radio signal. The advantage of
this method is a tag which can not only receive, but also
send data without complex RF circuitry and with very low
power consumption. The power for the processing and for
the load modulation at the tag can either be extracted from
the received radio signal (passive tags) or from a local bat-
tery (active tags). However, since the energy in the field to
supply the tag decays rapidly with the distance, the range
of passive tags is usually limited to 10 m (often less), while
communication with active tags is only limited by the sen-
sitivity and power of the reader and can reach up to 100 m.

In addition to the distinction between active and passive
tags, it is also convenient to distinguish between RFID sys-
tems that operate in different frequency ranges. The most
common protocol for these frequencies are described in the
different versions of the ISO18000 standard [26].

1) Near-Field Communication (NFC) [27]: In the low-
frequency range with carrier frequencies of 125 kHz and
13.56 MHz (ISO18000 Part3), the tag is in the near field
of the reader. In this case, the two sides interact through
electromagnetic coupling and the tag can directly modulate
the impedance perceived by the reader. This direct coupling
creates a strong point-to-point link which provides resil-
ience against interference. However, data rates are low (up
to 424 kb/s for ISO18000 Part3) and the the range is lim-
ited to below 1 m. On the positive side, this short range also
helps to create a physical operational security. Hence, NFC

Standard Frequency Modulation Medium Network Data rate Range Suitable for
Access
NFC 13.56 MHz Narrow Band - p2p 423."75 kbit/s 0.1-1m Secure communication over very
short range with batteryless tags
UHF RFID 0.9GHz Narrow Band Contention Star 40-640 kbit/s <100 m Identification and communication
with ultra-low cost (batteryless)
tags
ZigBee 0.9/2.4GHz Spread Spectrum | Contention/ Star/Tree/ | 20-250kbit/s 10-20m | Large number of low power nodes
Coordinated Mesh with low data rates
Z-Wave 0.9GHz Narrow Band Contention Mesh 9.6-40 kbit/s 30-40m | Medium number of nodes with
good indoor coverage
EnOcean 0.9GHz Narrow Band Contention Tree 125 kbit/s 20m Medium number of energy-
autonomous nodes
Bluetooth (LE) 2.4GHz Freq. Hopping Coordinated Star 0.7 MBit/s 1-100m | Streaming applications with real-
(0.27 MBit/s) time guarantees
802.11a/g/n 2.4/5.8 GHz OFDM CSMA Star 11- 30m High speed local connectivity
600 Mbit/s
802.11ad 60 GHz OFDM Coordinated Star 6 Gbit/s 5-10m Gigabit line-of-sight connectivity
3GPP LTE Cat-0 | 0.9-3.6GHz OFDM Contention/ Cellular 20 MBit/s 300m Worldwide high-speed connectiv-
Coordinated ity with medium coverage
3GPP 2G 0.4-1.9 GHz Narrow Band Contention/ Cellular 64-384 kbit/s 15km Worldwide connectivity with very
Coordinated good coverage and medium data
rate
NB-IoT 0.4-1.9GHz OFDM Contention/ Cellular 250 kbit/s 15km Worldwide coverage with low
Coordinated duty cycle and low data rate
LoRa 0.9 GHz Spread Spectrum | Contention Star 0.25-11kbit/s | 15km Regional coverage with low duty
cycle and low data rate for long
battery lifetime
SigFox 0.9GHz Narrow Band Contention Star 100 bit/s 30km Regional coverage with very low
duty cycle and very low data rate
for very long battery lifetime
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is a useful means to support, for example, the secure estab-
lishment of trust between a new device and a network trust
server without human intervention through location-based
authentication.

2) UHF RFID: UHF RFID systems employ frequencies
in the 433-MHz band and in the microwave ISM bands of
860-960 MHz and 2.45 GHz. These systems are designed
to operate in the far field of the reader (i.e., at distances
that are greater than one wavelength). In this case, there
is no direct coupling between the reader and the tag and
the uplink is realized by backscattering. The radio link
range of these systems starts with 1-2 m for high-frequency
bands and extends up to 20-100 m for the lower frequency
bands. The most frequently used band is the 860/960-MHz
ISM band with the ISO18000 Part 6 standard which is also
known as the EPCGlobal Gen 2 specification, defining data
rates of 26-128 kb/s in the downlink and 40-640 kb/s in
the uplink. Since in such UHF RFID systems multiple tags
can be present within the range of a single reader, the cor-
responding standards use a slotted ALOHA protocol to
enable communication with multiple tags in a star network

topology.

B. ZigBee/Z-Wave/EnOcean

ZigBee [28], Z-Wave [29], and EnOcean [30] are
standards for wireless networks with low peak through-
put requirements and low complexity nodes [31]. All three
target similar application areas such as home networks or
remote monitoring and control.

1) ZigBee: ZigBee [28] has been designed for wireless
sensor networks [32], [33] with a traffic type that is charac-
terized by short irregular bursts with long sleep periods that
allow the leaf nodes of the network to operate for multiple
months or years on a single battery charge. A ZigBee network
can also accommodate a very large number of nodes (up to
65000) which can be arranged in a star, tree, or mesh topol-
ogy with multiple (redundant) routers which extends the
range of a network well beyond the range of a single point-
to-point link. Furthermore, in a mesh topology, connectivity
can be restored even when individual routers fail. To support
these complex topologies, ZigBee adds a network layer (and
an application layer) to the PHY and MAC layer of either the
IEEE 802.15.4 [34] standard or the IEEE 802.15.4a standard.
Devices are categorized either as reduced function devices
which form the periphery of the network or full-function
devices which can also act as routers and as central network
coordinator. The former are significantly less complex than
the latter and require less memory [35] which extends their
battery lifetime and reduces cost. The IEEE 802.15.4 PHY
layer [34] used in ZigBee systems operates in the 868-MHz,
915-MHz, or 2.4-GHz ISM bands and supports data rates
from 20-250-kb/s with DSSS spread-spectrum modula-
tion which provides robustness against interference (in
particular when operating in the crowded 2.4-GHz band),

48 PROCEEDINGS OF THE IEEE | Vol. 106, No. 1, January 2018

some robustness against fading, and a tradeoff between data
rate and radio range. With a transmit power of —25 dBm to
0 dBm and at the lowest data rate, the radio range covers a
distance of up to 10-20 m. For higher data rates, the range
of a single point-to-point link is reduced and multiple rout-
ing hops (e.g., in a tree or mesh network configuration) are
required to cover a longer distance. Since the bandwidth
is lower than the width of the ISM bands, multiple ZigBee
networks can coexist without interference at different fre-
quencies. The MAC layer [34] is based on a CSMA protocol
and relies either on contention-based random access or on
a coordinated (beacon enabled) access scheme [36]. The
former is combined with a polling scheme, where energy
sensitive nodes (reduced function devices) on the periph-
ery of the network sleep most of the time without the need
to always listen to the communication medium to capture
packets that are addressed to them. These nodes only wake
up when they have data to transmit or in periodic intervals
to query less energy sensitive near-by routers for any pend-
ing downlink traffic. In such a network setup, the individual
routers must buffer any downlink traffic and listen to the
network continuously until the data can be delivered on
request. Their complexity and power consumption is there-
fore higher for the benefit of their associated child nodes. A
disadvantage of such a polling-based access scheme is the
potentially large downlink access latency as well as a deteri-
oration of the overall downlink system capacity. Hence, this
strategy is mainly employed in systems where uplink traffic
is dominant. The alternative IEEE 802.15.3e MAC layer [37]
alleviates this problem by introducing a time schedule to
meet latency, throughput, and reliability requirements in
particular for industrial applications.

2) Z-Wave: Z-Wave [29] is mainly targeted toward home
automation, but has still a similar application profile as the
above-described ZigBee standard, however with lower data
rates of 9-40 kb/s, which leads to a slightly larger indoor
radio range of 30-40 m. As opposed to ZigBee, Z-Wave is
a proprietary system. It relies on a physical layer with low-
complexity frequency shift keying (FSK) narrowband modu-
lation in the 868- and 915-MHz ISM bands. Medium-access
control is based on CSMA. The network layer supports
fewer devices compared to ZigBee and does not rely on poll-
ing for the downlink, which results in a shorter downlink
latency, but increases power consumption of the nodes on
the periphery which need to stay alert to not miss any down-
link traffic. In turn, network slaves cannot initiate a trans-
mission and need to be polled, which leads to less conges-
tion on the uplink, but also to longer uplink latency.

3) EnOcean: Similar to Z-Wave, EnOcean [30] is also a
proprietary standard, which primarily targets home auto-
mation. While also operating in the ISM bands around
900 MHz, the system supports a throughput of 125 kb/s
which lies in between that of Z-Wave and ZigBee with an
indoor range of roughly 20 m. A specialty of this standard is
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that the available devices are geared toward energy auton-
omy. The necessary energy efficiency is partially achieved
with a very basic medium-access control mechanism based
on the ALOHA protocol without acknowledgement, at the
expense of reliability. Since this scheme results in a high
probability of a packet loss, telegrams are kept short and are
repeated several times [38] to reduce the loss rate.

C. Bluetooth and Bluetooth Low Energy

As opposed to the ZigBee, Z-Wave, and EnOcean stand-
ards, which are optimized for irregular, short traffic bursts,
Bluetooth [39] (also known as IEEE 802.15.1 [39]) has been
designed mostly with real-time streaming applications in
mind. A Bluetooth network is organized in a star topology
in which slave nodes communicate only with a central mas-
ter. This master sends a beacon and assigns time slots to the
nodes in the network, which facilitates real-time operation
and provides bandwidth guarantees. To reduce power con-
sumption of the slaves, they can enter different low-power
sleep modes, which differ in the time that is required to
rejoin the network after wakeup. Compared to ZigBee, the
time for rejoining is generally long (100 ms), which renders
short and frequent duty cycles inefficient in terms of energy
consumption. The Bluetooth physical layer offers an appli-
cation throughput up to 0.7 Mb/s [2.1 Mb/s with enhanced
data rate (EDR)]. Different power classes reach from 1 m
to 100 m for industrial applications with a typical range of
10 m for most devices. The system operates in the 2.4-GHz
ISM band and is therefore colocated with many other wire-
less systems, most prominently with WiFi WLAN. To avoid
interference with other standards and with other Bluetooth
networks, the physical layer is based on frequency-hopping
spread-spectrum technology. Coexistence of multiple
Bluetooth networks in the same area is achieved by using
different hopping patterns.

1) Bluetooth LE: The Bluetooth LE [40] standard has
been developed to close the energy-efficiency gap between
ZigBee and Bluetooth for nonstreaming sensor-node-type
applications. Besides modifications in the baud rate and
the number of channels used for frequency hopping as well
as a reduction of the application throughput to 270 kb/s,
Bluetooth LE reduces the wakeup time from its sleep mode
from 100 ms to only 3 ms. This improvement renders even
short sleep periods more energy efficient and has a dramatic
impact on the overall battery lifetime.

2) WISAN: The Bluetooth physical layer IEEE 802.15.1
is also used as the basis for the wireless interface for sen-
sors and actuators network (WISAN) developed by ABB.
The purpose of this system is to provide reliable, high-
speed, and low-latency connectivity for up to 120 devices
in an industrial setting. To this end, it adds frequency-divi-
sion duplexing to the physical layer, which enables better
coordination of the devices and simultaneous uplink and

downlink transmission. Devices have fixed allocated time
slots which allows for latency guarantees and low latency
channel access.

D. IPv6 Over Personal Area Networks (6LoWPANs)

An important drawback of both ZigBee and Bluetooth
in the context of CPSs is that these networks can only con-
nect to an IP backbone through the application layer since
their network layer is incompatible with IPv4 and IPv6.
However, especially IPv6 is widely considered to be the
future baseline protocol for the IoT which should allow even
the smallest devices to participate directly in the global net-
work. To enable participation of small-scale sensing appli-
cations in this global network, the Internet Engineering
Task Force (IETF) defines 6LoWPAN as an encapsulation
layer to split large IPv6 packets into smaller packets which
are compatible with the IEEE 802.15.4 standard that is also
used in ZigBee and the RPL standard defines a suitable mul-
tihop routing protocol. With these extensions, convergence
is achieved between isolated sensor networks and CPSs and
the global IoT. An extensive survey on this topic and the
associated standards which considers the entire stack for
industrial applications can be found in [41].

E. WiFi: IEEE 802.11a/b/g/n

Wireless local area networks based on the
IEEE 802.11 [42] series of standards (referred to as WiFi)
are omnipresent in home, in office, and in industrial
environments, as well as in public areas. This often already
available and easy to install infrastructure, as well as the nat-
ural integration with the internet render such WiFi systems
a frequent basis for IoT connectivity, despite the relatively
high modem cost and power consumption. Most basic WiFi
networks are built as a star network around a central access
point (AP) surrounded by mobile stations which forms
a basic service set (BSS). In this configuration, all nodes
communicate only with and through the AP. An exten-
sion of this BSS is the extended service set (ESS) in which
nodes can wonder between multiple APs. Finally WiFi also
allows for a direct connection between two nodes, which is
referred to as independent BSS. The WiFi standard series
supports multiple PHY layers which operate mostly in the
2.4-GHz and the 5.8-GHz ISM bands. The 5.8-GHz band
is often more available but implies a slightly reduced radio
reach. Different amendments (a/b/g/n) represent the vari-
ous steps in the standard evolution which are mostly geared
toward increasing throughput, driven by the requirements
of home and office networking. Throughout this evolution,
bandwidth occupancy has evolved from originally 20 MHz
to 40 MHz and more sophisticated modulation schemes
have been added to support data rates between 11 Mb/s for
IEEE 802.11b to up to 600 MHz for IEEE 802.11n. With
a 20 dBm output power, the systems achieve an outdoor
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range of 100-200 m or can cover one to two floors of a
typical home (50 m) with decreasing data rates. The MAC
layer of WiFi is based on the CSMA protocol with collision
avoidance. To reduce power consumption, later versions of
the standard also define various sleep modes which allow
terminals to register their absence with the AP to avoid
missing packets during sleep periods. Despite these sleep
modes, an important drawback of WiFi systems is their
significant modem complexity and high power consump-
tion due to the complex MAC and PHY layers. Commercial
chipsets consume 0.5-1 W [35], [43] in active mode and up
to 50-100 mW in sleep mode [35].

In addition to the various baseline versions of the PHY
and MAC layer in the amendments a/b/g/n, the stand-
ard includes various other recent amendments that are
specifically geared toward CPSs and IoT: For example,
IEEE 802.11s extends the IEEE 802.11 MAC layer with mul-
tihop capabilities to enable more complex networks with a
greater range. The IEEE 802.11ah amendment specifically
targets large scale low-power WiFi sensor networks with
medium throughput as a competitor to Bluetooth and even
ZigBee. To this end, this amendment introduces a new PHY
layer with a larger radio range (1 km) in the sub-gigahertz
regime, a protocol that supports multihop routing, and a
MAC protocol that minimizes contention and shortens the
transition between active and sleep periods to maximize
sleep-mode power savings.

F. WiFi: IEEE 802.11ad

The IEEE 802.11ad [44] standard is an extension of the
set of WiFi standards to millimeter-wave frequencies and
to the 60-GHz ISM band. Since in this frequency range,
considerable bandwidth is available, the standard allocates
1.7 GHz per channel, which allows for a peak throughput
of up to 6 G b/s. The limited range due to the high frequen-
cies can be partially compensated for by using beamforming,
however, walls and other obstacles mainly limit communi-
cation to a single room for indoor scenarios. This limitation,
however, also facilitates frequency reuse and reduces signal
leakage to a potential eavesdropper which provides a certain
amount of physical security and privacy. An important dis-
advantage, which limits the use of the technology to rather
specific IoT and CPS applications that absolutely require
high data rates, is the high power consumption of corre-
sponding transceivers, even when compared to microwave-
based WiFi systems [45].

G. Visible Light Communication and Localization

The ability to modulate light used for illumination pro-
vides a number of new opportunities to seamlessly incor-
porate sensing and communications [46], [47] into the
environment for CPSs. Two specific CPS-related examples
for such systems in consumer electronics and transportation
can be found in [48] and [49].
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1) IEEE 802.15.7: A PHY layer for visible light for com-
munication [50] is described in the IEEE 802.15.7 standard
which defines different modulation schemes that are com-
patible with illumination infrastructure and support data
rates from 11 kb/s to 96 Mb/s. The main application for this
standard are broadcast systems since the directivity and
the inherent asymmetry of the setup render bidirectional
communication difficult. Nevertheless, some studies have
been conducted on uplink communication based on visible
light [51] that indicate that this is feasible. An important
property of visible light communication is the small and
very well-defined coverage area for each light source and
the fact that a large number of sources is required to cover,
for example, an entire room. This well-defined field of
view severely limits the range, but also allows for extensive
spectrum reuse, which leads to very large system capacity
through coexistence of many different links. Furthermore,
the well-defined illumination cone can serve as a physical
security feature for a link, since its range can not only be
controlled, but can also be checked.

2) Localization: In addition to communication, modu-
lated (directional) light sources can also be used for locali-
zation [52]. By imprinting, for example, unique signatures
onto the various light sources that cover different regions
of an area, a receiver can determine its position. In addition
to this 2-D localization, high-frequency modulation even
allows for rather accurate distance measurements.

H. IEEE 802.11p

An important domain for CPSs are intelligent transpor-
tation systems (ITSs) which essentially involve two different
types of connectivity: On the one hand, intravehicle connec-
tivity solutions provide the wireless communication infra-
structure for avoiding expensive cabling in today’s vehicles
which are themselves already complex CPSs. On the other
hand, vehicle-to-vehicle (V2V) and vehicle-to-infrastructure
(V2I) communication connects the vehicle with the outside
world and integrates it into a larger global CPS through wire-
less links with very specific requirements. A detailed discus-
sion of the different communication requirements in ITSs
can be found in [53]. While the intravehicle communication
can build on established standards for short-range commu-
nication, a new dedicated standard is clearly required for the
specific requirements of V2V and V2I connectivity.

The corresponding IEEE 802.11p standard [54] for V2V
and V2I communication is derived from IEEE 802.11a and
can operate in a dedicated band from 5.85 GHz to 5.925 GHz.
The PHY layer occupies a reduced bandwidth of 10 MHz
to accommodate channels with longer delay spread than
the indoor environments for which 802.11a was designed.
The data rates range from 3 to 27 Mb/s with a range of up
to 1000 m. The MAC layer is also modified, to facilitate
rapid association with roadside access points from a moving
vehicle, which only remains within range for a short time.
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I. 2G/3G/4G Cellular Systems for IoT and CPSs

The extensive proliferation of cellular wireless systems
based on the 3GPP standards and the corresponding global
network provide an excellent basis for nonstationary con-
nectivity and greatly facilitate the global ad hoc deployment
of nodes based on a managed and globally available infra-
structure. This third-party infrastructure and the operation
in licensed bands ensures excellent and guaranteed quality
of service. Hence, these networks have been used exten-
sively in a variety of applications to provide connectivity to
the internet. However, the data modes of second-generation
(2G), third-generation (3G), and fourth-generation (4G)
mobile communication systems have been designed pri-
marily for high-speed data traffic. Nevertheless, all three
generations of cellular systems offer opportunities for
machine-type communication (MTC) and are already in use
for a variety of IoT and CPS applications. An illustration of
key properties of the various current and emerging 3GPP
modes for IoT and CPS is provided in Fig. 10.

The last three generations of the 3GPP cellular network
standards thereby offer various tradeoffs between through-
put performance, modem complexity, and availability/cov-
erage: The legacy 2G and 2.5G standards have the lowest
modem complexity and power consumption and the network
is available almost worldwide with not only a good popula-
tion overage, but also with a very high area coverage, even
in rural areas. The limitations lie in the low data rates which
span a range of 64 kb/s for GPRS to 384 kb/s with EGPRS
to a maximum of 1 Mb/s with the latest EGPRS2A system
(cf., Fig. 10). A 3G modem achieves between 384 kb/s and
24.8 Mb/s, however with a modem complexity and power
consumption, that is significantly higher. Moreover, while
3G coverage is almost as good as 2G coverage in densely pop-
ulated areas, it still lacks behind in regions with low popula-
tion density. Finally, the 4G-LTE system supports data rates
up to 150 Mb/s on the downlink and 50 Mb/s on the uplink,
however, at the expense of a costly and power-hungry Cat-4
modem. Since such high data rates are usually not required
for many CPS and IoT applications, the 4G-LTE standard
defines reduced-complexity categories such as LTE Cat-0
(Rel.-12), which still achieves up to 10 Mb/s on the downlink
(cf., Fig. 10) and 5 Mb/s on the uplink with a significantly
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Fig. 10. Overview of 3GPP standards and LoRa LPWAN for IoT
and CPSs.

reduced complexity, which, however, still lies above that of
a 2G modem. Furthermore, as for 3G systems, 4G coverage
is incomplete, which requires the presence of a 3G or even
a 2G fallback mode. In addition to that, besides holes in the
network coverage, the support of high data rates limits the
sensitivity of 3G and 4G systems. This sensitivity limitation
can even pose a problem in 2G systems and in a generally
well-covered area, for example, when a sensor is placed in
the basement of a building which is very typical for smart-
meter applications.

J. 3GPP Cellular IoT: EC-GSM and NB-IoT

To address some of the aforementioned issues that arise
when operating low-power IoT sensor nodes with low or
even very low peak throughput requirements over the cel-
lular network, the recent releases of the 3GPP standards
series introduces a number of specific features for MTC.
These modes aim at improving the link budget and sensitiv-
ity and at reducing modem complexity and power consump-
tion. While in the following we only summarize the most
prominent new features, we refer to [55] for a more detailed
discussion on the evolution of 3GPP toward supporting CPS
and IoT communication and the associated large number of
devices in the network.

A first additional feature introduced in Release-13 of the
standard is an evolution of LTE toward IoT. The new LTE
Cat-M1 standard targets modems that only require a data
rate of up to 1 Mb/s, but require less than 50% of the com-
plexity of a conventional LTE Cat-0 modem. To achieve bet-
ter coverage and to support devices with a weak link, the
new standard also provides an almost 10-dB better link mar-
gin (cf., Fig. 10).

A second, more radical enhancement is the addition
of the new NB-IoT standard. This standard targets data rates
of 250 kb/s with a sensitivity that is 20 dB better than that of
an LTE Cat-0 (cf., Fig. 10) modem and a modem complex-
ity that is almost cut in half. An important property of the
new mode is that it occupies only 200 kHz of bandwidth.
This reduced bandwidth not only contributes to reducing
the modem complexity, but also allows to operate the sys-
tem in the guardband of a regular 4G-LTE system or in a
refarmed band that was originally used for 2G voice or data
communication.

A third new mode is an extension of the 2G GPRS/EDGE
system. The extended coverage GSM (EC-GSM) mode
is based on the legacy GSM/GPRS system, but provides a
20 dB sensitivity improvement with data rates below 6 kb/s
(cf., Fig. 10). The sensitivity enhancements are achieved
with simple repetition coding, which is easy to add and
allows for a straightforward upgrade of the legacy infra-
structure. The fact that the system is based on the legacy
2G standard enables very low complexity modems [56] with
multimode operation to offer a wide range of low-to-high
data rates depending on the channel conditions.
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The last common additional feature which affects
most existing and above-described new 3GPP standards
is the introduction of the extended discontinuous recep-
tion (eDRX) mode. This mode allows the user equipment
to remain registered without being reachable to enter long
sleep periods of up to 40 minutes. This power save mode is
crucial to achieve battery liefetime of multiple years. It is
claimed that with this mode, an LTE Cat-M1 modem that
performs one transmission per day and wakes up every
10 minutes to receive commands can operate almost five
years on a single AA battery.

K. Low-Power Wide Area Networks (LPWANSs)

In parallel to the recent and ongoing extension of cel-
lular networks to better support CPS and IoT communica-
tion, a new class of communication standards and networks
has recently emerged. The two most prominent proprietary
standards of this class are LoRa (cf., Fig. 10) and SigFox. The
objective of both systems is to support a massive number
of ultra-low-rate and ultra-low-power wireless sensors and
devices. These low-power wide area networks are similar to
cellular networks, but operate in the unlicensed ISM bands,
which simplifies and opens the deployment of the necessary
infrastructure to anyone. The LPWAN structure resembles
more a mesh network than a cellular network since signals
can be picked up by multiple base stations (gateways), which
improves reliability, especially in an unmanaged network.
Further, as opposed to the original 3GPP standards and even
to the 3GPP amendments for IoT, LPWAN systems have a
significantly lighter PHY and MAC layer and target applica-
tions that require ultra-low data rates in bursts with a low
link traffic load (very low duty cycle), but with a potentially
large number of devices. This type of traffic is typically found,
for example, in metering applications. An important focus of
the PHY layer of these systems is to achieve a high sensitivity
to maximize the radio reach. This strategy guarantees a good
coverage even in occluded areas and reduces the number of
gateways and hence the cost of the required infrastructure.

V. SECURITY REQUIREMENTS
OF CPS AND IoT

Standard security policies are guided by confidentiality,
integrity, and availability, also known as the CIA triad. These
policies are reinforced with application-specific security
requirements and are eventually implemented with cryp-
tographic primitives and security protocols. Prominent
cryptographic primitives include: symmetric-key cryptogra-
phy, one-way functions, and public-key or asymmetric-key
cryptography. Further cryptographic primitives such as digi-
tal signatures achieve the dual purpose of verifying sender
(nonrepudiation) and the integrity of the message.

An alternative approach toward security design is to
model the potential threats. Microsoft has proposed a threat
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classification model based on the following six categories,
also termed as the STRIDE threat model.

+ Spoofing of user identity.

+ Tampering of stored or communicated data.

+ Repudiation, i.e., denying of actions performed where
other users cannot prove otherwise.

+ Information disclosure or breach of confidentiality.

+ Denial of service (DoS) which makes a network/server
unavailable.

+ Elevation of privilege for a user to perform unauthor-
ized actions.

In modern CPS and IoT systems, this threat model is dis-
cussed together with the so-called attack surfaces. An attack
surface provides an entry point for an attacker to gain con-
trol of or exfiltrate information from the target system. For
example, a detailed study of automotive attack surfaces is
presented in [12]. Incorrectly designed protocols often suc-
cumb to trivial attacks and present unforeseen attack sur-
faces as illustrated by the following example.

Example 1: The wireless standard 802.11b is suscep-
tible to various DoS attacks [57]. There, a wireless
network client can send a disassociation message
to the station for freeing up the resources once the
network usage for the client is over. However, this
message is sent without any authentication, which
essentially enables any user to send this message on
behalf of another one. By this, the attacker can stop
another user from connecting to the network. In the
context of a CPS, this DoS can manifest into a seri-
ous availability issue, e.g., through network jamming
or MITM attacks [58].

A. Security Standards

Standardization is a common approach for policy makers
to enforce a practice, where the security domain is no excep-
tion. Basic information security standards such as ISO/IEC
27002 [59] are used as a template, which is then adopted as
well as further extended to suit the purpose of an application.
In the domain of CPSs, there are standardization efforts that
specifically target security, e.g., to protect critical infrastruc-
ture [60], such as power plants, power grids, or traffic man-
agement systems. ISA/IEC-62443 defines a set of standards/
recommendations for implementing industrial automation
and control systems. These standards are defined across
different layers, such as component, system, policy, and
general. Compliance with this standard is managed by the
ISA Security Compliance Institute (ISCI). A high-level CPS
security perspective has been presented recently via a set of
recommendations from the National Institute of Standards
and Technology (NIST) [61] to caution against the ris-
ing number of cases of IoT attacks. However, it should be
noted that, unlike the Payment Card Industry Data Security
Standard (PCI DSS) or the Federal Information Processing
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Standard (FIPS), the standardization of security in CPS/
IoT systems and their compliance is only in nascent phase.
In fact, a bill to improve cybersecurity of IoT devices has
been introduced in the U.S. Senate recently [62], whereas
in the European Union, there is a consolidated effort by
the European Union Agency for Network and Information
Security (ENISA) to achieve a common standard across all
the member states [63].

It is important to note that despite the enforcement of
these standards, it is nontrivial to capture the entire pro-
tocol of a complex CPS and guard it against subtle vulner-
abilities. This is reflected on the experimental studies of
attacks on relatively new CPSs such as (semi)autonomous
vehicles [12] as well as attacks against systems such as
manufacturing plants [64]. It can be argued that the task of
standardization is hard due to 1) emergence of new appli-
cation scenarios combining CPS/IoT; 2) increasing scope of
domains that range from manufacturing to IT to wireless;
3) increasing role of autonomous agents in these systems;
and 4) the merger of OT security and IT security principles.
We illustrate this situation with the following example.

Example 2: In current Android-based smartphones, a
plethora of internal sensors provide accurate data
about motion, gravity, positioning, environment,
and phone orientation, among others. Access to
these sensors is unrestricted and not managed. In a
recent attack [65], it was demonstrated that by log-
ging in the sensing data surreptitiously and by using
that as a training data, it is possible to infer the key-
words typed by a user, e.g., the pin, or any other sen-
sitive data, with reasonable accuracy.

Essentially, standards are often adopted/enhanced in the
aftermath of an attack and, therefore, can only provide the
first-level resistance. The growing penetration of smart com-
ponents in our everyday lives can enormously increase the risk
of a security incident. These concerns, which are often exac-
erbated by the CPS manufacturers’ inability to address the
security challenges, led to complementary legal developments
in parallel with CPS/IoT security standards. For example, an
exemption of copyright protection for the software executing
on a CPS/IoT component was announced recently [66]. This
permits a user to examine the software in an electronic con-
trol unit (ECU) or programmable logic controller (PLC) of the
CPS, in order to detect flaws and mitigate it, if identified, inde-
pendently. Such an approach paves way for security auditing,
with eventual growth of security-as-a-service in CPSs. Along
the same lines, the U.S. Food and Drug Administration (U.S.
FDA) has released guidance for management of devices in
case of a cybersecurity threat [67].

B. CPS Security

The close integration between cyber systems and physi-
cal processes led to the notion of CPSs. As such, due to the
intervention of the physical processes, the scope of CPSs
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Fig. 11. €PSs: IT and OT security.

goes beyond traditional information and communication
technologies and into the area of operational technology
(OT) depicted in Fig. 11, which is typically found in indus-
trial process control systems, e.g., industrial control system
(ICS), distributed control system (DCS), and supervisory
control and data acquisition (SCADA).

In a typical OT deployment, the networking compo-
nents play a crucial role for interconnecting devices (such
as sensors and actuators) and computer systems in order to
facilitate networked monitoring and control functions of the
industrial operations. Sensors and actuators in such systems
are needed for monitoring some physical characteristics of
the industrial operations which are critical for the control
systems to make timely and effective decisions through
some supervisory and control interfaces such as SCADA.
Unlike a traditional IT system, security compromise in a
CPS often leads to disastrous consequences. The differences
to traditional IoT systems are detailed in the following.

* Physical interface: The sensor and actuator interfaces
of a CPS open up new attack surfaces [68], which also
distinguish it from IT security. An attacker can exploit
the physical interface to undermine the security of a
CPS without actually needing to override the access
control mechanism enforced in an OT security model.
In traditional IT security, that could happen only if the
data is transmitted through an open network.

+ Control system: CPSs heavily depend on one or more
underlying control networks, which are often integrated
with physical sensors/actuators, such as an implant-
able medical device that collects user data and triggers
operations in case of abnormal vital parameters. SCADA
systems are an integral part of modern industrial CPSs,
which face huge security issues [69], all the more due to
internet-connected SCADA systems [70]. Many of such
control networks and communication protocols were
designed with purely OT security and security perimeter
in mind, and thus, face difficulties to manage security
through an internet-connected system.

* Availability: The severity of an availability breach in
CPSs is much more than that of a standalone digital
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system. An example of this is the power grid attack
reported in 2015 [19]. It must be noted that for indus-
trial control systems, any availability attack increases
the attack’s economic impact proportionally with the
duration of unavailability.

+ Timing constraint: Diverse sets of real-time constraints
form an integral aspect of CPSs. The execution time
between an event and its corresponding response is
often dictated by a hard deadline, which, if missed,
may lead to failure of the complete control flow. For
example, smart energy monitoring systems deploy cir-
cuit breakers to estimate undercurrent/overcurrent.
In case of a delay in detecting the surge in the current,
the grid can be physically damaged, eventually caus-
ing the entire system to fail.

+ Sociotechnical model: Traditional IT security only forms
a part of the larger sociotechnical system security. For
CPSs, in particular industrial scale systems, it is not
only sufficient to define the access control but also the
social and economic impacts of the security breach.
This problem is less manifested in a classical informa-
tion security paradigm due to its limited exposure to
the physical interfaces and constraints. However, for
CPSs, this becomes especially important due to the pos-
sibility of life-threatening situations or so-called kinetic
attacks. A detailed discussion of these issues, covered
under the OT security, is available in [71], [72].

C. IoT Security

In contrast to CPSs, the focus of IoT systems is on the
connectivity and, consequently, toward the management of
trustworthy devices interacting with each other.” In a star-
tling difference from wired networks for IoT, the network
often admits new members, and therefore needs to frequently
establish secure communication channels. In the following,
few distinguishing features for IoT security are summarized.

« Trust management: A prime use case scenario for IoT
devices are ad hoc sensor networks that find applica-
tions in V2V and V2I communications, for example.
In such networks, admitting a new node and detect-
ing malicious nodes [73] are important prerequisites
for maintaining security policies intact. There have
been ample studies on the key management proto-
cols for wireless sensor networks, e.g., via key pre-
distribution [74], identity-based encryption [75],
[76], certification authorities, and key exchange
protocols. In general, these studies fall under the
general theme of trust management [77], which is
particularly challenging for low-end devices due to
the performance overhead that a secure key storage
or dynamic code attestation incurs.

°In the absence of a trust model, one may adhere to the consensus

protocols and decision mechanisms arising thereof, as promoted through
Blockchain technologies.
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+ Secure routing protocol: 10T systems rely critically on
static/dynamic routing protocols, which may be sub-
jected to diverse forms of attacks [78]. Typical coun-
termeasures for routing protocol attacks depend on:
1) a trusted base station that enables authentication
and encryption; 2) multipath routing; and 3) secure
geographic routing protocols [79].

+ Heterogeneous network integration: IoT networks are
usually associated with a heterogeneous mix of wire-
less communication systems, each of which comes
with its own security protocols. Their interoperability
may require conversion of data formats, which is dif-
ficult to undertake without partial knowledge of the
message payload. Furthermore, the possibility and
often undetected presence of diverse information
channels remains a constant threat [80].

+ Privacy protection: IoT nodes can request to maintain
data/location privacy and also anonymity while par-
ticipating in a network. This can be ensured by sensor
security, e.g., RFID/NFC privacy [81] or privacy of gen-
eral embedded sensors [82]. Anonymity is preserved,
for example, by generating similar traffic volumes for a
certain number of nodes surrounding the sink [83] or
adopting a multiparent, fractal propagation that involves
spreading fake messages at the intermediate nodes [84].

Example 3: In a recent demonstration of an attack against
connected IoT devices, researchers took control over
all the light bulbs in close proximity of each other
by first infecting a light bulb with a malicious firm-
ware [17]. The attack exploited the ZigBee protocol
and the absence of any asymmetric-key cryptography
for establishing secure communication channels to
gain the ability to perform over-the-air updates of
other light bulbs. In another variant of an IoT attack,
researchers have been able to achieve undesired and
potentially kinetic cyber attack functionalities [85].

VI. SECURITY IN WIRELESS
COMMUNICATION FOR IoT AND CPSs

In principle, security in wireless systems can be provided
on different levels of the network stack, using two very
different approaches and philosophies.

1) Classical security measures are applied at the MAC/
DLL, network, transport, and application layer and
corresponding techniques are based on standard
cryptographic principles. Corresponding algorithms
assume that the underlying PHY and DLL layers pro-
vide a reliable link. At the same time, they do not
make use of any further information on the received
wireless signal and do not provide any control on the
physical layer. The corresponding techniques are
thereby mainly based on “conventional” measures
that are often also known from wired networks.
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2) Physical layer security measures are applied at the
physical layer following information-theoretic prin-
ciples. Security is achieved and advanced through
sophisticated signaling schemes and the analysis of
mutual information between sender, receiver, and
the eavesdropper under different channel condition
assumptions. However, the physical layer interface
to upper layers entails information loss and, there-
fore, renders propagation of information-theoretic
ideas difficult. Furthermore, under realistic assump-
tions, information-theoretic principles often do not
provide absolute security guarantees.

In a major contrast to the wireless systems, CPSs and
IoT systems do not necessarily employ the entire OSI stack.
Instead, due to the interaction with physical processes,
they bring their own layers, e.g., perception layer, computa-
tion layer, and application layer, which interface with the
OSI stack for the purpose of transport. This is depicted in
Fig. 12, where some of the potential security vulnerabilities
in the different layers are denoted.

A. Security of Wireless Communication

The origin of modern communication security is due to the
information-theoretic studies of Shannon [99] and its exten-
sion to physical layer encryption by Wyner [100]. However,
the notion established by Wyner has several caveats such as,
assumption of sender’s (Bob) knowledge of the secret chan-
nel established by the eavesdropper (Eve) and assumption of
infinite packet length. Subsequently, several works have been
done in this direction to generalize the channel model [101],
adapt to multiple-input-multiple-output (MIMO) wireless
systems [102], and achieve secrecy by directional modulation
[103]. Nevertheless, for the capacity-bounded physical chan-
nel, under practical assumptions, a provably secure commu-
nication mode is currently not known. Therefore, state-of-
the-art studies of physical encryption are based on the mutual
information shared between the sender (Bob), the receiver
(Alice), and the eavesdropper (Eve).
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Fig. 12. IoT security issues with 0SI layer view.

Further challenges in security design arise from the
fact that wireless communication adheres to the OSI lay-
ered protocol architecture and the physical layer encryp-
tion is not necessarily backed up with an adequate security
mechanism in the upper layers of communication. A well-
known example of such security breach is the MITM attack
by spoofing the address resolution protocol (ARP) at MAC
layer. Preventing such attacks requires detailed analysis of
the wireless communication protocols. Indeed it has been
pointed out in a detailed survey of security issues in wire-
less communication [104] that cross-layer and hybrid secu-
rity issues in wireless communication are important open
challenges. By extending the same issues toward poten-
tially more layers of IoT and CPS protocols only calls for
further aggravation of the situation. This has been demon-
strated prominently through, e.g., hacking the Mitsubishi
Outlander through a brute-force hack of the preshared WiFi
key, exfiltrating sensitive data from a computer through a
covered FM channel [80], a study of possible attacks for tel-
eoperated surgical robots [105], and hacking of a wireless-
controlled implantable medical device [106].

B. Security Incidents: Emerging Threats

Conventional CPSs ensure security through access
restrictions, which relies on the physical protection of the
sensitive devices, e.g., sensors and actuators. With the grow-
ing connectivity and autonomy of the systems, such protec-
tion cannot be guaranteed anymore. This gives rise to new
threats on a regular basis. On the other hand, for IoT sys-
tems, the connectivity of multiple devices presents several
challenges, e.g., undetected presence of malicious devices,
covered communication channels, performance overhead,
and vulnerability due to interoperability of protocols.

In Table 3, few representative security incidents/analyses
are provided. Expectedly, with the growth of consumer appli-
cations in the IoT and CPS domain, more attacks are being
reported there. While many such vulnerabilities do also exist
in the infrastructural and industrial domain, these are still
protected through OT security measures and thus, phishing
emails or hacking airgapped networks are common techniques
deployed in those scenarios.

C. Perspective and Recommendations

Historically, there have been attacks on wireless com-
munication networks, which were focused on a standard,
e.g., the WEP algorithm has been subjected to several pas-
sive and active attacks [107]. However, the current attack
trends, building on top of the wireless communication
system vulnerabilities, reach for an impact at the level of the
application, e.g., causing malfunction of a PLC-controlled
component in an industrial control system network. There
are new challenges brought forward by these attacks, which
are deeply application specific. For example, a replay
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Table 3 Representative CPS and loT Security Incidents/Analyses

Domain Application Attack Origin Attack Type
Healthcare Wireless Network Replay attack [16]
Automotive CAN bus, ECU Eavesdropping, Privilege Escalation, MITM, DoS [86]
Automotive Speed sensor ABS Spoof [14]
Consumer Automotive Bluetooth, WiFi, CAN bus Sensor Spoof, DoS, Privilege Escalation [87]
Digital Lock Bluetooth sniffing Eavesdropping, Privilege Escalation [88]
Smart Home ZigBee node Eavesdropping, DoS [89]
Smart Home Lightbulb Malware [17]
Finance Android NFC-capable device Relay Attack [90]
Transportation GPS receiver GPS Spoof [91]
Energy Computer system Forced Update [92]
Infrastructure Energy Smart Meter Eavesdropping, DoS, Integrity [93]
DNS Service ToT device DDoS [94]
Traffic Radio network DoS, Traffic Congestion [95]
Manufacturing Control USB devices, Phishing Eavesdropping, Side Channel Attacks, Resonance Attacks [96]
Industrial Additive Manufacturing ~ Acoustic sensor/Microphone IP Theft [97]
Manufacturing Control Phishing Privilege Escalation [98]

attack is harmless in a video conference, whereas it can be
dangerous for an implantable medical device.

Based on the above studies, we propose a four-phased
approach toward designing secure CPS/IoT systems as follows.

1) Security policy: Security policy design is to be done
on the basis of the confidentiality—integrity—
availability (CIA) triad, though higher focus can
be given to a specific aspect as per the application
requirement, e.g., anonymity in a V2V or V2I network.

2) Secure network: The choice of the network is pri-
marily driven by the application requirements, e.g.,
proximity and bandwidth. Clearly, network interop-
erability, protocol-level security, access restrictions,
and performance overhead due to security features
should also be considered. An important aspect here
is to maintain networks with a well-defined security
perimeter, i.e., ruling out the presence of covered
information channels.

3) Secure component: Individual components in the net-
work range from sensors and routers to storage and
computing devices, all of which have diverse security
hazards. Careful selection of these devices is neces-
sary, including the information leakage analysis and
their connectivity analysis.

4) Security auditing: In absence of a system that is
designed with security as a prime requirement, there
is a steady growth of security auditing services, dedi-
cated surveillance technologies [108]-[110], and
even crowdsourcing [111]. However, a design for
security approach that we advocate should be sup-
ported with security simulation and emulation [112].

VII. CONCLUSION AND FUTURE
WORKS

The diversity and the heterogeneous nature of CPSs and the
IoT poses a number of requirements on the communica-
tion systems (wired and wireless) that connect their com-
ponents. In particular in a CPS, this connectivity and its
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requirements may even be different for various parts of the
system. No single standard can meet all of the requirements.
However, a plethora of different standards exist that cover
a large part of the design space. Nevertheless, there is still
a need for innovation in the development of future wireless
systems. The main challenges in this area are as follows.

1) The rapidly increasing number of connected nodes
which is expected to reach into the billions within
the next decade: This humongous number of devices
is posing a tremendous challenge not only for the
pure physical layer capacity, but also and especially
in terms of managing access of these devices to the
channel in an efficient way with little overhead.

2) The increasing amount of data that is communicated
wirelessly is in conflict with the limited available
spectrum and the limited system capacity. More
spectrally, efficient communication links need to be
developed to support the need for more data traffic.

3) As wireless links are more and more integrated
into critical control loops, latency becomes a very
important issue. Today’s wireless systems, and in
particular those which are designed for low power
consumption and large network capacity, have very
long latencies, which are unacceptable for many
emerging CPSs. Hence, developing new low-power
communication systems with large system capacities
is a pressing issue.

4) A main challenge in CPSs and IoT systems with wire-
less nodes is the need of energy autonomy or at least
of multiple years of lifetime for the connected nodes.
This need clearly increases with the increasing num-
ber of devices as supporting regular battery changes
becomes infeasible. Hence, the design of low-power
communication and communication with effective
duty cycling remains a very important issue.

Security has become a major concern with increased
communication and intelligence at low-end devices that
directly interface with myriads of our day-to-day activities.
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Indeed many of the present studies show that existing sys-
tems across all domains, when exposed to the connectivity,
strictly fall short of the necessary security precaution [12],
[64], [93], [95], [113]. Wireless communication, with its
rapid strides in the past decades, has become the key driver
in the smart world. Technologies such as IoT and CPSs are
now commonplace with the prediction that the world will
have 8.4 billion connected IoT devices [114] with the major-
ity of these devices serving consumer applications. This
staggering growth will cause havoc if the security issues are
not properly addressed. In this paper, we have outlined the
vast landscape of wireless communication protocols, how
those interface with the CPSs and IoT systems, and stud-
ied the security requirements of these systems, which often
take orthogonal paths. As a result, security breaches of these
systems are observed on regular basis, often with potentially
catastrophic consequences. With this background, the fol-
lowing issues need urgent research attention and should be
considered as part of a large research framework.

1) It is well understood that, formally, wireless com-
munication by itself does not guarantee security
but, merely increases the difficulty of eavesdropping
with certain cautionary steps. Besides, physical layer
protection does not automatically prevent integrity
or availability breaches. Therefore, physical layer
protection must be complemented with appropriate
protection at higher layers. This protection also needs
to be extended toward different levels of a protocol

that CPSs or IoT systems bring forth. A general issue

in that direction is to ensure cross-layer protocol vali-

dation against a set of given security requirements.
2) Introduction of covert channels and/or malicious
nodes is found to be a technique of choice behind
numerous attacks. A basic authentication mecha-
nism should be in place for any wireless communica-
tion system. Furthermore, it has to be ensured that
the key size is sufficient to defeat an attacker with
resources, and/or frequent key updates should be
supported. For unconnected and redundant commu-
nication modes, tracking of promiscuous devices is
necessary. This is especially important for heteroge-
neous networks that are commonplace now.
3) The analysis of side-channel information leakage
is a relatively new field in cryptography, having
originated from the rapid evolution of passive and
active side-channel attacks. Nonetheless, the idea of
mutual information analysis is applied to both and,
therefore, could be adapted as a robust foundation
for joint analysis of communication and security
across all layers.
4) Policy design for secure CPS/IoT is a long-standing
goal that is being pursued across multiple domains
independently. An important step toward this direc-
tion is to ensure that security is not achieved through
obscurity, which is apparently a major flaw in the cur-
rent generation of smart CPSs and IoT systems. |
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