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Ubiquitous use of Global Navigation Satellite Systems (GNSSs) including applications. High level of accuracy

Global Positioning System (GPS) in civilian, security, and defense applica- is essential for the above operations,

tions, and the growing dependence on them within critical infrastructures implying a necessity to ensure that

has highlighted the need for protec-
tion against vulnerability due to inten-
tional or unintentional interference
sources. GNSS receivers are used in
variety of critical infrastructural ser-
vices, including communications,
grid distribution, finance,
emergency services, ground and air-
borne navigation, active sensing, high

power

precision surveying, and a number of
other critical industries. For example,
financial institutions rely on GNSS re-
ceivers to provide precise timing for
high-frequency trading. Wireless net-
works and cellphone towers use
GNSS timing to coordinate signal
handshakes and enable connectivity.

Bistatic and multistatic radars as well

This special issue
addresses various
jammers and their effect
on different processing
stages and overall
Global Navigation
Satellite System (GNSS)
receiver performance,
and presents
countermeasures and
solutions to combat
interference.

the GNSS data are immune from in-
terfering sources. Interference miti-
gation and anti-jam techniques must
proceed under the challenging condi-
tions of weak satellite navigation sig-
nals with highly negative decibel
signal-to-noise-and-interference ratio,
and under possible structural similar-
ity of the desired and undesired sig-
nals. There are several ways to
deliberately compromise positioning,
velocity, and timing accuracies. For
example, spoofers that mimic GNSS
signals can mislead the receivers into
false positioning, incorrect timing,
and wrong velocity. The challenge to
maintain accurate GNSS signals is
compounded by the explosion in the

as multiple-input-multiple-output (MIMO) system configurations also rely
on GPS for transceiver synchronizations. Of course, accurate signal parame-

number of wireless devices causing
nondeliberate interference.

ter estimation is crucial for position, navigation, and timing (PNT) for GNSS The proliferation of unintentional
and intentional interference to GNSS
signals has led to a heightened inter-
est in devising effective anti-jamming
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techniques at different levels. The
level of protection against interfer-
ences is commensurate to anti-jam
performance requirements. GNSS in-
terference robustness would clearly
increase cost and add to receiver
hardware and software complexity.

This special issue addresses the
various types of jammers and ana-
lyzes their effects on different pro-
cessing stages and overall GNSS
receiver performance. It presents
state-of-the-art countermeasures and
provides solutions to combat inter-
ference and malicious jammers. The
13 overview papers in the issue
cover both software processing and
hardware components and are writ-
ten by experts in the field. The
primary goal of this issue is to high-
light the potential vulnerabilities of
GNSSs, delineate effective mitiga-
tion approaches, and deliberate on
future trends in the field. The pa-
pers of this special issue cover the
topics of interference classification,
detection, and localization; signal
authenticity verification; hardware-
specific antennas and front-end de-
signs for interference mitigation; and
signal and antenna array processing
techniques for advanced GNSS
receiver designs, including sparse
apertures and jammer excision algo-
rithms using time, frequency, or spa-
cial domain as well as joint-variable
representations.

ISSUE OVERVIEW

A brief description of the content for
each of the 13 overview paper is pro-
vided below. These papers were orga-
nized in the special issue according
to the addressed topics. The issue
begins with the introductory paper
“Known vulnerabilities of Global
Navigation Satellite Systems, status
and potential mitigation techniques”
by Ioannides et al. This paper pro-
vides a thorough discussion and clas-
sification of GNSS vulnerabilities and
their impact on different stages of a
GNSS receiver. Two main threats,
namely, jamming interferences and
spoofing attacks, are analyzed. While

the former aims at impeding receiver
operation, the goal of the latter is to
counterfeit legitimate signals and de-
ceive the receiver yielding erroneous
PNT solution. Besides the technical
aspects, the paper discusses the polit-
ical and socioeconomic impact of
GNSS vulnerabilities.

The first group of papers in the
issue considers the use of antenna
array technology to counteract the
aforementioned vulnerabilities. This
type of solution is of paramount im-
portance in many high-grade applica-
tions requiring protection under a
wide range of scenarios. The paper
“Desired features of adaptive an-
tenna arrays for GNSS receivers” by
Gupta et al. highlights that future
GNSS receiver antenna arrays will
be inevitably smaller in size and
must provide accuracy and signal in-
tegrity in contested environments.
The paper presents state-of-the-art
array signal processing techniques to
meet these requirements for small
GNSS antenna arrays. Drawbacks of
current GNSS antenna signal pro-
cessing techniques are discussed and
directions for further research are
presented. Particular emphasis is
given to smaller array sizes employ-
ing more sophisticated signal pro-
cessing techniques to mitigate
interference. It is noted that knowl-
edge of the individual antenna array
response and interelement coupling
is required for reliable GNSS signal
reception. The paper “Robust GNSS
receivers by array signal processing:
Theory and implementation” by
Fernandez-Prades et al. is aimed at
exploring multiantenna receiver ar-
chitectures and techniques that are
specifically designed considering the
particularities of GNSS signals. An
updated bibliographical
given, including the formulae and
critical discussions on the various

review is

research directions. Particularly, the
paper discusses adaptive
adaptive beamformers, and snap-
shot-based approaches. Notably, the
paper provides insights into practi-

nullers,

cal implementation issues of this
technology, including simulated and

1170 PROCEEDINGS OF THE IEEE | Vol. 104, No. 6, June 2016

experimental results on a prototype
software-defined receiver. The third
paper “Small and adaptive antennas
and arrays for GNSS applications”
by Volakis et al. reviews design as-
pects of antenna arrays for GNSS.
The focus is on miniaturized and
lightweight adaptive arrays with in-
terference  rejection
Such miniaturization

capabilities.
is crucial to
enable GNSS in markets where size
and weight are key constraints. The
paper includes several GNSS antenna
array examples of large bandwidth.
The second group of articles dis-
cusses jamming types and spoofing
attacks, their impact at different
stages of a GNSS receiver, and po-
tential “Impact
and detection of GNSS jammers on
consumer grade satellite navigation
receivers” by Borio et al. describes

countermeasures.

different types of GNSS jammers and
reviews their impact on commercial
receivers. A survey of state-of-the-art
methods for jamming detection is
also provided. Different detection
approaches are investigated which
can be implemented at different re-
ceiver processing stages. It is shown
that jamming can practically impact
all receiver stages, from the front-end
to the navigation solution. Specific
emphasis is given to intermediate
power jamming attacks when jam-
ming signals are sufficiently powerful
to significantly degrade receiver per-
formance without interrupting re-
The
“Overview of spatial processing ap-

ceiver  operations. article
proaches for GNSS structural interfer-
ence detection and mitigation” by
Broumandan et al. provides an over-
view of recent research work on
GNSS signal authentication utilizing
spatial processing methods, catego-
rized into three different groups. The
tirst group considers the antenna ar-
ray jammer and spoofing mitigation
methods, being the most effective
countermeasure against interference
signals. The second group considers
antenna motion to detect spoofing at-
tacks. In this case, the spatial sam-
ples are taken over an observation
window that can be implemented at



the tracking or navigation level of a
receiver. Finally, a cloud-based spoof-
ing countermeasure method applica-
ble to the emerging technologies
such as driverless car and autono-
mous vehicle applications was pro-
method
spatially distributed receivers operat-

posed. This consists  of
ing in a nearby region. The benefits
and shortcoming of each group are
discussed in the paper. Special re-
ceiver processing methods can be im-
plemented to provide defenses
against spoofing attacks, as discussed
in “GNSS spoofing and detection” by
Psiaki and Humphreys. The develop-
ment of appropriate spoofing de-
fenses requires an understanding of
the possible attack modes of a spoo-
fer and their properties that can be
exploited for defense in detail. The
paper discusses several practical de-
fense strategies ranging from signal
processing methods to investigate
telltale signal anomalies within a tra-
ditional GNSS receiver to employing
advanced  encryption-based  tech-
niques that rely on carrier-phase
measurements and interferometric
methods. The methods are sensitive
to differences between signal of ar-
rival directions for spoofed and non-
spoofed  situations. In “Coding
aspects of secure GNSS receivers” by
Curran et al., decoding operation of a
GNSS receiver under jamming is ana-
lyzed. Navigation message signal de-
coding has been typically overlooked
in the literature, mainly due to large
coding gains of spreading sequences.
However, with the increasing threat
of jamming and spoofing, this func-
tionality can be compromised, as
shown in this paper. The paper pro-
vides an introduction to the various
coding schemes employed by current
GNSS signals, discussing their per-
formance in the presence of mali-
cious interferences. Additionally, the
benefits of soft-decoding schemes for
navigation message are highlighted,
requiring estimation of the noise plus
interference power and yielding en-
hanced decoding performances under
severe jamming conditions. In addi-
tion, cryptographic schemes as a

means of providing anti-spoofing for
geosecurity location-based services
and their potential vulnerability are
discussed. Finally, “Concepts, devel-
opment, and validation of multian-
tenna GNSS receivers for resilient
navigation” by Cuntz et al. focuses
on the development and validation
of antenna arrays for robust GNSS
navigation. Some examples of radio-
frequency interference
and spoofing detection approaches

mitigation

are also provided. Several signal pro-
cessing techniques are discussed to
improve robustness for weak signal
conditions, jamming, and counterfeit
GNSS signals. Processing for interfer-
ence mitigation includes prewhitening
and postcorrelation enhancements of
the satellite signal, along with beam-
forming and robust positioning using
vector tracking for addressing short-
term outages due to interference.
Experimental results from field tests,
carried out at the German Galileo
Test and Development Environment
(GATE), are provided. As in the Gupta
et al. paper,
that adequate hardware design (from
the antenna array to the analog-to-
digital conversion components) is nec-
essary to ensure robust interference
mitigation.

the authors conclude

An important aspect in the con-
text of GNSS anti-jamming is the
possibility to locate the jamming
sources and take corresponding mea-
sures to cease its emission. The special
issue contains two articles dealing
with localization and direction-of-
arrival (DOA) estimation. “Sparse
arrays and sampling for interference
mitigation and DOA estimation in
GNSS” by Amin et al. establishes the
role of sparse arrays and sparse sam-
pling in anti-jam GNSS. Extended ap-
erture of the receiver sparse arrays is
used to angularly localize a number of
jammers which exceeds the physical
number of GNSS receiver antennas.
The finite number of jammers in the
tield of view and the highly concen-
trated jammer power in the time-

frequency domain motivate the
development of a sparsity-based per-
spective to jammer’s DOA and
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waveform estimation and mitigation.
The paper “Interference localization
for satellite navigation systems” by
Dempster and Cetin provides a sur-
vey and analysis of interference local-
ization techniques that include
received signal strength, angle of
arrival, time difference of arrival,
and frequency difference of arrival
approaches. The performance of these
techniques is considered when ap-
plied individually and in combina-
tion, both using fixed and mobile
platforms. The paper features real
systems and architectures of inter-
ference geolocalization.

The capabilities of GNSS can be
augmented when used in combina-
tion to other sensors. The last group
of articles in this issue is precisely
dealing with such hybridization and
complementarity with external sen-
sors. Particularly, in “Protecting
GNSS receivers from jamming and
interference” by Gao et al., the au-
thors provide an overview of various
approaches for protecting GNSS re-
ceivers against interference. Namely,
external  aiding using inertial
systems, spatial filtering via antenna
array beamforming, signal condi-
tioning and filtering in the time-
frequency domain, and vector
tracking instead of traditional scalar
tracking are discussed. Using inertial
aiding and vector tracking, the mini-
mum required signal-to-noise ratio is
lowered for reliable signal acquisi-
tion and tracking. The authors also
discuss how spatial and time-
frequency filtering approaches can
be used to suppress interfering sig-
nals before feeding the receiver.
These approaches can be combined
for more robust anti-jamming pro-
tection of a GNSS receiver. The
last paper is “Multisensor navigation
systems: A remedy for GNSS vulnera-
bilities?” by Grejner-Brzezinska et al.
This paper offers a review of the
technological advances that have
taken place in space-based PNT over
the last two decades. These advances
are already available in handheld
PDAs,

viable for

making their hybridization

realizing multisensory
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systems. Specifically, the authors re-
view advances in image-based PNT,
IMUs, magnetic and RF-based sys-
tems, and note that the combination
of these approaches along with high
processing speeds offer effective alter-
natives for robust GNSS. The authors
conclude that a hybridization of differ-
ent PNT solutions offer more reliable
continuous, accurate, and robust PNT.

SUMMARY AND
CONCLUSION

The main goal of this issue is to high-
light the importance of GNSS tech-
nology in our life and reflect on its

ubiquitous use in service infrastruc-
tures. Due to its widespread adapta-
tion, compromising GNSS receivers
can have direct consequences on op-
eration integrity and service deliver-
ables. GNSS receivers must therefore
be protected against interference in
all of its kinds. The papers in this
issue provide a broad and compre-
hensive discussion on receiver vul-
nerabilities, along with pertinent and
effective countermeasure solutions to
maintain high system performance in
presence of malicious jammers. We
hope that the reader finds the topics
covered in this issue useful, informa-
tive, and representative of future

trends in this important area of re-
search and development.
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