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I . TOPIC DESCRIPTION AND IMPORTANCE

Copyright holders have worked to combat piracy through the use of digital

rights management (DRM) systems designed to be increasingly more difficult

to break. Along with these protections, however, have also come increased

restrictions that can limit the ability of users to enjoy purchased content in
ways otherwise permitted under fair use. Code-based restrictions implemen-

ted in DRM systems give copyright holders the technological ability to limit

fair use rights further than allowed

under Copyright LawVskewing the

laws in their favor [1], [22], [28],
[68], [69], [71].

In addition to reduction of fair use

rights, users also face a loss of privacy

due to DRM technologies that collect,

store, and share user data. Types of

information being collected include

location data, system configurations,

timestamps of when content is ac-
cessed, and sometimes even more

personal types of data such as contact

lists. Additionally, several companies

have been found to correlate these

data with other user information such

as IP addresses, user IDs, gender, and

age in order to analyze end users [26],

[37], [41], [61], [65], [77], [78]. This
process of collecting user data and

sending it to remote servers is often

done without the knowledge of the

user, posing considerable concern.

DRM systems combined with the

anti-circumvention legislation of the

Digital Millennium Copyright Act

(DMCA) put users at risk of losing
the ability to enjoy fair use and other

users rights. We cannot count on

content distributors to be honest,

considerate, accountable, or trans-

parent; instead we must seek to

rebuild a framework under whichDigital Object Identifier: 10.1109/JPROC.2015.2418457
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the rights of users can be reclaimed
and balanced against the needs of

content providers.

This paper begins with a brief

overview of how DRM technologies

are being used to limit consumer

rights. Next we show how this code

is combined with a legal component,

including the use of contractual agree-
ments, to further narrow user rights.

Providing a summary of the legal his-

tory, we build up to the current legal

environment surrounding DRM in the

United States, showing the need for

DRM policy and coding changes to

better balance the interests of copy-

right holders and the public.

II . CODE CONTEXT:
HOW DRM LIMITS
FAIR USE AND OTHER
CONSUMER RIGHTS
INCLUDING PRIVACY

To show why there is a pressing need
for a form of DRM that incorporates

fair use and other consumer rights, we

share several ways in which DRM

currently imposes on them. We look

at other actions taken through DRM

such as invalidating or removing ac-

cess to purchased content, retroac-

tively restricting DRM privileges
after purchase, reducing user privacy

by collecting and transmitting per-

sonal information through processes

that ‘‘phone home,’’ and malware-

like tactics used to control users’

systems.

One issue with DRM protected

content is that of renewability, or the
ability of content controllers to delete

or alter available features after pur-

chase. An ebook seller, Fictionwise,

used a third-party supplier of DRM

encrypted ebooks, Overdrive, to sup-

ply approximately 300 000 electronic

book titles to its users. Providing only

30 days of warning to customers,
Overdrive’s servers were shut down

on January 30, 2009. Files already

downloaded continued to work, but

the purchases became invalidated;

as a result, content could not be

transferred to a new device or re-

placed if the original file was lost or

deleted. Fictionwise stated in their
FAQs online that ‘‘Fictionwise strives

to maintain your purchases inde-

finitely, but our terms of service do

not guarantee they will be available

forever. Forever is a long time. ½. . .�
We do not have legal control of those

third party servers. If those third

party servers ‘go dark’ for one reason
or another, we have no way to conti-

nue delivering those files. It is impor-

tant to note that other ebook retailers

such as Barnes and Noble, Gemstar,

and Amazon.com’s original ebook

store circa 2004 did not make any

effort to maintain long term customer

access to purchased material when
they shut down their ebook operations

in the past. They announced a time

period for final download then shut

down the servers’’ [15], [21], [72].

Ebook users faced another issue

with renewability when Amazon de-

leted copies of George Orwell’s 1984
and Animal Farm as well as some works
of Ayn Rand from users’ Kindles, ren-

dering user-added notes and anno-

tations associated with those files

useless [70], [72]. Amazon refunded

the purchases, but left users angry that

the company had the ability to retro-

actively modify user access to pur-

chased content.
Short of removing entire works,

some users experience changes in

DRM privileges after purchasing

content. The Author’s Guild fought

to force Amazon to block text-to-

speech privileges on a title-by-title

basis from the Kindle [4], and Amazon

ultimately agreed to remove the func-
tionality from already purchased titles

on users’ devices at the request of

publishers [72].

This issue is not confined to

ebooks; consumers of music and video

games have faced similar losses. In

2008, music services offered by MSN,

Yahoo! Music, and Walmart Music
announced that they would be shut-

ting down their DRM servers and that

users would no longer be able to

transfer songs to new devices or ac-

cess purchased content after changing

operating systems. Customer reac-

tions caused MSN and Walmart to an-

nounce a delay in their shutdown
date and Yahoo! to offer compensa-

tion to their customers [15]. Users of

Apple’s iTunes service have also ex-

perienced DRM privilege restrictions.

Prior to April 2004, the iTunes music

store allowed users to burn purchased

music on up to ten CDs. Apple later

issued an update to iTunes reducing
that limit to only seven allowable

copies [14].

Another consumer cost of DRM is

loss of privacy. DRM has ‘‘the poten-

tial to facilitate an unprecedented de-

gree of surveillance of consumers’

reading, listening, viewing and brows-

ing habits’’ [5]. This may be even
more intrusive in the mobile realm,

where ‘‘smartphones are often on and

tethered to their user, transmitting

rich data to the app developers. Users

of mobile devices are vulnerable to

privacy intrusion and abuse by nume-

rous entities, app developers, analytic

services, and advertising networks.
These entities could have access to

sensitive information, including a

user’s location, contacts, identity,

messages and photos’’ [57]. A Wall
Street Journal investigation found

that ‘‘these phones don’t keep secrets.

They are sharing this personal data

widely and regularly’’ [78].
In fact, some users reported to

have run tests discovering that several

Pinch Media enabled iPhone apps

were storing and sending back to

Pinch Media’s servers (‘‘phoning

home’’) combinations of the follow-

ing data: the unique device identifier;

iPhone model; OS version; app ver-
sion; if the iPhone running the app

was jailbroken; if the copy of the app

had been pirated; the times and dates

when the app was opened and closed;

latitude and longitude of the iPhone;

andVif Facebook enabledVthe gen-

der, birth month, and day of the user

[41], [61]. Flurry Analytics, which has
since merged with Pinch Media, ad-

mits in their privacy policy that they

collect the following data: ‘‘User ID

(for your service), latitude and lon-

gitude (obfuscated by Flurry to state/

city), gender, age, events, errors, and

page views. Finally, we see the IP
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address, device type, locale and time-
zone of the user through the HTTP

request’’ and may also provide the app

developer with the ability to collect

raw data from Flurry including the

‘‘timestamp, platform, event, and user

ID’’ [26]. Cofounder of Pinch Media,

Greg Yardley, responded to outrage

over the discovery that Pinch Media
enabled apps were phoning home by

saying, ‘‘Every single person who in-

stalls an iPhone application consents

to data collection in advanceVit’s

right there in the default EULA

Apple’s provided so developers don’t

have to hire lawyers before publishing

something.’’1 While many times not
transparent to users, these activities

may indeed be allowed by the EULA,

although often in vague, nonlimiting

terms. There are many other analyt-

ics companies like Flurry, including

Medialet and Mobclix, but it is often

not known to users that some of

their apps are running analytics soft-
ware, which ones are collecting these

data, or the scope of data being ob-

tained [37], [53], [55], [78].

Although analytics companies

defend this process as one in which

no personally identifiable informa-

tion is collected, the practice of col-

lecting a device’s unique identifier
means that they are able to track

users over time. Unlike cookies, this

is built into the device and cannot be

cleared [78], [89]. One user wrote in

response to Pinch Media that ‘‘As far

as not having personally identifiable

information, the fact is that as soon

as I use an app that requires regis-
tration of my name or email address,

then my [unique device identifier

(UDID)] could be associated with my

identify by the developer of this app.

What’s to stop you from gathering

this information from developers?

Even if you don’t have my name,

the [(UDID)] might as well be my
name’’ [41].

Apps like Facebook,2 Hipster, and
Path, and about a dozen others were
found to be uploading user’s contact
lists to their servers in a move later
defended by Path as being an industry
standard practice [33], [34], [56], [65],
[77], [89]. Seven popular mobile games
created by Storm8 were also criticized
for sending home users’ phone
numbers, unique device identifiers,
and e-mail addresses, all unencrypted
in plain text [6], [29]. Programs down-
loaded from an app store are not the
only ones potentially collecting user
data, however. One developer dis-
covered that the WebOS side of his
Palm Pre device ‘‘periodically uploads
information to Palm, Inc’’ [32], in-
cluding location data and application
usage. Carrier IQ, software installed on
150 million phones by cell phone
companies, was found to be recording
keystrokes, location data, browsing his-
tory, application use, battery use, and
radio activity [11], [13]. Possibly the
result of an error, it was also found
‘‘that keystrokes, text message content
and other very sensitive information is
in fact being transmitted from some
phones on which Carrier IQ is installed
to third parties’’ [11].3 Finally, while

users may feel comfortable and let
their guard down when using iPhone’s

Siri feature, they should keep in mind

that it collects user data in order to

have a better context for the spoken

commands and that Apple reserves the

right to retain both voice inputs and

user data for their own uses as well as

those of their subsidiaries [2].4

Along with contact lists, it is also

possible for mobile apps to access and

copy entire photo albums without the

user’s knowledge or explicit opt-in, as

found on both Apple and Android de-

vices [7], [8]. Black Hat researcher,

Nicolas Seriot, developed a proof-of-

concept iPhone app that was able to
collect and send home the following

data: phone number, address book

contents, recent Safari searches, You-

Tube history, e-mail account data in-

cluding full name and e-mail address,

unique device identifier, SIM card se-

rial number, and International Mobile

Subscriber Identity [73]. Spyware un-
der the name of FinFisher was found

to be able to ‘‘secretly turn on a de-

vice’s microphone, track its location

and monitor e-mails, text messages,

and voice calls’’ [74] on a range of

mobile devices including the iPhone

and BlackBerry.5 While these exam-

ples show what technology is cur-
rently possible in the realm of mobile

devices, these activities may be illegal

based on current EULAs. However, it

raises the question of how far com-

panies could take the terms in their

user agreements. Certainly a line

must be drawn beyond which courts

in the United States would consider

1This quote from Greg Yardley was origin-
ally found as a comment to an article posted
online at http://gadgets.boingboing.net/2009/
04/13/pinch-media-statisti.html#comment-
463496). We verified with him via e-mail
communication on November 12, 2013 that it
was his comment.

4Spyware-like tactics of data collection are
now a concern for eBooks as well. The Electronic
Frontier Foundation recently learned that ‘‘two
independent reports claim that Adobe’s e-book
software, ‘Digital Editions,’ logs every document
readers add to their local ‘library,’ tracks what
happens with those files, and then sends those
logs back to the mother-ship, over the Internet,
in the clear.’’ Adobe later admitted to collecting
information about which books users are cur-
rently reading, where the book is being read, how
long the user has been reading it, and how much
has been read [54].

5This is not just a worry for the future; some
Android and iPhone apps from their respective
app stores have already been found to secretly
activate cell phone microphones, including Color,
Shopkick, and IntoNow [16], [65].

2Facebook has recently come under fire for
another method of data collection through the
use of Atlas, an advertising platform for tracking
user behavior that ‘‘lets advertisers target you
across all of your devices and on participating
websites, based on characteristics from your
Facebook profile such as age, gender, and
location. It will also attempt to track the products
you buy both online and off.’’ With no way to opt
out of data collection, ‘‘Atlas uses the advertising
industry’s phony definition of ‘opt out,’ which has
the unfortunate characteristic of meaning ‘pre-
tend not to track’ and offers no privacy benefits
whatsoever. While you may think you are opting
out of a large data collection scheme by, as Atlas
expects you to do, accepting an opt out cookie,
the platform will merely stop serving you
targeted ads.’’ Facebook noted that many of the
complaints director toward them for this move
are actually industry-wide issues [12].

3Security researcher Trevor Eckhart, who
discovered the Carrier IQ rootkit software, was
sent a Cease & Desist notice from Carrier IQ
citing copyright infringement and demanding
‘‘that Eckhart turn over contact information for
every person who had obtained the files from
him, and that he replace his analysis with a
statementVwritten for him by Carrier IQV
disavowing his research’’ [39]. Ultimately the
Electronic Frontier Foundation took up his case
and concluded ‘‘that Carrier IQ’s real goal [was]
to suppress Eckhart’s research and prevent others
from verifying his findings,’’ one risk of abuse of
the Digital Millennium Copyright Act.
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such terms to be unreasonable, un-
conscionable, and ultimately illegal.

The phenomenon of protected

content collecting personal data and

‘‘phoning home’’ is not limited to mo-

bile apps. In 2005, it was discovered

that Song-BMG’s copy-protected CDs

were transmitting personal informa-

tion without the user’s knowledge or
consent [31]. Specifically, the DRM

systems implemented by Song-BMG

‘‘were designed to contact a vendor

Web site whenever the user inserted a

protected disc. The ostensible pur-

pose of this was to download images

or advertisements that would be dis-

played while the music played, but it
also created entries in the vendor’s

Web server log, noting the users’ IP

addresses, disc inserted, and the times

and dates it was inserted’’ [25]. The

discs also performed undisclosed in-

stallation of software onto consumer’s

computers. The discs shipped with

two versions of DRM: one was a root-
kit that cloaked its presence by mod-

ifying the system to hide the fact that

it was running and to make it chal-

lenging to remove; the other resisted

detection and removal, installing itself

even if the user declined the terms in

the EULA. Researchers Halerman and

Felten concluded that their case study
on Song-BMG revealed ‘‘similarities

between DRM and malicious software

such as spyware, the temptation of

DRM vendors to adopt malware tac-

tics, the tendency of DRM to erode

privacy, the strategic use of access

control to control markets, the failure

of ad hoc designs, and the force of
differing incentives in shaping be-

havior and causing conflict’’ [31].

Another complaint with the tactics

used by Song-BMG was that of limited

portability. After purchase, users

learned that they were limited by the

number of digital copies of the mate-

rial that they could create, that they
had to use Sony’s proprietary media

player to play the content on their

computers, and that they were not

permitted to convert music to com-

mon digital formats such as that used

by iTunes. Ultimately this meant that

the files were only compatible with

Sony and Microsoft portable players
and unusable with other devices like

the iPod. The investigations of Song-

BMG copy-protected disks revealed

several ways in which content owners

do not make limitations transparent to

users before purchase. Here, consu-

mers were only made aware of porta-

bility issues after inserting the disks
into their computers and were un-

aware that Sony’s media player would

be serving advertisements while they

played their paid content [50].

Consumers of ebooks also often do

not know what limitations they will

face until after they have purchased

content. They may be surprised to learn
that features such as read-aloud and use

with third party programs can be dis-

abled on a title-to-title basis. While this

may be a minor inconvenience to some

users, it poses a bigger problem for

those with disabilities who rely on

those features in order to make use of

the content, such as those who need the
use of an included read-aloud function

or the ability to interface with third

party software that can do so [72]. ‘‘The

advent of digital technology makes it

easier than ever for disabled people to

enjoy the same media as people without

disabilities. A digital book can be read

aloud by a blind user’s computer, spar-
ing her the need to wait until [a] vol-

unteer can be found to record an audio

version. Indeed, for the first time the

blind can enjoy newspapers at the same

time as the sighted, simply by ‘reading’

them through a Web-browser that

reads the articles aloud to them, or ex-

ports them via a Braille terminal. ½. . .�
However, DRM systems stymie these

activities. Adobe’s ebooks come with

the capacity to be read aloud by a com-

puter, but allow authors to switch this

capability off. Other ebook technolo-

gies lack this capability altogether, and

actively prevent interoperability with

third party software such as text-to-
speech programs’’ [14].

DRM code is able to limit access

and interoperability, locking consu-

mers out of expected functionality or

that which could be offered through

third-party vendors. ‘‘In a few words,

the restrictions imposed by technolo-

gical measures are frequently unclear
to consumers. This lack of informa-

tion can induce consumers to make

buying decisions which they would

not have made had they been better

informed’’ [50]. In order to maintain

fairness where DRM is used, these

limitations should be disclosed before

purchase to enable consumers to
make informed buying decisions.

Digital restrictions like these com-

bined with anti-circumvention legis-

lation have been criticized for limiting

or removing fair use rights. Passed in

1998, the Digital Millennium Co-

pyright Act (DMCA) made the cir-

cumvention of copyright protection
mechanisms illegal, with the temporary

exception of a limited number of

classes of works [48], [83]. One effect

of the DMCA has been to narrow fair

use rights further than the provisions

made in law for copyright holders. Suc-

cinctly, ‘‘Copyright owners can effec-

tively eliminate fair use by utilizing
DRM systems sanctioned under the

DMCA and litigating against anyone

who tampers with those measures.

Thus, re-writing the copyright funda-

mentals developed by Congress and

courts over more than a century’’ [71].

III . LEGAL CONTEXT

In this section, we show examples of

terms being included in EULAs such as

those prohibiting users from engaging

in class-action lawsuits, requiring that

users allow collection of their personal

data, and even those that force users to

relinquish fair use rights. Several case
studies in the United States are pre-

sented and compared to the way sim-

ilar agreements are handled in the

European Union (EU). The EU has es-

tablished fundamental consumer

rights and taken action against com-

panies that require EULAs with un-

conscionable terms; in the United
States, although several legal attempts

have been made to limit the ability of

contractual agreements to force users

to waive rights they would otherwise

have enjoyed under copyright law, we

have not seen the same success in

this area as Europe.
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The current legal environment in
the United States is perceived by many

to be skewed unfairly in favor of co-

pyright holders. In addition to code-

based restrictions imposed on users by

DRM technology, further rights can be

taken away through licenses and con-

tracts, such as End User License

Agreements (EULAs) [10], [14], [15],
[28], [49], [51], [68], [69], [71].

As of this writing, some EULAs in-

clude terms to prohibit users from

participating in a class-action lawsuit

or to require users to allow collection

of their personal data. Consenting to

the Sony Playstation Vita System of

Software License Agreement (Version
1.1) [75] or a recent PayPal User

Agreement [63], for example, means

that the user waives the right to en-

gage in a class-action lawsuit against

the companyVunless a written noti-

fication requesting the retention that

right is sent within 30 days of accept-

ing the agreement. Facebook retains
the right to log and use data on users

including IP addresses, the date and

time of all logins and logouts, mes-

sages sent between users, a history of

conversations through Facebook Chat,

all notifications and whether the user

had e-mail and text enabled or dis-

abled for each, any photos uploaded
to a Facebook account (presumably

even those later deleted), as well as

a history of other sites visited. Face-

book is only one of many services that

collect user data.

The Electronic Frontier Foundation

warns that ‘‘Companies have a lot of

leeway about what goes into the privacy
policy. They can use vague, overbroad

language so they can collect lots of data

about users, share it with affiliates, sell

it to marketers, or provide it to the

government upon request. And even a

strong privacy policy is little consola-

tion; a privacy policy can change at any

time, so today’s protective language
could be tomorrow’s permissive excep-

tions’’ [38]. Considering that most

Americans believe that their informa-

tion is being kept private when they see

the term ‘‘privacy policy’’ [79], that the

common attitude of consumers toward

EULAs is to select that they agree with-

out reading the terms [89], and that the
terms in these contracts are unilaterally

determined and dictated, users today

find themselves in a very poor position

with respect to the companies drafting

these license agreements.

The European Union has estab-

lished some fundamental consumer

rights and taken action against com-
panies that require EULAs with ‘‘un-

conscionable’’ terms. Some terms that

have been argued to be unfair include

those that allow the copyright holder

to modify the agreement without no-

tice, to change the rights restrictions

on already purchased files, to limit in-

teroperability with other software or
devices, to disclaim responsibility for

any viruses or other damage that could

result to the user’s computer system

through use of their services or pro-

ducts, along with other misleading

or unfair behavior including terms

users likely would have refused had

they understood what was included
[27], [50].

In the United States, however,

EULAs in the form of click-through

or shrink-wrap agreements are being

upheld in courts (although not consis-

tently). A high profile case illustrating

this was that of Blizzard vs. bnetd.org.

Vivendi-Universal’s Blizzard Enter-
tainment alleged that software created

by bnetd.org allowing users to play

Blizzard games over the Internet was

only made possible by the defendant’s

use of reverse engineering, a violation

of Blizzard’s ELUA. A court ruled in

2005 that even if this would have

fallen under fair use, bnetd.org waived
that right by agreeing to Blizzard’s

ELUA [15], [84].

Even though some legal attempts

have been made to limit the ability of

contractual agreements to force users

to waive rights they could have other-

wise enjoyed under Copyright Law,

the United States has not seen the
same success in this area as Europe. In

1997, Rep. Boucher introduced the

Digital Era Copyright Enhancement

Act (105th Congress Bill H.R. 3048) to

Congress as an alternative to the re-

strictive proposals under the DMCA;

however, it died after being referred to

a subcommittee in 1998, ultimately
losing out to the DMCA proposal. Some

of the major differences between H.R.

3048 and the DMCA include that the

former took fair uses into considera-

tion by only prohibiting the alteration

or removal of DRM restrictions when

done for the purpose of infringement.

Further, H.R. 3048 would have pro-
hibited the ability of copyright owners

to limit fair use rights through shrink-

wrap or click-through agreements [5],

[46], [47].

Another bill proposed to establish

greater consumer rights with respect

to DRM, The Consumer, Schools, and

Libraries Digital Rights Management
Awareness Act of 2003, was intro-

duced by Senator Brownback and

supported by the U.S. Public Policy

Committee of the Association for

Computing Machinery (USACM).

Among the terms proposed were to

promote greater public transparency

when DRM is used to protect digital
content, greater privacy rights for

users, and prohibitions on the govern-

ment from mandating the use of any

specific copy-protection technologies.

This bill also died in Congress.

‘‘Pro-digital-consumer legislation

has enjoyed no great success in U.S.

The most famous consumer-rights le-
gislation proposed in the recent time,

the Digital Media Consumers’ Rights

Act (DMCRA), has been introduced

into Congress three times without suc-

cess’’ [50]. First introduced in 2003,

the goals of DMCRA were to restore

fair use rights to users by allowing the

circumvention of copy protection mea-
sures for the purpose of scientific re-

search or when ‘‘such circumvention

does not result in an infringement of

the copyright in the work’’ [44]. It

would have also allowed the distribu-

tion of hardware and software enabling

such circumvention if there existed a

‘‘significant noninfringing use’’ for the
technology. It would have also required

greater transparency of limitations

through the clear labeling of copy-

protected compact discs.

Nations take different approaches

to privacy protection, ranging from a

‘‘strong ‘rights-based’ approach [as]
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embodied in the [EU] Data Protection
Directive, to the US preference for

relying on market forces rather than

the law to protect personal infor-

mation’’ [49]. The United States is

one of 21 member economies of the

Asia-Pacific Economic Cooperation

(APEC) that have agreed to the

APEC Privacy Framework in order to
create region-wide compatibility of

privacy policies and data flow [4].

‘‘The significance of the twenty-one

APEC economies adopting common

information privacy standards cannot

be doubted. The APEC economies are

located on four continents, account

for more than a third of the world’s
population, half its GDP, and almost

half of world trade’’ [30].

One complaint with APEC Privacy

Framework is that it allows collected

data to be used for any ‘‘compatible or

related purposes’’ and does not suggest

that collection should be the least

necessary. Although APEC member
nations can implement stronger re-

gional laws, doing so seems to be

discouraged: the forward to the
Framework states that ‘‘Member Eco-

nomies, consistent with the APEC Pri-

vacy Framework and any existing

domestic privacy protections, should

take all reasonable and appropriate

steps to identify and remove unneces-

sary barriers to information flows and

avoid the creation of any such bar-
riers’’ [4]. Showing a preference for

allowing data flow over protecting

privacy, ‘‘The Preamble speaks of ‘en-

suring’ free flow of information but

only of ‘encouraging’ privacy protec-

tion. The final points in the Preamble

refer to free flow of information as

‘essential,’ but do not accord this sta-
tus to privacy protection. These ex-

amples of terminology indicate how

the Framework has a bias against pri-

vacy protection in favor of free flow of

information’’ [30].

IV. CONCLUSION

DRM is used to mitigate the losses

content owners face due to piracy, but

this technology also enables copyright
holders to overreach their rights and

narrow those of consumers. The cur-

rent legal and technological landscape

shows that we cannot rely on market

forces alone to find a fair balance be-

tween the rights of users and those of

copyright holders. Policy changes and

encouraging principles of good DRM
designVincluding maintaining trans-

parency, using DRM only to reinforce

existing copyright laws without adding

further restrictions, and collecting

personal information only as neces-

sary for the proper functioning of the

DRM systemVare needed in order to

better balance the interests of copy-
right holder with those of users. We

encourage legislators to safeguard

users’ rights by developing a legal

backing to protect them. We also en-

courage developers of DRM to remain

mindful of the implications of their

designs by carefully considering the

impact their technology has on con-
sumer rights, including fair use and

privacy. h
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