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Guest Editorial
Advances in Quantum Communications,
Computing, Cryptography, and Sensing

Soon Xin Ng, Andrea Conti, Gui-Lu Long, Peter Muller, Akbar Sayeed, Jinhong Yuan, and Lajos Hanzo

I. MOTIVATION

SEVEN decades after the foundation of classical infor-
mation theory and the invention of the transistor that

launched the digital communication and computing revolu-
tions, we are entering a new era of quantum information
science and engineering (QISE). Despite holding its impres-
sive sway for nearly 60 years, the celebrated Moore’s law is
beginning to hit physical limits, as the ever-shrinking transistor
size is making it necessary to account for quantum effects.
Concurrently, the growing demand for high-rate processing
is imposing unsustainable power and heat dissipation require-
ments. Thus, there is an urgent need to develop quantum infor-
mation processing systems that can circumvent the limitations
of existing technology.

Quantum computing paradigms have been investigated since
the 1980s and foundational advances have shown that harness-
ing the unique quantum mechanical concepts of superposition
and entanglement can lead to capabilities that are beyond the
reach of classical systems [1]. Several physical platforms for
realizing quantum bits, or qubits, have been explored [2]. One
of the most promising technologies relies on superconducting
qubits, which is under investigation by D-Wave [3], IBM [4],
Google [5], and Rigetti [6], while another is based on trapped
ions explored by other groups and startups, such as IonQ [7].
A chip with 1024 qubits, suitable for quantum annealing algo-
rithms, is commercially available from D-Wave, while IBM
and Google recently announced their gate-based architectures
with 50-100 qubits. Furthermore, the recent launch of the
Micius quantum-enabled satellite [8] heralds a major advance
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in long-range secure quantum communication. Several efforts
are aimed at developing quantum networks and at exploiting
quantum effects for sensing with unprecedented resolution
and sensitivity. These advances also underscore the daunting
technical challenges that have to be overcome to realize the
full potential of QISE.

A. The Race for Scientific and Technological
Leadership in QISE Is On!

Chinese scientists have demonstrated satellite-based
quantum entanglement distribution over a record-distance
of 1200 km [9]–[11]. The Canadian company D-Wave [3]
has sold its quantum annealing computer to both Google and
NASA, and Google [5] and Intel [12] are also developing
their own quantum computers. IBM’s cloud-based quantum
computing platform [13] has been made available for
collaborative research, and Amazon is beginning to offer
clould-based access to quantum computers from Rigetti [6],
IonQ [7], and D-Wave [3] through its Amazon Bracket
program, as part of Amazon Web Service [14]. While there is
a rapid evolution in quantum computing technologies, there
is a growing realization that building of a fully fault-tolerant
universal quantum computer is possibly decades away.
At the same time, noisy intermediate-scale quantum (NISQ)
technologies are expected to be available in the near future,
opening up the possibility of many exciting applications [15].

Given the recent rapid advances in quantum computing,
communication, sensing, and related technologies, an intense
worldwide interest and competition in QISE is emerging with
very substantial investments by governments and industries
around the world. For example, the University of New South
Wales in Sydney has received a 75 Million Australian Dollar
government grant and even larger investments have been
made by the Canadian government in the Institute of Quantum
Computing at the University of Waterloo. In Europe, the Com-
missioner for the Digital Economy and Society outlined the
plan to launch a 1 Billion Euro Flagship initiative on quantum
technology. As part of this momentum, the EU’s 34 Million
Euro QUANTERA project [16] coordinates the quantum
research of 26 countries. The British Government invested
300 Million GBP into the so-called quantum hubs [17]. The
U.S. investments in QISE got a major boost recently under the
umbrella of the National Quantum Initiative Act [18], passed
in December 2018 that involves research and coordination
across multiple agencies, including the National Science Foun-
dation (NSF), Department of Energy, and the National Institute
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of Standards and Technology. In particular, NSF’s recent
investments in QISE are highlighted by the flagship Quantum
Leap program [19] including the latest solicitation for the
establishment of the Quantum Leap Challenge Institutes.

Given the cross-disciplinary nature of challenges in quantum
information technology, and the worldwide attention it is
enjoying, this is a unique and timely opportunity for the signal
processing, communications, information science, and net-
working communities to get engaged in this emerging research
frontier. In this spirit, this special issue is aimed at promoting
foundational, algorithmic, and experimental advances in QISE
spanning communications, cryptography, computing, and sens-
ing, as well as fostering new avenues for cross-disciplinary
research. The topics of interest in the call for papers included,
but were not limited to:

• Quantum communications
• Quantum state preparation
• Quantum information theory
• Quantum modulation and coding
• Quantum algorithms and applications
• Quantum key distribution
• Entanglement distillation and purification
• Experimental results and demonstrations
• Prototypes and testbeds
• Quantum networks and architectures
• Quantum secure direct communication
• Modeling and simulation of quantum information

processing systems
• Quantum detection and estimation
• Role of entanglement in encoding and decoding of

information
• Quantum sensing and measurements
The articles in this special issue address many of these

topics and represent complementary contributions towards
solving the currently sparsely populated jigsaw puzzle of the
opportunities and challenges in QISE. Topically, the articles
may be broadly categorized into three groups:

1) quantum channels, coding, and sensing;
2) secure communication and cryptography; and
3) entanglement distribution and quantum networking.

The contributions of the articles in the three groups are briefly
summarized in Sections II-IV and the keywords from their
abstracts are illustrated in the word cloud in Fig. 1.

II. QUANTUM CHANNELS, CODING, AND SENSING

The classical work on quantum detection and estimation
theory by Helstrom is a very useful and comprehensive
reference [20]. A 1998 snapshot of the quantum information
theory is captured by [21] in the special issue of the IEEE
Transactions on Information Theory marking the 50th anniver-
sary of Shannon’s seminal work. A gentle introduction to
the topics in this section, including the deleterious effects
of quantum decoherence, is provided in [22]. An historic
perspective on the duality of classical and quantum error
correction codes is offered in [23], along with an easy-reading
introduction to quantum channels. Quantum error correction
adapting to channel characteristics was studied in [24]. The
use of non-classical quantum states for quantum pulse position

Fig. 1. A word cloud representing the frequency of various keywords in the
collective titles of the articles in this special issue.

modulation was explored in [25]. Let us now briefly review
the contributions that fall into this category.

A. Discrete Weyl Channels With Markovian Memory

Rehman et al. address the problem of calculating the
capacity of the quantum discrete Weyl channel in the presence
of correlated noise across multiple channel uses. This study
is motivated by the analytical intractability of the Holevo
bound for general quantum channels. The authors succeeded
in generalizing specific instances of discrete Weyl channels,
which exhibit the unique behavior that the optimal signal
states transition from a product state to a maximally entangled
state as the level of channel correlation increases. The authors
show that this behavior is true for a general class of discrete
Weyl channels in which the product state is optimal in the
memoryless case.

B. Transmission of Classical Information Over Noisy
Quantum Channels–A Spectrum Approach

In this article, Lindsey analyzes hybrid communication
systems in which classical information (bits) is communicated
over noisy quantum channels. A two-parameter model for the
Quantum Noise-Energy Spectral Density (QN-ESD) is devel-
oped using a framework for operator-valued noise processes
and the corresponding Quantum Noise-Autocorrelation Func-
tion is also characterized. Using this model, three disjoint
regions in the electromagnetic spectrum are characterized
whose boundaries are determined by two frequency depen-
dent design parameters. The first region (below 62.5 GHz)
represents the classical communication regime with sym-
metric QN-ESD. The other two regions represent a transi-
tion classical-to-electro-optical communication regime (from
62.5 GHz to 62.5 THz), and the optical communica-
tions regime (above 62.5 THz), and exhibit noticeable
QN-ESD asymetries in frequency. Channel capacities in the
three regions are quantified using various metrics, including
bits/photon and bits/s. The results enable optimizing quantum
communication techniques for optical links.
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C. Channel Coding of a Quantum Measurement

In this article, Kechrimparis et al. address the problem
of preserving the optimality of a quantum measurement by
viewing it as a channel coding problem. Specifically, they
consider a measurement over a channel and devise operations
to be carried out both before and after transmission over the
channel to preserve the optimality of the measurement. A
protocol is proposed for preserving a quantum measurement
over an arbitrary channel that uses only local operations
and classical communication, and yet, in contrast to channel
coding, does not require a larger Hilbert space. It is also shown
that with the aid of the proposed protocol, a measurement
can be preserved both for pairs of qubit states as well as for
ensembles of equally probable states. The theoretical results
of the article are supported by simulations carried out on the
IBM quantum computer.

D. Quantum Data-Syndrome Codes

The success of quantum error correction in terms of pro-
tecting quantum states directly depends on the reliability of
the measured error syndromes. Ashikhmin et al. address how
to obtain reliable error syndromes using imperfect physi-
cal circuits. In particular, the so-called syndrome measure-
ment and quantum data-syndrome codes are proposed for
making the syndrome of quantum stabilizer codes robust
against measurement errors. The syndrome measurement
codes protect the syndromes with the aid of linearly dependent
redundant stabilizer measurements. As a further innovation,
the data-syndrome codes generalize this idea for simultaneous
correction of both the data qubits and syndrome bit errors.
It is demonstrated that if the stabilizers of a code have a
small spread of weights, then the syndrome measurement
codes attain a substantial performance gain over the repeated
syndrome measurement approach. An upper bound for the
minimum distance of the codes is derived. Finally, the authors
propose a family of Calderbank-Steane-Shor type quantum
data-syndrome codes based on classical cyclic codes, which
include the classical Steane code and the quantum Golay code.

E. Use of CdTe Quantum Dots as Heat Resistant
Temperature Sensor for Bearing Rotating
Elements Monitoring

Zhang et al. argue that in recent years, quantum dot (QD)
based temperature sensors and noncontact thermal monitoring
methods using CdTe QDs as the temperature sensor have
attracted widespread attention due to their many advantages,
such as high accuracy, wide measurement range, high resolu-
tion and good dynamic response. The authors present a study
on the thermal monitoring of bearings rotating by a QD-based
sensor under the extreme conditions of high temperature. For
practical realization, a temperature measurement technology
for QDs is proposed for improved sensor performance. Specif-
ically, to improve the performance of QDs, the influence
of their preparation process on the temperature-dependent
photoluminescence spectra of CdTe QDs is investigated. The
fluorescence intensity and the highest tolerable temperature
of CdTe QDs are optimized by controlling the preparation

process. The authors optimize the QD sensor synthesis process
to yield highly stable QD-based sensors. A pair of techniques
are proposed and compared for incorporating the QDs in both
inorganic and in organic polymers. Using a rolling bearing
experimental rig, it is demonstrated that the temperature of
the bearing cage at different rotation speeds can be accurately
captured by using the proposed QD sensor.

III. SECURE COMMUNICATION AND CRYPTOGRAPHY

One of the most well-established applications of QISE,
even beginning to see commercialization, is Quantum Key
Distribution (QKD), which is capable of supporting perfectly
secure communications by establishing private random cryp-
tographic keys between a pair of users. One of the most
well-known implementation of QKD, often referred to as
discrete variable QKD (DV-QKD) relies on mapping the
bits of the secret key on the detection of single photons.
Continuous-variable QKD (CV-QKD) protocols, such as the
Gaussian-modulated technique proposed by Grosshans and
Grangier in 2002, constitutes an alternative QKD implemen-
tation, which relies on employing coherent communication
techniques and maps the bits of the secret key onto the
(continuous-valued) quadrature components of an optical field.
Given its specific characteristics, CV-QKD is generally suit-
able for relatively short distances over low-loss links. On the
other hand, DV-QKD is more robust, hence it is more suitable
for longer distances. The research and development of QKD
technology has greatly accelerated since the recent demon-
stration of satellite-based QKD over a distance of 1200 km
by Chinese scientists from the University of Science and
Technology (USTC) in Hefei [9]. Similar reports have also
emerged from Russia. An easy-reading tutorial and predictive
outlook on continuous-valued QKD may be found in [26].
The secure key throughput of QKD protocols with intermittent
relays was studied in [27].

A. Fundamental Limits of Quantum-Secure Covert
Communication Over Bosonic Channels

In this article, Bullock et al. consider the fundamental
limits of quantum-secure covert communication over a ther-
mal noise bosonic channel, where the adversary also has
quantum-mechanical capabilities. Specifically, they derive an
explicit expression for quantifying the constant in the square
root law (SRL) which governs the fundamental limit of
quantum-secure communications. The authors also show that
coherent binary phase shift keying, which succeeds in achiev-
ing the Holevo bound in the con-covert scenario of the low
signal-to-noise ratio regime, is actually sub-optimal in the
covert case. On the other hand, coherent quadrature phase shift
keying achieves the optimal value of the constant derived in
the article.

B. Terahertz Quantum Cryptography

In this article, Ottaviani et al. analyze the potential and per-
formance of secure QKD in Terahertz (THz) communication
links. Specifically, the achievable secret key rates are derived
under realistic attacks. Based on their results the authors argue
that in the 0.1–1-THz range the critical impairment tends to be
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the thermal noise, whereas at higher frequencies spanning the
1–50-THz range the critical impairment is atmospheric absorp-
tion. They also outline a potential hardware implementation of
the proposed THz QKD schemes.

C. Quantum Fingerprinting Over AWGN Channels
With Power-Limited Optical Signals

In this article, Lipka et al. consider the problem of quan-
tum fingerprinting, which can be used for generating secret
keys for secure communication, in the practically relevant
regime of extremely low power (less than one photon per
unit time and unit bandwidth) and unlimited bandwidth in
optical channels with additive white Gaussian noise (AWGN).
The authors identify a specific noise parameter, which allows
them to separate a near-noiseless fingerprinting regime from
a noise-contaminated one, where the impact of AWGN is sig-
nificant. In the latter noise-limited scenario, the results of the
article demonstrate the advantages of quantum fingerprinting
over classical methods.

D. Discrete-Modulation Continuous-Variable Quantum
Key Distribution Enhanced by Quantum Scissors

Recent advances have shown that the so-called quantum
scissors acting as non-deterministic amplifiers are capable of
enhancing the performance of Gaussian-modulated CV-QKD
in long-distance operation, even in the face of unfriendly
propagation scenarios. In this article, Ghalaii et al. study
the rate-versus-distance behavior of a discrete-modulation
based CV-QKD system that uses quantum scissors at its
receiver. This work also extends the applicability of quantum
scissors to quantum repeaters by supporting a non-Gaussian
CV-QKD protocol relying on discrete modulation schemes.
A realistic analysis considering a non-deterministic linear
amplifier at the receiver, along with a physical realization of
the non-deterministic linear amplifier, is used for assessing
the practicality of the proposed repeater setups. The results
show that the use of quantum scissors in the receiver of the
proposed discrete modulation CV-QKD protocols can succeed
in achieving adequate secret key rates even in the face of
unfriendly propagation scenarios.

E. Error Tolerance Bound in QKD-Based Quantum Private
Query

Recognizing that QKD protocols are extremely sensitive to
channel-induced impairments, in this contribution, Wei et al.
propose a practical protocol which is capable of operating in
the face of realistic noisy channels while still protecting the
privacy of both communicating parties. An upper bound on
the attainable error resilience is also obtained while striking a
compelling trade-off among the conflicting design objectives
of reliability, database security, and user privacy.

IV. ENTANGLEMENT DISTRIBUTION AND

QUANTUM NETWORKING

Quantum networking is an emerging field for exploiting
the unique properties of quantum mechanics to support end-
to-end generation of entangled quantum states across distant

nodes in a network [28]. In quantum communication networks,
the transmission of long-distance, long-lived entanglement
remains an open technical challenge. A key problem is over-
coming the losses in the physical transmission links. One
option for establishing long distance quantum communication
is to construct a chain of intermediate quantum repeater nodes
between the source and destination. Furthermore, sophisti-
cated quantum repeater protocols need to be developed for
mitigating the errors introduced by the channels, which may
be partly addressed through quantum error correction codes.
In the absence of coding, the losses may be dealt with by
heralded entanglement generation, while the error probability
may be reduced by entanglement distillation (see e.g., [29]).
Despite all these potential approaches, practical realization of
quantum repeaters remains an open technical challenge.

In light of the substantial advances in classical network
coding, a natural question is whether the quantum version of
network coding does exist at all? Since cloning of quantum bits
is impossible due to fundamental laws of quantum mechanics,
the very existence of quantum network coding (QNC) was
questioned in [30]. However, further studies of QNC have
shown that, given the availability of extra resources such
as pre-shared entanglement [31]–[38] or the abundance of
low-cost classical communications [30], [39]–[42], QNC is
feasible. Nonetheless, there are numerous questions and a
paucity of answers in quantum networking. The following
contributions in this special issue advance the state-of-the-art
of global entanglement distribution and quantum networking.

A. Global Entanglement Distribution With Multi-Mode
Non-Gaussian Operations

In this article, He et al. address the problem of global
entanglement distribution in optical quantum communica-
tion links using multi-mode non-Gaussian operators. While
non-Gaussian operations are known to capable of increasing
the level of entanglement, previous studies have been limited
to single-mode operation. Specifically, the authors propose a
framework for multi-mode photon catalysis and apply it to
the problem of continuous variable entanglement distribution
in quantum-enabled optical satellite links. They also compare
the performance of the multi-mode photon catalysis approach
to that of multi-mode photon addition and photon subtraction.
Their results show that multi-mode photon catalysis is the
superior non-Gaussian operation, regardless of whether it is
applied at the transmitter or receiver. However, the perfor-
mance gain attained depends on the level of squeezing of the
initial state in the photon addition scenario and on the channel
loss in the photon subtraction case.

B. Optimal Remote Entanglement Distribution

In this article, Dai et al. consider the problem of entan-
glement swapping and distribution in a quantum network.
Imperfect quantum repeater nodes are assumed to facilitate
the swapping and distribution. The authors propose a proto-
col for remote entanglement distribution that maximizes the
entanglement distribution rate. The network is represented as
a graph and the problem of remote entanglement distribution
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is formulated as a linear programming problem. A closed-form
solution is provided for attaining the maximum entanglement
distribution rate for the special case of a homogeneous repeater
chain.

C. What Criterion Can We Get From Precise
Entanglement Witnesses?

Entanglement constitutes one of the most unique properties
of quantum systems and the detection and quantification of
entanglement is an important topic in Quantum information
theory. A criterion for entanglement detection in two-qubit
systems was proposed by Wootters, based on a concurrence
metric. In this article, Chen studies the connection between
Wootters formula and the concept of matched entanglement
witness for a three-qubit system and proposes a generalization
of Wootters formula for a four-qubit system.

D. Local Equivalence of Multipartite Entanglement

In this contribution, Qiao et al. study a long-standing open
problem–the degree of the generators of invariant polynomial
rings–which play an important role in characterizing multi-
partite entanglement. They derive explicit upper bounds on
the degree of the generators of invariant polynomial rings,
and propose a systematic approach for developing a com-
plete characterization of invariant polynomial rings. Finally,
an application of the results to the problem of multipartite
entanglement is provided.

E. Quantum Switch for the Quantum Internet: Noiseless
Communications Through Noisy Channels

In this article, Caleffi and Cacciapuoti study the role of
a quantum switch in quantum networks that enables the
propagation of quantum information simultaneously over mul-
tiple channels in a quantum superposition. They quantify
the performance gain that can be achieved by employing a
quantum switch for enhancing the entanglement distribution
process during quantum teleportation. Their analysis reveals
that, under certain conditions (detailed in the article), through
the use of a quantum switch, the quantum teleportation process
starts to behave like a noiseless communication process with
a probability that increases with the noise level affecting the
underlying communication channels under superposition.

F. Self-Testing of Symmetric Three-Qubit States

Due to the essential role played by symmetry in the field of
quantum entanglement, it is of high importance to explore the
properties of symmetric states. Self-testing refers to a device-
independent technique for identifying the state of an unchar-
acterized quantum device. The information sought entails the
number of measurements, the number of outputs for each mea-
surement and the statistics of each measurement. Earlier results
on self-testing for multipartite states have remained limited to
one or two states. In this article, Li et al. propose self-testing
schemes for a large family of symmetric three-qubit states.

G. Entanglement Verification in Quantum Networks
With Tampered Nodes

In this article, Amoretti and Carretta study the problem of
entanglement verification across the quantum memories of any
two nodes of a quantum network. Such verification schemes
may be used for detecting the presence of attackers that may
compromize a node in a network. In particular, two-party Bell
pairs stored in the quantum memories of two distant nodes of
the quantum network are investigated. Three scenarios are con-
sidered in their attack model. In their most disruptive scenario,
the attacker is assumed to be capable of completely taking over
certain nodes, including their quantum memories. The authors
propose a pair of entanglement verification protocols for a
quantum network, which are capable of limiting the malicious
actions of even the most powerful attackers.

H. Quantum Queuing Delay

In this article, Dai et al. propose a tractable model for
analyzing the queuing delay of quantum information, which is
one of the critical issues in transmitting quantum information
across quantum networks. Aiming to be consistent with phys-
ical realizations and practical constraints, the authors advocate
a model that employs a dynamic programming formalism
and accounts for a range of practical aspects, including the
finite memory size. Using this model, the authors develop
a cognitive-memory-based policy for memory management
by characterizing and exploiting specific quantum properties.
An upper bound is derived for the average queue length
corresponding to the proposed cognitive-memory-based policy.
The key result is that the proposed policy is capable of expo-
nentially reducing the average queuing delay as a function of
the memory size. The near-optimality of the developed policy
is validated by both the theoretical analysis and simulations.

I. Efficient Computation of the Waiting Time and
Fidelity in Quantum Repeater Chains

In the contribution, Brand et al. aim for fully characterizing
the behavior of an important class of entanglement distribution
protocols conceived for transmission over repeater chains in
a quantum communication network. They propose a pair of
efficient algorithms for determining both the generation-time
and the fidelity of the first generated entangled pair of nodes
in a quantum repeater chain. The first probabilistic algorithm
analyzes refined versions of repeater chain protocols, including
intermediate entanglement distillation. On the other hand,
the second algorithm computes the waiting time distribution
and is faster than the first one. In contrast to the exponentially
increasing execution time of existing algorithms, the run
time of the proposed algorithms increases only polynomially
with the number of segments in the chain. This enables the
authors to analyze repeater chains of thousands of segments
by employing their proof-of-principle implementation. Thus,
the proposed techniques may serve as useful practical tools
for analyzing large-scale quantum repeater topologies in the
design of the future quantum internet.
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Fig. 2. Cross-disciplinary research challenges and opportunities in QISE.

V. A GLIMPSE OF OPEN RESEARCH ISSUES

AND CLOSING REMARKS

Inevitably, the 19 contributions in this special issue only
provide a glimpse of the vast body of contemporary debates
in the open literature on QISE. There are many outstanding
challenges and technical questions that need to be addressed to
realize the potential of QISE. The field of QISE is inherently
cross-disciplinary in nature drawing on tools from physics,
materials science, device engineering, signal processing, com-
munication and information theory, computer science, mathe-
matics, and systems engineering. A conceptual schematic of
a quantum information processing (QIP) system is illustrated
in Fig. 2 and highlights three components: 1) physical hard-
ware realization; 2) mathematical system model; and 3) QIP
techniques and algorithms. Signal processing and communi-
cations researchers, the main audience of IEEE JSAC, can
fruitfully engage in QISE through mathematical modeling of
QIP systems and their interactions with physical hardware
realizations on the one hand, and the development of QIP
algorithms on the other. These pathways are also evident in
many of the articles in this special issue and we need to
grow the involvement of this research community to accelerate
innovation in this exciting research frontier [43].

Some open research issues relevant to the scope of this
special issue are briefly discussed below.

• Currently, there is a huge variety of models used by
different parts of the QISE research community, that
are critically dependant on the envisioned underlying
physical implementation. However, there is a paucity
of experimentally justified models which would be very
useful making the theoretical and simulation-based inves-
tigations more realistic. In the context of algorithm devel-
opment, a promising starting point may be to develop and
validate a model for the open-access IBM computer.

• The so-called depolarizing channel model is often used
for the design of quantum error correction codes, which
captures bit-flips, phase-flips, or both on the qubits.
However, there are no widely accepted models for char-
acterizing the errors imposed by other operations, such
as quantum gates.

• The availability of experimentally validated channel mod-
els would greatly facilitate the design of improved quan-
tum error correction codes, such as powerful topological
codes [44]–[46], for enhancing the fidelity of quan-
tum computers and for extending their coherence time.
However, these quantum codes need high-fidelity qubits,
which are not possible with the low fidelity of cur-
rently available quantum computing hardware platforms.
Hence the motivation for NISQ computing [15] with

current hardware and the need for fully fault-tolerant
quantum codes which are capable of avoiding avalanche-
like error-proliferation.

• Space-to-ground optical satellite links encounter harsher
propagation (due to atmospheric effects) degradation than
free-space optical links and optic-fiber links [26]. Thus,
space-ground quantum communication using satellites
is currently quite immature, despite substantial research
efforts [47]–[51].

• Despite their relative maturity, the existing physical
realizations of QKD solutions only achieve modest
secrete key generation rates that need to be signifi-
cantly improved. This is due to the probabilistic nature
of existing approaches for generating entangled states.
Another limitation of the existing QKD protocols is that
they require both a classical and a quantum channel.
By contrast, the so-called quantum secure direct commu-
nication protocol only needs a single channel [52]–[56]
and thus deserves further research, especially since it
is also potentially capable of dispensing with quantum
memory.

• Due to channel degradations, typically there is a mis-
match between the secret keys extracted by the communi-
cating parties, which has to be corrected by an appropriate
quantum error correction code using the so-called infor-
mation reconciliation process. However, currently, there is
no systematic approach for choosing the most appropriate
reconciliation codes and processes.

• The field of CV-QKD has attracted vigorous theoretical
research interest [57]–[61], but hitherto no experimental
verification has been reported in the open literature.

• The design of quantum secure multi-party quantum net-
works requires just as much attention, as enhancing
the fidelity of quantum hardware. Leveraging mature
elements of operational classical-domain networking
solutions in the design of quantum communication net-
works also deserves further attention from the research
community.

In closing we note that, despite the promising and spectac-
ular advances in the theory and practice of QISE, there is a
healthy degree of skepticism across the research community
regarding the future practicality of some of the applications
of QISE, especially fully fault-tolerant quantum computers.
As the same time, there is a growing realization that while
universal quantum computing may be a distant goal, research
and technological advances along the way may lead to com-
pelling QISE applications in other areas such as simulation
of quantum systems, communications, security, sensing, and
metrology. We hope that the readers enjoy the varied contri-
butions in this special issue in this fascinating research area.
We invite and encourage our colleagues to contribute their
own proposals for growing the community and advancing the
state-of-the-art of QISE!
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