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Evaluation of Deceptive Jamming Effect on SAR
Based on Visual Consistency
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Abstract—In complicated electromagnetic environments, syn-
thetic aperture radar (SAR) can be threatened by various kinds
of malicious interference, of which deceptive jamming is the inten-
tional and efficient one. For jamming effect evaluation on SAR
images, traditional methods are mostly based on the change of
image quality, which are not suitable for evaluating the confu-
sion caused by high-fidelity false targets. In this article, a novel
framework to evaluate the effect of deceptive jamming on SAR
is proposed based on visual consistency. Three levels of vision,
namely detection, recognition, and semantics, are fused for efficient
deception evaluation along with the corresponding metrics system.
Fully considering the imaging characters of deceptive jamming,
specifically designed detection and recognition flows are proposed
to quantitatively evaluate the deception. Furthermore, to evaluate
whether the generated false targets are with reasonable context, an
unprecedent concept, named semantic accuracy, is proposed via
considerations of statistical differences compared with that of the
background template. Besides, the cases of deceptive jamming with
several common nonideal issues are considered when evaluating
the effects. Sufficient experiments have proved the practicality and
superiority of the proposed evaluation framework under different
deceptive jamming with various nonideal factors.

Index Terms—Deceptive jamming effect evaluation, detection
and recognition, semantic accuracy, synthetic aperture radar
(SAR), visual consistency (VC).

I. INTRODUCTION

SYNTHETIC aperture radar (SAR) is an advanced mi-
crowave imaging equipment for Earth observation. Due to

the capacity of imaging all weather and all time, SAR has been
widely used in civil fields [1]–[3] and military applications [4],
[5]. Meanwhile, the research on jamming technology for SAR
has been greatly supported and invested [6]–[10], and numer-
ous jamming methods and systems are constantly developed.
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Deceptive jamming is one of the effective ways due to its 2-D
coherence with respect to the SAR signal. Nevertheless, effective
evaluation of deceptive jamming effect on SAR is rarely raised,
which motivates this article.

An effective method of jamming effect evaluation can not only
quantitatively describe the effect of jamming on SAR imaging,
but also, in turn, guide the optimization of jamming methods.
Existing jamming evaluation methods can be divided into the
following three categories, namely information criterion [11]–
[20], power criterion [21], and efficiency criterion [22]–[25].

1) Information criterion: The information criterion considers
the loss of information or the change of image quality
after being jammed, which is the most widely used. The
cross entropy is considered for jamming effect evaluation
in [11], but the principle explanation and experimental
setup are relatively rough. In [12], mutual information
is clearly deduced and mathematically related to other
types of entropy. The physical significance is explained
more distinctly, and extensive experiments confirm its high
effectiveness. Additionally, for more accurate depiction
of information differences, the improved cross entropy
further considers the spatial relationship [13]. On the
other hand, the information criteria also consider that
the change of image quality occurs in a jammed image.
The peak sidelobe ratio and the integrated sidelobe ratio
are two typical evaluation metrics for point targets [14].
For area targets, Euclidean distance, correlation coeffi-
cient, structural similarity index (SSIM), image entropy,
and equivalent number of looks (ENL) [15]–[19] are usu-
ally employed for the convenience. Moreover, for evalua-
tion results being more consistent with the human visual
system, edge strength images are recommended to be
obtained first before calculating the correlation coefficient
in [16], and textural feature extraction in the weighted
wavelet domain is introduced in [20].

2) Power criterion: Based on the system parameters of the
jammer and SAR, the power criterion considers the ef-
fective radiated power required for the jammer to achieve
the predetermined jamming effect [21]. Nevertheless, the
jamming-to-signal ratio is the only factor considered for
evaluation. The power criterion focuses merely on the
theoretical calculation and ignores the actual influence
after jamming, thus great limitations for evaluation.

3) Efficiency criterion: The mentioned information and
power criteria have no considerations about the jamming
effect on SAR image interpretation. Considering these
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facts, the efficiency criterion is mainly based on compar-
ing the change of the tracking ability or target detection
before and after being jammed. In [22], the jamming
effect is evaluated according to the degree of deviation
between the jammed centroid trajectory and the normal
one without jamming. However, this method is suitable
for moving targets only and needs a series of SAR images
for comparison. Shi et al. [23] and Shen et al.[24] employ
detection performance under jamming condition for effect
evaluation. They only consider detecting real targets under
suppressive jamming at the simplistic experiment condi-
tion, and the deception of deceptive jamming is ignored.

In general, the above three aspects are based on the sup-
pression effects of jamming on SAR images. Note that the
high-fidelity false targets generated by deceptive jamming can
not only affect the feature extraction of SAR images, but also
confuse the SAR interpretation. Besides, the existence of false
targets at some local areas of the SAR image can only cause
relatively minor change to the overall image quality, even under
nonideal factors. Therefore, the influence of deceptive jamming
cannot be effectively and reasonably measured by the aforemen-
tioned traditional methods. Besides, in [25], multifeature fusion
is introduced to classify false targets into the corresponding error
levels for evaluation. However, the influence of false targets’
fusing into the SAR image of the adversary is not considered,
so the evaluation result is not intuitive.

Consequently, more consideration should be given to the
influence of false targets on SAR interpretation. Specifically,
detection, recognition, and semantics are exactly what need to be
considered. So far, a number of studies have made correspond-
ing contributions to such three aspects, which are applied to
traditional SAR interpretation without considering the deceptive
jamming.

1) For target detection, cell-averaging constant false alarm
rate (CFAR) and two-parameter CFAR (TP-CFAR) are
commonly used due to their simplicity of implemen-
tation [26]. Besides, characterizing the clutter by two
parameters (mean and standard deviation), TP-CFAR is
proved to be useful in the nonhomogeneous state but
with inevitable false alarms [27]. Considering such sit-
uation, morphological processing and median filtering
are used to eliminate the false alarms in [28]. Pixel-by-
pixel operations mean a high computational complex-
ity. For higher efficiency, two-stage CFAR is considered
in [29], but it cannot guarantee a satisfactory false alarm
rate.

2) For deep-learning-based recognition, the dataset univer-
sally plays the core role in training and classification.
In conventional tasks of SAR target recognition, exist-
ing datasets are used directly [30]–[32]. However, in our
deceptive jamming evaluation issue, preprocessing of the
existing SAR dataset, including jamming signal gener-
ation and 2-D windowing, is required to meet specific
requirements.

3) As a high-level vision, semantics is widely considered
in SAR image semantic segmentation, but their specific

implementations are often complex [33], [34]. For conve-
nience, semantic analysis can be accomplished by simply
distinguishing the statistical characters of different scenar-
ios. As a metric for comparing two statistical distributions,
the Kullback–Leibler divergence (KLd) is researched and
can be understood as the relative entropy [35]. Revealing
that the KLd is asymmetric and unbounded, Lin [36]
proposed the Jensen–Shannon divergence (JSd). The JSd
can be thought as a symmetric and bounded version of the
KLd and is, thus, more commonly used.

Considering the aforementioned issues, a novel visual con-
sistency (VC)-based framework is proposed for evaluating the
deceptive jamming effect on SAR along with the correspond-
ing metrics system. As for VC, the core consideration is the
consistency of responsive behaviors between generated false
targets and real targets in SAR image interpretation. Fully
considering the high fidelity of deceptive jamming, three levels
of vision are considered in our VC-based evaluation, namely
detection, recognition, and semantics. Detection and recogni-
tion are used to analyze the degree of consistency in geo-
metric and textural features, and responsive results during the
corresponding processing flows are employed for evaluation.
Additionally, a novel concept, named semantic accuracy, is
proposed to describe and evaluate the location rationality of false
targets.

The novelty of our evaluation framework is multifaceted.
Overall, a novel framework that can effectively evaluate the
effect of deceptive jamming is proposed with special processing
flows. Looking specifically at each visual level, there are also
corresponding novelties integrated into the implementation. A
novel two-stage-two-parameter CFAR (TSTP-CFAR) is pro-
posed for the detection flow of our evaluation framework, where
the normalized moment of inertia (NMI) will be used for further
suppression of false alarms. Therefore, higher efficiency and
lower false alarm rate can be simultaneously satisfied. Mean-
while, for the special mission of deceptive jamming evaluation, a
novel and specific scheme for generating the deceptive jamming
dataset is presented in the proposed recognition flow. In addi-
tion, to prevent network overfitting on the jamming template, a
convolutional neural network (CNN) with batch normalization
(BN) layers [37] is designed for the recognition process for
multiclass problems. Besides, 2-D windowing should be applied
to each input of our CNN, which further reflects the uniqueness
of our proposed recognition flow. Additionally, considering the
simplicity and convenience [38], [39], template matching is
also employed for the two-class classification case. Finally,
JSd-based semantics evaluation is introduced into our evaluation
framework for the first time, which is implemented by comparing
the statistical properties of the current background with that of
the corresponding background templates.

In summary, the main contributions of this article are three-
fold.

1) A novel VC-based evaluation framework is proposed,
which consists of three levels of vision, i.e., detection,
recognition, and semantics. Subtle changes of deception
presented by false targets can be keenly depicted.
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2) Well-designed detection and recognition flows are espe-
cially provided to ensure the validity of the VC-based eval-
uation. Moreover, the unprecedent concept of semantic ac-
curacy is introduced by analyzing the position rationality
of false targets via JSd.

3) Responses of the evaluation framework for different de-
ceptive jamming under varying nonideal conditions are
analyzed to further verify its practicability and superiority.

The rest of this article is organized as follows. Section II
mainly describes the mechanisms of deceptive jamming, along
with the influence analysis caused by parameter measurement
errors. Section III presents the proposed evaluation framework
and the implementation details, including metrics definitions and
the specific operation process. Experimental results and analysis
are contained in Section IV. Finally, Section V concludes this
article.

II. SIGNAL GENERATION AND ERROR ANALYSIS OF

DECEPTIVE JAMMING

A. Principles of Deceptive Jamming

The generation of deceptive jamming requires strict calcula-
tion of the time delay and phase modulation, so as to generate
the desired false target in the preset position. Repeater jamming
is accomplished by modulating the intercepted SAR signal ac-
cording to preset false target information and then retransmitting
back to SAR [6], [10]. Benefiting from the intercepted signal, rel-
atively little prior information of SAR is required for the repeater
jammer, and the key reconnaissance parameters are fewer. Note
that the closest slant range and velocity are important parameters
for jamming modulation. Besides, if more prior information is
available, or the obtained reconnaissance parameters are more
comprehensive and accurate, the false image jamming can be
used to jam SAR more flexibly. The complete and realistic
jamming signal can be generated in advance and then transmitted
to SAR in a single-trip manner once the target area is illuminated
by the main lobe [40]. Note that there is no intercepted signal
needed and the false image jammer can be located at either the
main lobe or the sidelobe of SAR.

For a repeater jammer, the intercepted signal is often as-
sumed only available when the jammer is irradiated by the
SAR main lobe, which results in the difference in the Doppler
time–frequency domain between the jamming signal and the
real SAR echo [6]. While the false image jamming, which owns
more complete reconnaissance parameters, is not limited on
whether the jammer is irradiated by the main lobe or not, thus
more flexible. However, the more stringent requirements for
reconnaissance, in turn, make it more difficult to implement in
practice. At present, most of the existing deceptive jamming
generation methods are based on the above two typical ways.

B. Influence of Parameter Measurement Error on Deceptive
Jamming

The fidelity of deceptive jamming is directly related to its
coherence with the SAR signal in azimuth and range dimensions
simultaneously. When countering a linear-frequency-modulated

(LFM) SAR, which obtains high resolution by matched filtering,
the degree of jamming signal’s matching with the frequency
modulation (FM) rate is an important factor. This affects the
coherence as well as the focusing performance. Consider the
transmitted LFM signal

S(τ) = ωr(τ) exp
(
j2πf0τ + jπKrτ

2
)

(1)

where ωr(τ) denotes a window function, τ represents the fast
time along the range dimension, f0 is the carrier frequency, and
Kr is the FM rate. Assume that there is an offset of FM rateΔK;
then, the corresponding spectrum at the baseband is formulated
as

S(f) = rect
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where rect(·) denotes the rectangular window function. For the
sake of brevity, the constant term caused by the time delay is
ignored, which does not affect the problem explanation. After-
ward, the spectrum of matched filtering function corresponding
to the LFM signal shown in (1) is chosen as

H(f) = rect

(
f

|K|T
)
exp

(
jπ

f2

K

)
. (3)

Note that the matched filtering function is designed according
to the ideal received LFM signal; thus, the correct value of K is
used. Therefore, the output of matched filtering in the frequency
domain is obtained as

Smf (f) = S(f)H(f)

= rect

(
f

|K|T
)
exp

(
jπ

ΔKf2

K2

)
. (4)

Finally, the output of matched filtering in the time domain can
be modeled as

Smf (τ) = K

∫ T/2

−T/2

exp(jπΔKz2) exp(−j2πKτz) dz. (5)

As similarly mentioned in [41], there will be a phase error of
πΔKT 2/12 at the compressed peak, resulting in correspond-
ing defocus. Back to false targets generation, once the jitter
of FM rate occurs when processing the jamming signal, the
corresponding phase error and defocus will appear, which affect
the verisimilitude and confusion of false targets.

In consideration of azimuth coherence, the accurate measure-
ment of platform kinematic parameters plays a key role. Taking
repeater jamming as an example, the effects of measurement
error in the closest slant range and velocity are analyzed here.
According to [6] and [10], slant range difference ΔR(η) corre-
sponding to a false target at Rt with ηt with the second-order
Taylor expansion is

ΔR (η) = 2(R(η − ηt)−RJ(η))

≈ 2(Rt −RJ) +
x2
t

Rt
− 2xtvη

Rt
+

(
1

Rt
− 1

RJ

)
v2η2

(6)
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where R(η − ηt) and RJ(η) are, respectively, the instantaneous
slant range of the preset ideal point target and the jammer.
Rt and RJ present the closest slant range between SAR and,
respectively, the preset false target and jammer. η is the slow time
along the azimuth dimension, v is the velocity, and xt = vηt.
Clearly, the closest slant range contributes to both the first-order
term and the second-order term, and so does velocity. The
former has an effect on positioning in azimuth, whereas the latter
determines the focusing performance of generated false targets.
Specifically, the second-order term is used for compensation to
obtain the Doppler FM rate required at the target point with Rt.
Here, the compensating Doppler FM rate is defined as

Kcom(R0, v) =
2v2

λ

(
1

Rt
− 1

RJ

)
. (7)

Whenever a closest slant range or velocity measurement error
occurs, there will be a Doppler FM rate error ΔKcom(R0, v)
caused by ΔR0 or Δv. Review the phase error mentioned in
(5); the inevitable Doppler phase error will cause degradation to
image quality along azimuth.

From the above analysis, we can see that the focusing perfor-
mance of false targets is largely dependent on the mentioned
parameters. Different levels of measurement errors result in
correspondingly weakened confusion of deceptive jamming in
SAR images. However, such a phenomenon cannot be reason-
ably evaluated by traditional metrics. For effective evaluation, a
reliable and logical evaluation method is urgently needed. With
the reasonable evaluation results, survivability in complicated
electromagnetic environments can be analyzed from the per-
spective of SAR, and feedback can be provided for jamming
configuration optimization from the perspective of jammer.

III. PROPOSED EVALUATION FRAMEWORK AND ITS

IMPLEMENTATION DETAILS

In SAR electronic countermeasures (ECMs), the most impor-
tant feature of the deceptive jamming lies in its ability to generate
false targets. Superior to the suppressive jamming, which can
only obscure SAR images by transmitting high-power jamming
signals, deceptive jamming is aimed at generating false targets
to simulate the real ones for confusion. In order to effectively
evaluate the deceptive jamming effect on SAR, objective and
effective evaluation methods play a decisive role. However, these
are difficult, and few references are left. Traditional evaluation
metrics all consider the change of image quality, which are
suitable for suppressive jamming but not the deceptive jamming
especially with high fidelity. With the gradual improvement of
reconnaissance accuracy, the fidelity of deceptive jamming to
SAR is correspondingly improved, showing better deceptive
properties in SAR images. Nevertheless, traditional evaluation
metrics have no considerations on the verisimilitude of false
targets, making their evaluation results unreliable. Therefore,
the research should focus more on improving the ability to
evaluate the deception caused by false targets.

Fig. 1. Proposed VC-based evaluation framework and corresponding metrics
in different levels of vision.

A. Framework Panorama

On the SAR battlefield, the commander needs to make tactical
adjustment according to the real-time situation, such as the
distribution and number of military targets in the combat zone, of
which the foothold lies in target detection and recognition. As an
efficient means of ECM, deceptive jamming has the potential to
confuse the situational awareness via high-fidelity false targets.
By evaluating the corresponding influence on the adversary, the
effectiveness of deceptive jamming can be analyzed.

Considering the above issues, a novel VC-based evaluation
framework for deceptive jamming is proposed from the perspec-
tive of SAR image interpretation. The entire scheme is shown in
the block diagram in Fig. 1, which clearly illustrates three levels
of vision considerations and the corresponding metrics. The
SAR image pair to be processed is successively input for target
detection and recognition, and the successfully recognized false
targets further go through the semantic validation for analysis
of the background rationality. Finally, the evaluation ends with
calculating quantitative metrics, which are used to describe the
influence of deceptive jamming on SAR images. The specific
definitions of the adopted metrics and their practical implications
are explained as follows.

1) Detection Probability: Detection probability of real tar-
gets (Pdr) and false targets (Pdf) is defined as

Pdr =
Ndet −Ndf

Nreal
=

Ndr

Nreal
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Pdf =
Ndet −Ndr

Nfalse
(8)

where Nreal and Nfalse denote the number of preset total real
and false targets, respectively. Ndet presents the total number of
successfully detected targets, including both the real ones and the
false ones. Ndr and Ndf are the number of successfully detected
real targets and false ones, respectively. In experiments, Pdr can
be acquired by comparing the detection results of real targets
in images before and after interference. More specifically, the
jamming-free image, where the included targets are considered
as the real targets, is first input into the detection flow; then, the
number and position of the detected real targets are recorded
and used as a reference. Afterward, the targets detected in the
jammed SAR image are, then, compared with the just mentioned
reference, and the targets that appear in both detection results are
thought to be the successfully detected real ones. Thereby, the
corresponding number Ndr is obtained. Ultimately, the metrics
Pdr and Pdf are both available. The former is used to analyze
the deceptive jamming effect on the detection of real targets,
whereas the latter is adopted to evaluate the fidelity of false
targets at the low-level vision. The larger the metric Pdf is,
the higher fidelity the false targets have, indicating the more
successful deception on SAR images.

2) Recognition Probability: Based on above detection re-
sults, recognition is further conducted for the incoming SAR
image pair. Recognition probability of real targets (Prr) and false
targets (Prf) is defined as

Prr =
Nrec −Nrf

Nreal
=

Nrr

Nreal

Prf =
Nrec −Nrr

Nfalse
(9)

where Nrec denotes the total number of successfully recognized
targets, and Nrr and Nrf are the number of successfully recog-
nized real targets and false ones, respectively. The definitions
of Nreal and Nfalse are the same as mentioned earlier. Compared
to the preset categories of real targets, Nrr can be obtained in
the similar manner to Ndr; then, both Prr and Prf are obtained.
Similarly,Prr considers the masking effect of deceptive jamming
on real targets, while Prf is used to evaluate the verisimilitude
of generated false targets at the middle-level vision, which
considers their confusion over SAR interpretation. If the false
targets have similar responsive behaviors toward the detection
and recognition flow as the real ones, they will be more likely to
be detected and recognized. In other words, a largerPrf indicates
that the false targets are of higher fidelity.

3) Semantic Accuracy: As for high-fidelity false targets, they
are more likely to adapt to the detection and recognition, result-
ing in confusion. However, for those false targets generated in
wrong background, which means their contradicting common
sense, the corresponding deceptive jamming still should be
considered unsuccessful. For example, ships are unlikely to be
on land. At this time, even deceptive jamming passed the test
of detection and recognition with high fidelity, it should still be
considered inappropriate.

Fig. 2. TSTP-CFAR-based detection flow.

In order to quantitatively evaluate the rationality of deceptive
jamming at the semantic level, a novel concept, semantic accu-
racy, is proposed here for considering whether false targets can
fit into the context. Semantic accuracy is defined as

Psem =
Nrf −Nsem

Nfalse
(10)

where Nsem is the number of semantically incorrect false tar-
gets. Therefore, Nrf −Nsem means the number of false targets
with correct semantics, which is obtained from the successfully
recognized ones. The acquisition of Nsem will be described in
subsequent sections in detail.

B. Detection Considerations

To ensure that the evaluation framework works correctly and
practicably, an effective target detection flow is rather important,
which is directly related to the acquisition of Pdr and Pdf.
Therefore, TSTP-CFAR is proposed for satisfactory detection
performance, whose processing flow is shown in Fig. 2.

First, an original jamming-free SAR image is input and then
processed by the global TP-CFAR. The whole image is treated
as a large sliding window, and the contained pixels are detected
using a uniform threshold. Implementation details of TP-CFAR
can refer to [27]. After global TP-CFAR, a lot of detected points
can be obtained as candidates, including both the real target
points and the false alarm points. Without further operation,
the detection result will contain a lot of false alarms. Note that
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the points belonging to the target are closer to each other and
clustered within a limited range, which can present the general
outline of the target. However, false alarms are distributed more
randomly and dispersively. Therefore, density filtering is subse-
quently considered. Specifically, with the current point being the
filtering center, if the number of detected points in the filtering
window is less than 1/4 of the points contained in the filtering
window, the points around this center point are considered to be
scattered. Then, the current center point will be removed as a
false alarm point. After considering all the candidate points,
several relatively concentrated groups of points will be left,
which roughly reflect the target shapes. Afterward, each point
group will be transformed into the corresponding connected
region through morphological filtering, namely erosion and di-
lation [42], [43], to represent a possible target. These operations
form the first stage of detection, of which the processed result
acts as the input of the local TP-CFAR in the second stage.

Note that the global TP-CFAR in the first stage is used to
quickly obtain the preliminary locations of candidate targets,
but this may leave several false alarms of connected regions
and lose the outline details of some targets. Therefore, the local
TP-CFAR is considered successively. The detected pixels of
stage one are taken as the centers to obtain outwardly extended
areas for successive detection. The extended areas can be chosen
as large as the size of the targets to be processed. Pixels contained
in the extended areas, which are much fewer than the total
pixels in the original image, are taken as the detection objects
of TP-CFAR. Compared with a direct usage of TP-CFAR, the
target contour can be better presented, and the calculation can be
greatly reduced. Following the local TP-CFAR, density filtering
and morphology filtering are likewise carried out. Besides, if
false alarms are not handled completely, they will also appear
as connected regions and then affect the final detection results.
Notably, the NMI values of connected regions corresponding to
targets with similar size are close to each other, while the false
alarms are with irregular size, which can be further removed in
view of NMI outliers. NMI can be defined as [44]

NMI =
M∑

m=1

N∑
n=1

A(m,n) · r2 (11)

where M and N denote the slice size and A(m,n) denotes the
value of a certain pixel in the target slice, with r being its distance
to the target centroid (mc, nc), which is formulated as

r =
√

(m−mc)2 + (n− nc)2. (12)

Up to this point, the aforementioned detection procedure
reduces false alarms to a significantly low level, which guar-
antees the validity and accuracy of the evaluation framework.
Afterward, the jammed SAR image is input into the TSTP-CFAR
detection flow and goes through the similar two-stage processing
as the origin SAR image does. Finally, the metrics Pdr and Pdf

can be obtained, and effect evaluation for deceptive jamming in
the low-level vision via detection is achieved.

C. Recognition Considerations

1) Template-Matching-Based Target Recognition: The tem-
plate used for matching can be generally divided into image
template and feature template. The former is based on the
SAR image template directly, which compares the test image
to be classified with the image template to find the closest
category. However, a direct difference measurement using image
pixels is not robust enough for situations such as rotation and
displacement [45]. Better performance can be obtained by ex-
tracting descriptive feature of the images as feature templates for
recognition, which is a brief but effective method. As described
in [44], NMI has the feature of rotation, scaling, and translation
invariability; hence, the NMI feature of a certain region of
interest (NMIROI) is extracted and compared with the NMI of
the template (NMItem).

The template that matches the category of targets within the
current regions of interest (ROIs) should be selected first. The
detected connected regions in the jamming-free SAR image will
be compared with multiple types of target templates based on
the feature distance. The feature can be chosen as a quantity that
can describe the characters of a region, such as NMI. Thereupon,
the targets in detected connected regions are categorized based
on the following rule:

C = min (D1, D2, Dq, . . ., DQ) (13)

with

Dq = mean

(∣∣∣∣NMIROIs

NMItemq
− 1

∣∣∣∣
)

(14)

where NMIROIs and NMItemq denote the NMI feature of the cho-
sen ROIs and the target template of the qth category, respectively.
The difference between the two can be measured according to
(14), thus obtainingDq . Afterward, the category of targets within
ROIs, denoted as C, can be determined by the minimum feature
distance via comparing to different types of templates. Once
the matched target template is determined, the corresponding
template will, in turn, be used for recognition of the targets
within detected ROIs in the jammed SAR image based on a
decision threshold. Considering that what counts is the deviation
degree relative to NMI of the template, the recognition distance
is defined as follows:

Drec =

∣∣∣∣NMIROI

NMItem

∣∣∣∣ . (15)

The smaller the recognition distance Drec is, the closer the
NMI features of the two are, and the more the correspond-
ing ROI region matches the target template. Therefore, once
the recognition distance is below the preset threshold value, the
target in the ROI is considered to be the same category as the
template to be compared.

Back to the evaluation process, according to the obtained
detection results, the position information about the detected
targets is recorded, based on which the corresponding ROIs
are successively segmented and obtained. The target category
is determined based on the recognition distance between ROIs
and the chosen template. For the ROIs that are judged to
contain real targets, their recognition results will be compared
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Fig. 3. Specifically designed CNN structure for fine classification.

with the ground truth of preset targets; then, Nrr can be ob-
tained. Furthermore,Prr andPrf are successively available based
on (9).

2) CNN-Based Target Recognition: In order to guarantee the
successful implementation of recognition related evaluation, an
effective CNN structure is specifically designed for a multiclass
recognition task, as shown in Fig. 3. For feature extraction,
an input 70×70 image first goes through a convolution layer
with 32 5×5 convolution kernels, forming the corresponding
feature maps. Then, an activation layer with the rectified linear
unit (ReLU) is employed to inject nonlinearity into the network
for better performance and faster convergence. Followed by a
max-pooling layer with pooling size 3×3, the scaled feature
maps are obtained, which not only serves to reduce the number
of network parameters, but also expands the receptive field of
subsequent connections. Afterward, a BN layer is used for accel-
erating the training speed by adjusting the distribution of input
data of different layers to a relatively stable level, which is also
an effective regularization method of preventing overfitting [37].
After this, a pair of convolution and max-pooling are considered
in the same manner as mentioned. Considering that the same
receptive field can be obtained with fewer parameters by stacking
several small convolution kernels, the convolution kernels with
5×5 are chosen. Besides, the increased network nonlinearity
obtained by stacking operation can provide better performance
improvement [46], [47]. Afterward, a flatten layer is used to
spread out the feature maps, where the dropout operation with
probability 0.5 is considered for reducing overfitting [37]. Suc-
cessively, a fully connected layer attached with a ReLU activa-
tion layer and a BN layer is used for feature integration, and the
dropout operation with probability 0.65 is considered. Finally,
a softmax activation layer is employed for recognition with the
cross-entropy loss function. Note that during the training stage,
the input images are from the 2-D windowed jamming dataset,
which will be introduced in the following part in detail. Each
input image is a grayscale image with a size of 70×70, which
will first be normalized. In the evaluating stage, the detected
ROIs act as the input of the CNN. Before recognition, each
ROI should go through the 2-D windowing and normalization
operations for preprocessing, which helps reduce overfitting
and improve identification performance. For both training and
evaluating stages, the output of the network is the classification
result of the input, and the specific category is given, namely a
certain type of tanks.

Fig. 4. CNN-based recognition flow.

The detail recognition flow is illustrated in Fig. 4, which
is clearly divided into two parts: training and evaluating. The
training part consists of generation of the training set and
CNN training. Several innovative considerations are included
in the dataset generation. The existing dataset is directly used
in conventional tasks of SAR target recognition. However, for
deceptive jamming evaluation, the original SAR dataset is used
to generate the deceptive jamming signal based on the geometric
model first. Afterward, a certain SAR imaging algorithm is
chosen to form the deceptive jamming in the image domain, and
the basic training dataset of false targets is, thus, built. This is one
of the novel points about the generation of the jamming dataset.
Besides, it is widely known that the amount of dataset is an
important factor to ensure the performance of the CNN. Unfor-
tunately, the basic templates in the existing SAR dataset used for
training are not sufficient. In order to increase the diversity of the
dataset and improve the performance of recognition, rotation and
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translation can be considered on the original training dataset and,
thus, the corresponding data augmentation. As another aspect of
innovation, 2-D windowing will be performed to the extended
dataset. This is because when deceptive jamming templates
are directly incorporated into the SAR scene, they will usually
appear abrupt due to the inconsistency between the edges of the
template image and the background. Through 2-D windowing,
the edges of the template image will become smoother and blend
better with the background in SAR images. Besides, possible
overfitting caused by the background in the template image
on the recognition can concurrently get an effective reduction.
Afterward, the 2-D windowed jamming dataset is input into the
employed CNN for network training. Notably, the reduction of
overfitting is also considered in terms of the CNN structure.
For the consideration of avoiding overfitting in the problem of
deceptive jamming effect evaluation, BN layers are introduced
into our designed CNN [37]. Furthermore, note that the jamming
dataset is of small scale, and the input ROI obtained after the
detection flow is of small size with 70×70. Under the premise
of performance assurance, two pairs of convolution layer with
32 5×5 convolution kernels and pooling layer are used to avoid
overfitting.

Consecutively, the evaluating part is conducted based on the
detected ROIs, which contain targets for recognition. Acting as
the input of our CNN for the specific jamming evaluation task,
the detected ROIs should first go through the 2-D windowing
operation for two reasons. The first one lies in that 2-D window-
ing can better reduce the influence of the background around
ROIs on recognition, and the second one is to match the 2-D
windowed training dataset. The above considerations reflect the
uniqueness of our recognition task. When the target slices for
recognition are ready, the trained CNN from the training part
is, thus, read in for recognizing. Finally, the evaluation is ended
with recognition-related metrics calculation, namelyPrr andPrf.
The procedure of metrics calculation is similar to that based on
template matching.

D. Semantic Considerations

Semantic accuracy lies on the highest level of the evaluation
framework, which is used to analyze the location rationality of
successfully detected and recognized false targets. The concept
of semantic accuracy is defined according to the type of false
target and the corresponding background. For example, ships
are paired with their usual background of waters. For a certain
false target, its common background template is used as the ref-
erence. The background around the false target in a SAR image
is segmented out; then, the difference in statistical properties
with respect to the reference will be examined. Quantitatively
revealing the semantic accuracy, the high-level vision of decep-
tive jamming is further evaluated.

The JSd is a measure of the difference between two probability
distributions [35], [36]. Here, the JSd is introduced in this article
to compare the statistical characteristics of the background
around the false target with the corresponding reference, thus
obtaining the semantic accuracy. Mathematically, the JSd is

defined as

JSd (Gt‖Gm) =
1

2
KLd

(
Gt‖Gt +Gm

2

)

+
1

2
KLd

(
Gm‖Gt +Gm

2

)
(16)

with

KLd (Gx‖Gy) =
I∑
i

Gx(i) log2
Gx(i)

Gy(i)
(17)

where KLd denotes the Kullback–Leibler divergence. Gt and
Gm are, respectively, the gray histogram of the background of
a false target to be processed and its corresponding background
template. i is the ith value of the gray histogram. The KLd
commonly considers the normalized frequency distribution in
calculation, while neglecting the influence of the gray value.
This will be subject to performance restriction in the occasions
where the amplitude information of an image is important.
Therefore, we recommend to measure the similarity of different
distributions with the gray-value-weighted KLd

KLd (Gx‖Gy) =

I∑
i

i ·Gx(i) log2
Gx(i)

Gy(i)
. (18)

The smaller the value of the JSd, the higher the similarity of
the two compared statistical distributions. Once the obtained
JSd is smaller than the preset threshold, the background of
the false target to be measured is thought to be similar to its
corresponding common background template. At this time, the
false target is considered to be in a reasonable background
and, thus, the correct semantics. Deceptive jamming with small
JSd indicates the outstanding VC relative to the real target in
view of simultaneously geometric features, textural features,
and high-level semantic rationality. A false target with such
features can cause extremely high deceptive confusion. As for
metrics calculation, by judging the semantic rationality of all
the successfully recognized false targets, Nsem can be obtained
via counting up all the semantically incorrect false targets.
Then, Psem is available according to (10). At this point, the
entire evaluation framework has been fully implemented, and
the metrics are all obtained.

IV. EXPERIMENT AND ANALYSIS

In this section, a series of experiments are conducted to verify
the effectiveness and practicability of the proposed evaluation
framework. First, a comparative experiment on detection is
considered to demonstrate the superiority of our TSTP-CFAR.
Afterward, the validity of the CNN for recognition related eval-
uation is demonstrated, along with the corresponding templates
generation. Besides, the ability of the JSd to distinguish different
gray statistical characteristics is verified and analyzed. Further-
more, two types of deceptive jamming, namely repeater jamming
and false image jamming, are generated to verify the outstand-
ing and reasonable evaluation framework. What is noteworthy
is that for both types of deceptive jamming, several possible
nonideal situations in reality are analyzed and experimented in
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Fig. 5. Comparison of detection performance. (a) SAR image to be detected.
Detection results obtained by (b) TP-CFAR and (c) the proposed TSTP-CFAR.

detail, including closest slant range measurement error, velocity
measurement error, varying signal-to-noise ratios (SNRs), and
varying resolutions.

A. Preparatory Work

1) Detection Performance Verification of TSTP-CFAR: In
order to conduct the experimental analysis of the advantages of
our proposed TSTP-CFAR in detail, the detection performance
of TP-CFAR and TSTP-CFAR is compared via the experiment.
As shown in Fig. 5(b), although TP-CFAR can detect targets in
SAR images, it contains a large number of false alarms. The false
alarms are caused by strong scattering points of some nontarget
objects on one hand. On the other hand, they are also related to
the speckle in the SAR image. Meanwhile, the aggregation of
target contour detected by TP-CFAR is not satisfactory, which is
not conducive to subsequent operations. In addition, TP-CFAR
considers all the pixels of the image through the sliding window,
which needs a large amount of calculation. To solve these prob-
lems, TSTP-CFAR is proposed with two stages of operations,
where density filtering and morphology filtering are considered
for false alarm suppression. Moreover, the connected regions of
false alarms will further be identified and removed in view of
NMI outliers. The corresponding detection result is shown in
Fig. 5(c), and the outstanding performance of TSTP-CFAR is
illustrated by the excellent result of target detection and false
alarm suppression. Besides, for the SAR image with a size
of 1024×1050, the operation time needed for TSTP-CFAR is
50.7 s, which is much smaller than that of TP-CFAR with 163.1 s.

2) Recognition Performance Verification of the CNN: Based
on the flowchart shown in Fig. 4, recognition performance of the
adopted CNN is verified here. The public Moving and Stationary
Target Acquisition and Recognition (MSTAR) dataset is used
here for performance discussion and method validation, which
is provided by the MSTAR project funded by both Defense
Advanced Research Projects Agency and Air Force Research
Laboratory [30]. The dataset contains SAR images of different
military targets obtained by an X-band airborne SAR system
with a resolution of 0.3 m in the spotlight mode. The template
images were obtained under different pitch angles and obser-
vation angles. Images at a pitch angle of 17◦ are used as the
training set, which contains ten types of targets, namely 2S1,
BMP2, BRDM2, BTR60, BTR70, D7, T62, T72, ZIL131, and
ZSU23/4, whereas images at a pitch angle of 15◦ are used as the
testing set.

To match our task of deceptive jamming effect evaluation,
several preprocessing should be done on the dataset to meet

TABLE I
PARAMETERS RELATED TO FALSE IMAGE JAMMING

the experimental requirements. Different styles of dataset corre-
sponding to the processing flow are shown in Fig. 6, where the
first row shows the optical images. The corresponding origin
SAR images are on the second row. Taking the origin SAR
images as the jamming templates, based on the deceptive method
of false image jamming, the deceptive jamming signals are gen-
erated and then imaged as shown on the third row of Fig. 6. Com-
pared to the origin SAR images, the deceptive ones own similar
geometrical and textural features but look slightly blurry, which
is related to the employed SAR parameters of low resolution
shown in Table I. Furthermore, translation and rotation are both
considered for data augmentation, where a ninefold expansion
is obtained by a combination of three shifts in the horizontal
direction and the vertical direction, respectively. Meanwhile, a
twofold increase is considered via angular rotation. As a result,
the final dataset is expanded by 11 times shown in detail in
Table II. Finally, 2-D windowing is implemented via a Kaiser
window with β being 5, and the windowed results are presented
on the last row of Fig. 6. The optimization algorithm Adam is
considered for training the network. A batch size of 128 and
an initial learning rate of 0.001 are chosen as recommended
in [48], which is proved to own high computational efficiency
and excellent convergence. Denote the mentioned ten categories
of targets, respectively, as the number ranging from 0 to 9, the
classification results on the testing set are shown in Table III,
with an average recognition accuracy of 94.88%. Therefore, the
target recognition performance of the trained CNN is sufficient
to carry out the recognition-related evaluation task for deceptive
jamming.

3) JSd-Based Statistical Character Analysis: In this part,
several typical scenes are selected to illustrate the specific role
of JSd in distinguishing statistical characters. Fig. 7 shows five
different types of regions in SAR images: waters, port, factory,
grass, and block of size 256×256. Fig. 8 shows the correspond-
ing gray histograms. SAR images and histograms of different
regions have certain visual differences, and the JSd is used to
quantitatively calculate the statistical differences between every
two of them. The calculation results are shown in Table IV, of
which the visualized expression is illustrated in Fig. 9. It can
be seen that the more similar the histogram is, the smaller the
JSd value will be. Besides, the JSd of the image to itself is 0,
indicating no differences. Take the area of waters for example; it
is most similar to the port with the smallest JSd 1.837 and most
different from the factory with the largest JSd 12.839, which is
consistent with the intuitive visual experience. Note that the JSd
calculation results are symmetric, as can be seen in both Table IV



TANG et al.: EVALUATION OF DECEPTIVE JAMMING EFFECT ON SAR BASED ON VISUAL CONSISTENCY 12255

Fig. 6. Target templates and the preprocessing results. The optical images are on the first row, the corresponding SAR images are on the second row,
and the imaging results of false targets before and after 2-D windowing are, respectively, on the third and last row.

TABLE II
DETAILS OF THE EXTENDED JAMMING DATASET FOR CNN CLASSIFICATION

TABLE III
CLASSIFICATION RESULT OF THE ADOPTED CNN ON THE TESTING SET OF

GENERATED FALSE TARGETS

Fig. 7. SAR scenarios for statistical characteristics comparison. (a) Waters.
(b) Port. (c) Factory. (d) Grass. (e) Block.

Fig. 8. Gray histograms of corresponding SAR scenarios. (a) Waters. (b) Port.
(c) Factory. (d) Grass. (e) Block.

TABLE IV
COMPARISON OF STATISTICAL CHARACTERISTICS BASED ON THE JSD

and Fig. 9. The above experiments demonstrate the validity of
JSd’s distinguishing the statistical characters of different images,
which lays a foundation for the semantic rationality analysis of
deceptive jamming in the following section.



12256 IEEE JOURNAL OF SELECTED TOPICS IN APPLIED EARTH OBSERVATIONS AND REMOTE SENSING, VOL. 14, 2021

Fig. 9. Comparison results of statistical characteristics based on the JSd.

Fig. 10. Jamming-free SAR image that acts as a reference.

B. Repeater-Jamming-Based Evaluation Experiments

The deceptive-jamming-contaminated SAR images suffer
from image quality degradation; more than that, the generated
false targets with high fidelity will confuse the interpretation of
SAR images. In order to quantitatively evaluate such effects of
deceptive jamming on SAR, a number of experiments are carried
out based on the repeater jamming here. Recall that repeater
jamming is implemented by modulating the intercepted SAR
signal, and fewer reconnaissance parameters are required. It is
noteworthy that both closest slant range and velocity are two
typical parameters, which play a significant role in deception
performance. Therefore, measurement errors of the mentioned
two parameters are considered and analyzed in detail.

The objects to be processed are the jamming-free SAR image
and the corresponding jammed SAR image for evaluation. First,
the detection flow is completed by TSTP-CFAR, and then, a two-
class recognition task is carried out based on template matching.
Then, the detection- and recognition-related metrics are ob-
tained. For the two-class classification problem, the target is rec-
ognized as a ship or others. Furthermore, semantics rationality
is considered based on the JSd to acquire the semantics accuracy
as high-level vision. Finally, the whole evaluation framework is
completed, giving all the adopted metrics. Meanwhile, several
traditional metrics mentioned in [25], namely image entropy
(H), ENL, Euclidean distance (d), correlation coefficient (ρ),
and SSIM, are used for evaluation in view of SAR image quality
for comparison. The detection and recognition result of the
original jamming-free SAR image is shown in Fig. 10. Acting

TABLE V
PARAMETERS RELATED TO REPEATER JAMMING

as the reference for subsequent evaluations, ten real ships are
successfully detected and recognized from the scene of port.
The SAR image is formed with the parameters shown in Table V
from Sentinel-1, where azimuth and range lie along the vertical
direction and the horizontal direction, respectively.

1) Closest Slant Range Measurement Errors: Ten false ship
targets have been added into the origin SAR image based on
the deceptive mechanism of repeater jamming, and the related
parameters are shown in Table V. Considering the influence of
closest slant range measurement errors on deceptive jamming
effect evaluation, eight levels of random errors are adopted when
generating false targets, i.e., 0, 0.5%, 2.5%, 5%, 10%, 15%,
20%, and 25%. The evaluation framework is experimented,
and the original jamming-free SAR image in Fig. 10 without
measurement error is the reference for evaluation.

For the representation of detection and recognition results,
the red boxes represent the detected real targets, and the yellow
ones represent the detected false targets. The characters above
the boxes denote the recognized category. In addition, correct
and incorrect recognition results are denoted with green and
yellow characters, respectively. Meanwhile, for false targets that
can be successfully detected and recognized, semantic accuracy
is further analyzed to determine the logical correctness of their
location. For example, it is unlikely that a ship is on land or
several ships are too close in real life. The targets that violate
these logic should be considered in an unreasonable context,
which will be marked in a green box.

As shown in Fig. 11, the imaging quality of the false targets
gradually deteriorates with the increase in the closest slant
range measurement error, which is especially evident in azimuth
direction, i.e., the vertical direction. Note the fact that the closest
slant range directly affects the azimuth Doppler FM rate of the
received signal, as derived in (7). A larger closest slant range
measurement error corresponds to a more serious Doppler FM
rate mismatch with the azimuth matched filter, resulting in a
gradual decline in focusing performance. This corresponding
defocus directly affects the feature extraction of false targets,
which is, hence, reflected in the detection and recognition results.

As illustrated in Fig. 12, the detection results of false targets
do not change with the increasing measurement error of closest
slant range, and so does the detection and recognition results of
real targets. However, when larger errors exist, the recognition
performance of false targets and their semantic accuracy are cor-
respondingly affected, which are described by the red-dotted line
and the green-dashed dotted line, respectively. This illustrates
the necessity to introduce vision of higher level. Besides, the
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Fig. 11. Effect evaluation of repeater-jamming-based false ship targets on
SAR images with closest slant range measurement errors being (a) 0, (b) 0.5%,
(c) 2.5%, (d) 5%, (e) 10%, (f) 15%, (g) 20%, and (h) 25%, respectively.

Fig. 12. Probability-related evaluation results versus different closest slant
range measurement errors.

image-quality-related metrics are concluded in Table VI. The
subscript jam in the evaluation tables means the image quality
measured after being jammed.

For a lower closest slant range measurement error, more
targets are successfully detected and recognized. This shows that
the false targets have a similar response to the real ones and can

TABLE VI
IMAGE-QUALITY-RELATED METRICS WITH DIFFERENT CLOSEST SLANT

RANGE MEASUREMENT ERRORS

confuse the SAR image interpretation. Note the two false targets
at the top of Fig. 11(b); due to their wrong position, they are
unfortunately generated on land resulting in semantic error. As a
result, they are distinguished out by the aforementioned JSd with
the background template of waters scene. Marked by the green
box, they consequently fail to jam SAR ultimately. Meanwhile,
there are two false targets, which, although reasonably generated
on the sea area, are marked as semantic errors. The reason lies
in that the two ships are so close to each other, which is unusual
in practice in terms of safety concerns. Besides, caused by
larger measurement error, more serious defocus of false targets
can change the statistical properties of the background around
them. Taking false targets as the centers, the white vertical lines
caused by defocus extend to both ends along azimuth, which
is clearly shown in Fig. 11(h). Consequently, false targets are
more likely to be considered as semantically incorrect; such a
phenomenon becomes apparent when the error reaches 5%, as
visually illustrated in Fig. 12. In contrast, traditional metrics,
which only measure the change of image quality, are impossible
to reveal such details. Through the evaluation, we can reveal the
facts that the generated high-fidelity false targets not only change
the amplitude characters of the SAR image, but also have similar
behavior in detection and recognition compared to the real ones.
Therefore, they show a high degree of VC and, indeed, have an
impact on SAR image interpretation. Additionally, benefiting
from the consideration of semantic rationality, the unreasonable
location can further be revealed, thus fully evaluating the effect
of deceptive jamming on the SAR image. Overall speaking, con-
siderations of multiple levels of vision have ensured rational and
quantitative description of deception in our evaluation frame-
work, which are further confirmed by the evaluation behaviors
under different closest slant range measurement errors.

2) Velocity Measurement Errors: To analyze the influence of
different velocity measurement errors on the deceptive jamming
evaluation flow, varying velocity deviations are added when gen-
erating the false targets. Relative to the real velocity of a moving
SAR platform, the measurement error ratios are 0, 0.5%, 1%,
3%, 5%, 7%, 10%, and 20%, respectively. Taking the origin SAR
image with no jamming as the reference, the proposed evaluation
framework is experimented. Through a series of simulations,
false targets with different velocity errors are obtained, and the
corresponding evaluation results are illustrated in Fig. 13.

As shown in Fig. 13, the increasing measurement error of
velocity is directly related to the gradually worse imaging quality



12258 IEEE JOURNAL OF SELECTED TOPICS IN APPLIED EARTH OBSERVATIONS AND REMOTE SENSING, VOL. 14, 2021

Fig. 13. Effect evaluation of repeater-jamming-based false ship targets on
SAR images with velocity measurement errors being (a) 0, (b) 0.5%, (c) 1%,
(d) 3%, (e) 5%, (f) 7%, (g) 10%, and (h) 20%, respectively.

of the false targets, although it is obviously less than the closest
slant range measurement error. Recall that the motion velocity
directly affects both the Doppler centroid frequency and the
Doppler FM rate of the compensated signal, as derived in (6).
Accordingly, a larger velocity measurement error implies a more
serious stretching and defocus along azimuth, which damages
the feature extracted from false targets. For expression, the labels
in the images of evaluation results are the same as mentioned
earlier.

As shown in Fig. 13, when the velocity measurement error
exists, false targets are defocused around their original location
and stretch along azimuth simultaneously. Such a phenomenon
only affects a small fraction of the SAR image, thus causing
limited degradation on the overall image quality. As listed in
Table VII, traditional metrics all vary very little under differ-
ent error circumstances. They cannot reflect the confusion of
deceptive jamming and are, thus, impractical and ineffective.
Fortunately, the proposed evaluation method based on VC can

TABLE VII
IMAGE-QUALITY-RELATED METRICS WITH DIFFERENT VELOCITY

MEASUREMENT ERROR

Fig. 14. Probability-related evaluation results versus different velocity mea-
surement errors.

evaluate this phenomenon much more accurately and appropri-
ately. The corresponding performance declines of recognition
and semantic accuracy of false targets are keenly depicted, as
illustrated in Fig. 14. When there is no velocity error, high-
fidelity false targets can obtain the metrics of Prf and Psem with
larger value, which means they appear a high property of VC
and are, thus, much deceptive. With the increasing measurement
error, false targets gradually fail to be recognized correctly, let
along the semantic rationality. Correspondingly, the deception
is weakened and evaluation metrics get worse. Note that even
if there is a larger measurement error, the major parts of false
targets are still relatively concentrated, so they can still be
detected. In this case, low-level vision alone is not effective in
evaluating the deception, while visual considerations of higher
levels are more competent. Besides, from the evaluation results
illustrated in Fig. 14, one can see that when the velocity mea-
surement error reaches 5%, there will be more obvious impact
on the deception changes of false targets. Therefore, compared
with the traditional image-quality-based evaluation methods, the
proposed evaluation framework, synthetically considering three
levels of vision, has better accuracy and logicality.

C. False-Image-Jamming-Based Evaluation Experiments

In practice, SAR may be affected by different jamming
with varying generation mechanisms. Here, the false targets
generated according to the principle of false image jamming
are considered. To evaluate the deceptive influence, several
experiments are conducted. Note that during the implementation
of false image jamming, more prior information about SAR
or more sufficient and accurate parameters is considered to
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Fig. 15. Jamming-free SAR image that acts as a reference.

be available, which is guaranteed by outstanding intelligence
acquisition or fine reconnaissance. Even so, the varying SNRs,
as well as possible multiresolution modes of adversary SAR
during jamming, can still affect the jamming results. Therefore,
varying SNRs and resolutions are considered as nonideal factors
for evaluation here.

The evaluation process is similar to the previous jamming
case. The image pair to be processed first go through the
TSTP-CFAR-based detection flow, and then, recognition with
the especially designed CNN is carried out for the multiclass
issue. Additionally, JSd-based semantic accuracy is considered
to analyze the logic correctness of false targets with the corre-
sponding background. Finally, the evaluation framework ends
with metric calculation. The detection and recognition results of
the original jamming-free SAR image are shown in Fig. 15 with
the parameters listed in Table I. Two tanks, respectively, named
ZIL131 and BTR60, are successfully detected and recognized
as the reference for subsequent evaluations. Note that the tank
target templates are of multiple categories, and the adopted CNN
is trained under a multiclass classification situation. Therefore,
a multiclass recognition is considered here, and the specific
target category will be given in the recognition results. Besides,
traditional metrics are also considered for comparison. Similarly,
azimuth is on the vertical direction, whereas range lies along the
horizontal one.

1) Varying SNRs: For evaluation, five false targets are gener-
ated and integrated into the origin SAR image via the deceptive
mechanism of false image jamming; the related parameters are
shown in Table I. Note that 2-D windowing is considered when
processing the templates of false targets, thereby the edges of
false targets are not obtrusive compared to the surrounding
environment and, thus, well integrated into the SAR image.
Considering the influence of varying SNRs on deceptive jam-
ming effect evaluation, noise power is properly adjusted to obtain
seven levels of SNR ranging from 10 to −20 dB at the step of
5 dB. The evaluation framework is experimented with the origin
jamming-free SAR image in Fig. 15 acting as the reference.

As can be seen from Fig. 16, the gradually increasing noise
makes the SAR image blurred correspondingly, including the
real targets and false targets. For result representation of detec-
tion and recognition, the meanings of boxes and characters with
different colors in the images are the same as those mentioned
earlier. The semantic accuracy is likewise considered for the

Fig. 16. Effect evaluation of false-image-jamming-based false tank targets on
SAR images with varying SNRs. (a) Reference. Evaluation results with different
SNRs are (b) 10 dB, (c) 5 dB, (d) 0 dB, (e) −5 dB, (f) −10 dB, (g) −15 dB, and
(h) −20 dB.

TABLE VIII
IMAGE-QUALITY-RELATED METRICS WITH VARYING SNRS

successfully detected and recognized false targets. For instance,
a tank cannot appear on a lake or in a steep slope. False targets
with unnatural background positions will be framed in green
rectangles. As shown in Fig. 16, both real targets and false
targets are affected when being detected and recognized due
to the gradually worse SNR. And the deteriorated image quality
can be obtained in Table VIII. In addition, Fig. 17 clearly shows
the trend of detection and recognition performance against
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Fig. 17. Probability-related evaluation results versus varying SNRs.

varying SNRs. For higher SNRs, false targets show the similar
response to the processing flow as real ones do, which indicates
their succeeding in confusing the adversary due to high VC. As
the SNR goes down to −5 dB here, the features of false targets
are damaged by noise, which inevitably affects the recognition
performance and also causes a decline in deception. Besides,
note the false target in the upper left corner of Fig. 16(b); it is
flagged by the green box because of its semantic irrationality.
This region was originally a shaded area due to layover caused by
a steep slope, which is not a common place for tanks. However,
when the SNR decreases to a certain extent like −5 dB here,
the dark area is filled with noise, which results in the changes
of statistical properties of the corresponding background. The
false target that is originally with incorrect semantics gradually
gets rid of suspicion.

Through the analysis of evaluation results, it can be seen that
the effects of false targets on SAR images are mainly concen-
trated in the deceptive features of deceiving SAR interpretation,
while the specific performance can be affected by different levels
of SNRs. Meanwhile, the adopted semantic accuracy is proved
to have the ability to reveal the logical rationality of the false
targets’ positioning. Having considered more practical factors
and analyzed in the novel view of VC, the evaluation framework
is, thus, more efficient and reasonable. Besides, the evaluation
results obtained under different SNRs can more sufficiently
reveal the evaluation performance of expounding the confusion
of deceptive jamming.

2) Varying Resolutions: False targets are generated accord-
ing to the obtained reconnaissance information; simultaneously,
the corresponding target templates are designed and act as the
input of the adopted CNN for training. Nevertheless, there is
usually a possibility that the SAR system, which serves as the
object for jamming, can operate in multiple resolution modes.
For the variable resolutions, target templates and recognition net-
work are difficult to be generated in real time. Therefore, effect
evaluation under different resolutions based on the recognition
configuration at a specific resolution should be considered. Ac-
cordingly, behavior analysis of the proposed evaluation method
under different resolutions is carried out here. By changing
the antenna size along azimuth, the azimuth resolutions are
set as 0.8, 1, and 1.2 m, respectively, and the range resolution
is proportionally scaled accordingly. The result at an azimuth
resolution of 0.8 m in Fig. 15 is again used as a reference

Fig. 18. Effect evaluation of false-image-jamming-based false tank targets on
SAR images with varying resolutions. (a) Reference. Evaluation results with
different resolutions are (b) 0.8 m, (c) 1 m, and (d) 1.2 m.

for evaluation. Besides, the corresponding processing results
are shown in Fig. 18, which reveals the variation trend versus
varying resolutions.

As illustrated in Fig. 18, as the resolution gets worse, detailed
textures of the SAR imaging result gradually deteriorate. The
whole image, including all the targets, gets blurry; meanwhile,
the number of imaging scatterers becomes fewer. Due to the
varying resolution, both the scattering characteristics of targets
and backgrounds are correspondingly changed. Therefore, the
recognition features of targets show some differences, which
can reduce the probability of being successfully recognized and
result in a worse VC. Fig. 18(b) shows the evaluation result at an
azimuth resolution of 0.8 m, which is the same resolution value
as that used for template generation. Consequently, the targets
are correctly recognized because of the matched resolution,
and deception of false targets is fully performed due to their
corresponding high VC. As the resolution gradually moves away
from the reference one, although false targets can be accurately
detected, there comes the instability in recognition and semantic
analysis results. Such behaviors can be keenly described by the
VC-related metrics Prf and Psem shown in Table IX. Besides, for
the image-quality-related metrics, most of them are insensitive
to the varying resolution and, thus, not qualified for evaluation
of deceptive jamming. It can be seen from the evaluation results
that only when the resolution is matched, the expected decep-
tive performance can be achieved. In addition, these evaluation
results can, in turn, remind the jammer to pay attention to the
jamming generation under multiple resolution situations.

With above experiments, it is convinced that the proposed
VC-based evaluation framework has a more reasonable and
finely detailed description of the confusion of false targets com-
pared with the traditional evaluation methods. Meanwhile, the
proposed evaluation framework can be effectively implemented
even under different deceptive jamming with various nonideal
factors. Moreover, the effective evaluation results can not only
help the defender to make strategic adjustment in time, but also
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TABLE IX
METRICS WITH VARYING RESOLUTIONS

guide the attacker to improve the undesirable deception effects
caused by various undesirable factors.

V. CONCLUSION

In this article, the evaluation framework of deceptive jamming
effect on SAR is proposed via fusion of multilevel visions, which
is demonstrated superior to the traditional metrics that only focus
on the description of the suppression effect. The well-designed
detection and recognition flows ensure the satisfying implemen-
tation of effect evaluation. Moreover, the influence of deceptive
jamming with several nonideal issues is considered. By compar-
ing the evaluation results obtained by traditional metrics with
that by the proposed VC-related metrics, we can draw the con-
clusion that the latter can more accurately and logically reveal the
influence of deceptive confusion on SAR image interpretation.
The reason lies in our sufficient considerations on high fidelity.
Besides, the proposed semantic accuracy, along with its concrete
calculation, plays an outstanding role in describing the location
rationality of false targets. Both qualitative and quantitative
experiments demonstrate the significance and practicality of the
proposed evaluation framework. In addition, future work will
be focused on increasing the template diversity of the target
and background and improving the framework to adapt to more
complex imaging scenes.
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