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Abstract—Echo cancellation is used for eliminating echo signals
by signal modulation in the frequency domain and time domain.
However, it depends on the high accuracy of parameter estimation.
In addition, it introduces an incompatible black mark in the syn-
thetic aperture radar (SAR) image, which will be easily detected
and inevitably degrades the deception performance. To address this
problem, this article proposed a compound interference method
that combines echo cancellation and deception jamming. In order
to fuse the deception scene with the surrounding scene, the optimal
deception template is generated by using the scene around the tar-
get of interest (TOI), and the deception template is used to modulate
the coefficient of the original signal to generate the deception signal.
Then, the deception signal is sent to the SAR platform together
with the cancellation signal, which is generated by an active source.
After the SAR process, the incompatible black mark in the image
is replaced by a template with high similarity of surrounding
scene, which effectively improves the deception performance. The
proposed method can be used to cover the higher scattering char-
acteristic of the TOI with the lower scattering characteristic of the
deception template. Simulation results are provided and analyzed
to validate the universality and the performance superiority of the
proposed method.

Index Terms—Coefficient modulation, deception template, echo
cancellation, synthetic aperture radar (SAR).

I. INTRODUCTION

SYNTHETIC aperture radar (SAR) is widely used in mili-
tary and civil fields because of its high-resolution imaging

capability in all day-and-night and all weather [1]–[6]. With
the development of SAR technology, new requirements and
challenges have been put forward to SAR jamming deception
to protect the target of interest (TOI) [7] being detected by
the SAR platform. In the past few decades, a large number of
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new interferences have been developed [8]–[10], which greatly
enriches the method of the SAR jamming theory and improves
the jamming performance.

Most SAR jamming is to suppress the TOI by sending noise
pollution signal [11], or sending multiple false target signal
that is highly similar to TOI echo signal [12]. These jamming
methods can protect TOI from being easily recognized by SAR.
But there is a common problem: TOI still exists in the SAR
image, which has the danger to expose the TOI location.

In order to eliminate the TOI from SAR image, echo can-
cellation is proposed in recent years [13]–[16]. The principle
of echo cancellation is that the echo signal is received by the
canceller, and then, the cancellation signal with equal amplitude
and opposite phase is generated [17]. By using the method
proposed in [18], the problem of time-domain synchronization
with real signals caused by the delay is addressed. On this basis,
interrupted-sampling repeater jamming (ISRJ) is proposed [19],
[20], which provides a new coherent interference mode for com-
bating bandwidth radar. ISRJ allows a single antenna jammer to
periodically sample and repeat a portion of the intercepted sig-
nal, which can be processed to form multiple false targets [21].
However, the multiple false targets are still in the SAR image
and they are easily detected.

To improve the deception performance, the modified SAR
echo cancellation is proposed in [22], which can cancel the target
echo by the jamming strip. But there will be a similar interference
area covered by strong noise on the SAR image. Although
the amplitude mismatch can be reduced to some extent, but
this interference region is still easily detected because of its
incompatible scattering characteristics.

How to protect TOI from being detected and recognized by
the SAR sensor is still a challenge. This article proposed a com-
pound jamming strategy based on scene fusion and active can-
cellation. In the active cancellation, the target echo is modulated
by time delay and frequency shift to generate a signal with the
same amplitude and opposite phase of the target echo so that the
TOI can be eliminated in the image after SAR processing. Then,
in the jamming process, we sample the scattering coefficient of
the scene around the TOI and generate the deception template
to cover the cancellation region. In order to make the template
have high deception performance, the new method of calculating
the optimal value is proposed. The optimal value is calculated
by minimizing the difference of scene scattering characteristics
after the fusion process so that the deception template has high
compatibility performance.
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Fig. 1. Geometry of SAR, interference system, and target.

After the deception template is obtained, the original signal
is modulated and transmitted back to the SAR along with the
cancellation signal. In the end, there is only one deception
scene in the TOI of the SAR image that is highly similar to the
surrounding scene, which makes the TOI “disappear” from the
SAR image. So, the jamming method has a high performance.
Because the deception scenario is covered in the region after
cancellation, it has a high tolerance of error with high robustness.
In most interference methods, the scattering characteristic of
the deception template is required to be higher than that of
the covered scene. However, the proposed method can be used
to cover the higher scattering characteristic of the TOI with
the lower scattering characteristic of the deception template,
which shows that the proposed method has universality and
practicability.

The rest of this article is organized as follows. The second sec-
tion introduces the signal model and the cancellation principle.
The third section introduces the principle of jamming and the
improved method. Section IV proves the effectiveness of this
method by simulation and measured data. Finally, Section V
concludes this article.

II. SIGNAL MODEL AND CANCELLATION PRINCIPLE

Fig. 1 shows the geometric model of the SAR interference
system, which protects the TOI from airborne SAR recognition.
Antenna TX points to the SAR, while antenna RX points to the
target. TX is for receiving origin signal and sending echo signal,
and RX is for receiving echo signal. The aircraft flies along the
dotted line in the direction of the arrow, and the interference
system is located in the line of sight of the SAR sensor. SAR
sensor, target, and interference system are set to be on the same
line.

The interference signal generation steps are shown in Fig. 2.
The original signal is transmitted from SAR sensor to Tx, and
the jammer receives the original signal from Tx, then modulates
its coefficient, and generates the jamming signal. At the same
time, RX receives the echo signal, and the cancellation signal
is generated by the canceller, which is transmitted back to the
SAR sensor together with the jamming signal.
S(t) denotes the transmit signal of the SAR sensor, and the

center frequency of the signal is f0. The chirp rate is k. S(t) can

Fig. 2. Process of the interference.

be expressed as

S(t) = rect

(
t

T

)
exp

(
j2πf0t+ jπkt2

)
(1)

where t is the fast time variable, and T is the pulsewidth. After
demodulation, the baseband echo can be written as

Sc (tr, tm) = rect

[
tr − 2R(tm)

c

T

]
exp

[
j2πf0

2R(tm)

c

]

× exp

{
jπk

[
tr − 2R(tm)

c

]2}
(2)

where tr denotes the fast time, and tm denotes the slow time.
R(tm) is the distance between the target and radar and c is the
speed of light. After a series of procedures, the final image can
be obtained, given as

Ic (tr, tm) = sinc

[(
tr − 2Rmin

c

)
Br

]
sinc

[(
tm − tmin

)
Ba

]

× exp

(
− j2πf0

2Rmin

c

)
(3)

where Rmin denotes the minimum distance between radar and
target, tmin is the slow time when SAR is closest to the target,
andBr is signal bandwidth.Ba is azimuth bandwidth, sinc(x) =
sin(πx)/πx.

In order to eliminate the real signal echo of interest, the
cancellation signal should be satisfied

Sr(tr, tm) = −Sc(tr, tm). (4)

However, (4) is just the ideal situation. Actually, the can-
cellation processing signal will inevitably introduce delay. The
cancellation signal is

Srd(tr, tm) = −Sc(tr − td, tm). (5)

This causes the cancellation signal lag behind the real signal
in time domain. By using the coupling property of the linear
frequency modulation signal in the time domain and frequency
domain, the frequency shift of fd is added to the cancellation
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signal. The cancellation signal can be given as

Si(tr, tm) = rect

[
tr − 2R(tm)

c − td

T

]
exp

[
j2πf0

2R(tm)

c

]

× exp

{
jπk

[
tr − 2R(tm)

c
− td

]2}

× exp(−j2πf0td) exp

{
jπfd

[
tr−2R(tm)

c
−td

]}
.

(6)

After imaging processing, the final result can be given as

Ii(tr, tm) = sinc

[(
tr − 2Rmin

c
− td +

fd
k

)
Br

]

× sinc

[(
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)
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]
exp
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− j2πf0
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)

× exp

[
−jπ

(
f2
d

k
+ 2f0td
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= Ic
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tr − td +

fd
k
, tm

)
exp

[
−jπ

(
f2
d

k
+ 2f0td

)]
. (7)

When fd and td in (7) satisfy{
fd = −f0 +

√
f2
0 + (2i+ 1)k

td = fd
k

(8)

where i is an integer. According to (8), the cancellation signal
has the opposite phase to the real echo signal. In order to equalize
the amplitude of the cancellation signal and the real echo signal,
the transmitting power of the canceller must be satisfied [18]

Ptx(tm) = Prx(tm)
(4πRc)

2

λ2GtxGrx
(9)

where Prx(tm) represents the magnitude of the echo from the
target received by Rx, and λ is the signal wavelength. Gtx is the
gain of the transmitting antenna of the canceller, while Grx is
the gain of the receiving antenna. Rc is the distance from the
target to the canceller. Then, a cancellation signal is obtained
with equal in amplitude and opposite in phase to the target echo
so that the sum of Ii(tr, tm) and Ic(tr, tm) becomes zero and
TOI will disappear from the SAR image.

In this section, we described the process of canceling the
signal generation. In the following section, we will discuss how
to generate the jamming signal.

III. THEORY OF JAMMING

In the second section, the generation of the cancelling signal
is described. In this section, we will discuss how to generate
the jamming signal. First, the generation of the jamming signal
is to extract the scattering characteristics around the protected
target, then save it to the database. Second, after Tx receives the
original signal, the signal coefficient is modulated by the jammer.
Then, the jamming signal with the scattering characteristic of the
surrounding scene is generated, and transmitted back to the SAR
sensor with the cancellation signal. Finally, in the final imaging

Fig. 3. Distribution of scattering coefficients of targets and surrounding
scenes.

results, only the deception scene integrates with the surrounding
scene appears at the TOI. In order to make the jamming scene
more compatible with the surrounding scene, a new strategy is
proposed and discussed in the following.

First, the scattering coefficient around TOI is extracted. Fig. 3
shows the distribution of scattering coefficients of the target and
the surrounding scenes. To facilitate the analysis, the shape of the
protection target is set to be a rectangle. Areas I and III represent
the surrounding scene, and area II represents the protected target.
A is the coefficient matrix of the target to be protected, B and
C are the coefficient matrices of the surrounding scene stored in
the database. A, B, and C can be written as

A =

⎧⎪⎨
⎪⎩
a1,1 . . . a1,2n

... . . .
...

an,1 . . . an,2n

⎫⎪⎬
⎪⎭ (10)

B =

⎧⎪⎨
⎪⎩
b1,1 . . . b1,2n

... . . .
...

bn,1 . . . bn,2n

⎫⎪⎬
⎪⎭ (11)

and

C =

⎧⎪⎨
⎪⎩
c1,1 . . . c1,2n

... . . .
...

cn,1 . . . cn,2n

⎫⎪⎬
⎪⎭. (12)

In general, there are differences in scattering coefficients un-
der different scenes. For a more intuitive analysis, the difference
can be denoted by D(i, j) and given as⎧⎨

⎩
Db(i, j) =

√∑n
q=1(aq,i − bq,j)2

Dc(i, j) =
√∑n

q=1(aq,i − cq,j)2
(13)

where i and j represent the columns in matrices A and B or
C, respectively. Let aq,i the ith column element in A, be the
mean value of each row. Then, Db(i, j) is the variance of the jth
column element in the matrix B, and Dc(i, j) is the variance of
the jth column element in the matrix C. As shown in Fig. 4, if
area III is used as the deception scenario, it has

A =

⎧⎪⎨
⎪⎩
b1,2n . . . b1,1

... . . .
...

bn,2n . . . bn,1

⎫⎪⎬
⎪⎭ . (14)



10378 IEEE JOURNAL OF SELECTED TOPICS IN APPLIED EARTH OBSERVATIONS AND REMOTE SENSING, VOL. 14, 2021

Fig. 4. B as the deception scenario.

Fig. 5. Sampling in reverse sort.

Then, Db(1, 1) and Dc(2n, 1) are given by

Db(1, 1) =

√∑n

q=1
(aq,1−bq,1)2 =

√∑n

q=1
(bq,2n−bq,1)2

(15)
and

Dc(2n, 1) =

√∑n

q=1
(aq,2n−cq,1)2=

√∑n

q=1
(bq,1−cq,1)2.

(16)
In the scene with more uniform scattering characteristics,

Db(1, 1) and Dc(2n, 1) are relatively small, this indicates that
the deception scene blends well with the surrounding scene.
However, the scene is not evenly distributed in practical appli-
cation, and the values of Db(1, 1) and Dc(2n, 1) vary greatly. It
makes the deception scenario even more incompatible with the
surrounding scene, and makes the TOI easy to be detected and
recognized by the SAR sensor.

In order to reduce the value of D(i, j), we can use the reverse
sort to eliminate the difference at the scene boundary. Reverse
sort is to replace the first n column elements of the matrix A by
the first n column elements of the matrix B, and to replace
the last n column elements of the matrix A by the first n
column elements of the matrix C. As shown in Fig. 5, matrix A
becomes

A =

⎧⎪⎨
⎪⎩
b1,1 . . . b1,nc1,n . . . c1,1

...
...

...
...

...
bn,1 . . . bn,ncn,n . . . cn,1

⎫⎪⎬
⎪⎭ . (17)

And it has

Db(1, 1) =

√∑n

q=1
(aq,1 − bq,1)2 =

√∑n

q=1
(bq,1 − bq,1)2

= 0 (18)

and

Dc(2n, 1) =

√∑n

q=1
(aq,2n−cq,1)2=

√∑n

q=1
(cq,1−cq,1)2

= 0. (19)

Equations (18) and (19) show that the deception scene is
well integrated with the surrounding scene on the boundary,
and there is no prominent part so that the deception perfor-
mance is improved. Then, we get the corresponding value of

Dc(n, n) =
√∑n

q=1(bq,n − cq,n)2, which is in the middle of

this deception template.
However, as the scattering characteristics of the area III is

quite different from area I, the value ofDc(n, n) becomes larger.
This leads to more incompatibility in the center of the scene. To
address this problem, an improved method is proposed. Based
on the reverse sampling, the scene boundary is fused without
difference. The optimal value is calculated to minimize the value
of D(i, j).

LetPk be the differences between the elements in the columns
of the coefficient matrices B and C, given as

Pk(i) = |bi,k − ci,2n−k| k = 1, 2, . . . , 2n (20)

where Pk(i) is the difference between the coefficient matrices
of A and B in each column of the ith row. After sampling the
scattering coefficients of area III and area I, we can obtain the
coefficient matrices of B and C. Without the loss of generality,
it is assumed that B and C are different from each other. The
larger the value of Pk(i) is, the greater the difference between
the elements in a column of B and C becomes. Conversely, the
smaller the Pk(i) value is, the smaller the difference becomes.
Calculating the optimal value is to find the value of k that
minimizes the value of Pk(i). By Arranging the values of Pk(i)
to calculate the minimum value, we can use m to represent k
values that minimize Pk(i) values. It satisfies

Pm(i) ≤ Pk(i) m, k = 1, 2, . . . , 2n (21)

where Pm(i) is the optimal value calculated in each row. m can
be regarded as a position where the difference between the m
column of B and the 2n−m column of C is minimal in each
row. Then, Pm is given by

Pm = {Pm(1), Pm(2), . . . , Pm(n)}. (22)

It means that in each row, the first m columns in the matrix B
and the first 2n−m columns in the matrix C form the matrix
A. We can get the coefficient matrix of A, given as

A =

⎧⎪⎨
⎪⎩
b1,1 . . . b1,mc1,2n−m . . . c1,1

...
...

...
...

...
bn,1 . . . . . . bn,mcn,2n−m . . . cn,1

⎫⎪⎬
⎪⎭ . (23)

At the left and right solid boundaries of the deception scenario,
Db(1, 1) and Dc(2n, 1) are equal to 0. At the junction of each
row, Pm is the optimal value. The whole deception scene can
be well compatible with the surrounding scene, and it has high
deception performance. Then, the signal collected by Tx is mod-
ulated by the deception template to generate the jamming signal.
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Fig. 6. Origin image.

If the pulse compressed signal does not carry the scattering
information of the object, the baseband echo signal is according
to (2). After coefficient modulation, the result becomes

Sd(tr, tm) =

n∑
x=1

2n∑
y=1

a(x,y)rect

(
tr − 2R(tm)

c

T

)

× exp

{
j2πf0

2R(tm)

c

}

× exp

{
jπk

[
tr − 2R(tm)

c

]2}
. (24)

The final compound interference signal is

Sf (tr, tm) = Sd(tr, tm) + Si(tr, tm). (25)

So far, the interference signal is obtained. The deception
template will replace the TOI in the SAR image with a high
deception performance.

IV. SIMULATION AND ANALYSIS

In this section, a SAR image from the US Sandia National
Laboratories is used for simulation, which is obtained from the
SAR platform working in Ku band [23]. The SAR operates
at 12 GHz, and the chirp rate is 1.5× 1014 Hz/s. By echo
simulation, the imaging experiment is carried out by using the
range Doppler algorithm. The SAR platform flies at 50 m/s, with
a range resolution of 0.25 m and an azimuth resolution of 0.59 m.

Fig. 6 is the original image, the white arrow is added by the
author, and the arrow indicates the target to be protected. By
using the method mentioned in [18] to actively cancel the echo
of target, the results are shown in Fig. 7. It can be seen from Fig. 7
that the target indicated by the white arrow has been replaced
by a black mark. It can be easily detected by the SAR sensor.

To improve deception performance, the method proposed in
Fig. 4 is implemented. The region on the right side of the target
is used for the deception scenario. Under the combined action
of the jamming signal and the cancellation signal, the black
mark in Fig. 7 will be covered by the right deception scene,
and the result is shown in Fig. 8. In Fig. 8, significant gaps
can be seen at the boundary of the covered area, as shown by
the white arrows. The left arrow represents Db(1, 1), and the

Fig. 7. Cancellation result.

Fig. 8. Results of the first deception scheme.

Fig. 9. Results of improved methods.

Fig. 10. Imaging results of the final proposed method.
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Fig. 11. Simulation results of 3-D. (a) Origin position of the target. (b) Result after interference.

Fig. 12. Comparison of amplitude in different area.

right arrow represents Dc(2n, 1). It can be seen from Fig. 8 that
the deception performance is degraded seriously because of the
large values of Db(1, 1) andDc(2n, 1). Then, we implement the
other method proposed in Fig. 5, and the results are shown in
Fig. 9. It can be seen that the two gaps in Fig. 8 have disappeared,
and the boundary is better compatible with the surrounding envi-
ronment, and the deception performance is improved. However,
the significant gap is still in the middle of the deception scene
in the image, which is consistent with the larger value of the
Dc(n, n) aforementioned. When the scattering coefficients of
the scene around the TOI are evenly distributed, the methods
described in Figs. 4 and 5 can be applied in practice. But most
of the time, they are quite different, and the incompatibility will
also introduce the danger of SAR detection.

Then, we utilize the method described in Fig. 5 by minimizing
the value of Pk. The simulation results are shown in Fig. 10.
Comparing with Fig. 9, the gap in the middle of the image has
disappeared. In Fig. 10, the deception scene is well compatible
with the surrounding scene. Fig. 11 evaluates the interference
performance by observing the amplitude of the scene. In Figs. 11
and 12, we make the quantitative evaluation of the deception
scene. The amplitude of the TOI is significantly higher than that
of the surrounding scene, and after the interference, the target

has been replaced by the deception scene. The effectiveness
and superiority of the proposed method are verified. It is also
important to note that when the scattering characteristic of the
TOI is quite different from the surrounding scene, a deception
result with high performance can still be obtained. It indicates
the universality of the proposed method.

Now, we discuss the robustness of the proposed method. The
performance of the proposed method is highly dependent on
parameters. When the power of the canceller is lower than the
standard value, the residual of the cancellation signal is still in
the image. The deception performance will be degraded when
the power of the jammer is low. By using the error to represent
the amplitude mismatch, e1 indicates the cancellation error, and
e2 indicates the deception error. The errors are given by

e1 =
|Xjreal − Y |

Y

e2 =
|Xcreal − Y |

Y
(26)

where Xjreal denotes the amplitude of the signal sent by the
jammer and Xcreal denotes the amplitude of the signal sent by
the canceller, and Y denotes the amplitude of the target.

As shown in Fig. 13, when e1 is assumed to be 0.2, the outline
of the target can be seen, but it is not clear. When e1 increases to
0.4, it can be clearly seen that the target still exists in the SAR
image. The cancellation performance degrades seriously. When
the deception scene is added, the result is shown in Fig. 14.
By comparing Fig. 14(a) with Fig. 13(a), there is no outline
of the TOI in Fig. 14(a). The deception scene is compatible
with the surrounding scene, and the TOI is well hidden. When
e1 increases to 0.4, the TOI is still difficult to be detected by
the SAR sensor as shown in Fig. 14(b). When e1 increases
to 0.6, the performance of the proposed method is degraded
obviously since the TOI has a strong scattering characteristic
and the deception scene has a weak scattering characteristic.
However, the deception performance in Fig. 14(c) is still higher
than in Fig. 13(b). It indicates that the proposed method has
higher robustness. When e2 is not equal to 0, the interference
result is shown in Fig. 15. By comparing Fig. 15 with Fig. 14(a),
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Fig. 13. Simulation results after cancellation. (a) Cancellation result for e1 = 0.2. (b) Cancellation result for e1 = 0.4. (c) Cancellation result for e1 = 0.6.

Fig. 14. Simulation results after interference. (a) Interference result for e1 = 0.2 and e2 = 0. (b) Interference result for e1 = 0.4 and e2 = 0. (c) Interference
result for e1 = 0.6 and e2 = 0.

Fig. 15. Simulation results for e1=0.2 and e2=0.4.

they both achieve high performance. This indicates that the
interference performance is insensitive to the jammer error when
the scattering characteristic of the target is significantly higher
than the deception scene.

So far, the effectiveness and high performance of the proposed
method are verified in Fig. 10, and the deception scene is well
compatible with the surrounding scene. It can also be found
that the final deception performance is related to the deception
scene, and the scattering characteristics of the real scene as well
as the errors of the canceller and jammer. When the scattering
coefficient of the real scene is much higher than that of the de-
ception scene, the interference performance will highly depend
on the error of the canceller. When the scattering coefficient of

the deception scene is higher, the interference performance will
highly depend on the error of the jammer.

V. CONCLUSION

This article proposed a compound interference method that
combines echo cancellation and deception jamming. After elim-
inating the real target in the SAR image, the interference sys-
tem produces deception scene that fuses with the surrounding
scene, and it is not easy to be detected by the SAR sensor. By
comparing with the original method, the proposed method has
higher robustness and interference performance. In practice, the
proposed method can protect some important military targets
from the SAR detection. Finally, we analyze the factors that
affect the interference effect, which will facilitate the design of
the actual interference system. When the scattering coefficient
of the protected target is higher than the surrounding scene, the
error of the canceller should be reduced as much as possible,
which can improve the interference performance.
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