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Guest Editorial:
Special Section on Embedded System Security

MBEDDED computing systems are continuously adopted

in a wide range of application areas. These systems are re-
sponsible for a large number of safety and security-critical ap-
plications as well as for the management of critical information.
The advent of the Internet of Things introduces a large number
of security issues: the Internet can be used to attack embedded
systems and embedded systems can be used to attack the In-
ternet. Furthermore, embedded systems are vulnerable to many
attacks not relevant to servers because they are physically ac-
cessible. Cyber-physical systems create new classes of risks re-
sulting from their interaction between cyberspace and the phys-
ical world. Inadvertent threats due to bugs, improper system use,
etc. can also have effects that are indistinguishable from mali-
cious attacks.

This Special Section addresses embedded systems security
and, particularly, security topics that are unique to embedded
systems.

The letter, Design and Operation of Secure Cyber-Physical
Systems, addresses the problem of design and operation of
cyber-physical systems in a reliable and secure fashion under
the constraint of limited resources. The authors describe a
framework that enables one to design cyber-physical systems
taking into account both the operational requirements at the
process level and the security requirements of the communi-
cation infrastructure of the systems, which may come under
attack. This holistic approach enables the development of
related cyber-physical systems through analysis of tradeoffs
among process performance, system security and scheduling in
systems with limited resources.

The letter, NoC-Based Protection for SoC Time-Driven
Attacks, addresses time-driven attacks in Systems-on-Chips,
where attackers use timing information leaked through cache
misses to extract secret data. As cache misses are routed through
the Network-on-Chip, the authors propose the use of random
arbitration and adaptive routing at Network-on-Chip routers, in
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order to overcome such attacks while avoiding introduction of
additional attacks, such as denial-of-service.

Automotive embedded systems have a strong need for se-
curity while featuring tight constraints on system performance
and cost. The letter, Security-Aware Modeling and Efficient
Mapping for CAN-Based Real-Time Distributed Automotive
Systems, proposes a method to define path-based security
constraints that minimizes security risk directly, together with
a heuristic algorithm to find efficient solutions to the problem
statement. Experiments on an industrial automotive CAN-based
system show that the proposed approach achieves comparable
solution quality as previously proposed MILP-based approach
at better efficiency.
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