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Security-Enhanced Chaotic Optical Communication
Based on External Temporal Self-Feedback

Hardware Encryption and Decryption
Zhensen Gao , Biao Su, Sile Wu, Lei Liao, Zhaohui Li , Yuncai Wang , and Yuwen Qin

Abstract— Chaotic optical communication based on conven-
tional external cavity semiconductor laser is a very promising
solution for physical layer secure communication. However, the
intrinsic time delay signature (TDS) associated with the external
cavity length and the potential direct linear filtering (DLF) or syn-
chronization utilization attack greatly threaten the system security.
In this work, we propose and numerically demonstrate a novel
scheme for TDS suppression and security enhancement of chaotic
optical communication based on external temporal self-feedback
hardware encryption and decryption. In this scheme, the confi-
dential chaotic modulated signal is temporally scrambled in the
time domain by two optical dispersion components and an electro-
optic self-feedback phase modulation loop between them, which
simultaneously conceal the TDS and enhance the security against
malicious attacks. Proof-of-principle demonstration for a security
enhanced chaotic optical communication system with error free
transmission is successfully achieved. The proposed scheme may
provide a promising way for pure-hardware based physical secure
chaotic optical communication systems.

Index Terms—Optical communications, optical encryption,
chaos, semiconductor lasers.

I. INTRODUCTION

CHAOTIC communication has received extensive attention
because of its advantages for physical layer security over

the past decades. Due to the noise-like temporal feature of
chaos, it is very promising to use chaos as a means of en-
cryption for secure optical communication. As early as 1990,
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Pecora and Carroll proposed a chaotic synchronization system
[1], which has led to a shift in the gaze towards the protec-
tion of data exchange for optical communications to chaos,
in search of more secure methods of communication. Until
2005, Argyris et al. experimentally verified the feasibility of
chaotic secure optical communication in a commercial opti-
cal network in Athens [2]. The success of this experiment
reinforced various innovative investigations on chaotic optical
communication [3]. Wang et al. later demonstrated a chaotic
communication system with an all-optical distributed feed-
back chaotic laser [4]. Wu et al. demonstrated a bidirectional
chaotic communication system employing all-optical chaos for
message encryption and decryption [5]. Lavrov et al. demon-
strated an electro-optic phase chaos based chaotic communica-
tion system [6]. More recently, Ke et al. successfully demon-
strated high speed chaotic optical communication utilizing a
Mach-Zehnder modulator based electro-optic feedback chaotic
transmitter [7].

In a typical chaotic optical communication system, the chaotic
transmitter is the key optical component that generates a noise-
like and broadband chaotic optical carrier for signal conceal-
ment. External-cavity semiconductor laser (ECSL) is a very
popular and simple approach for chaotic transmitter, which
generates a chaotic optical carrier by employing an external
feedback cavity such as fiber mirrors or fiber Bragg grating, etc
[8], [9]. However, since the reflected feedback light is a linear
replica of the output light, the generated chaos will have a certain
periodicity that represents the length of the external feedback
cavity, leading to the time delay signature (TDS) problem in an
ECSL. By employing autocorrelation function (ACF), delayed
mutual information (DMI) and power spectrum analysis of the
ECSL generated chaos, it is very easy to obtain the TDS and
extract the external cavity length of the ECSL, thus leading
to security risk of cracking the chaotic communication system
[10]–[11]–[12]. Previously, a lot of innovative solutions for
the TDS suppression have been reported [13]–[14]–[15]–[16]–
[17]–[18]–[19], including the use of complex external feedback
cavity such as chirped fiber Bragg grating (CFBG) [20], double
cavity with two feedback mirrors [21], fiber random grating
induced distributed feedback [22], phase modulated feedback
[23], parallel ring-resonator feedback [24], using external optical
injection [25], or performing external modulation with an extra
driving signal [26]. In the traditional approaches, it is noted
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Fig. 1. Schematic of the proposed security enhanced chaotic optical system. MSL, master semiconductor laser; SSL, slave semiconductor laser; FC, fiber coupler;
IM, intensity modulator; PM, phase modulator; PD, photo-detector; Amp, radio-frequency amplifier; SMF, single mode fiber; DCF, dispersion compensation fiber;
IPD, inverted photo-detector; ISO, optical isolator; DL, optical delay line; CIR, circulator.

that the general idea of suppressing the TDS is to break the
inherent time delay characteristics of the feedback chaotic signal
in the external cavity by changing the external cavity structure
of the chaotic laser, randomly modulating the feedback signal
inside the cavity, or adding hardware modules inside the cavity
of the chaotic transmitter. Since the reflected feedback signal
inside the cavity is no longer a simple replica of the chaotic
signal output from the laser, the temporal periodicity and the
corresponding TDS can be greatly suppressed. Nevertheless,
such methods potentially suffer from the problems of high
implementation complexity, reduced robustness and stability of
chaotic synchronization, which directly limit the applications for
chaotic communication systems. It is essential to explore novel
innovative solution for TDS suppression with high quality syn-
chronization and robustness for ECSL to be applied in chaotic
communication systems.

Besides the TDS issue, the traditional chaotic communication
systems also face several other potential security threats. It
has been revealed that when the optical chaos is used as a
carrier of the message to transmit information at a relatively
low transmission rate, direct liner filtering (DLF) attack can
be used to intercept part of the confidential information via
setting the cut-off frequency of a low-pass filter equaling to the
transmission bit rate [27]. An alternative attacking method is
synchronization utilization attack [28], which firstly separates
the chaotic modulated signal from the public transmission link
and then injects it into a non-perfectly matched attack receiver to
perform synchronization with the captured transmitted chaotic
signal. Due to the injection locking mechanism, this illegal attack
laser is also possible to intercept the message by subtracting
the generated synchronization signal with the received signal
separated from the common link [29], [30]. Therefore, it is

desirable to enhance the security of chaotic communication
systems to resist the above-mentioned security attacks.

In this paper, a novel security-enhanced chaotic optical com-
munication scheme is proposed, which is realized by introducing
external temporal self-feedback hardware encryption outside
the ECSL. A pair of optical dispersion components and an
electro-optic feedback phase modulation loop between them
is constructed as a hardware encryption module to encrypt
the transmitted chaotic modulated signal, so as to greatly en-
hance the security of confidential information whilst effectively
suppressing the TDS. The cross-correlation coefficient of the
chaotic signals before and after the hardware encryption is
only ∼0.06, which is powerful to resist against eavesdroppers
employing the DLF attack and the synchronization utiliza-
tion attack. Successful demonstration of security enhancement
for a chaotic optical communication system with the external
hardware encryption and decryption is achieved. The proposed
scheme can be fully compatible with commercial fiber-optic
components and operated in a pluggable manner, exhibiting
great potential for future physical layer security optical com-
munication systems.

II. PRINCIPLE AND SYSTEM ARCHITECTURE

Fig. 1 illustrates the operating principle and system architec-
ture of the proposed secure-enhanced chaotic optical communi-
cation system. At the transmitter side, a master semiconductor
laser (MSL) with an external feedback mirror is used to form
an ECSL and generate an optical chaos, which is output from a
fiber coupler (FC1) and employed as the original chaotic carrier
(C). The roundtrip delay time of the external feedback mirror
is denoted as τ1. A Mach-Zehnder (MZM) optical intensity
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modulator (IM) is used to modulate a 2.5 Gbit/s non-return-to-
zero (NRZ) confidential message (m) onto the chaotic carrier,
producing a chaotic modulated signal (carrier+message: C+m).
The confidential signal to be transmitted is then directed into the
proposed external temporal self-feedback hardware encryption
module, which consists of two optical dispersion components
and an electro-optic self-feedback loop based on a phase mod-
ulator in between them to perform temporal scrambling of the
chaotic confidential signal. In the hardware encryption module,
the first dispersive element (D1) is to stretch the intensity-
modulated chaotic signal in the time domain due to the chro-
matic dispersion. Conventional chirped fiber Bragg grating or
dispersive fiber can be used as the dispersion element. Then, the
temporal stretched chaotic signal is injected into an electro-optic
phase modulator (PM1) based self-feedback loop, which firstly
phase modulate the injected signal by the PM1 and then divide
it into two portions by a fiber coupler (FC2). One portion is
directly used for secure transmission, while the other portion is
converted into an electrical signal by a photo-detector (PD1).
The electrical signal is further amplified by a radio-frequency
amplifier (Amp1) and delayed by a delay time of τ2 before
feeding back to drive the PM1, so that the stretched chaotic
signal is self-phase modulated by its time delayed signal and
further transformed to an intensity scrambled noise-like signal
due to phase to intensity conversion by passing through another
dispersion element with a dispersion value of D2. Therefore,
the original chaotic modulated signal is redistributed in the
time domain and the TDS of the external cavity can be greatly
suppressed. The values of dispersion components, the round-trip
time delay in the feedback loop and phase modulation depth
contribute to the hardware encryption parameters together. For
a malicious eavesdropper without the whole matched hardware
module or just using a part of the hardware module for decryp-
tion, she can only get an intensity scrambled noise-like signal,
which sufficiently guarantees the security of confidential chaotic
signals at the physical layer.

Mathematically, the electrical field of the intensity modulated
chaotic signal E0(t) can be expressed as follows:

E0 (t) =
√
p0m (t) exp (jω0t+ θ) (1)

Where P0 is the output optical power of the MSL, m(t) is the
confidential data to be transmitted, ω0 = 2πf0 is the original
angle frequency, θ is the constant phase shift. The introduction of
the D1 will cause the chaotic modulated signal to be stretched in
the time domain. The transfer function of the D1 can be described
in the frequency domain as:

HD1 (ω) = exp

[
j
B1

2
(ω − ω0)

2

]
(2)

Where B1 is the dispersion coefficient of D1. The output of
D1 can be represented by

ED1 (t) = F−1 [F (E0 (t)) ·HD1 (ω)] (3)

Where F (·) stands for Fourier transform, F−1(·) stands for
Fourier inverse transform. After the phase encryption, the output

signal Epm can be expressed as:

Epm (t) = ED1 (t) exp [iϕ (t)] (4)

ϕ (t) = KPM1N
[
|E (t−Δtx)|2

]
· π (5)

Where ϕ(t) is the phase shift introduced by the phase mod-
ulator, KPM1 is the modulation depth of the phase modulator,
N [|E(t−Δtx)|2] · π is the normalized electrical driving signal,
Δtx represents the time delay of the driving signal which is
caused by the associated the fiber loop and O-E conversions.
Similarly, the transfer function of the second dispersion compo-
nent (D2) can be described as:

HD2 (ω) = exp

[
j
B2

2
(ω − ω0)

2

]
(6)

Where B2 is the dispersion coefficient of D2. The final
encrypted signal ED2(t) in the time domain after D2 can be
expressed as:

ED2 (t) = F−1 [F (Epm (t)) ·HD2 (ω)] (7)

The encrypted chaotic confidential signal is then directed into
a fiber transmission link, which consists of a span of single mode
fiber (SMF) and corresponding dispersion compensation fiber
(DCF). At the receiver side, a legitimate user firstly needs to
employ a dispersion component (D3) with opposite dispersion
value of D2 to remove the dispersion effect of D2. Then, the
signal is similarly split into two portions by a fiber coupler (FC3),
where one portion is injected into PM2 for phase decryption,
and the rest of the signal is time delayed by τ3 with an identical
delay time of τ2 as the transmitter and converted to an electrical
signal by an inverted photo-detector (IPD), which subsequently
outputs an inverted signal from its differential output port to
drive the PM2. By properly controlling the modulation depth
of PM2 and the delay time inside the self-feedback loop, the
imposed phase signature on the encrypted chaotic signal would
be erased by decryption loop, leaving only the time stretched
chaotic signal. Another dispersion components (D4) with an
opposite dispersion value of D1 is used for compensating and
decrypting the encrypted signals to recover the original chaotic
modulated signal.

Finally, the decrypted chaotic modulated signal is divided
into two portions by the FC4, where a portion of the signal is
unidirectionally injected into the SSL with the identical structure
as the MSL to generate the synchronous chaotic carrier signal,
while the other portion is directed into an optical delay line (DL)
to compensate for the delay time with the other path. The two
optical signals from different paths are converted to electrical
signals, and then electrical subtraction is performed to extract
the original confidential message (m) for eventual bit error rate
analysis. To verify the principle and investigate the system
performance, a simulation system is established by using the
commercial optical system simulator VPI Transmission Maker
11.1, which employs the well-known embedded fourth-order
Runge-Kutta algorithm to solve the differential equations. The
VPI simulation time window is set as 100 ns and the sample
mode bandwidth is the default value of 1280 GHz which corre-
sponds to a time step size of 0.78125 ps, resulting a total data
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TABLE I
VALUES OF PARAMETERS USED IN THE SIMULATION SYSTEM

Fig. 2. (a)∼(c) are the temporal waveforms of the original chaotic modulated
signal, encrypted and decrypted chaotic modulated signals; (d)∼(e) are the
corresponding correlation plots between the original chaotic modulated signal
and the encrypted as well as decrypted signals.

length of 128000 points to analyze the time delay signature and
calculate the auto-correlation function (ACF). The detailed key
hardware parameters and the corresponding values in the scheme
is illustrated in Table I.

III. RESULTS AND DISCUSSION

To demonstrate the security enhancement of the proposed
scheme, the encryption and decryption performances of the
chaotic secure optical communication system are firstly inves-
tigated. Fig. 2(a) and (b) depict the temporal waveforms of the
confidential chaotic modulated signal and the encrypted signal
obtained after the external self-feedback hardware encryption
module. It can be seen that the encrypted signal exhibits as a
noise-like profile in the time domain and is clearly distinct from
the chaotic modulated signal. Fig. 2(c) shows the waveform of
the decrypted signal after the proper decryption module for a
legitimate user, from which one could see that the decrypted
signal is recovered well with similar profile to that of the original
signal. The corresponding cross-correlation coefficient (CC)
plot between the chaotic modulated signal and the hardware

Fig. 3. (a) The optical spectrum of the original, encrypted and decrypted
chaotic signals. The eye diagrams corresponding to (b) the original NRZ signal,
(c) encrypted signal, (d) recovered NRZ signal, and (e) chaotic signal intercepted
by an eavesdropper, respectively.

encryption chaotic signal is depicted in Fig. 2(d). Clearly, a
rather low correlation coefficient of 0.06 is obtained, indicating
that the confidential chaotic modulated signal is encrypted into a
completely uncorrelated signal. In contrast, Fig. 2(e) shows the
correlation plot between the original and decrypted signals. It is
evident that most of the scatter points are concentrated on the
diagonal and appear like bars, showing a high cross-correlation
coefficient of up to ∼0.96 and excellent decryption can be
achieved.

Fig. 3 illustrates the optical spectra of the original chaotic
modulated signals, encrypted and decrypted signals, respec-
tively. It can be seen that the optical spectrum of the encrypted
chaotic signal by the hardware encryption module is spectrally
expanded and reshaped due to the self-feedback phase modula-
tion effect, as shown in Fig. 3(a). The corresponding eye diagram
of the encrypted chaotic signal is shown in Fig. 3(c), which
is completely closed, indicating that the confidential signal is
temporally encrypted. The properly decrypted signal presented
in the spectrum of Fig. 3(a) shows that the expanded spectrum is
restored to a profile similar to the original spectrum, indicating
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Fig. 4. The ACF (a) before and (b) after passing through D1, and after passing
through the self-feedback loop and D2 with (c) a small phase modulation depth
and dispersion value and (d) large hardware values.

that encryption effect of the self-feedback loop has been suc-
cessfully erased. Fig. 3(b) and (d) are the eye diagrams of the
original NRZ signal and the finally recovered NRZ signal after
proper decryption and subtraction with the synchronized chaotic
carrier. Compared with the original signal in Fig. 3(b), the eye
diagram of the recovered confidential signal is clearly opened,
indicating that excellent decryption and chaos synchronization
have been achieved. In contrast, the eye diagram for a malicious
eavesdropper without the hardware decryption module is still
fully closed, showing the security enhancement of the chaotic
optical communication system based on the proposed scheme,
as depicted in Fig. 3(e).

Having investigated the en/decryption performances of the
chaotic optical communication system after introducing the
hardware module of self-feedback phase encryption, attention
is now turned into the TDS characteristic of the system that
is particularly important for the system security. In the chaotic
communication system, if an eavesdropper calculates the ACF of
the confidential chaotic modulated signal exposing in the public
transmission link to crack the TDS, it is possible to reconstruct
the chaotic receiver architecture and seriously threaten the secu-
rity of the system. Thanks to the proposed encryption scheme,
the dispersion component of D1 firstly distort the confidential
chaotic modulated signal, whose TDS of the ECSL can be
slightly suppressed. After imposing the self-feedback phase
encryption loop and followed phase to intensity conversion of
the chaotic signals, the time domain distribution of the chaotic
optical signal can be greatly disturbed and scrambled, inducing
the TDS elimination and security enhancement. Fig. 4(a)∼(d)
shows the ACF of the chaotic modulated signal at different
locations. As shown in Fig. 4(a), the ACF of the original chaotic
modulated signal after the IM exhibits clear TDS at 5 ns with a
prominent peak representing the time delay information induced
by the external cavity of the MSL. After the chaotic optical
signal is scrambled by D1 in the time domain, it can be seen
from Fig. 4(b) that the peak value of TDS decreases from

Fig. 5. The DMI (a) before and (b) after passing through D1, and after passing
through the self-feedback loop and D2 with (c) a small phase modulation depth
and dispersion value and (d) large hardware values.

Fig. 6. The ACF of the chaotic phase time series for (a) the original chaotic
signal before D1 and (b) after passing through the hardware self-feedback loop
and D2.

0.3 to around 0.22 as the value of D1 gradually increases to
∼1000 ps/nm, indicating that D1 is able to slightly suppress
the TDS. Then, after the signal goes through the self-feedback
phase loop and D2 with a phase modulation depth of around 0.5
and 200 ps/nm, the ACF is calculated and shown in Fig. 4(c).
It is found that when the hardware parameters are relatively
small, the TDS of τ1 still exist in the ACF. Additionally, a
TDS at 8 ns appears which is caused by the round-trip time
delay of τ2 in the electro-optic feedback loop. Instead, by
adjusting the hardware parameters of phase modulation depth
for the self-feedback loop and D2 to be around 2.8 and 1000
ps/nm, the TDS in the ACF greatly suppressed down to the
background noise can be obtained, which is shown in Fig. 4(d).
Besides analyzing the ACF, the delayed mutual information
(DMI) of the chaotic intensity signal at different locations is also
calculated, which is shown in Fig. 5(a)∼(d). Similar tendency
to the ACF of the chaotic intensity signal in Fig. 4 is obtained.
Compared with the DMI of the original chaotic modulated
signal that has a TDS spike at the ECSL delay time of 5 ns,
as shown in Fig. 5(a), the introduction of the hardware temporal
self-feedback encryption module can effectively suppress the
DMI spike to around zero as well, as illustrated in Fig. 5(b)∼(d)
that have the same hardware parameters setting as in Fig. 4.
In addition, the TDS characteristic for the chaotic phase time
series is also evaluated by ACF in Fig. 6(a)∼(b). Clearly, the
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Fig. 7. The contour plot of TDS for (a) different PM modulation depth and
D2, (b) different D1 and D2.

TDS peak can be observed in the ACF of original chaotic phase
time series as anticipated, but it is greatly suppressed down to
zero after the proposed hardware temporal encryption module,
as shown in Fig. 6(b), which validates the security enhancement
for even chaotic phase time series. From the analysis of the ACF
and DMI above, it is evident that both the TDS of the ECSL
and the self-feedback loop for ACF and DMI are eliminated
when properly select the hardware parameters of the encryption
module, which can prevent eavesdroppers from conducting ACF
and DMI attack on the chaotic modulated signal to intercept
key parameters, and avoid eavesdroppers from reconstructing
an identical decryption and chaotic synchronization receiver to
threaten the security of the system. Therefore, it is essential to
explore the optimal parameter ranges of the hardware encryp-
tion module for suppressing the TDS to enhance the system
security.

Fig. 7(a) and (b) show the dependence of TDS with the phase
modulation depth and dispersion values of D1 and D2 for the
ACF of chaotic intensity signal. As shown in the contour plot of
Fig. 7(a), when D1 is set as 1000 ps/nm, the dispersion D2 and
phase modulation depth should be selected in the range above
the dotted black line, which corresponds to a TDS of as low
as 0.035 that is comparable to the background noise level. It
is found that the dispersion value of D2 and phase modulation
depth should be larger than 800 ps/nm and 2.4 to make the TDS
approach the boundary. Similarly, as shown in Fig. 7(b), when
fixing the phase modulation depth as 2.4, a minimum dispersion
of ∼800 ps/nm for D1 is desired to simultaneously suppress the
TDS of both the ECSL and self-feedback phase loop below the
background noise. Therefore, it is recommended to set those
hardware parameters higher than the minimum required values
and to be in the region above the dotted back line in Fig. 7 to
guarantee the system security.

Since the external temporal self-feedback hardware module
is the most critical part to ensure the system security, it is

Fig. 8. BER curves for (a) dispersion mismatch between D2 and D3, (b) phase
modulation depth mismatch, (c) dispersion mismatch between D1 and D4, and
(d) delay time mismatch between the feedback loops.

essential to explore the hardware parameter mismatch toler-
ances in the security-enhanced optical communication system.
Fig. 8(a) depicts the BER performance versus the dispersion
mismatch between D2 and D3 for different chaotic intensity
modulation depths. It can be seen that the sensitivity of BER
to the dispersion mismatch increases with the decreasing of the
modulation depth of IM. For an IM depth of ∼0.19, a dispersion
mismatch tolerance of around ±23 ps/nm is obtained for a BER
at the 7% hard-decision forward error correction (HD-FEC)
limit. Fig. 8(b) presents the relationship of BER performance
with the phase modulation depth mismatch between PM1 and
PM2. The BER performance exhibits similar tendency to the
dispersion mismatch tolerance. Higher IM depth leads to higher
mismatch tolerance of phase modulation depth. As the IM
depth increases from 0.11 to 0.19, the phase modulation depth
mismatch tolerance also increases from ±0.4 to ±0.8 for the
HD-FEC limit. Similarly, Fig. 8(c) shows the dependance of
BER performance with the dispersion mismatch between D1

and D4. It is found that the maximum dispersion mismatch
tolerance is around±180 ps/nm. The BER performance is hence
more sensitive to the dispersion mismatch between D2 and D3

than that of D1 and D4, which is mainly caused the residual
phase modulation to intensity modulation conversion by the self-
feedback phase en/decryption loop. As the dispersion mismatch
between D2 and D3 increases, the residual dispersion causes
the transformation of phase encryption of the chaotic optical
signal to intensity scrambling due to the PM-to-IM conversion,
which greatly disturbing the distribution of the chaotic optical
signal and deteriorating the decryption performance, resulting
a much strict dispersion mismatch tolerance for D2 and D3. In
addition, as another critical parameter, the round-trip delay time
mismatch between the encryption and decryption self-feedback
loops is also depicted in Fig. 8(d), from which it can be seen
that a delay time mismatch of around ±4 ps can be tolerated
for an IM depth of 0.19. The higher the IM depth, the larger the
delay time mismatch tolerance. Hence, it is desirable to precisely
control the delay time in the self-feedback loop to guarantee
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Fig. 9. (a) The waveforms of original data and intercepted by the DLF attack.
(b)-(d) The waveforms intercepted by synchronization utilization attack under
different scenarios: (b) w/o PM2, (c) w/o D3 (red solid line) or D4 (blue dashed-
dot line), (d) with τ3 mismatch. (e) The waveform intercepted by the hardware
decryption module, without the SSL. (f) The waveform for a legal receiver.

the decryption performance whilst ensuring the security of the
hardware encryption module.

Furthermore, we emulate various attack scenarios to investi-
gate the security of the proposed chaotic optical communication
system, as shown in Fig. 9. Fig. 9(a) depicts the waveforms of
the original confidential NRZ data and the intercepted signal
by an eavesdropper employing a fourth-order low-pass filter
with a cutoff frequency equaling to the transmission bit rate
for DLF attack. Compared with the original waveform, it can
be easily observed that Eve is indeed not able to intercept the
confidential information by simple DLF attack, which indicates
the security enhancement than the conventional chaotic com-
munication scheme [27]. Then, the security robustness against
the synchronization utilization attack is also investigated for
different scenarios, as illustrated in Fig. 9(b)–(d). If Eve employs
a matched ECSL at the receiver but without a proper decryption
hardware module with matched hardware parameters to remove
the self-feedback phase encryption effect, the eventual recovered
waveform still cannot coincide with the original waveform, as
shown in Fig. 9(b) without PM2 and (c) without D3 or D4, and in
Fig. 9(d) with τ3 mismatch in the decryption hardware module.
Similarly, if the self-feedback hardware decryption module is
available to an eavesdropper but without the SSL, as shown
in Fig. 9(e), the obtained waveform will exhibit as the chaotic
modulated signal with the confidential NRZ data concealed
in the chaotic waveform. It is still quite difficult to intercept
the confidential data without chaos synchronization and signal
subtraction processing as long as the depth of the modulated
information is properly controlled within a certain limit, as
will be discussed later. In comparison, the legitimate user with
a proper hardware decryption module and a matched chaotic
receiver is able to successfully recover a consistent waveform
with the original confidential data, as shown in Fig. 9(f), which
proves that the proposed scheme can guarantee the security and
decryption performance well.

To further investigate the communication performance of the
proposed system, the obtained BER by the legitimate user and

Fig. 10. BER performances versus the intensity modulation depth for various
attack scenarios and legal users.

an eavesdropper for different modulation depths are shown in
Fig. 10.

It is clear that the BER for all the above mentioned DLF and
synchronization utilization attacks are all above the HD-FEC
limit, indicating that the proposed system is immune to the ma-
licious attacks. It is also worth noting that the BER performance
for the legitimate user is closely related to the IM modulation
depth of the chaotic carrier. The higher the modulation depth
of the IM, the better the BER performance is due to the in-
creased ratio between the confidential signal and chaotic carrier.
When the IM modulation depth is adjusted at ∼0.09, the BER
for the legal user corresponds to the HD-FEC limit, thus setting
the lower bound for the IM modulation depth to be ∼0.09.
Increasing the IM modulation depth will cause the reduction
of the BER accordingly. However, a potential security threat for
increasing the IM modulation depth is the DLF attack in the case
of eavesdropping with proper decryption hardware module but
without the chaotic receiver, in which case the confidential data
may be directly intercepted by low pass filtering for relatively
high IM modulation depth. As shown in the square curves in
Fig. 10, when the IM modulation depth approaches ∼0.19,
the BER for an eavesdropper is reduced down to the HD-FEC
limit, indicating the upper bound for the IM modulation depth.
Therefore, the IM modulation depth for the chaotic modulation
is recommended to be controlled in the range of ∼0.09 to ∼0.19
in order to guarantee the trade-off between the system security
and decryption performance.

Finally, the BER performances versus the bit rate of the
confidential signal for various intensity modulation depths are
also evaluated, as illustrated in Fig. 11. It is clear that the BER of
the recovered confidential signal is degraded with the increase of
the bit rate. For the upper bound of intensity modulation depth
of ∼0.19, a bit rate of ∼5 Gb/s will cause the BER deterio-
rated to the HD-FEC limit. On the other hand, reducing the
intensity modulation depth could reduce the supportable bit rate
accordingly. When the intensity modulation depth is reduced
to 0.03, the maximum bit rate that can be supported by the
confidential system is reduced down to ∼1 Gb/s to ensure the
BER is below the HD-FEC limit. It is therefore quite essential
to make the transmission bit rate lower than the maximum
supportable bit rate according to different modulation depths,
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Fig. 11. BER and security of the system versus various intensity modulation
depths at different transmission bit rates.

so as to guarantee both the system security against malicious
eavesdropping and transmission performance.

IV. CONCLUSION

In summary, we propose and numerically demonstrate a se-
curity enhancement scheme for chaotic optical communication
systems based on external temporal self-feedback hardware
encryption and decryption, where the confidential chaotic mod-
ulated signal is encrypted into a temporally scrambled chaotic
signal that has very low cross-correlation with the original signal.
The TDS embedded in the original chaotic carrier is fully sup-
pressed based on this scheme, which also greatly increases the
difficulty for an eavesdropper to intercept the confidential data
by simple direct linear filtering or synchronization utilization
attack. The proposed chaotic hardware encryption scheme can
provide additional hardware key parameters so as to greatly
enhance the system security. It is believed that the pluggable
external hardware encryption and decryption scheme is very
powerful and promising for future security enhanced chaotic
optical communication.
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