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Abstract—In this paper, we report a novel optical data fragmen-
tation multipath (ODFM) scheme for coherent optical communi-
cation based on electrical signal processing in simulation. Under
the control of a pseudo-random sequence (PRBS), we randomly
disperse the user data and assign them to paths corresponding to
different wavelengths for transmission. To reduce the hardware
complexity of the system and the requirements for receiver sensi-
tivity, we adopt binary phase shift keying (BPSK) modulation and
homodyne coherent detection in the scheme. To verify the feasibility
of the proposed ODFM scheme, we demonstrated an error-free
transmission through 40 km fiber with 10 Gbps hopping rate and
10 Gbps data rate by the simulation tools. The proposed scheme
can be widely used in the physical layer secure communication
of backbone network, large-scale data transmission and physical
layer encryption of free space optical (FSO) communication.

Index Terms—Coherent optical secure communication, optical
data fragmentation multipath, physical layer security.

I. INTRODUCTION

W ITH the continuous improvement of optical commu-
nication data bandwidth and rate, personal and com-

mercial information, as well as military confidential data,
tend to be transmitted via optical signals [1]–[3]. Due to the
advantages of anti-electromagnetic interference and low loss
characteristics in long-distance transmission, optical fiber net-
work has become a research hotspot in expanding the capacity
and speed of confidential communication [4], [5]. Compared
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with the conventional intensity-modulation and direct-detection
(IM DD) scheme in high-capacity wavelength-division multi-
plexed (WDM) systems, coherent optical communication has
higher sensitivity and can further increase the transmission
distance, making it widely used in backbone network com-
munication [6]–[10]. However, the coherent optical commu-
nication system also faces the problem of optical network
security.

Optical fiber communication networks are now the backbone
of many critical communication systems ranging from personal
to commercial to military communications [11]. The advantages
of optical communications include wider bandwidth and higher
security, allowing it to carry most of the information in the world.
However, some hackers, thieves and spies have sparked the cyber
cold war through cyber and physical layer attacks, in order to
obtain military, political and economic information in various
ways [12]. Therefore, the optical security communication is
very important. In the past few years, optical fiber commu-
nication system has been considered relatively safe. Whereas,
dismantling and bending the fiber enables a non-intrusive signal
extraction without disrupting the service, with the rapid develop-
ment of optical physical layer eavesdropping technologies, it is
easy for eavesdroppers to illegally obtain user’s data through
fiber bending, splitting, evanescent coupling, scattering, and
V-grooves [13], [14], etc. Therefore, it is important to improve
the security of optical network in physical layer (PL). The PL
security can be regarded as building block of a multi-layer
security concept rather than a substitution of state-of-the-art se-
curity schemes on the upper layers. The information security of
optical fiber communication has attracted lots of attentions. By
designing reasonable transmission methods and forms, the dif-
ference between legal channels and illegal channels is increased
to ensure the reception performance of legitimate users and
effectively prevent non-partners from obtaining information.
The traditional security research on cryptographic algorithms
based on complex mathematical calculations at the application
layer. Data fragmentation multipath technology is another PL
security method besides optical code division multiple access
(OCDMA) technology, optical stealth communication, chaotic
optical communication, all-optical encryption technology, quan-
tum communication and so on, which is completely capable
of existing Internet system. It has been proved that OCDMA
technology uses On-Off Keying (OOK) modulation to obtain
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Fig. 1. Scheme of optical data fragmentation multipath secure transmission,
MIU: Minimum information units.

information by detecting energy, which has major security vul-
nerabilities [15]. The optical stealth communication uses noise
to hide the signal. However, the optical stealth signal always
be recognized as noise and cannot be amplified by relay, its
transmission distance is limited [16]. The long-distance chaotic
synchronization and compensating the high-order dispersion
of chaotic optical communication makes it is hard to apply
practically [17], [18]. All-optical encryption technology also has
some problems, such as noise accumulation and wrong logic
signal in optical network transmission [19]. Quantum optical
communication has not realized single photon light source,
which limits the transmission distance and is not compatible
with WDM system [20]. The development of practical physical
layer secure communication technology compatible with the
existing optical fiber communication system is a means to solve
the current problem of secure transmission.

With the increasing demand for high-capacity communica-
tion, coherent optical communication is widely used. However,
incompliant power-consuming digital signal processing (DSP)
and costly narrow-linewidth lasers are usually required. As
a compromise solution, homodyne coherent detection attracts
increasing attention due to its ability to reduce the complexity as
the power consumption, the local oscillator shares the same kind
of laser with the signal at the transmitter side and is delivered
remotely to the receiver for coherent detection, permitting a
remarkable tolerance to laser linewidth.

The optical data fragmentation multipath (ODFM) secure
transmission, i.e., optical frequency-hopping (OFH) technology,
can be regarded as a new optical physical layer security technol-
ogy, as shown in Fig. 1. The core idea is to use a bandwidth far
greater than the minimum bandwidth required for information
transmission to improve the anti-interference capabilities. The
information is fragmented and randomly allocated to different
channels for hiding to ensure communication security. The OFH
system includes an optical transmitter and an optical receiver.

The transmitter can fragment the user information, allocate
the carrier channel of the fragmented information according to
the pseudo-random binary sequence (PRBS), and the receiver
can synchronize, decode and recover the fragmented infor-
mation. Microwave photonics has the characteristics of high
carrier frequency, large bandwidth, low loss, small size, easy
reconfiguration and integration. Thus, the use of microwave
photonic technology to generate different channels can build
a more flexible optical frequency hopping transmission system
and provide more possibilities for the secure coherent optical
communications in the future backbone network or free space.

It is worth noting that the eavesdropping scenario of optical
fiber communication and free space optical (FSO) communica-
tion differs in physical layer security. FSO communication needs
to consider the effects of link fading, atmospheric turbulence,
and the position of eavesdroppers [21], [22]. Its eavesdropping
scenarios include the proximity of legitimate receivers and
eavesdroppers, antenna deployments, and scattering conditions.
In order to better simulate the real scene of FSO communica-
tions, consider that its main and wiretap links are different [23].
However, for the physical layer security technology of optical
fiber communication, the eavesdropping scenario is more about
the interception, bending, and coupling of optical fiber, so as to
obtain information.

Based on OFH theory, a dual channel system using field-
programmable gate array (FPGA) as data encryption and de-
cryption processing tool is proposed [24], which can realize 1
Gb/s communication. However, this is still the IM-DD system.
At the same time, it can only use the private network optical
fiber for transmission, the rate can be further improved. 1 Gb/s
has been difficult to meet the needs of modern communication.
In [25], it has been applied to free space optical communication
(FSO) to realize 1.25 Gb/s for 50 m in secure communication.
However, in this scheme, coherent optical communication has
not been adopted, which will greatly reduce the sensitivity of
the receiver in space optical communication and can’t realize
long-distance transmission. In [26], four LDs are used to realize
a 25 Gbps IM-DD system which increases the cost and complex
of the system. In [27], by encrypting the transmitted data using an
algorithm, and then randomly assigning it to multiple channels
corresponding to Internet Protocol (IP), the results show that the
maximum throughput can reach 60 Mb/s, which is still difficult
to meet the needs of coherent communication.

In this paper, we have proposed and demonstrated a novel
ODFM secure transmission scheme that can realize coherent
optical communication without DSP in simulation. By making
use of optical carrier suppression modulation, a simple and
tunable multi-channel structure is realized. A Mach-Zehnder
modulator (MZM) is used to realize binary phase shift keying
(BPSK) modulation, which can be used in coherent optical
secure communication to increase the security. The system uses
homodyne coherent detection to reduce the hardware complexity
and power consumption, so the scheme requires no extra DSP
chip. The transmitter only needs one laser (LD) to realize the co-
herent ODFM secure scheme, which reduces the complexity of
the system and plays an important role in backbone network and
free space communication. The proposed secure communication
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Fig. 2. Schematic diagram of the proposed optical data fragmentation multipath coherent secure transmission system. CW: Continuous waveform laser, PC:
Polarization controller, MZM: Mach-Zehnder modulator, AWG: Arrayed waveguide grating, FPGA: Field-programmable gate array, PRNG: Pseudorandom number
generator, EDFA: Erbium-doped fiber amplifier, OC: Optical coupler, BPD: balanced photodetector.

system has a high sensitivity for wavelength reconfigurability for
secure coherent optical communication. In the simulation, we
performed an error-free transmission with a single path optical
power of −32 dBm, a frequency hopping of 10 Gbps, and a user
data rate of 10 Gbps by VPI Transmission Maker. The security
performance of the proposed scheme was also analyzed.

II. OPERATION PRINCIPLES

Fig. 2 illustrates the schematic diagram of the proposed
ODFM secure transmission scheme. The optical carrier is mod-
ulated by an MZM to realize carrier suppression modulation.
The generated ±1st-order optical sideband is used as the two
carrier frequencies of the OFH respectively. The BPSK user data
modulation signal is loaded to the two cascaded MZMs. Under
the control of PRBS, electrical signal processing technology is
used to disperse user data into different frequencies. The same
PRBS is used at the receiving end to demodulate the frequency
hopping signal, and the laser with the same wavelength is used
for carrier suppression modulation to obtain the ±1st-order
sideband with the same frequency as the transmitting end as the
local oscillator signal for signal demodulation, and homodyne
detection is carried out in BPD. In the case of 40 km transmission
and 10 Gbps transmission rate, the bit error ratio (BER) curve
and eye pattern of the scheme prove that the ODFM coherent
secure system is feasible and reconfigurable. Finally, we estab-
lished the security analysis model of the physical layer system,
proposed the probability of eavesdroppers obtaining minimum
information units (MIU) in the case of brute force attacking, and
proved the security of the system. This puts forward a new idea
and a feasible method for the physical layer security system.

A continuous-wave (CW) light beam with the frequency of ω
is connected to a polarization controller (PC), and then fed into
the MZM with the polarization state of maximum modulation
efficiency. A radio frequency (RF) signal is applied to the MZM.

By setting the direct current (DC) bias of the MZM at minimum
transmission point and considering small signal modulation, the
optical signal at the output of the MZM can be given by

Eout(t) = Ec ·
[
j−1 · J−1 (β) · ejβ cos(ωc−ωm)t

+j · J1 (β) · ejβ cos(ωc+ωm)t

]
(1)

where Ec is the amplitude of the optical carrier, ωc is the angular
frequency of the optical carrier, ωm is the RF signal angular
frequency, β = πVRF/Vπ is the modulation indexes of the RF
signal, Vπ is the half-wave voltage of the MZM, J1 represents
the 1st-order Bessel function of the first kind. J−1 represents the
−1st-order Bessel function of the first kind. It can be found in (1)
that a carrier-suppressed double-sideband modulated optical sig-
nal, which consists of ± 1st-order sidebands in the same phase,
is generated after the MZM. The two sidebands are transported
to the arrayed waveguide grating (AWG) to be separated into ωc

− ωm and ωc + ωm. The separated two optical signals are sent
to two MZMs to realized BPSK modulation.

At the same time, the user data is controlled by the FPGA.
The proposed ODFM secure transmission scheme is under the
control of the frequency hopping sequence (HS) generated by
pseudorandom number generator (PRNG), where bit ‘0’ is for
data retention status and bit ‘1’ is for data exchange. HS is
controlled by FPGA, including synchronization of HS at trans-
mitter and receiver. For third-party eavesdroppers, the random
hopping of the upper and lower branches makes it difficult to
decipher the contained data. After modulation, the two BPSK
signals are coupled by an optical coupler (OC) into the fiber for
transmission.

In the receiver part, the optical beams carrying modulation
information is first divided into ωc − ωm and ωc + ωm frequen-
cies using AWG, and then input into a 50:50 OC to work as
modulation signals respectively. A LD with the same frequency
in the transmitter is fed into another MZM for carrier suppression
modulation. The generated two signals at frequencies of ωc −
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ωm and ωc + ωm are fed into a 50:50 OC, which can be seen as
a 180° hybrid, as the local oscillator signals. Finally, the signals
are fed into a balanced photodetector (BPD) for photoelectric
conversion. The electrical signal processing module in receiver
is driven by the HS generated by PRNG, which is the same as
the HS at the transmitting end. In this way, the correct BPSK
modulation sequence can be obtained. In the BPD, the PC is used
to ensure that the received signal (ES) and the local oscillation
signal (ELO) are in the same polarization state, and the optical
beams entered the BPD can be written as [28]

E1 (t) =
1√
2
(ES + ELO) (2)

E2 (t) =
1√
2
(ES − ELO) (3)

Under the condition that the initial frequency and phase of ES

and ELO are basically the same, the photocurrent of the BPD
can be expressed as [28]

I (t) = I1 (t)− I2 (t)

=
R

2

(
PS + PLO + 2

√
PSPLO

)

− R

2

(
PS + PLO − 2

√
PSPLO

)

= 2R
√
PSPLO (4)

where I1(t) and I2(t) are the electrical current of the single PD
in BPD, PS and PLO are the power of the signal, R = eη/ћωs

is the responsiveness of PD, e is the electron charge, η is the
quantum efficiency of PD, ћ is the reduced Planck constant,
ωs is the optical frequency, which is ωc − ωm and ωc+ωm

respectively. Therefore, the original user data is recovered. The
scheme has high sensitivity due to BPSK modulation, so it can
realize coherent optical communication without DSP.

III. RESULTS AND DISCUSSIONS

In this section, the construction and parameter definition of
the simulation system are introduced, and the ODFM secure
transmission simulation results are analyzed and discussed.

A. Simulation Setup

A dual-frequency-hopping ODFM coherent secure system
was simulated and demonstrated using a single laser. The output
frequency of the laser is 193.1 THz, which is compatible with
the C-band in existing optical communication. As shown in
Fig. 3(a), when the optical carrier is modulated by a 20 GHz
microwave signal, a ±1st-order double-sideband optical signal
with a frequency difference of 40 GHz can be obtained. The side
mode rejection ratio of sideband to carrier is 25 dB. Fig. 3(b)
shows the optical spectrum of the −1st-order sideband after
passing through the AWG, and its extinction ratio (ER) is more
than 70 dB. Fig. 3(c) indicates the optical spectrum of the
+1st-order sideband after passing through AWG which has an
ER of more than 70 dB. Therefore, the ±1st-order sideband can
be used as optical carrier for user information transmission.

Fig. 3. The optical spectra for (a) Carrier suppression modulation after MZM,
(b) −1st-order sideband after AWG, (c) +1st-order sideband after AWG.

TABLE I
SIMULATION PARAMETER SETTINGS OF THE SYSTEM

In the simulation, the half-wave voltage of the MZM is set
to 5 V and the modulation rate is adjusted to 10 Gbps. By
adjusting the voltage of RF signal to 10 V and DC signal to
5 V, the BPSK modulation can be realized. The more detailed
simulation parameter settings are listed in Table I.

The length of the single-mode fiber (SMF) used in the trans-
mission process is 32 km and the dispersion coefficient is 1.6
× 10−5 s/m2. An 8 km dispersion compensation fiber (DCF)
with dispersion coefficient of −6.4 × 10−5 s/m2 is used to
ensure the transmission performance. The modulation signal
is 10 Gbps Not-Return-to-Zero (NRZ), and a 10 Gbps PRBS
is used to control the speed of frequency hopping to realize
the ODFM secure scheme. By using electrical signal process-
ing module to control PRBS code, the hop of user data is
realized.

Fig. 4 shows the principle and results of FPGA. The PRBS
code controlled by electrical signal processing module is used
to change the information channel. After the user data DATA1
and DATA2 is scattered at the transmitter, the user data needs
to be recovered at the receiver, then the output two channels of
data can be PATH1 and PATH2. The specific formula is written
as:

PATH1 = DATA1 · PRBS + DATA2 · PRBS
PATH2 = DATA1 · PRBS + DATA2 · PRBS

(5)
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Fig. 4. (a) Schematic diagram of optical frequency hopping with FPGA.
(b) The electrical signal of the optical frequency hopping based on PFGA control.
DATA1 and DATA2 is the user data, PRBS is the hopping sequence, PATH1 and
PATH2 are the two channels of data after optical frequency hopping.

Fig. 5. (a) The BER performance of the received decrypted ODFM signal (red
line) and NO ODFM signal (blue line) under different optical power at frequency
ωc − ωm, (i) the eye pattern of received decrypted signal at frequency ωc −
ωm, (b) the BER performance of received decrypted ODFM signal (red line) and
NO ODFM signal (blue line) signal under different optical power at frequency
ωc + ωm, (ii) the eye pattern of received decrypted signal at frequency ωc +
ωm.

B. Eye Patters and BER Performance

The eye patterns and bit-error-rate (BER) performance are
used to represent the performance of the coherent ODFM secure
scheme. Fig. 5(a) and (i) show the BER curve and eye patterns of
the frequency ωc − ωm, respectively. A high quality of 10 Gbps
communication are obtained. From the BER curve, error-free
transmission results can be achieved in 40 km SMF and DCF
with the optical power below −32 dBm, which means coherent
optical frequency hopping system has a high sensitivity. Fig. 5(b)
and (ii) show the BER curve and eye patterns of the frequency
ωc+ωm, respectively. Fig. 5(a) and (b) in red lines shows the
BER performance result of the receiver processed by FPGA. In
terms of system stability, the use of ODFM technology has not

significantly increased the BER performance while increasing
the system security. In terms of security, for eavesdroppers,
it is difficult to decipher effective information because of the
ODFM technology. By comparing the eye diagram and BER
curves, it can be found that the transmission performance of the
two channels is the same, indicating that the system has good
scalability and can increase the number of channels.

C. Security Analysis

The physical layer security evaluation system is constructed to
evaluate the security of coherent ODFM secure scheme. The il-
legal eavesdropper (Eve) who obtains the minimum information
units (MIU) of the transmitter (Alice) is considered as successful
eavesdropping. In the coherent ODFM secure scheme, Alice
and receiver (Bob) do not need physical layer authentication.
It is difficult for the eavesdropper to obtain the synchronous
key. The Eve can only use exhaustive methods to crack the
encrypted information, that is, try all HS combinations to find
the real key. For this purpose, suppose that the MIU with the
size of M bits, which is composed of A1, A2, …, AM. The m bits
constitute one data fragment, which is composed of Z1, Z2, …,
Z�M/m�, and Z1 is known. The possible location of Z2 needs to
be analyzed from two aspects. In terms of space, N is the number
of transmission channels corresponding to different frequencies,
Z2 may appear in any of N channels. In terms of time, due to
the different dispersion of different frequencies in SMF, after
long-time transmission, it is assumed that the transmission rate
is R, the delay time is t, and the total number of bits where Z2

may appear is L, where L = 2Rt + 1. For a data fragment, its
probability of being cracked is directly proportional to its length
m, because the smaller the data fragment, the more channel N
occupied by MIU, and the lower the probability of being cracked,
then the probability of cracking a data fragment is PF= [N(2Rt+
1)/m]−1, then the probability of cracking MIU can be expressed
as

Pintercept =

�M
m �∏
i=1

PFi
=

[
N · (2Rt+ 1)

m

]−�M/m�
(6)

where �M/m� is the number of data fragments contained in
MIU. The security of our system is realized through three parts:
transmitter, fiber link, receiver. In the transmitter, the number
of channels N and reducing the length of data fragments m is
increased, which makes it difficult for Eve to obtain effective
information in transmitter. In the fiber link, due to BPSK mod-
ulation, the signal phase changes will lead it hard for the Eve
to recover the modulation information directly through a PD. In
the receiver, use the same LD as the transmitter to ensure that
the LO and carrier signal frequency are the same, and improve
the system sensitivity without DSP.

Assuming that the MIU of the coherent ODFM secure scheme
is cracked, its probability distribution diagram can be repre-
sented as Fig. 6. For an 8-channel scheme, since the transmission
rate is R = 10 Gbps, M = 8 bits, t = 1 ns, and the length
of fragments is 1 bit, the Pintercept is about 9.0949 × 10−21.
If a third party wants to threaten the security of the system
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Fig. 6. The total probability of cracking MIU within the space-time domain
for different number of channels and size of data slice, m is data fragment length,
N is the channel number, the ordinate is the logarithm of probability (assuming
N = 8, R = 10 Gbps, M = 8 bits, t = 1 ns).

by means of brute force decoding, it will need the help of a
supercomputer. Even with Fugaku, the fastest supercomputer
with Rmax = 442010.0 TFlop/s in the world, it is still hard to
decode, so the system can be considered safe and reliable.

IV. CONCLUSION

In conclusion, we have proposed and demonstrated a carrier
suppressed modulation-based coherent ODFM secure scheme
in simulation. The user data is randomly hopped in two chan-
nels by the help of FPGA. The BPSK modulation is used to
improve the sensitivity and realize coherent data fragmentation
multipath secure transmission, which provides a new approach
for the physical layer security of backbone network, and can
realize large-scale secure data transmission and physical layer
encryption of free space optical communication. Limited by the
conditions of the laboratory, we do not have enough signal gen-
erators to realize the experimental verification, but this scheme
is proved to be feasible in theory and simulation. The simulation
results may be slightly different from the actual results, but it
provides an idea for the development of physical layer security
technology.
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