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Research on the Performance of Multimode Optical
Chaotic Secure Communication System With
Multidimensional Keys and a Complex
Entropy Source

Jingyang Liu

Abstract—In this paper, we design an optical chaotic secure
communication system with multi-dimensional keys and a complex
entropy source, which can allow secure communication working in
different modes such as unicast, multicast, and broadcast. In the
proposed scheme, amplified spontaneous emission (ASE) noise of
the erbium-doped fiber amplifier (EDFA) with sufficient random-
ness is used as an entropy source to improve the security of the
system. And by using the electro-optic delay feedback loops, the
key spaces are introduced and the phase distortion is generated,
then the data are masked in both phase and intensity fields. As a
frequency-dependent group delay (FDGD) module, Gires-Tournois
interferometer (G-T I) in the feedback loop can effectively hide
the time delay signature (TDS) and achieve additional 10°¢ key
spaces. The influence of different key mismatches on decryption
function is numerically investigated, and the results indicate that
the broadband nature of ASE noise makes the TDS a very sensitive
encryption key, which increases the difficulty of illegal third parties
stealing information. And with the help of the wavelength con-
verter and wavelength division multiplexer, secure communication
in various modes is successfully realized, which greatly improves
the communication efficiency and is suitable for various security
places.

Index Terms—Chaos, secure communication, amplified spont-
aneous emission, frequency-dependent group delay.

1. INTRODUCTION

LTHOUGH chaotic secure communication system has
been considered a good candidate system to provide in-
formation security, due to the noise-like, broadband, and unpre-
dictable characteristics of chaotic signals, the security of chaotic
communication systems is still an urgent problem to be solved.
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Based on the basic work of Pérez and Cerdeira [1], researchers
believed that the security of the chaotic communication system
can be improved by using higher-dimensional chaotic carriers.
However, this is not entirely true. High-dimensional chaotic
carriers can indeed improve the security of the system, but more
importantly, whether the system can prevent the illegal third
party from revealing their basic parameters when the illegal third
party is independent of the dynamic behavior of the chaotic
system. If the illegal third party can infer the values of each
parameter in the system, such as modulation intensity, offset
phase, time delay signature (TDS), etc., then the illegal third
party can reconstruct chaotic dynamics and build an illegal
receiver to steal information. Among these parameters, the range
of modulation intensity and offset phase is narrow, and the
parameter information can be extracted by trial and error [2].
For the TDS, the third party can use the delay time identification
technology such as auto-correlation function (ACF), delay mu-
tual information (DMI) [3], [4], and permutation entropy(PE)
[5], deep learning [6] to extract the TDS. Therefore, aiming
to improve the security of the chaotic secure communication
system, it is necessary to hide TDS, which is the critical security
key of the chaotic system.

Many methods have been proposed to hide TDS, one method
is based on the all-optical feedback loop. Rontani D et al. pro-
posed that the TDS can be selected to be close to the relaxation
oscillation period of the laser, and the laser can be in a medium
feedback state, which can hide the TDS effectively in 2007 [7].
Four years later, the Nguimdo R M team obtained the corre-
sponding TDS by detecting the optical phase auto-correlation
characteristics, which denied the effectiveness of the above
method [8]. Subsequently, Nguimdo R M [9] team proposed
a scheme by using cross-feedback semiconductor ring lasers
in 2012 to hide TDS, and successfully eliminated the intensity
and phase TDS based on using cross-feedback between reverse
propagation modes in bidirectional semiconductor ring lasers.
In addition, researchers also found that semiconductor lasers are
very sensitive to external disturbances. When the semiconductor
laser is disturbed by the injection from another laser [10], the
feedback from a distant mirror [10], [11], the chaotic optical
injection [12], and the injection of the self-feedback loop [13],
the lasers may output broadband chaos without TDS. Another
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method is based on electro-optic feedback. The Nguimdo R M
team firstly demonstrated that the complexity of chaos can be
improved and the TDS can be suppressed by using the parallel
or serial structure of the dual electro-optic feedback loops [14],
[15]. In the electro-optic feedback loop parallel system, the
internal TDS can be effectively hidden by using the internal loop
dynamics characteristics independent of the encrypted signal. In
2016, Hou T T et al. introduced the FDGD module in the chaotic
feedback loop as the hardware key to hide the TDS [16], whose
advantage is that the TDS can be hidden without increasing the
system complexity.

To enhance the security of chaotic communication systems,
another idea is increasing the complexity of chaos. In 2010, J.
Hizanidis et al. combined all-optical and electro-optical schemes
[17] and injected the intensity chaotic carrier into the electro-
optical delay feedback loop to enhance the complexity of chaotic
signals. Furthermore, double masking [18] and gain variation
[19] also were used to enhance the complexity of chaos.

Therefore, from two aspects of increasing chaotic complexity
and hiding TDS, we propose a multi-mode optical chaotic se-
cure communication system with a multi-dimensional key and
complex entropy source based on ASE noise source. In secure
communication, ASE noise is often used as an ultra-wideband
entropy source [20], [21] to provide a wider bandwidth. More-
over, as a real noise signal, the randomness of ASE noise is
much higher than that of a noise-like chaotic signal [22]. ASE
noise sources can enhance system security. And the dispersion-
induced characteristics of fiber Bragg grating(FBG) and the
electro-optic delay feedback loop are used to realize the double

Bob |

The schematic diagram of the multimode optical chaotic secure communication system (N = 2).

masking in the phase and intensity fields. The Gires—Tournois
interferometer cascade group(G-T ICG) is introduced into the
electro-optic delay feedback loop to increase the complexity of
the system under the premise of effectively hiding TDS. On
this basis, the system can realize communication in different
modes at the same time by combining wavelength converter
with wavelength division multiplexing scene.

II. SYSTEM ARCHITECTURE

The architecture of the multimode chaotic secure communica-
tion is illustrated in Fig. 1. In this scheme, Alice and Bob consist
of N transmitters, respectively. The transmitters in Alice can
transmit the messages with the transmitters in Bob with different
modes such as unicast, multicast, or broadcast. By adjusting
wavelength converters’ state, different communication modes
can be achieved. Unicast: adjust any transmitter of Alice and Bob
with the same wavelength to realize one-to-one bidirectional
communication. Multicast: adjust any transmitter in Alice and
multiple transmitters in Bob with the same wavelength to realize
one-to-many unidirectional communication. Broadcast: adjust
any transmitter in Alice and all transmitters in Bob to achieve
one-to-all unidirectional communication. Similarly, the multi-
castand broadcast modes of Bob to Alice can also be realized. As
long as the transmitters working in different modes are ensured
to be at different wavelengths, secure communication in various
modes can be realized at the same time.

Taking the simplest unicast mode as an example, we select
any transmitter in Alice and Bob to describe the principle of
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TABLE I
IDEALLY, THE DIGITAL DEMONSTRATION OF DECRYPTION STEPS.
(THE SYMBOLS IN THE TABLE CORRESPOND TO FIG. 1.)

Alice Bob
m(t) 11010 ms(t) 01010
P,(t)-P5(t) 10000 P3(t)-Py(t) -10000
my (1)-(P1(t)- m;(t)-(P(1)-
Py(t) 01010 Py(0) 11010

system encryption and decryption messages. Firstly, the ASE
noise is loaded on the optical carrier with a central frequency
of 193.1THz through a phase modulator (PM), the output of
PM is used as the entropy source of the system, and FBG is
used to realize the phase modulation to intensity modulation
(PM-to-IM) conversion. Next, the beam splitter (BS) divides the
optical wave into 2N channels (the former N channels belong
to Alice, and the latter N channels belong to Bob). In the trans-
mitter of Alice, a separated signal is fed into an electro-optical
Mach-Zehnder modulator (MZM). The output enters G-T ICG
which can make different frequency signals produce different
degrees of group delay and is transmitted through a tunable
delay line (TDL). The collocation of G-T ICG and TDL greatly
increases the key space. TDL output signal is detected with a
photodetector (PD), the converted electrical signal is amplified
by an amplifier, and the resulting output voltage drives the input
of the MZM, closing thus the feedback loop. Through the optical
coupler, the double masking of chaotic carrier on the phase and
intensity of information is achieved. The encrypted message is
divided into two paths by BS, one is left locally, and the other is
transmitted to the transmitter of Bob through the circulator(CO)
and the wavelength division multiplexer(WDM). The encryption
principle of Bob is the same as that of Alice, and will not be
repeated here. We use P;i(t)(i€[1,N]) and P;()(GE[N+1,2N])
respectively to represent the power of encrypted signals gener-
ated at the transmitters of Alice and Bob. Therefore, the end in
Alice can receive the synchronization power error P;()-P;(t) of
two encrypted messages. Similarly, the end in Bob receives P;(t)-
P;(t). Finally, by subtracting the received synchronization power
error from the local signal, the message on the other end can be
recovered to realize one-to-one bidirectional transmission. The
specific message exchange processes are shown in Table I.
Among them, the G-T ICG is composed of multiple G-T Is. G-
T Iis an optical interferometer composed of two parallel mirrors
[23]. The front mirror is partial reflection, and the rear mirror is
full reflection. The air gap between the two mirrors constitutes
a G-T cavity. The optical wave is incident from the front mirror,
and the reflection occurs continuously in the cavity, resulting
in multi-beam interference, which changes the phase, path, and
time delay of the optical wave. The optical path difference A
and phase difference § of two adjacent beams are respectively:

A =2n'dcosb (D

4
5= %n'd cos b )
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Where n' and d is the refractive index and cavity length of the
cavity medium, Aand 6 is the incident optical wavelength and
incidence angle. Using k to number of the G-T I in the G-T ICG
in order, where the G-T ICG with k£ = 6 is selected, the group
delay 75, (w) of the k—th G-T I at different wavelengths is:

( ) 2n’kdk CcOs 6k 1-— Tk
T (W) =
k c 2,/ri cos O — (1 +1y)

r is the reflection coefficient of the front mirror, c is the speed
of light. Then, the group delay of G-T ICG module is:

3

6
T (w) = Z T (w) 4)
k=1

The ASE noise is modulated by a semiconductor laser(SL)
with a central wavelength of 1550nm and a power of OdBm.
The output signal [24] of PM is:

. m
B = Bol0) e (1 - ASEW)
Ey(t) is the output signal of SL, and V, is the half-wave
voltage. The output signal of PM continues to pass through FBG.
The dispersion transfer function H ( f)of FBG is:

H(f) = exp (%j / TFBG(f)df> ©)

Trea(f) is the group delay of FBG, which is determined
by the central wavelength X., bandwidth A;, and cumulative
dispersion D:

) A< he—Ay/2
TFBG()\,): DA )"C_Ak/2<)"§A)»/2 (7)
T, +A0/2 A > A+ A2
The output light wave of FBG is:
E@t) = if ft{ffEL(O)H(f)} ®)

Subsequently, BS divides the light into 2N paths and light
enters the electro-optic delay feedback loops. Inspired by the
study of nonlinear delay dynamics in optics by Ikeda [25],
it is assumed that the chaotic dynamics in the electro-optic
delay feedback loop are dominated by a linear filter, which
is characterized by a high cut-off time related to v and a low
cut-off time related to 6. G is the feedback strength, which
is determined by the photoelectric conversion efficiency, am-
plification gain, and optical input power in the feedback loop.
The calculation formula is as follows: G = mnASPy/(2Vz),
7 is the total light damage in the loop, A is the amplification
gain, and S is the photoelectric conversion efficiency of PD, V;
which represents the half-wave voltage of MZM. Referring to
the reference [14]-[17], [27], the dynamic mathematical model
of the chaotic communication system can be described by the
delay integral-differential equations:

dvi(t) 1 [
Vi 4 S g [ v

1
Gcos [Qn E(

ri(w) — 6T,) + qz} ©)
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= Gjcos? [%E(t —7j(w) — T}) + ¢j] (10)

The sub-indices 1, j refer to the transmitters in Alice and Bob,
where ¢ is the offset phase of MZM, §7 is the TDS generated by
TDL. 7(w) is group delay generated by G-T ICG. Only in the
case of perfect matching(d; = 0;, v; =v;, Gi = G, 1i(w) =
7;(w), 0T; = 0T}, ¢; = ¢;), the two ends of the communication
will be fully synchronized to effectively realize the encryption
and decryption of messages. In Egs. (9, 10), there is a certain
order of magnitude relationship between the high and low cut-off
time: 6 ~ 105+, 7(w) + 07 can be adjusted between 6 and ,
and its span can reach up to six orders of magnitudes. For the
convenience of analysis, all transmitters in Alice and Bob have
the same parameters. The parameters are designed according to
the experimental accessibility [14], [17], [26]:

Giﬁj = 32, 51—%,3' = 500ns Vi = 25HS, Gi’j = bms vd)i,j =
—7/4.

III. COMPLEXITY AND SECURITY

Since each transmitter in Section II adopts the same parame-
ters, we select any transmitter and plot the intensity and phase
chaotic bifurcation diagram related to the feedback strength G
at this transmitter. As can be seen from Fig. 2, with the increase
of G, the system gradually passes through the stable state,
the period-doubling state, and finally develops into the chaotic
state. High feedback strength can bring high complexity chaotic
sequences, but the higher the feedback strength of the com-
munication system isn’t the better. Excessive feedback strength
will lead to poor synchronization and difficult decryption of the
system[22]. And too small feedback strength cannot make the
system in a chaotic state. So the feedback strength should be
weighed.

In the second section, we refer to the experimentally accessi-
ble value and select the feedback strength of the system as 3.2.
In general, the feedback strength value of the system is at least

IEEE PHOTONICS JOURNAL, VOL. 14, NO. 4, AUGUST 2022
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(a) Intensity chaotic bifurcation diagram; (b) Phase chaotic bifurcation diagram.

2, 3.2 is a moderate feedback strength value, and will not affect
the system decryption ability. And in Fig. 2, the intensity and
phase of the light wave generated by the system have entered
the chaotic state when G = 3.2.

The above content can prove that the system is in a chaotic
state. Therefore, we now analyze the performance of TDS
concealment. As mentioned earlier, the G-T ICG, acting as the
FDGD module, can cause different frequency components of
the chaotic signal to experience different time delays, and can
disturb the complexity of chaotic sequences. By simulation,
the group delay curve introduced by G-T ICG is shown in
Fig. 3(a). To verify the security of the system, the standard
delay time identification techniques are induced to extract the
TDS, such as ACF A(s), A(s) , which is robust to noise per-
turbation and is suitable to crack the time delay in practical
situations [15].

In the absence of G-T ICG, a peak in the ACF curve (as shown
in Fig. 3(b)) can be observed at the time delay ¢67; ;(07; ; =
500ns), which means that the TDS can be extracted from the
time series of chaos in the absence of G-T ICG through A(s).
After adding the G-T ICG, the peak at t = 0.5us disappears
obviously, and the TDS has been well concealed. The results
show that the G-T ICG can hide TDS effectively.

On this basis, different numbers of G-T Is in the loop are
discussed to simulate the evolution of TDS contained in the
ACF curve, as displayed in Fig. 4. With the increase of the
cascade number, the pulse of the ACF curve disappears, and
the ACF curve becomes smoother, and the TDS has been well
concealed. Furthermore, with an increase in the cascade number,
the TDS almost cannot be extracted, so the illegal third party
cannot reconstruct chaotic dynamics, which ensures the secu-
rity of communication. In addition, other modules with FDGD
characteristics can be used instead of G-T ICG to achieve the
same TDS concealment effect.

IV. SENSITIVITY OF PARAMETER MISMATCH

Optical chaotic secure communication is a kind of hardware
encryption based on a physical layer [27], [28]. In the system,
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some hardware parameters exist as keys. The sensitivity of these
keys is an important index of system security. Low sensitivity
means that the key has strong fault tolerance, which will lead
to a sharp decline in the confidentiality of the system. The key
sensitivity is evaluated by calculating the cross-correlation func-
tion(CCF) of chaotic waveforms at both ends of communication
when a certain mismatch is intentionally introduced [29].

Here, we consider the three-dimensional parameters which
form the key space, namely, the cascade number of the G-T ICG,
the cavity length of each G-T I, and the TDS of TDL, In nature,
chaos synchronization quality is fundamental in determining the
decryption BER [30]. Only when the CCF of chaotic waveforms
atboth ends of communication is not less than 0.9, the system can
perform encryption and decryption with high quality. Therefore,
we take 0.9 as the threshold to test the sensitivity of the three-
dimensional keys. To simplify the steps, the following operations
are carried out in the unicast mode.

Firstly, in the case of no message and perfect matching of
parameters at both ends, the synchronization degree of chaotic
waveforms is verified. As shown in Fig. 5(a) and (c), the optical
power and phase at both ends are shown within 10ns-10.5ns,
respectively. From these figures, we find that waveforms at both
ends have the same trend in this period. And the CCF of optical
power and phase in all periods at both ends is plotted, as shown
in Fig. 5(b) and (d). Only when t = 0, the CCF is 1. It is proved
that the synchronization at both ends is a universal phenomenon
rather than a special phenomenon in a certain period, that is, the
system has synchronization.

Then, by changing the number and cavity length of G-T Is
at an end, the effect of FDGD module mismatch on system
security is observed. The essence of G-T Is number and cavity
length mismatch is the mismatch of the group delay curve. By
simulation, the group delay curves under different G-T ICGs
are plotted, as shown in Fig. 6. Cascade Groupl is composed
of a G-T I with a cavity length of 5cm; Cascade Group?2 is
composed of six G-T Is with a cavity length of Scm; Cascade
Group3 is composed of five G-T Is with a cavity length of
5 cm and a G-T I with a cavity length of 5.05 cm. There is
the cascade number mismatch between Cascade Groupl and
Cascade Group2, which is reflected in the multiple relationships

Relative Frequency(GHz)

10

of amplitude between the group delay curves. Cascade Group2
and Cascade Group3 are mismatches of the cavity length and
cascade number. The mismatch of cavity length is reflected in
different numbers of group delay pulses at different frequencies.
Therefore, when constructing the G-T ICG, we can use the
combination of interferometers with different cavity lengths to
increase the complexity of the group delay curve and improve
the security of the system.

We use one G-T I at the transmitter of Alice, and change the
number of G-T I at the transmitter of Bob. The mismatch of
the cascade G-T I number is shown in Fig. 7(a), it is known
that the cascade G-T I number is a parameter that has a great
influence on the group delay curve, the increase in the cascade
number will change the amplitude of the group delay curve by
multiples. Corresponding to 7(a), as long as the cascade numbers
at both ends do not match, the system will show very poor
synchronization.

The interferometer cavity length is a more sensitive parameter.
When other parameters are matched, a G-T I is used in the
transmitter of Alice and Bob, and the cavity length of G-T I atany
end is changed. The relationship between the synchronization
and mismatch of the cavity length is shown in Fig. 8, only
0.001% mismatch will lead to the CCF of the system below
0.9, which shows the sensitivity of the key. In addition, G-T I is
a silicon-based optical device, and the accuracy of cavity length
can reach a nanometer level. Here, the interferometer cavity
length is centimeter level, so the adjustable cavity length space
is 10%. The key space can be increased to 10*® when six G-T Is
are cascaded.

Then, comprehensively considering the influence of the above
two parameters mismatch, six G-T Is are set at both ends, and
the influence of the mismatch on the synchronization is studied
when the cavity length mismatch is 0.01%, 0.1%, and 1%,
respectively, shown in Fig. 9. It can be seen that the influence
of the two parameters’ mismatch on the system security is not
a simple superposition. Since different parameter mismatches
have different influences on the system, the superposition of
multiple mismatches may cause an increase in the degree of
synchronization. In practice, the most sensitive combination of
interferometer parameters should be selected after simulation,
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rather than blindly increasing cascade number and the complex-
ity of cavity length.

The last dimensional key — the TDS of TDL, like the in-
terferometer cavity length, can lead to a large key space for
the system. Assuming that the other parameters are perfectly
matched, we adjust only the TDS, when the mismatch rate is
only 0.001%, the CCF value decreases to 0.7327. The reason is
that the bandwidth nature of ASE noise makes the TDS a very
sensitive key, which increases the security of the system.

V. MESSAGE RECOVERY AND TRANSMISSION

Next, we use the proposed scheme to encrypt and decrypt
messages. The schematic diagram of the multimode optical
chaotic secure communication system is shown in Fig. 1. In
Section II, we know that system can realize bidirectional and
unidirectional interaction. The essence of these two interactions
is the same. If the unidirectional transmission is to be carried
out, it is only necessary to cancel the message at any end
of the bidirectional transmission, and other operations remain

7246910
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unchanged. To simplify the steps, the following operations are
carried out under unidirectional transmission. Because the sys-
tem can encrypt the intensity and phase of the messages at the
same time, we try to encrypt and decrypt the 16QAM message
and introduce the additive white Gaussian noise in the channel
with SNR range [5,40]. The constellation diagram, eye diagram,
and 1Q waveform are shown in Fig. 10(a)—(c), respectively.

Then, we simulate the transmission of a binary message
in optical fibers in OptiSystem, and dispersion compensation
fibers (DCF) and amplifiers to compensate for dispersion and
attenuation in optical fibers. DSP algorithm can also be used to
compensate for the channel damage generated in the transmis-
sion process more accurately. [31], [32]. In the case of 1Gb/s,
the relationship between distance and the BER is shown in
Fig. 11(a), the forward error correction(FEC) technology can
be used to recover the message, and the transmission distance
can reach more than 70 km. In Fig. 11(c), the received message
waveform trajectories under different distances are recorded.
As the distance increases, the disturbance introduced becomes
larger, leading to the increase of the BER.
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In daily life, the message rate in optical fiber communication
is much larger than the 1Gb/s set in the above simulation
process. To make the simulation more valuable, we continue
to study the relationship between message rate and BER. By
reserving the space for BER associated with the rate growth,
we set the 10 km distance based on the data in Fig. 11(a), and
the relationship between the message rate and the BER curve
is shown in Fig. 12. When the message rate is 9 Gb/s, the
corresponding BER below the FEC threshold. Therefore, the
maximum message rate of 9 Gb/s can be achieved withina 10 km
distance.

In Fig. 1, both Alice and Bob have two transmitters. In prac-
tical applications, the number of transmitters can be increased
or reduced as required. However, the system has some short-
comings. Demand for equipment increases with the increase of
channels [30], [33], which will introduce more optoelectronic
devices and higher costs. In a harsh environment, the device’s
performance may be affected by environmental factors such
as temperature and vibration. So it is better to use a general
encryption device to encrypt different channels at the same time,

which can significantly save costs [34] and enhance the system
stability, such as WDM security scheme [35], [36].

VI. CONCLUSION

In conclusion, a multimode optical chaotic communication
system with multidimensional keys and a complex entropy
source is proposed. In this scheme, we use ASE noise as a
complex entropy source to improve the security of the system
and use G-TICG as an FDGD module to hide the TDS and
disturb the chaotic sequences to increase the complexity of the
system. The three-dimensional keys cascade number, each
G-T I cavity length, and TDS have strong sensitivity under the
influence of ASE noise. Simulation results show that the system
cannot effectively decrypt data only when the interferometer
cavity length or TDS is in the mismatch of 0.001%, which
proves that the system has strong security. The 16QAM signal
and binary signal can be encrypted and decrypted. And when
the binary message rate is 1Gb/s, the effective transmission of
75km can be achieved. When the transmission distance is 10km,
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Fig. 11.  (a) 1Gb/s, the relationship between distance and BER; (b) The received message waveform trajectories at 10 km, 50 km, and 80 km; (c) The received
message waveform trajectories under different distances.

. %107 the maximum binary message rate can reach 9 Gb/s. Besides,
- ' ' ' combined with wavelength converter and wavelength division
a5t multiplexer, information interaction in multiple modes can be
ok realized at the same time, the system improves the efficiency
of transmission and realizes secure communication in various
351 modes, which has wide application scenarios.
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