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Secure Spread Spectrum Communication Using
Super-Orthogonal Optical Chaos Signals

Qing Chen, Yuanyuan Fan, Mengfan Cheng , and Xiaojing Gao

Abstract—This paper proposes an analog spread spectrum se-
cure communication system by designing a super-orthogonal two-
dimensional electro-optic time delayed chaotic system. Two neg-
atively correlated (called “super-orthogonal”) broadband optical
chaotic signals can be generated. According to the binary symbol
to be transmitted, the two signals are coupled into channel in
turn. Benefiting from the wide spectrum and super-orthogonal
characteristics of the two optical chaotic signals, the scheme shows
excellent anti-noise performance which is verified by numerical
simulations. Moreover, by introducing the modulation signal time
delay feedback, the security of the system can be improved. The
system is capable of resisting time delay signature extraction and re-
turn map attack, which are inherent vulnerabilities of time-delayed
chaotic system and chaotic shift keying mechanism.

Index Terms—Optical chaos communication, chaotic shift
keying, anti-noise performance.

I. INTRODUCTION

FOR secure communications at the physical layer, chaos sys-
tem has received more and more attention. Chaotic signals

generated at the physical layer have significant advantages of
noise-like characteristics, unpredictability, high dynamical com-
plexity, and especially remarkable wide-band spectrum [1]–[3].
Encrypting data by using chaotic signals, there are mainly three
modulation mechanisms: chaos parameter modulation (CPM),
chaos masking (CM), and chaos shift keying (CSK) [4].

The CM communication system has a simple encryption
mechanism. Message signal is directly added into the chaotic
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carrier to produce encrypted signals. In recent years, CM com-
munication has been drawing considerable interest in data secure
transmission in optical fiber links [5]. Research topics relates
mainly to the data rate and the distance of optical chaos com-
munication. The transmission rate from 2 × 10Gb/s to 4 ×
12.5 Gb/s are realized in turn, by using wavelength division
multiplexing (WDM) technology [2], [6]. Based on advanced
modulation format, the spectrum efficiency is improved [7], [8].
Long-haul chaos secure transmission is explored by utilizing
coherent detection [3], [9], [10]. However, CM is very sensitive
to channel noise [11]. To guarantee message masking and mini-
mize the disturbance of message signal to chaos synchronization
at the receiver side, the power of message signal should be
particularly weaker than that of chaos carrier [12]. As a result,
CM communication can be carried out in the optical fiber link
operating at high signal-to-noise ratio, but not be suitable for
some practical communication environments, including under-
water communication, wireless communication, and free space
communication. In these scenarios, worse signal deterioration
caused by noise, atmospheric turbulence, or signal attenuation
is inevitable.

Among these three mechanisms listed above, CSK can offer
the best robustness under non-ideal channels [13], [14]. CSK
can be divided into two categories: coherent chaotic shift keying
(CCSK) and non-coherent differential CSK (DCSK). In DCSK
system, the demodulation is carried out without chaotic carrier
reproduction, which means that the parameter sensitivity of
chaos system is not used to enable the security of communication
system. Therefore, DCSK has good anti-noise performance but
at the cost of security degradation [15]. Different from DCSK, in
CCSK system, chaotic carriers must be reproduced for message
recovery. An eavesdropper cannot recover the message without
prior knowledge of the hardware and parameter settings. There-
fore, CCSK can provide higher security but lower anti-noise
ability. Even so, there still exist possibilities and great signif-
icances in improving the anti-noise performance of CCSK for
data security transmission in non-ideal channels.

To design CCSK communication systems under strong noise
condition, there are two conflicting design requirements (i.e.,
message confidentiality and reliable message recovery). Based
on the channel capacity theory, using optical chaos signals with
a wide spectrum of more than ten or even tens of GHz as spread
spectrum signal, the energy of signal can be spread over a wide
bandwidth to effectively improve the anti-noise tolerance. Now,
optical chaos system subjected to all-optical/opto-electronic
time-delayed feedback is a major type of optical chaos generator.
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The security of such a time delay optical chaos communication
system relies mainly on the suppression of time delay parameter
(i.e., time delay signature, TDS) [16]–[18]. However, there are
several methods succeed in recovering the TDS [19]. Meanwhile
the return map attack is a major challenge for traditional CSK
communication systems [20], [21]. Moreover, dispreading by
monitoring synchronized error is sensitive to noise, which is
considered as one practical drawback of the CCSK systems.
There are few methods proposed to design an optical CCSK
system. In [13], a chaos system with a digital-analog hybrid time
delayed feedback structure is proposed. It is no longer suffered
from return map attack and TDS extraction and has better anti-
noise performance, but the data communication rate seriously
decreases. In [22], an optical CCSK communication system is
proposed by introducing a novel correlation demodulator. The
system can tolerate a higher noise level. However, the chaos
synchronization driving signal needs to be sent to the receiver
through an optical fiber channel. Moreover, the return map attack
is not tested. Thus, when designing an optical CCSK communi-
cation system, researchers will meet some problems, i.e., TDS
concealment, return map attack, and anti-noise tolerance, which
need to be taken into account.

In this paper, a two-dimensional super-orthogonal electro-
optic time delay chaos system is constructed as the transmitter.
Two “super-orthogonal” optical chaotic signals with a wide fre-
quency spectrum can be generated to bear the information of bits
1 and 0, respectively. At the receiver side, after synchronization
occurs, the message is decoded by calculating the correlation
between the input and output of the receiver. The orthogonaliza-
tion of the two optical spread spectrum signals makes the system
have better anti-noise performance, as shown in our simulation
results. Moreover, different from the traditional CCSK scheme,
the modulation signal with time delay is injected into the chaotic
system to complicate the nonlinear characteristics of the system.
As a result, the system we called quadrature analog spread
spectrum (QASS) is resistant to TDS extraction and return
map attack. Focusing attention on the problem of strong noise,
the proposed system has the potential to be used for secure
communication in practical non-ideal communication scenarios.

II. QASS MODULATION AND DEMODULATION

The proposed QASS communication system is depicted in
Fig. 1. The emitter is composed of two electro-optical (EO)
feedback loops. Each loop consists of a laser diode (LD), Mach–
Zehnder modulator (MZM), optical delay line (DL), polarization
controller (PC), photodetector (PD), and radio-frequency ampli-
fier (RF). In the first branch, the pump current injected into LD1
switches between L0 and L1 depending on the binary symbol
m(t) ∈ {0, 1} to be transmitted. Orthogonally, the pump cur-
rent injected into LD2 switches between L0 and L1 according
to the inverted binary symbol 1−m(t). The laser beams emit-
ted from LD1 and LD2 are respectively fed into MZM1 and
MZM2 to generate two optical chaos signals s1(t) and s2(t).
Then, they are coupled and split into three parts. One part is
used as the information-bearing waveform to be transmitted for

Fig. 1. Simplified block diagram of the QASS communication system.

communication. The other two parts are transmitted through
delay lines τ1(t) and τ2(t) respectively.

Then, the time delayed signals are detected and converted into
electric signals by PD1 and PD2. After being amplified by RF1
and RF2, we can obtain two electric outputs represented byx1(t)
and x2(t). In our scheme, the upper and lower arms of MZM1
are driven by signals x1(t) and x2(t) respectively, and those of
MZM2 are driven by the same signals in the reverse order. The
nonlinear transformation produced by MZMs are expressed as:

{
s1 (t) = β1 cos

2 (x1 (t)− x2 (t) + ϕ1)

s2 (t) = β2 cos2 (x2 (t)− x1 (t) + ϕ2)
(1)

where si is the output of MZMi, βi(t) is defined as the nonlinear
feedback strength, and ϕi is the offset phase, i = 1, 2. The
dynamics of the proposed system can be modeled by an electro-
optical time delay equation as follows:

{
dx1

dt = −x1 − a
∫ t

0 x1 (t) dt+ s1 (t− τ1) + s2 (t− τ1)

dx2

dt = −x2 − a
∫ t

0 x2 (t) dt+ s1 (t− τ2) + s2 (t− τ2)
(2)

where τi is the time delay parameter, and a is the response
time of the feedback loop. By appropriately setting L0 and
L1, the powers P1(t) and P2(t) of LD1 and LD2 satisfy the
following relationship: when binary symbol equals m (t) = 1,
P1(t) � P2(t), otherwise P1(t) � P2(t). In other words, ac-
cording to the bit to be transmitted in each transmission period,
the outputs s1(t) and s2(t) are coupled to generate a mixed
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signal s(t) expressed as:{
s (t) ≈ s1 (t) , if m (t) = 1
s (t) ≈ s2 (t) , if m (t) = 0

(3)

Signal s(t) is transmitted to the receiver through an additive
white gaussian noise channel, then the captured signal at the
receiver end can be obtained as follows{

s (t) ≈ s1 (t) + n (t) , if m (t) = 1
s (t) ≈ s2 (t) + n (t) , if m (t) = 0

(4)

where n(t) is the additive white Gaussian noise (AWGN).
As shown in Fig. 1(b), received signal s(t) is split into three

branches. Two parts are transmitted through delay lines τ1(t)
and τ2(t) respectively to generate time delayed optical beams
which are detected and sent to RFs by PDs. Then from RF1 and
RF2, we can obtain electric signals y1(t) and y2(t) which can
be expressed as{

dy1

dt = −y1 − a
∫ t

0 y1 (t) dt+ s (t− τ1)

dy2

dt = −y2 − a
∫ t

0 y2 (t) dt+ s (t− τ2)
(5)

At the receiver side, the power of the output light of LD is
kept constant. Signals y1(t) and y2(t) are sent into MZM1 and
MZM2 upside down to drive the arms. Then we can get the
reference signals, s′1(t) and s′2(t), which are expressed as{

s′1 (t) = β1cos2 (y1 (t)− y2 (t) + ϕ1)

s′2 (t) = β2cos2 (y2 (t)− y1 (t) + ϕ2)
(6)

The two reference optical signals and the third optical beam
are received by PDs and fed into the correlation demodulation
module. In each transmission period, the correlation coefficient
between s(t) and s′1(t) noted by C1(t) and the correlation coef-
ficient between s(t) and s′2(t) denoted by C1(t) are calculated.
The correlation coefficient (CC) is defined as [8]:

C =
〈[s (t)− 〈s (t)〉] [s′i (t)− 〈s′i (t)〉]〉√[
[s (t)− 〈s (t)〉]2

〉〈
[s′i (t)− 〈s′i (t)〉]2

〉 (7)

where 〈·〉 stands for the time average. Based on the outputsC1(t)
andC2(t) of the correlator, a decision about the received symbol
is taken, which can be described as{

m′ (t) = 1, if C1 (t)− C2 (t) > 0
m′ (t) = 0, if C2 (t)− C1 (t) > 0

(8)

III. MAIN RESULTS

The transmitter-receiver setup according to (1)–(8) is numer-
ically carried out by using the toolkit in MATLAB R2018b.
The system parameters are set as a = 3.3× 10−6, β1 = 5,
β2 = 4, ϕ1 = ϕ2 = −π/4, and time delay values are set as
τ1 = 20 ns, τ2 = 30 ns. Simulation results are shown in Fig. 2.
The waveform of the message signal of 1 Gbit/s is shown in
Fig. 2(a) while Fig. 2(b) shows the transmitted information-
bearing chaotic signal s(t). The power of the binary digital
signal is expanded to about 20 GHz bandwidth as shown in
Fig. 2(c). It is found that there are no clear signatures in the
time and frequency domains. When the SNR is 10 dB, By

Fig. 2. QASS modulation and demodulation. (a) An example of 1Gbit/s
digital message, (b) information-bearing chaotic signal s(t), (c) correspond-
ing spectrum, and (d) message recovery (points show correlation comparison
C1(t)−C2(t) calculated in bit periods).

calculating the correlation comparison (i.e., C1 − C2) at the
receiver side, the error-free decryption can be established as
shown in Fig. 2(d). These results show that the communication
system has a desirable anti-noise performance.

IV. SECURITY ANALYSIS

The degree of security of the proposed system is evaluated in
detail. We consider two attack scenarios as follows: encryption
key i.e., time delay signature (TDS) extraction and decryption
of the message by extracting the statistical properties of the
ciphertext.

A. Time Delay Concealment

To extract the TDS, a variety of statistical analysis methods
have been proposed in the literature [23]–[25], such as auto-
correlation function (ACF), delayed mutual information (DMI),
permutation-information-theory approach (PE). Among those,
ACF and DMI are robust to noise. For a time series x(t), they
are defined as follows:

C (l) =
〈[x (t)− 〈x (t)〉] [x (t− l)− 〈x (t− l)〉]〉√
[x (t)− 〈x (t)〉]2

[
x (t− l)− 〈x (t− l)〉2

] (9)

and

D (l) =
∑

P (x (t) , x (t− l))

× ln
P (x (t) , x (t− l))

P (x (t))P (x (t− l))
(10)

where 〈·〉 means the time average, l means the time delay,
P (x(t)) and P (x(t− l) represent the probability distribution of
x(t) and x(t− l) respectively, and P (x(t), x(t− l)) is the joint
probability distribution ofx(t) andx(t− l). The TDS extraction
by using ACF and DMI is visualized in Fig. 3(a) and (b). There
are no obvious peaks, which means that an eavesdropper cannot
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Fig. 3. TDS extraction. (a) The ACF, (b) DMI, (c) the NRMSE function versus
li and lk .

extract the TDS by using ACF and DMI calculated from signal
s(t). However, having the anti-statistical analysis ability does
not mean resistance to reverse model analysis [26]. A TDS
extraction method based on deep learning has been proposed
recently, which presents new threats to the security of time delay
chaos communication systems [26]. A model set {ϕik} can be
obtained by training the relationship between encrypted signal
s(t) and its delayed variations s(t− li) and s(t− lk), which is
described as the following:

(s (t− li) , s (t− lk)) → s (t) , i, k = 1, . . . . (11)

where (li, lk) are time delay candidates. The prediction ability
of ϕik is evaluated by using normalized root mean square error
(NRMSE) expressed as [26]:

Eik =

∑n
m=1 (xm − ym)2∑n
m=1 (xm − x̄)2

(12)

where xm is the original sequence, ym is the predicted sequence,
and x̄ is the mean value of x. The prediction ability of ϕik is
used to identify the TDS [26]. If the TDS can be extracted, the
NRMSE function versus (li, lk) will exhibit a peak located at
( li = τ1 , lk = τ2 ). Varying li and lk in the range of [553.3] ns
with fixed step size h = 1 ns, we map Eik in li − lk plane,
which is plotted in Fig. 3(c). It is found that there is no obvious
peak at the sections defined by li = 20 ns and lk = 30 ns.

Fig. 4. The return map of system.

These results show that the proposed system can against TDS re-
covery considering ACF, DMI, and deep-learning-based reverse
modeling.

B. Return Map Attack

The encoding process described by (3) is tested by using return
map. The return map is usually used to detect the switching
perturbation of a chaotic signal, which was proposed in [20],
[21]. For a chaotic signal x(t), two variables are defined as
follows: {

An = (Qn + Pn) /2
Bn = Qn − Pn

(13)

where Qn and Pn are the nth maxima and nth minima of the
signal. Using signal s(t) from emitter, we plot a return map i.e.,
An vsBn in Fig. 4. There are no different two strips representing
0-bit or 1-bit, but a diffused pattern. Different from traditional
CSK method, in our system, the spread spectrum signals s1(t)
and s2(t) are generated under the drive of the same signal s(t)
just with different time delays τ1 and τ2. Therefore, it is easy
to control the range of the two signals so that they are not far
away. As a result, no significant information can be obtained
from the statistical distribution characteristic of maxima and
minima points. The proposed system is effective against return-
map attack.

V. TRANSMISSION PERFORMANCE

In this Section, the transmission performance of the QASS
communication system is analyzed in detail. The bit-error-rate
(BER) versus data rate is shown in Fig. 5(a) for different
signal-to-noise ratios (SNR). For SNR = 5, 10, 15 dB, it can
be observed that the BER performance is getting worse as
the bit rate is increased and the SNR is decreased. For data
transmission rate up to 2Gbit/s, the SNR should be SNR ≥
10 dB, then error-free transmission can be maintained. When
SNR = 10, 15 dB, to achieve BER ≤ 3.8× 10−3, the data rate
should be lower than 4Gbit/s, and 6Gbit/s, respectively. Even
if the SNR is reduced to 5 dB, data rate can reach 800Mbit/s
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Fig. 5. (a) BER versus data rate for SNR = 5 dB, 10 dB and 15 dB. (b) BER
versus SNR for the proposed system by using CC comparison demodulator (•)
and synchronization error demodulator (�). (c) BER versus CC, CC = −1,
−0.8797, −0.7346, −0.6599, −0.5323, −0.3192, −0.1112, −0.0462, 0.1346,
and 0.3325. (d) Time series of s1 and (e) s2. (f) The Correlation between s1(t)
and s2(t).

(BER = 3.1× 10−3). Moreover, for the conventional CSK
system based on synchronization error demodulator and QASS
system based on CC comparison, comparison of the BERs
versus SNR is shown in Fig. 5(b). It is found that QASS can
achieve better BER performance. The reason could be explained
as follows. The basic idea underlying the QASS communication
system is expanding the bandwidth using optical chaos signals
which are orthogonal. The noise tolerance can be improved
benefiting from the wide spectrum characteristics of optical
chaotic signal. On the other hand, we demodulate the message
by using the correlation coefficient (CC), which is described in
(7) and (8). The influence of the cross-correlation characteristics
of the two information-bearing signals, s1(t) and s2(t), on the
noise immunity is analyzed in detail. When we set parameters
ϕ1 and ϕ2 as (−π/4,−π/4), (−π/6,−π/4), (−π/8,−π/4),
(−π/10,−π/4), (−π/6,−π/6), (−π/8,−π/6), (−π/10,
−π/6), (−π/8,−π/8), (−π/10,−π/8), and (−π/10,
−π/10), the corresponding CC is equal to −1, −0.8797,
−0.7346, −0.6599, −0.5323, −0.3192, −0.1112, −0.0462,
0.1346, and 0.3325, respectively. When the data rate is
400 Mbit/s and SNR = 5 dB, from Fig. 5(c), we obtain that
i) for CC = −1, error-free transmission can be obtained; ii)
the BER increases with the increasing of CC. These results
show that when CC is equal to −1 (i.e., super-orthogonal),
the system shows better anti-noise performance. It is worth
noting that, 1 and −1 are the maxima and minima extremes

Fig. 6. (a) Influence of system parameter β1 mismatch (•) and β2 mismatch
(◦) on the BER. (b) BER versus time delay τ1 mismatch (�) and time delay τ2
mismatch (�).

of CC. Fig. 5(f) shows CC between signals s1(t) and
s2(t) plotted in Fig. 5(d) and (e). Their waveforms are
reversed, and their cross-correlation coefficient is equal to −1
(i.e., super-orthogonal), which can maximize the anti-noise
performance of our system.

VI. SENSITIVITY OF PARAMETER MISMATCH

In a real-world communication environment, the parameters
mismatch should be considered. Moreover, from the security
point of view, the sensitivity to the encryption key (i.e., TDS)
is also a great concern. Therefore, both the robustness and the
sensitivity of TDS are discussed. Fig. 6(a) plots the BER per-
formance versus the system parameters β1 and β2 mismatches
when data rate is set as 4Gbit/s. It is shown that the BER is
not highly sensitive to mismatching. The BERs equal 0 when
parameter β1 detuning and parameter β2 detuning are under
30% and 35%. When the mismatches are under 34% and 40%,
BER is less than 6× 10−4. Even if the detuning of β1 grows
to 42% and the detuning of β2 grows to 55%, usable BERs can
still be obtained (BER ≤ 3.2× 10−4). The BER versus time
delay mismatches is depicted in Fig. 6(b). It is clearly found that
the BER performance will degrade seriously even if the time
delay mismatch is set at ps level. When the mismatches of time
delays τ1 and τ2 are both 16.7ps, BER is 0.2816 and 0.0716.
For legitimate users, the time delays can be matched accurately
by adjusting the length of optical path. Therefore, the QASS
scheme is both secure and feasible in real-world applications.
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VII. CONCLUSION

For optical data secure transmission under the condition of
low SNR, we proposed an optical CSK communication system
called QASS scheme which is derived from the combination
of quadrature spread spectrum technique and CSK scheme.
It exhibits good BER performance and higher level of security
than that of traditional CSK. Simulation results demonstrate that
when SNR ≥ 10dB, error-free transmission at 2Gbit/s bit rate
can be achieved. Even when the SNR is reduced to 5 dB, usable
BER = 3.1× 10−3, 1.1× 10−3, 6× 10−4 can be obtained for
the data rate of 800Mbit/s, 600Mbit/s, 500Mbit/s. Furthermore,
neither the TDS extraction nor the return-map attack works on
the proposed scheme.
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