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On Secrecy Performance of Mixed RF-FSO Systems
With a Wireless-Powered Friendly Jammer

Yi Wang

Abstract—This paper presents a study of the physical layer
security performance of a mixed radio frequency-free space op-
tical (RF-FSO) system with a wireless-powered friendly jammer.
The RF links undergo the Nakagami-m fading, and the FSO link
experiences the Exponentiated Weibull (EW) distribution. A two-
hop decode-and-forward (DF) relay is present in the system. A
single-antenna eavesdropper located on the RF link attempts to
eavesdrop on the channel transmission information. There is a
nearby multi-antenna jammer that can be charged wirelessly, and a
save-then-transmit (ST) protocol is introduced in the jammer. The
closed expressions for the secrecy outage probability (SOP) and
the average secrecy capacity (ASC) of the mixed RF-FSO system
are derived, and the correctness of the expressions is verified using
the Monte-Carlo method. The influence of various key factors on
the secrecy performance of the system is analyzed by simulations.
The results show that increasing the average interference noise
ratio, the number of interferer antennas, the time block allocation
factor, and the size of the receiving aperture has a significant effect
on the secrecy performance. This study provides a new system
structure and a good theoretical basis for evaluating the physical
layer security performance of mixed RF-FSO systems.

Index Terms—RF/FSO, physical layer security, wireless powered
jammer, save-then-transmit protocol.

1. INTRODUCTION

HE rapid development of wireless communication is lead-
T ing to an accelerated growth in the demand for wireless
communication equipment. Consequently, the problem of spec-
trum scarcity is getting more and more attention. Compared to
radio frequency (RF), free-space optical (FSO) communication
also known as the atmospheric optical communication [1] is
highly directional and secure, free from interference caused by
frequencies and adjacent bands, and has the advantages of free
licenses, low cost and high bandwidth. However, it is susceptible
to pointing errors and various environmental factors, and is not
suitable for long-distance communication [2], [3].
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Mixed radio frequency-free space optical (RF-FSO) systems
have been proposed in search of complementarity. The corre-
sponding advantages of high capacity, scalability and low cost
have attracted strong academic interest, and these systems are
considered to provide a communication model with a wide
range of prospects [4], [5]. Considering the broadcast nature
of the wireless RF channel in mixed systems, the secrecy per-
formance of the system is at risk in the presence of malicious
eavesdroppers. Thus, it is becoming increasingly important to
ensure the secure transmission of the confidential information.
The physical layer security of mixed RF-FSO systems has started
to receive a significant amount of attention because the security
at this layer does not rely on any encryption algorithm, has low
complexity, and only needs to exploit the physical characteristics
of the wireless channel to achieve perfect confidential commu-
nication.

So far, the RF-FSO systems have been studied considering the
impact of single-input multiple-output (SIMO), multiple-input
multiple-output (MIMO) and transmit antenna selection (TAS)
schemes, and simultaneous wireless information and power
transfer (SWIPT) techniques on the physical layer security of
mixed systems under different channels, respectively. EI-Malek
et al. first analyzed the security reliability tradeoff (SRT) of
a mixed RF-FSO system with a mixed multi-user opportunistic
user scheduling scheme. The authors derived a closed expression
for the interception probability (IP) to describe the system’s
secrecy performance [6]. Lei et al. derived secrecy outage
probability (SOP) and average secrecy capacity (ASC) under
fixed-gain relaying and variable-gain relaying. The authors con-
sidered the effect of pointing error and two detection techniques,
and analyzed the secrecy performance of the system under the
assumption that the RF link suffered from the Nakagami-m
fading and the FSO link experienced the Gamma-Gamma fading
[7].

Yang et al. derived the SOP and ASC considering the RF
and FSO links to be experiencing the 7-y and M-distributed
fading [8]. In [9], the author proposed a mixed SIMO SWIPT
RF and FSO fixed-gain relaying system, analyzed the security
issues in the case of an energy harvester acting as an eavesdrop-
per, and derived the SOP and ASC. Odeyemi et al. proposed
a cognitive-based mixed system where the RF links suffered
from the Rayleigh fading and the FSO link experienced the
Gamma-Gamma fading, and derived the SOP and ASC [10].

All the aforementioned techniques increase the information
transmission rate from the sender to the legitimate receiver. In
this paper, we consider reducing the eavesdropping rate on the

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/


https://orcid.org/0000-0002-8360-6627
https://orcid.org/0000-0003-4352-6208
mailto:wcy16@cjlu.edu.cn
mailto:tongyang199701@163.com
mailto:1623893004@qq.com

7314708

receiver in the physical layer security transmission techniques.
Therefore, we propose to introduce a wireless powered jammer
with the save-then-transmit (ST) protocol in the mixed RF-FSO
system to jam the potential eavesdropper.

® To the best of our knowledge, there is no existing literature
that uses wireless powered jammers with the ST protocol
for mixed RF-FSO systems secure communication and an-
alyzes the secrecy performance of mixed RF-FSO systems.
The main contributions of this paper are:

® We consider reducing the eavesdropping rate on the re-
ceiver in the physical layer security transmission tech-
niques. The RF link is based on the adoption of the SIMO
structure, introduce a jammer in the mixed RF-FSO system
to jam the potential eavesdropper. The interference signal
is transmitted into the zero space of the communication
channel, eliminating the interference generated by the
interferer to the signal received at the relay node. The
cumulative distribution function (CDF) and the probability
density function (PDF) of the signal-interference noise
ratio (SINR) of the eavesdropper under the action of the
interfering signal are derived.

e We introduce an energy harvesting solution of SWIPT to
the jammer, overcoming the limitations of limited energy of
communication nodes and the connection of power lines. A
time protocol is considered in the transmission process, the
energy harvesting and transmission process of the jammer
becomes more controllable and stable.

e This paper presents a study of the physical layer secrecy
performance of a mixed RF-FSO system in the presence
of an eavesdropper and under the influence of a wireless-
powered friendly jammer with ST protocol. The effects
of the average interference noise ratio, the number of
interferer antennas, the time block allocation factor, and
the size of the receiving aperture at the destination end
on the secrecy performance are analyzed by simulations.
The uniform CDF of the end-to-end signal-to-noise ratio
(SNR) of the SIMO communication system under the DF
relay scheme is obtained, the analytical expressions for the
system SOP and the ASC are further derived using the CDF
and based on the Meijer-G function and the generalized
Gauss-Laguerre formula. The accuracy of the expression
is verified using the Monte-Carlo methods.

II. SYSTEM MODEL

As shown in Fig. 1, we consider a mixed RF-FSO system
in the presence of eavesdroppers. The system is based on the
SIMO architecture under the influence of a wireless-powered
friendly jammer with the ST protocol. The system consists of
an RF source (S) with a single antenna, a DF relay (R) with
Np, receptions and a single transmission, and a target node (D)
with a single reception. The RF link in the S-R segment and
the FSO link in the R-D segment experience the Nakagami-m
fading distribution and EW distribution, respectively. A single-
antenna eavesdropper (E) attempting to eavesdrop on channel
transmissions is located on the RF link, and a jammer that can
be wirelessly powered with NV; antennas is present nearby.
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Fig. 1. Mixed RF-FSO system with a Wireless-Powered Friendly Jammer.
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Fig.2. ST Protocol.

The secure communication with wireless-powered jammer
takes places in two phases: the energy harvesting phase and
the information transfer phase. During the energy harvesting
phase, the source node S sends a radio signal to the jammer.
The jammer receives the radio signal, converts it to a direct
current signal and stores the energy in its battery. During the
information transfer phase, the jammer sends jamming signal to
the eavesdropper by using the stored energy in the battery. At the
same time, the source node S transmits the information signal
to the relay node under the protection of the jamming signal,
the relay node employed subcarrier intensity modulation (SIM)
technique to convert RF signal to optical signal and transmits it
to the legitimate destination.

The ST protocol [11] shown in Fig. 2 is used to design the total
time block T for energy harvesting and transmitting interference
signals. The jammer uses the time p7" to acquire energy from the
transmitter and save it. The remaining time is used by the jammer
to transmit a jamming signal to the potential eavesdropper.

The source node S sends a radio signal zg; of power Pg in
the energy harvesting phase, which is then transmitted to the
interferer node J through the RJ channel. The signal received by
the interferer node J can be expressed as

L

—\/Pshgjzss +ey )]
ey

Ysy =
Where Pg is the transmitting power at the transmitter, xg.s
is the normalized signal of the source node, hg; is the channel
coefficient between the source node S and the interferer node,
dg jrepresents the distance from S to J, 7 is the path loss expo-
nent, and e; denotes additive Gaussian white noise with zero
mean and variance o % at the interferer. Using (1) and ignoring
the noise power, the harvested energy is given by [12]

2
1
wy(hsy) = pn|—==+Pshss| T 2)
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where 7 is the energy conversion efficiency of the jammer to
convert the RF signal to direct current (DC).

In the signal transmission phase, the jammer has enough
power to send interfering signals to the eavesdropper. The trans-
mission power P; satisfies

Py(1—p)T <w, 3)

Once the battery of the jammer accumulates energy in the
charging stage, the interference signal will have a certain inter-
ference effect on the relay node for a single antenna jammer. For
a multi-antenna jammer, it can be gathered using the artificial
interference generation method in [ 13] that the jammer generates
an N; x (N; — 1) matrix W, which is an orthonormal basis of
the null space of h . It also generates a vector v with N; — 1
independent identically distributed complex Gaussian random
elements with a normalized variance. Subsequently, the jammer
sends Wwv as the jamming signal. The signal received by the
relay node R at this time can be expressed as

/s

\/dT—hSRxSR + \/—hJRJJJR +er, Nj=1

_ din

ysh \/\/(ij—shSRxASR + €R, Ny>1
4)

where xgp is the normalized signal transmitted by the source
node S, h g is the channel coefficient between the source node S
and the relay node, and e denotes additive Gaussian white noise
with zero mean and variance o % at the relay. When Ny > 1,
the signal received at the relay is unaffected by the interference
signal because it is transmitted into the zero space of h ;. Based
on the above analysis, the next cases consider the number of
interferer antennas as Nj; > 1.

The signal received at the eavesdropper under the action of
the jammer can be expressed as follows:

YSE = ﬁhSExSR + Py hie Wy
dgp Vg VN -1

A. RF Channel Model

+eg (5

The interference signal sent by the jammer will only affect the
eavesdropper. The SINR at the eavesdropper can be obtained as

Ps 2
VSE A%
VSIE = = 3 (6)
1 Pylhse W]
e gty T

All RF links suffer from the Nakagami-m fading, which is a
more general channel fading that matches well with test results
in many practical wireless environment tests. The PDF and CDF
of the instantaneous SNR ~;, of the RF links are

fo () = 71 M e mp N —1 _ Mk
v \Y) = F(mka) Qk Yk exXp Qk V&
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pnPs|hs s Plhs s W

k€ {SR,SE,JE}, where v g =

(1-p)o 2, (N;—1)d% ;d7 >
__ Ps 2 _ Psisr _ Psisgp
TsE=57 40— [hsel, Qsr = 35 Qsp = 555,
Q=7 % z, A is the average power channel gains between
pnPs Ny

the respective channels, and ¢ = oo 2ar,

Considering the fading of J-E link is obvious since there is no
line of sight (NLOS). In the calculations, consider mjp = 1.
Using (6), (7) and (8), the CDF of the instantaneous SNR was

obtained as follows using the method provided in [14]:
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Taking the derivative of the CDF given in (9) provides the
corresponding PDF as

1 [ msg
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(10)

B. FSO Channel Model

The Exponentiated Weibull (EW) distribution is suitable for
all turbulent situations and effectively models the data and
experiments even in the presence of aperture smoothing effects.
The expressions for the PDF and CDF of the EW distribution
channel are [15]

a0 (D) e (1)

@)
Fppp (7) = {1 — exp l— (;\/jﬂ} (12)

where o ~ 3.931({%)’0'519, B ~ (o) "/1" are the shape pa-
rameters related to the flicker index. Where D is the receiv-
ing aperture diameter, and pg = (1.46C2k*Lrp)~>/° is the
atmospheric coherence radius, Lrp is the transmission dis-
tance of the FSO link, k = 27/ is the wavenumber with
A being the optical wavelength, the oF is the scintillation
index, and C’?l is the atmospheric refractive index structure
constant. n = m is a scale parameter, which
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is related to the mean value of irradiance, where g(«
ZOO (71)i(i+1)7(1+ﬁ)/ﬂf‘(a)

i=0 T (a1

B) =

III. END-TO-END SNR STATISTICS

Under the DF relay, the end-to-end instantaneous SNR is
expressed as follows:

YSRYRD

Yeontmnp £ 1 = min(ysg, YrD) (13)

TSRD =
The end-to-end CDF of the joint channel is
= P.[min(ysr, YrD) < 1]

Fvsa( )+F'YRD( ) — F"/SR(’Y)FWRD('Y) (14)

Substituting (8) and (12) into (14) yields

myg =L 1 my ¢
Frp(7) =1—exp <_Qk’7k> Z 7 (Qk’)’k>

t=0

m ey t
k k
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IV. SECRECY OUTAGE PROBABILITY ANALYSIS

F’YSRD (’7)

When the instantaneous secrecy capacity is lower than the
target secrecy rate I?g, an SOP event occurs. Therefore, the lower
bound expression of the SOP for the mixed system [16]

Py(R / Fsrp(07)fse(vse)dyse  (16)

where 0 = exp( R,). Substituting (10) and (15) into (16), the
end-to-end SOP can be written as

P’YSRD( ) G1— Gy +G3 (17
1 [ mpg :|mE
Gy = -
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By applying the integral constancy equation given in [17], the
exponential function is converted to Meijer-G. Subsequently,
the theory given in [18] and the generalized Gauss-Laguerre
formula [19] are combined. By substituting (18)-(20) into (17)
and after a few mathematical simplifications using the above
calculation method, the end-to-end SOP can be obtained as

shown in (21) at the bottom of the previous page where H; =
I'(n+1/2)x;
nl(nt1)* (L) ()]

5 , and x; is the jth root of the generalized

_1
Laguerre polynomial LgL 2) (x).

Then, using the calculation method in [17] after a few
mathematical simplifications, we can obtain the asymp-
totic SOP when 4 — oo, as shown in (22) at the bottom
of the page, where U = mspfWNs-DQspdmspQsn ¢ —

page, QspQsr(Ny—1) >
2

I[I T(Kin—Kim) H F(l + Ko — K1), K1 =
m=1,m#h =

—k—NJ+21—mSE,K

=0.

V. AVERAGE SECRECY CAPACITY ANALYSIS

The ASC is an important indicator for assessing the secrecy
performance of active eavesdropping. It can be expressed as
Fsp(v)

follows
s = /
o L+~

Substituting (9) and (15) into (23) and after a few mathemat-
ical simplifications mentioned above, we obtain

B Ns7rLSR—11 msg P
e 3 ulEn)

(1= Feq(v)) dyse (23)
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Similarly with (22), we can obtain the asymptotic ASC
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Where K1 = —p, Ko = 0, —p.

VI. SIMULATION RESULTS

In this section, the simulation results of the RF-FSO system

t
1 m 1 t
— Z SE Z Qg under the influence of various parameters are described. The
Qs (N;—1 (N;—1 k . . . .
t=0 k=0 Monte-Carlo simulations are also carried out to verify the accu-
Nsmsr=1 4 p_t p+0.5 racy of the numerical results. Assume that on the RF link dg; =
<y L (’”SR> S, dyp =dsp =dsp = 10m, the FSO link distance is 1 km,
=0 P!\ Qsr =1 L+ the wavelength is 785 nm, the optical wavenumber k = 27/A,
1 O (mse RS )K 1
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Fig. 3. Simulation diagram of the SOP with different A ; i for eavesdroppers

in the RF/FSO system.

the refractive-index structure constant C2 = 2.1 x 10714, the
instantaneous SNR of the FSO and eavesdropping links are
ir = 20dB and Agp = — 10dB, respectively, and the tar-
get secrecy rate Ry = 0.01 nat/s. When the receiving aperture
D = 10textmm, the EW channel parameters under weak tur-
bulence are respectively taken as («, 8,7) = (4.60,1.17,0.52).
The other parametersare, = 0.8, 7 = 1,p = 0.8, mgr =
msg = 2, Ny= 2, Np = 1, Ayjp = 3dB. In the follow-
ing simulations, the aforementioned parameters are used unless
mentioned otherwise. The value of j is set to 30 when calculat-
ing the generalized Laguerre orthogonal numerical integration
method in order to make the series converge. The Monte-Carlo
simulation results are provided in order to verify the validity of
the analytical expressions. The numerical results agree with the
simulation results, which verifies the accuracy of the proposed
expression.

Fig. 3 shows the SOP of the RF-FSO system under dif-
ferent A ;g values in the presence of the eavesdropper. When
Asr= 30dB,A;g = 1, 3, 6 and 10d B, the system SOP val-
ues are 1.69 x 1075, 9.35 x 1075, 5.80 x 1076 and 3.90 x
1075, The system SOP is 3.38 x 10~° in the absence of any
interferer. The SOP of the system decreases significantly as
AjE increases. It can be observed that the use of jammers to
send jamming signals to the eavesdroppers positively affects the
secrecy performance of the system. However, with the increasing
of X s, the improvement become limited. Introducing jammers
and choosing reasonable transmit power can effectively improve
the secrecy performance of the system.

Fig. 4 shows the SOP of the RF-FSO system with differ-
ent numbers of jammer antennas. When Asp= 30dB and the
number of interferer antennas are Ny = 2, 4, 6 and 8, the
SOP values are 9.35 x 1076, 5.03 x 1075, 1.82 x 107% and
8.82 x 107 7. It can be observed that the system SOP is signif-
icantly reduced by increasing the number of jammer antennas.
The transmitter’s power is lower under the scheme with a higher
number of interferer antennas for the same value of SOP. This
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provides a good solution for designing the jammer equipment
and reducing the consumption at the transmitter side.

Fig. 5 shows the SOP of the RF-FSO system when the
jammer uses different time block allocation factors. When
Asr= 30dB, and the jammer time block allocation factors
are p = 0.10.4, 0.6 and 0.8, the SOP values are 3.01 x 1072,
2.20 x 107°,1.60 x 107°and 9.35 x 1075. The SOP decreases
and the ASC increases as the time block allocation factor in-
creases. As p is monotonically related to the energy transferred
to the interferer storage, we can note from the figure that the
value of p increases. This increase represents that the longer the
jammer receives the energy, the higher the amount of energy
that is stored. Subsequently, a higher amount of energy is used
to transmit the jamming signal in the remaining limited time,
which progressively improves the jamming effect of the jammer
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the destination in the RF/FSO system. (Np = 2, Asp = 0dB).

on the eavesdropper and results in a better system secrecy per-
formance. On the contrary, the secrecy performance is relatively
degraded when the value of p decreases. Reasonable setting of
p according to the actual situation can effectively improve the
secrecy performance. Besides, with the introduction of the ST
protocol, the energy harvesting and transmission process of the
jammer becomes more controllable and stable.

Fig. 6 shows the simulation of the SOP of the RF-FSO system
with different receiver aperture sizes at the destination. When
Asr < 10dB, the SOP hardly varies with the change in the size
of the receiving aperture. On the other hand, when Asp > 10dB,
the effect of the size of the receiving aperture on the SOP
diverges significantly with increasing Agpr. As the receiving
aperture increases, the SOP is significantly reduced, and the
SOP values under different receiving aperture values indicate a
stable performance under a high SNR. It can be observed that
increasing the size of the FSO link receiving aperture in practical
applications can effectively improve the secrecy performance of
the system. The large receiving aperture can increase the incident
optical power and collect a higher amount of optical signal
power. At this time, large receiving aperture leads to a risk of
eavesdropping on the FSO link. Thus, selecting proper receiving
aperture size can realize the trade-off between operating cost and
secrecy performance.

Fig. 7 shows the ASC of the RF-FSO system with the
eavesdropper subjected to different A ;5 values. When Agr =
30dB and Ayp = 1, 3, 6 and 10dB, the ASC values are
2.05, 2.11, 2.23 and 2.31. In the absence of a jammer action,
the ASC is 1.96. It can be noted that the average confidential
capacity of the system is increased to some extent with the
increase of A jg. It is further shown that the transmission of
a jamming signal to the eavesdropper improves the secrecy
performance, and the increase of the jammer transmitting power
can improve the secrecy performance.
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the jammer in the RF/FSO system. ( Asp = 0dB).

Fig. 8 shows the ASC of the RF-FSO system for different
numbers of jammer antennas. When Agz = 30dB, and N; =
2, 4, 6 and 8,the ASCvaluesare 2.11, 2.24, 2.36 and 2.42.1t
can be observed that increasing the number of jammer antennas
also allows the effective improvement of the average confidential
capacity. As the number of transmitting antennas of the jammer
increases, the security and confidentiality performance of the
system is improved.

VII. CONCLUSION

In this paper, we studied the secrecy performance of the
RF-FSO mixed systems under the influence of wireless powered
Jammer with the ST protocol. The SOP and ASC of the system
were analyzed using theoretical derivation and simulation, and
Monte-Carlo simulations verified the validity of the expressions.
The effects of average interference-to-noise ratio, number of
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interferer antennas, time block allocation factor, and destina-
tion receiving aperture size on the secrecy performance were
mainly investigated. The simulation results showed that when
the interference noise ratio of the interferer was increased, the
SOP of the system was significantly reduced and the ASC was
significantly increased. This behavior showed that the secrecy
performance of the system could be enhanced by increasing the
interference-to-noise ratio to improve the effect of the interfer-
ence signal on the eavesdropper. When the number of jammer
antennas was increased, the SOP of the system was significantly
reduced, and the ASC was significantly increased with it. The
system’s secrecy performance improved while simultaneously
providing a good solution to the design of jammer equipment.
By introducing the ST protocol and adjusting the time block
allocation factor, the energy harvesting and transmission process
of the jammer becomes more controllable and stable. The longer
the jammer receives the energy, a higher amount of energy is
used to transmit the jamming signal in the remaining time, which
progressively improves the jamming effect of the jammer on the
eavesdropper. Reasonable setting of p according to the actual
situation can effectively improve the secrecy performance. On
the other hand, increasing the receiving aperture of the desti-
nation enabled collection of a higher amount of optical signal
power. However, large receiving aperture leads to a risk of
eavesdropping on the FSO link. Proper receiving aperture size
can realize the trade-off between operating cost and secrecy
performance. In summary, the secrecy performance of the mixed
RF-FSO system was significantly improved in the presence of
the wireless powered jammer with the time protocol, which can
provide a new system structure and a good theoretical basis for
engineering implementation.
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