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An Enhanced Electro-Optic Chaos Secure
Communication System Immune to Time
Delay Signature Extraction

Huaxi Huang, Zhenhua Li, Xiaojing Gao

Abstract—Time delay signature (TDS) is a key issue that
affects the security performance of optical chaos communication.
Currently, the autocorrelation function (ACF) and delayed mutual
information (DMI) are two crucial methods to extract the TDS.
Several strategies have been proposed to resist statistical analysis
(i.e., ACF and DMI). However, a dynamic inverse modeling method
has been proposed to identify TDS by utilizing the strong nonlinear
inversion capability of deep learning, which brings about new
threat. To resist this analysis, we propose a stratagem that one
can increase the nonlinear dimensionality of the chaos system at
the transmitter and concurrently reduce the dimensionality of
transmitted signals, leading to ‘““deficiency of data dimensionality”.
A three-dimensional chaotic system is designed as the transmitter
and only one-dimensional signal is transmitted for communication.
Furthermore, a hybrid receiver is designed. The nonlinear model
of the response system is realized by cooperation of an analog
electro-optical link and a neural network in digital domain. The
architecture not only destroys the possibility of TDS extraction
but also preserves all necessary information required for chaos
synchronization with low-complexity implementation.

Index Terms—Physical layer security, time delay concealment,
deep learning.

1. INTRODUCTION

N THE field of optical secure communication [1]-[3], time
delayed optical chaos system has been highlighted due to
its superior advantages of wide-frequency spectrum and high
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dynamical complexity [4]-[6]. Particularly, because of good
stability, low cost, and large Lyapunov dimension even if only
a few physical degrees of freedom are involved, time delayed
electro-optic (EO) chaos system has been widely investigated
and become one of the most feasible optical chaos sources [7]-
[9]. In these systems, time delay plays an essential role in
generating the chaos carrier and it is used as the ideal key
to enhance the security. Suppression of the TDS significantly
influences the degree of security [10]-[12]. Generally, an eaves-
dropper can reconstruct the chaotic system to break the security
once the TDS is determined. However, it is confirmed that
several methods can be used to recover the TDS [13], such
as permutation information analysis [14], [15], autocorrelation
function (ACF), delayed mutual information (DMI) [16], local
linear fitting in a low-dimensional subspace [8], and so on. Out
of these methods, statistical methods are most widely used due
to their effectiveness and robustness [17]. The primary reason
for the effectiveness is the fact that the correlation between
the chaotic signal z(t) and its delayed version z(t — s) will
reach the maximum when s = 7, where 7 is the time delay
parameter of the chaotic system [18]. An enormous amount of
research effort goes into suppressing this statistical characteristic
of TDS [19]-[22]. Unfortunately, it is recently discovered that
there is still some security vulnerability from the perspective
of dynamics. Based on the strong nonlinear inversion capa-
bility of deep learning, a TDS identification method has been
proposed [23], which brings new threats to optical chaos com-
munication. The method can identify the TDS of some secu-
rity enhanced systems, even when statistical analysis loss their
effectiveness.

To eliminate the weakness mentioned above, we propose a
new method that one can improve the security through increasing
the dimension of the chaos system and concurrently reducing
the dimension of output signals. A three-dimensional (3D) EO
chaos system with three coupled nonlinear feedback loops and
a single-signal induced chaos synchronization method are pro-
posed in this paper. On the other hand, chaotic synchronization
is a practical issue that affects the transmission performance.
Since the transmitter is specially designed to resist TDS attack,
a corresponding synchronized receiver is indispensable. As a
side effect, the complex structure at the receiver side could bring
about the difficulty of matching multiple physical parameters.
Deep learning technique has advantages in nonlinear modeling
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of chaos system [24]-[26]. Therefore, we establish the receiver
in a hybrid way. Analog hardware EO link is cooperated with an
artificial neural networks (ANN) in digital domain to realize the
chaos synchronization. A subsystem of the chaotic transmitter
is learned by the ANN. The trained ANN can reproduce the
nonlinear dynamics of the subsystem at receiver for the realiza-
tion of chaos synchronization. To do this work, long short-term
memory neural network (LSTM-NN) is adopted. The LSTM has
unique advantages of learning the long-term dependencies and
effectively filtering out the noise [27]. The simulation results
show that the TDS concealment and chaotic synchronization
can be achieved successfully.

II. SYSTEM CONSTRUCTION AND DYNAMIC CHARACTERISTICS

The schematic of the 3D EO chaos system is illustrated in
Fig. 1. The light emitted from a continuous wave (CW) laser is
injected into three paralleled EO feedback loops. In the second
loop, the output of the Mach—Zehnder modulator (MZM2) is
divided into two parts. One part is received and converted into
an electric signal by a photodiode (PD1). After aradio-frequency
amplifier (RF1), we can get an electric signal x1 (¢). After being
delayed, the other part is received by PD3 and RF3 to generate
an electric signal x3(t). Signal x1(¢) and x3(t) are divided
separately into two parts by electrical power splitters (ES1 and
ES2). One part from signal =1 (¢) and one part from signal z3(t)
are superimposed by ES3, then the electric mixture is used to
drive MZM3 in the third loop. The other part from signal 1 (¢)
and the other part from signal x3(¢) are used as the arm working
voltage of the MZM1 in the first loop. The light from MZM1
is mixed with the light from MZM3, and the optical mixture is
detected by PD2 to generate an electric signal. Then the signal
is amplified by RF2 to generate signal zo(t), which is used to
drive MZM2.

Considering the time delay induced by the whole feedback
loop, the mathematical model of the system can be written by
the following equation:

dditl = —x — afg x1(8)ds + By cos? (z2 + 1)
d{f—f = —x9 — afot 2o(8)ds + P cos? (x1 — x3 + o)
+ B3 cos? (z1 + 3 + ¢3)
% = —x3 — afot x3(8)ds + By cos® (xa(t — 7) + 1)

(1)
where x;(t) is the state variable, x;(t — 7) is the time delay
feedback variable, 7 is the intrinsic time delay, a is the response
time of the feedback loop, 53; is the feedback strength, and ; is
the offset phase, © = 1,2, 3, 4. The dynamical characteristic of
system (1) is demonstrated by numerically solving (1) based on
the fourth-order Runge—Kutta method. The route to chaos is vi-
sualized in Fig. 2, where we plot the maxima of x»(t) versus the
bifurcation parameter 3;, i = 1,2, 3, 4. System parameters are
givenasa =5 x 1075, o) = o = 03 = 4 = —7/4, 31 = 5,
B2 = 3.5, B3 = 3.5, B4 = 5, T = 20ns. Bifurcation parameter
B; varies in the range of 0.02 < 3; < 5 with a fixed step size
of h = 0.02. The proposed system can enter the chaos regime
with a low feedback gain for S5, 53 and /34, which can reduce
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Fig. 1. Schematic diagram of system (1). LD, laser diode; MZM, Mach-
Zehnder modulator; RF, radio-frequency amplifier; PD, photodiode; DL, delay
line; OC, optical coupler; PC, polarization controller; ES, electrical power
splitter.

Fig. 2.

The bifurcation diagram for single bifurcation parameter 31 (a), 32(b),

B3(c), and B4(d).

the difficulty of physical implementation, such as the half-wave
voltage of MZM and the gain of radio-frequency amplifier.

III. SYNCHRONIZATION SCHEME AND
MAIN NUMERICAL RESULTS

For 3D system (1), it will be more challenging to select the
multi-parameter well-matched transmitters and receivers. To
overcome this problem, a NN-based single-signal symmetric
induced synchronization method is proposed. The response sys-
tem is theoretically designed as:

% = Y1 — afot y1(8)ds + b1 cos? (2 + 1)

W2 = —yy —a [) ya(s)ds + Bz cos? (y1 — ys + ¢2)
+ B3 cos® (y1 + Y3 + ¢3)
W — 3y —a [T ys(s)ds + By cos? (za(t — ) + ¢1)

2
where y; (t) is the state variable. At the driving side (1), the out[(m?[
of MZM2 is divided into three parts. One part s transmitted to the
response system, then chaos synchronization will be achieved,
which means that system (2) is synchronized with system (1)
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Fig. 3. Synchronization error curves of drive system (1) and response system

(2).

for any initial conditions, in the sense that lim; . ||e(t)|| = 0,
where || - || is the Euclidean norm, e(t) = (e (t), ea(t), es(t)) is
the error vector, e; = y; — x; for ¢ = 1,2, 3. The initial condi-
tions are set as z(0) = (0, 0.5, 1.5), and y(0) = (0.5,1.2,1.3),
in our simulation. Equations (1) and (2) are carried out by
fourth order Runge-Kutta algorithm with an integration step
of 0.625ps. The synchronization error e(t) is shown in Fig. 3,
the trajectories of the drive and the response systems achieve
synchronization swiftly.

For communication, at the emitter side, the message is mixed
with the chaotic carrier from MZM2 in the second loop, and the
light mixture is divided into three parts. One part is fed back into
the 3D system which can be described as:

dditl =—x—a fot x1(8)ds + B1(cos? (z2 + ¢1) + m(t))
ddif =1y — afg x2(8)ds + P cos? (z1 — 3 + ©2)
+ B3 cos? (x1 + x3 + ©3)
s = gy — afot x3(8)ds + Ba(cos? (xo(t — 7) + ¢1)
+m(t—17))

3)
itis noteworthy that there will be an exact functional relationship
between the history and future in system (1), which can be
expressed as:

v l’l(t),l'g(t) — l‘z(t), 4

in the training stage, building a multi-input single-output model,
we use time series x1(¢) and x3(t) as the input and the de-
sired output of an artificial neural network (ANN), then an
approximate mapping function X to U will be obtained. At the
receiver side, the partial nonlinear dynamics of the chaos system
is learned and replaced by an artificial neural network (ANN),
as illustrated in Fig. 4. The captured light signal s(¢) is split
into three portions s1(t), s2(t) and s3(t). Light signal s (¢) is
received and converted into an electric signal by PDI1. After
being amplified by RF1, the response signal y1 () is generated,
i.e., y1(t) = x1(t). After being delayed, light signal s2(t) is
received and converted into an electric signal by PD2. After
being amplified by RF2, the response signal y3(t) is generated,
i.e., ys(t) ~ x3(t). The signal y(¢t) and y3(t) are converted
respectively to digital signals by analogue-to-digital converters
(ADC1 and ADC2) and then are put into model N to generate
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Fig. 5. Message encoding/decoding. (a) The waveform of message m(t), (b)
Transmitted signal and (c) corresponding spectrum, (d) chaotic synchronization
plot of the chaotic time series z2(t) and y2(¢), (e) chaotic time series y2 ()
generated by the NN, (f) the decrypted signal at the output of low pass filter.

signal yo(t), i.e., y2(t) ~ x2(t). Signal yo(t) is converted by
DAC and then put into the MZM.

The message is decoded by subtracting the total transmitted
signal s3(t) (not fed back into the receiver system) from the
output of the receiver, which is known as an ‘open-loop’ config-
uration.

The corresponding receiver can be written as:

d(% =—y — afot y1(8)ds+B1(cos? (z2(t) + 1) +m(t))
Y2 = R(y1,ys3)
%3 = —y3 — afot y3(s)ds + Ba(cos? (zo(t — 7) + ¢1)
+m(t —71))

&)
according to (3) and (5), the transmission performance is demon-
strated in Fig. 5. The data rate is set as 4 Gbps, and the
signal-to-noise ratio (SNR) for the transmission channel is set
as 15 dB. The LSTM-NN is used to model the underlying
dynamical system. The modeling and forecasting are carried
out by using the built-in toolkit in MATLAB2018b. The number
of hidden units is set as 200. A 50 size fully connected layer
and a drop layer with a drop probability of 0.5 are created. The
solver ‘Adam’ is used to train with a mini-batch size of 20. Initial
learning rate is set as 0.01. The gradient threshold is set as 1. The
number of training iterations (MaxEpochs) is given as 50. The
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Fig. 6. BER versus SNR for different data rates.

waveform of message m(t) is plotted in Fig. 5(a). Emitter (3)
generates a chaotic carrier signal with a broad power spectrum,
as shown in Figs. 5(b) and (c). There are no clear signatures
that can be extracted to break the security. Upon injection of the
single signal from emitter into the receiver, the receiver becomes
chaotic and synchronizes with the emitter, as shown in Fig. 5(d).
Then the message can be reliably recovered, as illustrated in

Fig. 5(f).

IV. BER PERFORMANCE

The aim of this section is to study the performance of the
communication system described in Figs. 1 and 4. In areal-world
communication environment, the problems of system param-
eters mismatch and noise pollution are inevitable. Therefore,
through detailed analysis, the bit error rate (BER) performance
under additive white Gaussian noise channel environments with
different signal to noise ratio (SNR) is studied. In Fig. 6, the
BER is depicted as a function of the SNR for different data rates
(1, 4, 8, 10Gbit/s). It can be observed that the BER is negatively
correlated with the SNR and the data rate. When the data rate
is less than 8Gbit/s, even in nonideal channel environments
(e.g. SNR=10 dB), the BER performance can meet the basic
requirements of communication standards (BER < 2.5 x 1073).
As the data rate reaches 10Gbit/s, available transmission can be
maintained when SNR > 12 dB.

Moreover, the robustness against parameters (feedback gains
(1 and B4) mismatch is discussed, which is evaluated by calculat-
ing correlation coefficient of the time series z2 (¢) and y» (¢) when
certain mismatch is intentionally introduced. Fig. 7 presents the
correlation coefficient as a function of the detuning of feedback
strength and time-delays. As shown in Fig. 7, when the detuning
of 31 or B4 grows to 15%, high-quality synchronization (corre-
lation coefficient > 0.9) can still be achieved.

We also analyse the BER performance of the proposed system
under the influence of the strength of nonlinearity i.e. the feed-
back gain 9, 33. Varying 35 and S35 in the range of [3, 15] with a
fixed step size h = 2, we map BER in the two-dimensional (2D)
plane (82 — B3) as shown in Fig. 8, when data rate= 4Gbit/s,

IEEE PHOTONICS JOURNAL, VOL. 14, NO. 1, FEBRUARY 2022

e 1
9 @
S
E 0.8
Q
c
02
% 06
o
c
o
© 04
-50 .25 0 25 50

mismatch of system parameter [31 [%]

(b)

08}

06

Correlation coefficient

0.4
-50 -25 0 25 50

mismatch of system parameter 3 A [%]

Fig. 7. Influence of system parameter 31 (a) and B4 (b) mismatch on the
correlation coefficient.

BERx 107
4

1.
14
1.2
12
10 0.8
o«
Q
8 0.6
0.4
0.2
(1}
4 6 8 10 12 14

Ba

-

[=2]

H

Fig. 8. The influence of the strength of nonlinearity i.e. the feedback gain (32,
33 on BER performance.

SNR= 15 dB. The results show that error free transmission can
be maintained if S, < 8 and 53 < 8. The BER performance
will decrease gradually as the feedback gain increase for Sy >
8 or B3 > 8. This phenomenon can be explained as follows:
the nonlinearity of the system is stronger as the feedback gain
increases, then the quality of chaos synchronization by using
an approximate model based on NN will deteriorate, which will
lead to the decrease of the BER performance. Even so, when (35
and f3 increase to 15 which is the upper limit of what can be
achieved experimentally, available BER can be obtained (BER
<14 x1073).

V. TIME DELAY SIGNATURE ANALYSIS

The security of the system mainly depends on the concealment
of the TDS. From system (1), there is an exact underlying
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mapping relationship between variables x5(¢) and xo(t — 7),
which can be expressed as:

xa(t — 1) = w3(t), (6)

to extract the TDS (i.e., 7) from the perspective of dynamics
through reverse modeling, an intruder should obtain a pair of
signals (z2(t), z3(t). But in our system, just one-dimensional
light signal cos?(z2(t) + 1) from MZM2 is observable for
data secure transmission. Therefore, “deficiency of data dimen-
sionality” will cause reverse modeling attack failure. In general,
statistical analysis methods including ACF and DMI are used
to evaluate the confidentiality of TDS. In our communication
systems (3) and (5), the time delay parameter 7 is set as the
encryption key whose security level is tested by using ACF in
this paper. For a time series x(¢), ACF is defined as follows [28]:

([z(t) = (x@®))]fx(t = s) = (x(@))])
[2(t) = (z(2))]?

where (-) stands for time average, and (¢ — s) is a time delayed
version of x(t).

As shown in Fig. 9, in the range of 0.025ms < s < 60ns
with a fixed step size of h = 0.025ns, there are no obvious
extremums at s = 20ns when the encryption key 7 = 20ns. Itis
evident that an intruder cannot extract the TDS utilizing ACF by
relying solely on the single-signal transmitted from system (1).
In addition, the influence of the feedback strength 3; on the TDS
concealment is analyzed in detail, : = 1,2, 3,4. Fig. 10 shows
the size of the peak P4cp at the relevant time delay 7 = 20ns
from the background (red lines) 4o in ACF(z2). E4cr and
Pacr are defined as:

Eacr = [Pacr(Bi), Pacr (Bi))]
Prcr(Bi) = mean {ACF (z5,)} — SD (ACF (z,))
Pacr(B;) = mean {ACF (24,)} + SD (ACF (z4,))
Pacr(B;) = ACF(s = 20ns) ¥

C(s) =

(7
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where SD is the standard deviation. Varying 3; in the range of
[1,7] with a fixed step size h = 0.1, Fig. 10 shows the simulation
results. As shown in Figs. 10(a) and (d), the peak sizes at
s = 20ns gradually disappear with the increase of feedback
gains (57 and f34). In the other words, the security of the TDS
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is positively correlated with the feedback parameters /3; and 4.
However, the same conclusion is not exhibited in Figs. 10(b)
and (c). For (3 (or (83), when the value is less than 3.5, the
amplitude of the peak decreases as the parameter increases. But
when the value is greater than 3.5, the peak will go beyond the
background which means that TDS can be identified. For this
phenomenon, we speculate that the values of system parameters
B2 and (3 will directly affect the coupling ratio of the two
feedback signals (cos?(x1 — x3 + 2), cos?(r1 + 13 + 3))in
system (1), which may affect the TDS concealment.

Therefore, varying B> and (3 in the range of [1,8] with a
step size h = 0.2, we map the Pacp in 2D plane (82 — f3)
as shown in Fig. 11(a). The bule zones (noted by I) indicate
successful TDS concealment of the system (1). The simulation
results show that when the values of 3> and 33 are lower than
6.7, the interval between the two parameters will primarily
affect the TDS concealment. For example, the ACF curves
for B3 = 2.5,3,3.5,4 are plotted in Fig. 11(b)-(e), where the
parameter 35 is kept constant (i.e. S = 3.5). It is found that the
peak disappears with the decrease of the interval. Moreover, for
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B2, B3 > 6.7, there are no obvious peaks meaning that the TDS
can be successfully masked.

It is worth noting that resistance to statistical analysis does
not mean resistance to reverse model analysis [23]. Even if the
nonlinearity of the loop transformation is increased meaning that
ACF will fail, TDS can be extracted successfully by using the
method proposed in [23]. Under different time delay candidate
s = 7;, a neural network can be trained by using a signal in-
tercepted from the communication channel and its time delayed
version to get a model N;, j = 1,.... TDS identification can
be established by evaluating the prediction ability of the model
N;. In our simulation, the prediction ability of the model XN; is
evaluated using mean square error (MSE), which is given by (9).

1
E = NZ(yi — ;) ©)

where {x;} is the expected output of a historical sequence
{zi}d, {zi} = {xl}gizl {y;} is the output of model X;, which
is the future state predicted from {z;}7. Then a MSE curve
E(s) can be obtained, as shown in Fig. 12. Like the statistical
analysis methods, the same conclusion is exhibited. There are
no obvious extremums at s = 20ns. The TDS 7 = 20n.s should
be concealed successfully.

In terms of security, it is critical to ensure the sensitivity
to time delay 7 to prevent eavesdroppers obtaining the infor-
mation. As shown in Fig. 13, even a mismatch of 20ps will
cause the synchronization quality degrade seriously (correlation
coefficient = 0.2). These results indicate that the communica-
tion system is very sensitive to the encryption key i.e. TDS.

VI. CONCLUSION

Chaotic optical communications can provide high-level phys-
ical layer security for optical secure communication. Time
delayed optical chaos system has been highlighted because
of its easy controllability and implementation. However, it is
well known that the time delay signature (TDS, i.e., encryption
key) can be inferred via statistical correlation analysis. Previous
studies have focused on TDS suppression by eliminating the
statistical features. Unfortunately, it is found that there is still
some security vulnerability from the perspective of dynamics.
On the other hand, trading off security and high-quality chaos
synchronization is a challenge to be addressed. Therefore, the
combining investigation on the TDS and chaos synchroniza-
tion have been investigated. A new 3D EO chaotic system
and a single-signal induced synchronization strategy have been
designed. Moreover, in our communication system, a hybrid
receiver is designed. The nonlinear model of the receiver is
studied and replaced by an approximate NN model. The results
show that, our method can produce the followings: first, TDS
concealment caused by the deficiency of data dimensionality
and multidimensional nonlinear coupling; second, high-quality
chaotic synchronization can be achieved more simply via a
deep-learning-based method.
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