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The Secrecy Comparison of RF and FSO
Eavesdropping Attacks in Mixed
RF-FSO Relay Networks

Eylem Erdogan
Gunes Karabulut Kurt

Abstract—In this paper, we study the secrecy performance of
mixed radio-frequency (RF) - free space optical (FSO) systems
by considering both RF and FSO eavesdropper attacks. More
precisely, we shed light into the design of secure mixed RF-FSO
relay networks by questioning two critical design problems: 1)
What are the main parameters in the design of secure RF-FSO relay
networks? 2) How can we improve the confidentiality of the optical
information? To do so, we derive the secrecy outage probability
and the probability of positive secrecy capacity performance for
mixed RF-FSO relaying schemes under RF and FSO eavesdrop-
per attacks, respectively. To justify the problem, we consider two
general fading models, Nakagami-m at the RF side and exponen-
tiated Weibull distribution at the FSO side. The results, which
are validated with the Monte-Carlo simulations, show that both
the location and the size of the photo-aperture is very important
in the design of RF-FSO relay networks to enhance the secrecy
performance of the overall system.

Index Terms—Physical layer security, mixed RF-FSO relaying,
RF and FSO eavesdropping.

1. INTRODUCTION

UE to the explosive growth of wireless systems and de-
D vices, spectrum scarcity has become an important problem
in wireless communications. To meet the demand for reliable
and ubiquitous communications, new technologies have been
emerged most recently. Among them, free-space optical (FSO)
communication has attracted much interest from the academia
and industry as it can solve the last mile problem in wireless net-
works, while enabling fast, reliable and secure communication
between two stationary points by using the unlicensed optical
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spectrum [1]. On account of this potential, FSO systems are
planning to be used in video surveillance, security, broadcast-
ing, and campus connectivity in the next generation wireless
communication systems [2].

Even though FSO systems can bring numerous advantages,
the turbulence-induced fading due to bad weather conditions,
including rain, snow, fog, and wind can cause destructive effects
on FSO communication. To overcome these adverse effects
and to improve the coverage and reliability, mixed radio fre-
quency (RF)-FSO systems were proposed [3]. In mixed RF-FSO
communication, RF and FSO systems are used in a dual-hop
configuration with the aid of decode-and-forward (DF) and
amplify-and-forward (AF) relaying techniques [4]. Based on
these observations, mixed RF-FSO transmission can be a pow-
erful alternative for the spectrum scarcity problem in wireless
systems as it can reap all the advantages of FSO communication
while coping with the turbulence-induced fading. Hence, mixed
RF-FSO systems have been considerably investigated in the
literature, e.g., in [5]-[12] and the references therein.

Another critical problem in wireless communications is the
confidentiality of the information as wireless systems are prone
to security threats due to their inherent nature [13]. So far, wire-
less communication security has been provided with the aid of
various encryption/decryption methods, which are performed at
the upper layers of the protocol stack [14]. A recent complemen-
tary or even an alternative technology, physical layer security,
addresses the security problem in the physical layer by using the
randomness and time-varying nature of the wireless systems.
Physical layer security, which was pioneered by Wyner in [15],
can be accomplished as long as the main channel is superior to
the wire-tap channel. In physical layer security, the eavesdropper
can be a legitimate member of the network that can overhear
the communication, or an illegitimate malicious user that has
the intention of listening to the communication. Two important
secrecy performance metrics, the secrecy outage probability
(SOP), and the probability of positive secrecy capacity (PPSC)
have been proposed based on the Wyner’s model [16], [17].

In the literature, physical layer security has been introduced
into mixed RF-FSO systems most recently. Specifically, [18]-
[23] considered a mixed RF-FSO relaying scheme in the pres-
ence of an RF eavesdropper, which tackles the information from
the source node, whereas [24] focuses on the RF eavesdropping
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from the relay node on a dual-hop mixed FSO-RF configuration.
Different than RF eavesdropping, in its FSO counterpart, the
information can be collected by an unfriendly observer that is
positioned close to the receiver photo-aperture [25]. Owing to
this, Wyner’s model has been implemented into a mixed RF-FSO
relaying network!, where an FSO eavesdropper is intercepting
the information from the relay terminal in [26].

As the aforementioned studies show, the current literature is
generally focused on the RF eavesdropping from the source node
in dual-hop mixed RF-FSO configuration, and almost all the
existing works have focused on the Gamma-Gamma distribution
at the FSO path, which can be used for some specific aperture
sizes. Different from the current literature, in this study, we focus
on RF and FSO eavesdropping attacks from the relay termi-
nal [27], which can be considered as untrusted due to its security
gaps [28], [29]. To do so, RF and FSO eavesdropper attacks are
demonstrated by using mixed FSO-RF and RF-FSO relaying
configurations. Furthermore, considering that Nakagami-m dis-
tribution can be suitable for various RF environments and owing
to the fact that Exponentiated Weibull (EW) fading can be used to
model different atmospheric turbulence levels along with various
aperture sizes [30], [31], we provide a general framework about
RF and FSO eavesdropping for mixed RF-FSO relay networks.
Specifically, the paper makes the following contributions:

e Unlike previous works, which mainly focus on the RF

eavesdropping for mixed RF-FSO relaying, we introduce
a general physical layer security framework for dual-hop
mixed RF-FSO relay networks by considering both RF
and FSO eavesdropper attacks. The introduced framework
answers three critical design problems: 1) How can we
improve the confidentiality of the optical information?
2) What is the impact of the photo-aperture size on the
performance of secure FSO communication? 3) What is
the impact of the Nakagami-m parameter on the RF eaves-
dropping?

® To quantify the performance of the RF and FSO eaves-
dropper attacks, we first obtain the instantaneous signal-to-
noise ratio (SNR). Thereafter, the first time in the literature,
we derive new SOP and PPSC expressions for Nakagami-
m/EW fading channels.

o In the last part of this work, we provide insightful remarks
to shed light into the design of secure mixed RF-FSO relay
networks. These results show that the receiver aperture size,
Nakagami-m fading parameter, and the weather conditions
are of utmost importance in the design of secure mixed
RF-FSO and FSO-RF communications. Specifically, keep-
ing the photo aperture size around 200mm and choosing
a higher ground for the relay node® can provide 10°
SOP performance for the proposed network even in harsh
weather conditions.

!Note that, RF and FSO eavesdropping attacks through the relay terminal can
be implemented by using mixed FSO-RF and mixed RF-FSO relay networks,
respectively as can be seen from the aforementioned studies.

%Increasing the height of the relay node can decrease the turbulence induced
fading, and weak turbulence regimes can be established based on the refractive
index structure parameter models [32].
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(b) RF Eavesdropping

Fig. 1.
model.

Tllustration of the HAPS-aided laser inter-satellite communication

The remainder of the paper is organized as follows: In Sec-
tion II, the signal and system models are presented for RF and
FSO eavesdropping. In Section III, SOP and PPSC analysis are
pursued for Nakagami-m/EW fading channels. Our numerical
results and some crucial remarks are provided in Section IV,
and Section V concludes the paper.

II. SIGNAL AND SYSTEM MODEL
A. System Model

In this section, we consider dual-hop mixed RF-FSO relaying
configurations where source node S wishes to send confidential
information to the legitimate destination node D over a DF relay
terminal R, which is equipped with a single antenna from one
side and a single photo-aperture on the other side in the presence
of an eavesdropper node I, which is attempting to tackle the
classified information from R as it may not be trustable due to
its simple structure. In this architecture, we focus on RF and
FSO eavesdropper attacks by considering mixed FSO-RF and
mixed RF-FSO relaying schemes, respectively as demonstrated
in Fig. 1.

1) FSO Eavesdropping: We consider a mixed RF-FSO re-
laying scheme, where an FSO eavesdropper located very close
to D, is trying to intercept the information of R as depicted in
Fig. 1(a). In this network, the RF information is transmitted
to R through a single transmit antenna in the first phase of
communication. In the second phase of the communication,
receive antenna at R collects the source information and filters
out the DC components. Then, R detects the source signal,
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modulates it with binary phase shift keying and forwards to
D with proper biasing. In this scenario, F, that is positioned
at a close proximity to the receiver aperture, can intercept the
information from the laser beam,? when the beam is reflected by
aerosols and gases [25]. In this structure, the received signals at
R and D can be expressed as

Yyr =/ Pshsrxs + ng, (D
and
yp = /G PrlrpTs +np, (2)

where Ps and Ppg are the source and relay transmit powers
respectively, g and T g are the source information and detected
source information respectively. ng and np* are the additive
white Gaussian noises with Ny one-sided power spectral den-
sity, hgr and Irp denote RF and FSO channel coefficients
respectively®, and (; denotes the electrical-to-optical conversion
coefficient.

2) RF Eavesdropping: In a mixed FSO-RF communication
model, which is shown in Fig. 1(b), the electrical signal is
converted into an optical signal by adding a DC bias, ensuring
that it is positive. Then the optical signal is transmitted to the
optical aperture of the R. R first filters out the DC component,
converts the optical signal into electrical and forwards to D. In
this architecture, F targets to decode and obtain the secret data
content from R [33]. After two transmission phases, the received
signals at R and D can respectively be expressed as [34]

Yr = \/CPsrslsr + ng, 3)

and

yp = \/ PrTshrp +np, 4

where Isg is the FSO channel coefficient, hzp shows the RF
channel coefficient, and (5 is the optical-to-electrical coefficient.
For computational simplicity, electrical-to-optical and optical-
to-electrical conversion parameters are set as (; = (2 = 1. Fol-
lowing the above-mentioned assumption and with the aid of
(1)—(4), the overall SNR for mixed RF-FSO and FSO-RF DF
relaying schemes can be expressed as [19]

FSO . RF (5)

_ min (fyg%, 7%58) ,  FSO eavesdropping
min (v59,7%5), RF eavesdropping,

RF _ Ps 2 .FSO _ Pg 2 FSO __ Ps 72
where vgp = N0|h‘SR| »YrD = Nelrp» Vsr = w15k and

ARE = %’; |hrp|?. In addition, the SNR at E can be expressed

as
Pr 72
e = ﬁIRE’ .
Nlhrel?,  RF eavesdropping,

FSO eavesdropping ©)

where Irp and hrp are the FSO and RF eavesdropper channel
coefficients respectively.

3The interception of the FSO information can arise in harsh weather condi-
tions, including snow, heavy rain and fog, when the beam is heavily refracted,
reflected and scattered.

4Even though shot noise can be affective in FSO links, we assume that only
thermal noise is dominant in the RF and FSO communications.

SThroughout the paper, all RF channel coefficients are modeled as complex,
and FSO channel coefficients are modeled as real.
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B. Channel Models

It is important to mention that Nakagami-m distribution is
a general fading model that matches empirical data better than
Rayleigh fading in many RF communication scenarios. Owing to
that fact, in this paper, the RF channel &, z € {SR, RD, E'} is
assumed to follow Nakagami-m fading with integer-valued fad-
ing severity parameter m . Thereby, the cumulative distribution
function (CDF) of vRF can be expressed as [35, eqn. (8.352.6)]

r (m., 2)
(m.)

m,—1 t
_ mzy myy | 1
_l—eXp[— A/RF:l Z <’YZRF> Ev (7)

z t=0

RF __
F’Yz =1-

where T'(a,2) denotes the lower incomplete Gamma func-
tion [35, eqn. (8.350.1)], I'(x) is the Gamma function as de-
scribed in [35, eqn. (8.310.1)], 3&F = ﬁ—’;]E{|hz|2}, k€ {S, R}
is the average SNR of the RF link and E{-} is the expectation
operation.

The FSO fading I., on the other hand, experiences EW
distribution model whose CDF of SNR is given by [30]

5 B=/27\ @
Forso(y) = (1 —exp [— <n27550> ]) . (@)

where ., 3, are the shape parameters, 77, is the scale parameter
and 3550 = LEE{I2} is the the average SNR of the FSO path.

z
The above expression can be expressed more tractable as [36,

eqn. (10)]
— (. v
Fyso(y) = Z ( )(‘Up exp [_ P(QFSO> ] E)
This section derives new SOP and PPSC expressions by

o \ P N7z
considering RF and FSO eavesdropper attacks.

Bz
2
III. SECRECY PERFORMANCE ANALYSIS

A. Secrecy Outage Probability Analysis

In physical layer security, £ can be considered as an ille-
gitimate malicious user that has the intention of listening to
the communication. In such scenarios, S has to transmit the
information at a constant achievable secrecy rate R, satisfying
that Cs > R, where C stands for the secrecy capacity, which
can be defined as

C. — 510y (1+7) = 3logs(1+78), 7% > 7E (10)
) 0, otherwise,

and the SOP can be expressed as [19]
PSO = PY[CS < Rs]7

= /O E, (vt + ven — 1) frp (7)d,

z/0 E,, (vyen) fre (V) dy, (11)
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where ~y;;, = 22%_ It is important to note that the third line in
(11) can provide a tight lower bound SOP expression.

1) FSO Eavedropping: In this scenario, mixed RF-FSO re-
laying is taken into consideration in the presence of an FSO
eavesdropper. For this network, the CDF of overall SNR can be
expressed as

Fy,(v) =1 =Pr[ygh > 9] PriyiEp > 7]
—1—(1— Fye (1)L~ Fysg (7))-

F,, () can be obtained by substituting (7) and (9) into (12) as

12)

mSR].OO

B R @)

k=0 p=1

BRrRD

msrY v ’
e VSR R NEpYRD ’
RD
(13)

and the probability density function (PDF) of g can be obtained
by taking the derivative of (8) with respect to -y as
‘| ) ap—1

For () = apBeyF ! | —exp | — [ =2
e 2n75) F Urale
(14)

BE
2

BE

o l (anH

By using the Binomial expansion, the above expression can
be written in a more tractable form as

D
o) = Sy (7 )y

2(77E'YE) 2 =0

BE

2
ol
—(t+ 1) 5= .
H%WE
msr—1 oo oo

Then, by substituting f., () and F, () into (11), SOP can
«
e S ()

be written as
1) (1
(_1)t+p+ ()
|
k=0 p=11t=0 kit

k 00
msr apBE Bg
x ( = ) BE / (VIYth)k’y > !
VSR Q(WEVE) 2 0

MsRYVth
YSR

X exp

s)

X exp [— } exp

BRD

—
xXexp | —p # dry.
NapYRD

To the best of our knowledge, the above integral can not
be calculated in a closed-form. However, in optical eavesdrop-
ping, the eavesdropper should be located very close to the
receiver photo-aperture to collect the reflected information due

(16)
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to aerosols or gases. In this case, the eavesdropper can experience
very similar turbulence conditions with the destination. Hence,
the shape parameter 3 and the scale parameter 77, which depends
on $ in EW fading, can be assumed as Sp = Sgrp = 8 and
Ne = Nrp = 7. Based on this assumption, the above integral
expression can be written as

msr—1 oo o0

e S EE () e

k=0 p=11=0

k o
" (msz?,%h> apf i / ,yk+§1exp|:_
VSR 2(n*yg)z ) Jo
Vth

8 I
1 2 2

X ex y2e(t+1 +pl 5— dr.

p[ {( )<772’YE> p(fﬂ%m) } 7

a7
msrYven | — L0 | msryyen |
Ysr 0,1 VSR 0

(17), then by changing the variables in the above integration as
8

B B
1 2 2
T = 7% (t+1) —— +p th , Pso can be
n"YE "YRD

® P

MSRYVth }
VSR

m

into

By invoking exp [—

expressed as

CEEECR el

k=0 p=11t=0

& 2k+1
<m5R%h> ap 1 /°°
X 2 x
VSR (n?ye)% ) \(E+1)e + pt 0
( MSRYth _ )Wg " —} de,
((t+ 1) + )7 s 0

(18)
where G;}f;]” denotes the Meijer-G function [37,

eqn. (07.34.02.0001.01)]. Then, with the aid of [37, eqn.
(07.34.21.0012.01)], the solution of the above expression can
be obtained as

Pso =1

k

@l

1,0
X GO,1

msr—1 oo oo

e S () o ()

k=0 p=11t=0

; b 1 Zk+1

TMSRYth ap

) ( VSR ) ((772%5)5) ((t+ 1)cp+pw>

et (e [(de )
LG+ Do+ py)P A (0,1)

(19)
where H"." [ . E’ ;] denotes the Fox H-function [38].

2) RF Eavesdropping: In this scenario, mixed FSO-RF re-
laying is considered where the eavesdropper is trying to steal

@[

m\m

=)
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the information from the relay terminal over the RF path. In this 2 = ( 2 2 )
s 1—=—(k+mg), 7—
architecture, the CDF of -, can be expressed as x HiY CISRISE For ) 7w )|
Yenp?/Psn (0,1)
E,(v)=1-Q0=Fro()1 - Fu (7)), (20) (25)

dF be obtained with the aid of (7) and (9
and 7y, () can be obtained wi ¢ aid of (7) and (9) as B. Probability of Positive Secrecy Capacity Analysis
0o m 1 k
_ Z ZD: QSR _1)et mrpY\ 1 To quantify the PPSC performance of the proposed network,
YRrRD k! we assume that F is a licensed user in the system which has
B a bad intention of eavesdropping the communication between
SR

l ( ) 3 ] R and D. In that case, S has the information of FE and to
Y [ mRD"Y:| o . . - .
Xexp|—p exp | — ——|.

p=1 k=0

5 — provide information theoretic security, it has to satisfy C; > 0.
"IsSRVSR YRD Mathematically speaking, PPSC can be defined as

2L

. o Prpsc = PI[CS > 0]

The PDF of vg can be expressed by taking the derivative of

1 1
mg
m mp—1 m
fre() = — £ g exp [ - _Eq . (22)  After a few manipulations, it can be written as [39]
YE L'(mp) VE N
By substituting (22) and (21) into (11), SOP can expressed as Popsc =1 — / Ey (9) fye (7)dy 27
0

Pso=1- i mi (osn s TthMRD ! mg ® ForFSO and RF eavesdropping schemes, PPSC can be obtained
o 1 ARD k! very similar to (19) and (25) respectively, as
P il

m—1 oo oo
BsR arp) (ap —1 t+p+1 1
e 1 Ame= Y 33 () (M) e (5
X / ’7k+mEleXPl—P< Tt ) 1 k=0 p=1 t=0 k!
0

F(mE) U%R:YSR =

k Fht1
% (mSR ap 1
Vs <(7}27E)§> ((t+1)w+m/)>
m

)
X exp |~ (m’w%h + mE) dy. (23)
YRD VE (—gk 2)
¢ X Hy| e VA
(t+ 1D+ pP)? 3s (0,1)
Thereafter, by applying the identity of exp { C'y] = (28)
and

G | into (23), and after changing the variabl m , m

0.1 {CV ‘0} into (23), and after changing the variables as pppsc:i i (QSR> p+1<mRD)k 1 (mp B
E o s Yrp ) K!

2
x=p|l =L , the above expression can be written as
NsrVYSR

_ k+mpg
« L (2 )(W)
oo m 1 mg 5
PSO_l_Z i (aSR) 1)rH1 (%zmm)kl <mE> L(mg) \ Bsr p?/Bsr
p=1 k=

5 k! _
TRD « HL! <C77§R’)’SR> (1 5 (k+mg), 52 ) .
’ p2/5SR (0, 1)

1 2 \( 2risn \ T e
X — || =2 mBSR 29
F(mE)(ﬁsR)<%hP2/BSR> /0 29

y Even though the Fox-H function given in (19), (25), (28)

% G(l),(l) [( CNSRYSR )xBSQR ] Gé,(lJ [a: } dr, (24) and (29) is not an elementary function, it can be evaluated by
' Yinp?/ Psr 0 ’ using well-known software programs like MATHEMATICA as

and with the aid of [37, eqn. (07.34.21.0012.01)], a SOP expres- described in [40, Appen. 1]. Furthermore, the infinite series in
sion can be obtained as the SOP and PPSC expressions converges very fast, so that, SOP
and PPSC expressions can be obtained by using 5 to 10 terms

"% 1OéR VthTMRD kl mg n ith h d £f10°7
P Z Z S p+1 th with a convergence error on the order o -
so=1- 1 ( ) ( YRD )k'( )

p= =

IV. NUMERICAL RESULTS

_ k+mpg
X 1 a NSRSk In this section, the theoretical findings are validated with
L(mg) \ Bsr Yenp?/ Psr the aid of Monte-Carlo simulations. Furthermore, RF and FSO
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D¢ =200 mm
(e, 3,m) = (0.99, 20, 1.032)
. W
0 5 10 15 20 25 30 35 40
Average SNR per hop [dB]
Fig. 2. SOP performance of the mixed RF-FSO relaying scheme for various

m parameters when Dg = 200 mm.

T T T T

| 9£ =0,6,12,18 dB

Secrecy Outage Probability

m=2
D¢ = 60 mm
(o, B,m) = (1.02,4,0.99)

| |
0 5 10 15 20 25 30 35 40
Average SNR per hop [dB]

Fig. 3. SOP performance of the mixed FSO-RF relay network for various ¥g
values when DG = 60 mm.

eavesdropper attacks are compared in terms of SOP and PPSC,
and important design guidelines are presented. For the sake of a
fair comparison, the parameters utilized in the numerical results
are set to asp = app = ag =, fBsg = Prp = Br =B,
NSR = NRD = NE =1, Msr = Mpp = mg =m, and Ry =
0.01 bit/sn/Hz. The optical wavelength is chosen as 780nm and
D¢ = 60,100 and 200mm receiver aperture sizes are used to
demonstrate the performance of the FSO communication [41].
In addition, similar to the related works, the average SNRs at
both hops satisfy ysrp = Yrp = 7 as given in the z-axis of the
figures.

In the first part of this section, the theoretical results are
validated with the aid of simulations®. The first two figures,
Fig. 2 and 3, show the SOP performance of FSO and RF eaves-
dropper attacks respectively. As observed from both figures,
the theoretical results are in good agreement with the marker
symbols which are generated through Monte-Carlo simulations.

®Herein, we omit verifying the PPSC expressions through Monte-Carlo
simulations, as they can be easily validated through SOP expressions. (Please
see (27) and (11).
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=T T T T

—— FSO eavesdropping
—#— RF eavesdropping

N
m =5, Dg = 200 mm

2L
0°F 5, =4dB

Strong Turbulence
(v, B,m) = 3.77, 1.87, 0.71
104 F

Secrecy Outage Probability
)
T

10°F Weak Turbulence
(a, B,) = 0.99, 20, 1.032

6 1 1
1 103
0 0 5 10 15 20 25

Average SNR per hop [dB]

Fig. 4. Comparison of RF and FSO eavesdropper attacks for different turbu-
lence conditions when ¥ = 4 dB and m = 5.

In addition, Fig. 2 shows that the SOP performance of the
mixed RF-FSO relaying scheme outperforms when the level of
RF fading decreases as Nakagami-m parameter increases from
m = 1 to m = 3. This means that the SOP performance of the
proposed scenario enhances when the amount of fading is low.
Fig. 3 on the other hand, illustrates that the SOP performance
decreases monotonically as the impact of eavesdropper increases
due to higher 7.

A. Comparison of RF and FSO Eavesdropper Attacks

Next, we compare the RF and FSO eavesdropper attacks in
terms of SOP and PPSC. In Fig. 4, the RF and FSO eavesdropper
attacks are compared for different FSO turbulence levels. It
is observed from the figure that, at strong turbulence levels,
the FSO eavesdropping achieves worse SOP performance than
RF eavesdropping as the eavesdropper can collect the optical
information easily in strong turbulence conditions. In contrast,
and as expected, FSO eavesdropping achieves a better SOP
performances in weak turbulence levels due to low reflection
and scattering effects.

Fig. 5 illustrates the SOP performance of RF and FSO
eavesdropping at different Nakagami-m fading parameters. As
observed from the figure, increasing the fading parameter of the
RF communication does not enhance the overall SOP perfor-
mance. By contrast, as we assume mgr = mprp = Mg = m,
the gap between RF and FSO eavesdropping is increasing as mpg
increases.

In Fig. 6, RF and FSO eavesdropper attacks are compared
for two different receiver aperture sizes at moderate turbulence
conditions. As observed from the figure, when the aperture size
is Dg = 100 mm, mixed RF-FSO relaying scheme achieves
worse SOP performance than mixed FSO-RF relaying as lower
aperture diameter gives a better chance for eavesdropper to cap-
ture the signal. By contrast, at Dg = 200 mm, mixed RF-FSO
relaying performs average 1dB better SOP performance. It is
noteworthy to mention that, increasing the receiver aperture
enhances the SOP performance of the mixed RF-FSO relaying.
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Fig. 7 illustrates the PPSC performance of RF and FSO
eavesdropper attacks for various 7z values. As observed from
the figure, the PPSC performance of the RF eavesdropping
outperforms its FSO counterpart under moderate turbulence
settings as the receiver aperture diameter is selected as 100mm.
In addition, the PPSC performance increases monotonically as
the impact of eavesdropper decreases due to lower 7 values.

B. Remarks

Finally, we provide some important remarks that can be
used in the design of secure mixed RF-FSO and FSO-RF relay
networks.

e From Fig. 6, it is clear that keeping the receiver photo-
aperture around 200mm can enhance the secrecy of mixed
RF-FSO relay networks.

e Increasing the Nakagami-m severity parameter (m) can
enhance the overall SOP performance of both relay
networks’. However, if mp is equal to mgr or mgp,
using RF transmission at the first hop can be preferable
to enhance the physical layer security.

e From Fig. 4, we can understand that the location of the
receiver photo-aperture is very important in RF-FSO re-
lay networks to reduce the effects of turbulence-induced
fading. Thereby, placing the receiver photo-aperture on a
higher ground can provide weak turbulences, and enhances
the secrecy performance of the overall system.

e Average eavesdropper SNR can be crucial in the design of
secure mixed RF-FSO relay networks. To reduce the effects
of the eavesdropper, relay node can be placed closer to the
source terminal in mixed RF-FSO relaying and destination
node in mixed FSO-RF relaying.

e The receiver photo-aperture size and the height of the
relay node can be changeable based on the desired secrecy
performance of the overall network. For example, 100mm
receiver aperture can be enough to provide 10~> SOP per-
formance, whereas a high ground relay node with 200mm
receiver aperture can achieve up to 10~% SOP performance
even in harsh weather conditions.

V. CONCLUSION

In this paper, we provided a general framework about RF
and FSO eavesdropping by considering both mixed FSO-RF
and RF-FSO relay networks, respectively. To quantify the per-
formance of the proposed schemes, SOP and PPSC expressions
were obtained for Nakagami-m/EW fading channels. The results
which were validated with the aid of simulations, have shown
that photo-aperture size, fading parameters, and the average
eavesdropper SNR can be crucial to secure the RF-FSO com-
munication. More precisely, almost in all weather conditions,
and when the size of the photo-aperture is about 200mm, mixed
RF-FSO relaying can be preferable to design a secure RF-FSO
relay network.

"In Nakagami-m fading, the level of fading decreases when m increases, and
the level of fading increases when m decreases.
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In future work, we will consider weather dependent attenu-
ation affects, and provide a detailed analysis about the secrecy
performance of mixed RF/FSO relay networks.
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