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Controllable Asymmetry Attack on Two-Way Fiber
Time Synchronization System

Chenlin Zhang , Yang Li, Xing Chen , Yichen Zhang, Lifeng Fu, Yuan Gong ,
Heng Wang , Wei Huang , and Bingjie Xu

Abstract—Precise and secure time synchronization between two
remote sites is necessary in many practical scenarios. Recently,
the two-way fiber time transfer (TWFTT) system has become an
attractive option for high-precision time synchronization. However,
TWFTT is implemented based on symmetric link assumption, and
such assumption may be maliciously utilized to cause significant
time asynchronization to TWFTT. In this paper, we propose two
novel controllable asymmetry attack schemes for TWFTT, namely,
the link asymmetry attack and the attenuation asymmetry attack.
We theoretically analyze the controllability and the effectiveness
of these two attacks. Experimental results show that our link
asymmetry attack can introduce 2.49 ns time offset per asymmetric
link length (in meters), and our attenuation asymmetry attack
can introduce at most 36.6 times time offset (compared to normal
situation) when the attenuation is 45.3%. Our work can provide
instructive insights for future studies of protecting TWFTT from
delay asymmetry attacks.

Index Terms—Real-time systems, time measurement,
communication system security.

I. INTRODUCTION

PRECISE and secure time synchronization is widely used
in many fields. For instance, in smart grid systems includ-

ing transmission, distribution, controlling, and metering require
time accuracy from 100ms to 1μs [1], [2]. In Internet of Things
(IOT) and industrial applications, algorithms must have the
precise sequence of the events [3], [4]. In energy sector, the time
synchronization is needed to integrate various types of man-
agement techniques to achieve collaboration [5]. In submarine,
time synchronization is the basis of sensor node cooperation [6].
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In Vehicular Ad-hoc Networks (VANETs), network nodes must
be synchronized to exchange time-critical vehicle locations and
warning messages for various road safety applications [7].

Traditionally, the precision time protocol (PTP) and the net-
work time protocol (NTP) achieve time synchronization through
exchanging time messages between two nodes [8]–[10]. With the
advances in modern atomic timekeeping technology [11]–[13],
some new time synchronization schemes achieve ultra-high
time synchronization precision through measuring optical signal
intervals [14], [15]. Among them, Two-Way Fiber Time Trans-
fer (TWFTT) has the highest time synchronization precision
because it transmits time information with optical signals from
two directions [15]. As a result, the synchronization precision of
TWFTT can reach picoseconds, whereas the precision of NTP
is milliseconds [8], and the precision of PTP is microseconds
[9], [10].

Notably, most time synchronization protocols, including NTP,
PTP, and TWFTT, rely on the assumption of symmetric propa-
gation delay in both directions of the synchronization channel,
i.e., they estimate the one-way packet transmission time as half
of the round-trip time. However, the forward and backward
delays of a transmission channel can be asymmetric due to
deliberate attacks [16]–[18]. For NTP and PTP, attacks causing
delay asymmetry have been intensively studied [18]–[20], and
many solutions have been proposed [21]–[23]. But for TWFTT,
how to perform delay asymmetry attack is still unclear, and thus
no security method for delay asymmetry is ever proposed. This
makes TWFTT highly vulnerable for delay attacks.

In this paper, we innovatively propose two delay asymmetry
attacks against TWFTT, namely, link asymmetry attack and
attenuation asymmetry attack, which can cause significant
time asynchronization to TWFTT. More importantly, these
two attacks are controllable, i.e., their attack effects can be
controlled by adjusting variable optical delay line or variable
optical attenuator. In addition, they are feasible in real-world
scenarios, because they can be easily conducted through
extracting, manipulating, and injecting of the optical signals
of the transmission fiber link, which are consistent with the
security issues of modern optical fiber communication networks
[24]–[26]. The goal of this paper is to reveal the vulnerabilities
of TWFTT under delay asymmetry attacks, and thereby to
provide instructive insights for future studies of protecting
TWFTT from delay asymmetry attacks.

The contributions of this paper are two-folds. First, we analyze
the principle of the asymmetry attack, and give the quantitative
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TABLE I
DEFINITION OF VARIABLES

description of the attack effect. Second, we design controllable
asymmetry attack scheme, and examine the attack by introduce
link asymmetry and attenuation asymmetry on the fiber of the
TWFTT in experiment. The experimental results show that, the
link asymmetry linearly controls the time offset of Bob relative
to Alice with the coefficient of 0.51, and attenuation asymmetry
introduces nanoseconds time offset when the attenuation is
larger than 43.2% .

II. ANALYSIS OF TWO-WAY FIBER TIME SYNCHRONIZATION

SYSTEM AND ASYMMETRY ATTACK SCHEME

A. Background of TWFTT

We briefly review the time synchronization protocol based
on the two-way fiber time transfer (TWFTT) system [15]. The
definition of variables is shown in Table 1. The protocol sup-
poses that the clock frequency has been synchronous during
the process of time synchronization. Alice has a precise atomic
clock, and Bob tries to synchronize its clock to Alice’s. They
are connected by a single mode optical fiber. Periodically, Alice
transfers a precise 1 PPS (Pulse Per Second) signal to Bob, and
meanwhile, Bob transfers a local 1 PPS signal to Alice. The
period of such signal exchange is P = 1 s. The time intervals
of the two counter-propagated 1 PPS signals, namely, MA and
MB, are measured by two time-interval counters (TIC, Agilent
53230 A) at both sides.

Consider that during the i-th period of time synchronization,
The TIC on the Alice site gets the time interval MA(i), and the
TIC on the Bob site gets the time interval MB(i). In addition,
Alice sends the value of MA(i) to Bob after updating MA(i). The
values of MA(i) and MB(i) can be described by

MA(i) = [TB(i) + ΔtB→A(i) + ΔτB→A(i)]− TA(i) (1)

MB(i) = [TA(i) + ΔtA→B(i) + ΔτA→B(i)]− TB(i) (2)

where TA(i) is the time that the 1 PPS signal on Alice triggers
the TIC to start timing, ΔtA→B(i) is the inherent delay of the

1 PPS signal from Alice to Bob (including optical to electrical
conversion delay, electrical to optical conversion delay, elec-
tronics processing delay, etc.), ΔτA→B(i) is the propagation
delay over the optical fiber from Alice to Bob. TB(i), ΔtB→A(i)
and ΔτB→A(i) are in reverse. Thus, the time offset between
Alice and Bob, δ(i), can be expressed as

δ(i) = TB(i)− TA(i)

=
MA(i)−MB(i)

2
+

ΔtA→B(i)−ΔtB→A(i)

2

+
ΔτA→B(i)−ΔτB→A(i)

2
(3)

The first part MA(i) –MB(i) is the difference between the
measured values of TIC on the Alice and Bob, which is variable
due to the fluctuation of the unstable clock on the Bob site. The
second part ΔtA→B(i) and ΔtB→A(i) represent the systematic
delay between Alice and Bob including optical to electrical
conversion delay, electrical to optical conversion delay, as well
as electronics processing delay, which are constant and known.
The third part ΔτA→B(i) – ΔτB→A(i) is the delay gap between
the forward propagation delay ΔτA→B(i) and the backward
propagation delay ΔτB→A(i). In normal situations, the delay
gap is constant which is introduced by the dispersion for different
wavelength channels. As a result, the second part and third
part are threat as constant (C), and Bob computes the delay
compensation δc(i+1) as follows:

δc(i+ 1) =
MB(i)−MA(i)

2
− C (4)

Afterwards, Bob will set δc(i+ 1) to the Pulse Delay Control
Module (PDCM) for the (i+1)-th period:

TB(i+ 1) = TB(i) + δc(i+ 1) + P

= TA(i) + δ(i) + δc(i+ 1) + P

= TA(i+ 1) + δc(i+ 1) + δ(i) (5)

B. Asymmetry Attack Scheme

If there is no attack during the i-th period, the delay compen-
sation δc(i+ 1) = δ(i). Henceforth, Eq. (5) becomes

TB(i+ 1) = TA(i+ 1) + δc(i+ 1) + δ(i)

= TA(i+ 1) (6a)

which means the time between Alice and Bob is synchronized
at the (i+1)-th repetition.

On the other hand, if an attacker can increase an asymmetric
delay Δτ whose plus or minus represents the delay applying on
the forward propagation or the backward propagation during the
i-th period, the delay gap ΔτA→B(i) – ΔτB→A(i) can no longer
be ignored. As a result, Eq. (5) becomes

TB(i+ 1) = TA(i+ 1) + δ(i) + δc(i+ 1)

= TA(i+ 1) +
ΔτA→B −ΔτB→A

2

= TA(i+ 1) +
Δτ

2
(6b)
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Fig. 1. The principle of controllable asymmetry attack by increasing the link
asymmetry or the attenuation asymmetry. The green line and pink line are two
1PPS signals which arrive at TIC as the start trigger and stop trigger of TIC,
respectively. (a) No attack; (b) Link asymmetry; (c) Attenuation asymmetry.
Vth: the threshold voltage of TIC; MB: the measurement of TIC without attack;
M’B: the measurement of TIC with attack;Δτ : the asymmetric delay introduced
by link asymmetry or attenuation asymmetry.

Note that there is a time offset between Alice and Bob at the
(i+1)-th period, which can be derived from Eq.(6b) as

δ(i+ 1) = TB(i+ 1)− TA(i+ 1)

=
Δτ

2
(7)

Therefore, the asymmetric delay Δτ caused by the attacker
during the i-th period will cause direct influences to the time
offset δ(i+1) during the (i+1)-th period.

Based on (6b) and (7), we propose a controllable asymmetry
attack scheme against TWFTT system. Specifically, by imposing
asymmetric delay Δτ on the fiber link, an attacker can increase
time offset δ by Δτ /2 between Alice and Bob, i.e., time asyn-
chronization between Alice and Bob. Moreover, the attacker
can precisely control such time offset δ through changing the
forward propagation delayΔτA→B or the backward propagation
delay ΔτB→A.

In practice, the asymmetric delay can be achieved by increas-
ing the link asymmetry or the attenuation asymmetry on the
fiber channel. In Fig. 1, we take the direction Alice to Bob as
an example to illustrate the principle. In Fig. 1(a), when there
is no attack, the measurement of TIC on the Bob site is MB.
In Fig. 1(b), when there is link asymmetry, the time that the
stop trigger arrives at the TIC on the Bob site is prolonged,
which directly increases the measurement of TIC from MB to
M’B. In Fig. 1(c), when there is attenuation asymmetry,1PPS
has a smoother rising edge and thus requires more time to reach
the measurement threshold Vth, which indirectly increases the
measurement of TIC from MB to M’B. More details about these
two attacks will be studied in the next section.

III. EXPERIMENTAL DEMONSTRATION

OF ASYMMETRY ATTACKS

The experimental setup of controllable asymmetry attack
based on TWFTT system is shown in Fig. 2. The time synchro-
nization mechanism of TWFTT is set according to Ref. [15]. On
the Alice site, the 1 PPS signal generated from the atomic clock
(Quartzlock A1000) is used as the trigger to the synchronization

Fig. 2. Experimental setup of controllable asymmetry attack based on TWFTT
system. (a) Experimental setup of TWFTT. (b) Experimental setup of the
Eve site. SPGM: synchronization pulse generation module; (c) The internal
structure of CAAM; TIC: time interval counter; EOM: electro-optic modulator;
TIC: time interval counter; PD: photo detector; PDCM: pulse delay control
module; DWDM: dense wavelength division multiplexing; PC: personal com-
puter; CAAM: controllable asymmetry attack module; VODL: variable optical
delay line; VOA: variable optical attenuator; EDFA: erbium doped optical fiber
amplifier; OPM: optical power meter.

pulse generation module (SPGM) which is digital delay/pulse
generator (SRS DG645) in the experiment. A part of the output
of SPGM drives an electro-optic modulator (EOM) to modulate
a CW laser, and the other part drives a time interval counter
(TIC) as the start trigger. The output of EOM is coupled to one
of the channels of the DWDM, and transfers to photo detector
on the Bob site. The detected signal drives Bob’s TIC as the
stop trigger. On the Bob site, the 1 PPS signal generated from
pulse delay control module (PDCM) transfers to Alice through
the process as the description above. The time offset is obtained
by comparing the time intervals of the two TICs, and is sent
to PDCM for resetting the time delay. After that, the time is
synchronous between Alice site and Bob site. Eve may introduce
the controllable asymmetry attack module by separating the
two propagation directions in the optical fiber with a pair of
circulators.

As shown in Fig. 2(b), a pair of controllable asymmetry
attack modules (CAAM) is used to change the symmetry of
the transmission channel. The internal structure of CAAM is
shown in Fig. 2(c). The CAAM is composed of three parallel
paths with a 1∗3 optical switch. Path 1 is composed of a variable
optical delay line (VODL), which is used to control the link
asymmetry. Path 2 is composed of variable optical attenuator
(VOA), which is used to control the attenuation asymmetry.
Path 3 is vacant. The optical laser is coupled with a 3∗1 coupler,
amplified by an erbium doped optical fiber amplifier (EDFA),
and 1% of the amplified laser is detected by optical power meter
with the help of a 1:99 splitter. We can separately study the link
asymmetry and attenuation asymmetry by switching the path.
The EDFA is used to compensate the attenuation caused by
CAAM, including inherent attenuation caused by device and
variable attenuation caused by VODL. The compensation of
EDFA is determined by OPM. In CAAM, because the length
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Fig. 3. Experimental results of asymmetric delay attack by setting the asym-
metric fiber length as −5 m ∼ 5 m. The green point and bar are the average and
the fluctuation range of different asymmetric delay, respectively. The green line
is the linear fitting of the experimental results with the slope of 2.49. The red
dot line is the theoretical analysis with the slope of 2.42.

variation of the variable optical delay line is less than 10m, and
the difference of wavelength in DWDM is only 0.8nm, the delay
of dispersion on different wavelength is less than 0.01ps (much
less than the accuracy of detection equipment in TWFTT, which
is around 0.1 ns).

A. Link Asymmetry

For link asymmetry attack, the asymmetry delay Δτ is con-
trolled based on Δτ = (ΔLA→B - ΔLB→A) / v, where ΔLA→B

and ΔLB→A are the directional attack induced by VODL, and v
is the speed of light in fiber. We test the asymmetric delay attack
results by setting the asymmetric fiber length (ΔL = ΔLAB -
ΔLBA) as ±0.5 m, ±1 m, ±2 m, ±3 m, ±4 m, and ±5 m. The
experimental result is shown in Fig. 3. The green point and bar
are the average and the fluctuation range of experimental Δτ for
each attack. The red dot line is the theoretical results based on Eq.
(7) with the slope of 2.42 ns/m. According to the experimental
results, the link asymmetry attack can linearly introduce time
offset with asymmetric link length. Specifically, the time offset
increases linearly with the asymmetric fiber length, and the
fitting curve can be described by δ = 2.49∗ΔL or δ = 0.51∗Δτ .

Theoretically, the upper bound of the link asymmetry can
reach to about 1s, and the lower bound is limited by the precision
of the TWFTT. The link asymmetry can be boundless increased
with the support of hardware (i.e., variable optical delay line,
VODL). However, the TWFTT calculates the time delay com-
pensation (i.e., δc) with a pair of measurements (MA and MB)
for each period (i.e., 1s). If the link asymmetry exceeds 1s -
max(MA, MB), where max(MA, MB) means the maximum of
MA and MB, the TWFTT will crash due to the absence of MA or
MB. As the precision of TWFTT is reach to 0.1 ns, and max(MA,
MB) is about 50.572 μm, the boundary of link asymmetry (Δτ )
is

0.2ns < Δτ < 1s−max(MA,MB) ≈ 1s (9)

We further analyze the variation of time interval counters (MA

and MB) with the experimental results of the TWFTT system
under the link asymmetry. Fig. 4 shows the variations of MA and

Fig. 4. The variations of time interval counters with link asymmetry when ΔL
is 0, 0.5 m, 1.0 m, 2.0 m, 3.0 m, 4.0 m, and 5.0 m. The X axis is the time of
measurement. The Y axis is the measurement of the TIC on each site. (a) The
variations of MA which is the reading of the time interval counter on the Alice
site; (b) The variations of MB which is the reading of the time interval counter
on the Bob site.

MB withΔL of 0, 0.5 m, 1.0 m, 2.0 m, 3.0 m, 4.0 m, and 5.0 m by
increasing ΔL every 25 s. When the link asymmetry introduces
asymmetric delay Δτ , MA will increase Δτ /2 during the next
period, and be stable with the same link asymmetry, as Fig. 4(a)
illustrates. But for MB, it will increase Δτ when the attack
occurs, and will decrease Δτ /2 in the next period, causing the
spikes of MB in Fig. 4(b). More specifically, the measured TICs
on both site (MA and MB) consists of two parts, i.e., the differ-
ence of the standard time (TB – TA for MA and TA – TB for MB),
and the one-way delay (i.e., ΔtB→A(i) + ΔτB→A(i) for MA

and ΔtA→B(i) + ΔτA→B(i) for MB). When link asymmetry
introduces asymmetric delay Δτ , MB increases Δτ because of
the increasing one-way delay from Alice to Bob, causing sudden
rise of MB to a spike. However, Bob believes the increased MB is
due to the increased difference of the standard time [15]. Hence,
Bob will increase its local standard time (TB) for recalibration,
which not only decreases MB by Δτ /2 from a spike, but also
makes MA increase by Δτ /2. We get similar experimental
results for negative Δτ , except that the spikes appear in MA.

B. Attenuation Asymmetry

For attenuation asymmetry attack, the asymmetric attenuation
Δα is controlled by VOA. We test the attenuation asymmetry
attack results by setting Δα as 0, 11.9%, 23.4%, 31.3%, 38.1%,
43.2%, 44.2%, and 45.3%. The threshold voltage of TIC in Bob
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Fig. 5. Results of attenuation asymmetry by setting Asymmetric attenuation
(Δα) as 0, 11.9%, 23.4%, 31.3%, 38.1%, 43.2%, 44.2%, and 45.3%. The first
red curve is the experimental results of the time offset δ, the second black curve is
the theoretical δ with ideal rising edge, and the third blue curve is the theoretical
δ with measured rising edge. The X axis is the value of attenuation asymmetry
introduce to the TWFTT system. The Y axis is the time offset introduced by the
attenuation asymmetry attack.

is 56 mV, which is about half of the peak value. The results are
shown in Fig. 5.

The first red curve in Fig. 5 illustrates the experimental result.
The point and bar are the average and fluctuation range of
experimental results δ, for each asymmetric attenuation attack.
Observe that the attenuation asymmetry attack can introduce
nanoseconds time offset (compared to normal situation) when
the attenuation is 45.3%. Specifically, when Δα is from 0 to
38.1%, δ increases modest (0, 0.14 ns, 0.21 ns, 0.24 ns, and
0.51 ns), and the fluctuation ranges for each attack are about
0.10∼0.12 ns. When Δα is from 43.2% to 45.3%, δ increases
significantly (1.30 ns, 1.95 ns and 2.70 ns), and the fluctuation
ranges is larger. When Δα is 50.0%, the peak value of 1PPS
becomes even lower than the threshold voltage of TIC in Bob,
making TWFTT stop synchronizing time.

The second black curve in Fig. 5 illustrates the theoretical
result with ideal rise edge of the 1PPS signal. Specifically, here
we assume that the 1PPS signal is a standard rectangular wave.
When asymmetric attenuation Δα is introduced, it is equal to
introduce an attack delay Δτ , which can be expressed as

Δτ = kΔα · Δα

1−Δα
(10)

where kΔα = Vth/k , and Vth is the threshold voltage of TIC
in Bob site, k is the rising edge slop of the 1PPS signal without
attack. In our experiment, Vth = 56 mv, k = 39.5 mv/ns, so
kΔα ≈ 1.4. The theoretical relation between time offset (δ) and
attenuation asymmetry (Δα) can be derived by substituting Eq.
(10) into Eq. (7), which is

δ(i+ 1) =
Δτ

2
= 0.7× Δα

1−Δα
(11)

The theoretical analysis result based on Eq. (11) is shown
in Fig. 5 with the black dot line. It is in good agreement with
the experimental results when Δα is less than 38.1%, but much
smaller when Δα is larger than 38.1%.

Fig. 6. The rising edge of the 1PPS signal in time domain at Bob site. The X
axis is the time of measurement, where time = 0 ns is the arrival time of rising
edge. The Y axis is the voltage measured by TIC. (a) The measured rising edge
and the ideal rising edge (rising edge of rectangular wave) of the 1PPS signal;
(b) Variations of the measured rising edge with differentΔα. Observe that when
Δα is from 0 to 38.1%, the threshold voltage Vth is in area A. When Δα is
43.2%, Vth is just on the boundary of area B. When Δα is 44.2%, and 45.3%,
Vth is in smooth area C.

Note that there is a gap between the experimental result and
the theoretical result for Δα > 38.1%. We find that the gap
is actually caused by the imperfect waveform of 1PPS signal,
instead of our theoretical model in Section II(B) being flawed.
Specifically, we measure the waveform of 1PPS signal at Bob
site by oscilloscope, and draw the rising edge in Fig. 6. The
measured and the ideal rising edge of 1PPS signal are shown
in Fig. 6(a) with black line and red dot line, respectively. In
area A, the measured rising edge is nearly linear, which is in
good agreement with the ideal one. As a result, the theoretical
δ calculated with Eq. (10) is very close to the experimental δ.
In area B, the measured rising edge is a parabolic curve, which
may grow beyond the voltage threshold Vth for multiple times
and trigger the TIC to stop timing at multiple time points.
Particularly, in the case of Δα = 43.2%, there are two time
points that may trigger the TIC to stop timing, namely, 1.1 ns
and 4.3 ns. This increases the measurement error of the stop time
because the TIC will randomly select one of the multiple points
as the stop trigger. In area C, the measured rising edge is nearly
a flat line. This also increases the measurement error of the stop
time because it is difficult to accurately measure the exact stop
time when the rising edge is nearly flat. The measurement errors
in area B and area C explain why there is a large gap between
the experimental results and the theoretical results based on ideal
rising edge.
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Based on the above analysis, we use the measured rise edge
in Fig. 6(a) to improve our theoretical result of attenuation
asymmetry attack, and obtain the third curve in Fig. 5. When
Δα is from 0 to 38.1%, the theoretical value of δ is the same as
the second black curve, which can be calculated with Eq. (11).
When Δα is 43.2%, there are two possible values of Δτ . The
smaller one is about 1.1 ns which is calculated by Eq. (11), and
the larger one is about 4.3 ns by adding the area B width of
about 3.2 ns. The corresponding theoretical value of δ is 0.55 ns
and 2.15 ns, which can be expressed as δ = 1.35± 0.80 ns.
When Δα is 44.2%, and 45.3%, the rising edge near Vth can be
linearly fitted with a slope of 1.1 mv/ns. The coefficient of the
determination (R2) is 0.90. Then, we can describe the relation
between Δτ with different Δα as:

Δτ(Δα2)−Δτ(Δα1) =
V0(1−Δα1)

k′
− V0(1−Δα2)

k′

=
V0

k′
(Δα2 −Δα1) (12)

where Δτ(Δαi) is the extra delay introduced by asymmetric
attenuation of Δαι, V0 is the peak voltage which is 110.8 mV in
the experiment, and k′ is the slope of the fitting curve, which
is 1.1. So, we can calculate the Δτ (44.2%) = 3.71 ns and
Δτ (45.3%) = 4.82 ns according to Δτ (43.2%) = 2.70 ns. The
corresponding theoretical δ is 1.86 ns and 2.41 ns.

At last, the boundary of the attenuation asymmetry can be
expressed by

0 < Δα < 1− Vth

V0
(13)

Where V0 is the peak voltage of the 1PPS without attack, and
Vth is the threshold voltage of TIC.

To derive the upper bound 1 – Vth / V 0, note that the peak
voltage of the 1PPS under the attenuation asymmetry attack
(i.e., V0(1−Δα)) must be larger than the threshold voltage
of TIC (i.e., Vth), because otherwise the 1PPS signal will be
too weak to be recognized as the stop trigger by the TIC and
the time synchronization process will be terminated, which will
substantially decrease the stealthiness of the attack.

In addition, the attenuation asymmetry, Δα, is achieved by
attenuator, which can only decrease the strength of the 1PPS
signal. Therefore, Δα must be larger than 0, which explains the
lower bound of (13).

IV. CONCLUSION

In summary, we have theoretically and experimentally
demonstrated a novel controllable asymmetry attack against
TWFTT. Our attacks are implemented by rerouting the signals
with two circulators, and adjusting the link asymmetry or at-
tenuation asymmetry with variable optical delay line or variable
optical attenuator in the controllable asymmetry attack modules.
The link asymmetry can linearly control the time offset with
the coefficient of about 0.51, and the attenuation asymmetry
can introduce nanoseconds time offset with the asymmetric
attenuation larger than 43.2%. Our work systematically reveals
the vulnerabilities of TWFTT under delay asymmetry attacks,
therefore it is instructive for future studies of protecting TWFTT
from delay asymmetry attacks.
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