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Multicarrier Multiplexing Continuous-Variable
Quantum Key Distribution at Terahertz Bands Under
Indoor Environment and in Inter-Satellite
Links Communication

Chengji Liu"”, Changhua Zhu

Abstract—We propose a continuous-variable quantum key dis-
tribution (CVQKD) scheme at terahertz (THz) bands based on
multicarrier multiplexing (MCM) technology. In this scheme, mul-
tiple Gaussian modulated subcarriers are coupled to transmit
multipath superposed thermal Gaussian states. At the receiver,
optical discrete Fourier transform (ODFT) is used to demultiplex
the received subcarriers, and the keys can be generated in parallel
by homodyne detection and post processing. We analyze the secu-
rity of the scheme against the optimal collective Gaussian attack
under indoor environment and in inter-satellite links respectively.
Results indicate that by using MCM technology, each subchannel
may be affected by crosstalk, resulting in slight shortening of the
maximal transmission distance while the total secret key rate can
be greatly increased. We also verify the feasibility of higher key
rate and longer distance THz-QKD by using MCM technology
in inter-satellite links communication. We expect this work will
provide an efficient path to build a global quantum communication
network.

Index Terms—Multicarrier multiplexing, continuous variable,
quantum key distribution, terahertz, optical discrete Fourier
transform.
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1. INTRODUCTION

ONTINUOUS-variable quantum key distribution

(CVQKD) allows two participants, Alice (the sender)
and Bob (the receiver), to share common secret keys over an
untrusted environment [ 1]-[8]. Compared with discrete-variable
quantum key distribution (DVQKD) [9], [10], CVQKD does
not require single photon detectors and can be integrated
easily with classical optical communication systems [5],
[11]-[25]. The existing QKD systems mostly use photons to
carry information and transmit them through optical fiber or
free-space channels. However, with the rapid development of
wireless communications, information security and scarcity
of spectrum resources are becoming more and more serious.
Terahertz (THz) communication systems are expected to
become increasingly important in modern applications, e.g.,
high-speed short-range wireless communications [26]—[31]
and satellite communications [32]-[34]. Moreover, compared
with free-space optical links, the performance of THz wireless
links has almost no degradation in the presence of atmospheric
turbulence, fog, and dust, etc. While, it has demonstrated that
there are security risks in THz wireless links [35]. So, the explo-
ration of QKD technology in the THz bands provides a feasible
solution.

The communications at THz frequencies (0.1 THz-10 THz),
combine the characteristics of microwave communications and
optical communications. Compared with the former, THz com-
munications possess large capacity, directionality and noise
immunity; and compared with the latter, they has higher energy
efficiency. The distance limitation of THz communications is
mainly caused by the absorption of high water concentration
in the atmosphere [36], [37]. However, noted that if the at-
mosphere is dry enough, then long-distance satellite-to-ground
station communications can be carried out at THz frequencies.
Antarctic-based ground station is a well-known example of the
feasibility of such communications [34]. Fortunately, THz com-
munications in inter-satellite links are completely feasible [32],
because the concentration of water in the vacuum is negligible,
and the advantages of THz communications can be fully utilized.

In fact, the feasibility of QKD systems at various wave-
lengths of the electromagnetic spectrum has been investi-
gated in room temperature, and it also summaries the factors
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Fig. 1.
HomDet: homodyne detection; PP: post processing.

affecting security [5]. In 2018, Ottaviani et al. [26] showed that
CVQKD can operate at THz bands and derive the relevant secret
key rate (SKR) against the optimal collective Gaussian attack.
Liu et al. [27] discussed the feasibility of THz-CVQKD using
thermal Gaussian states and provide a practical system under
indoor environment. In 2019, Wang et al. [32] analyzed the
feasibility of using THz bands as a means to achieve CVQKD
in a Low-Earth-Orbit micro-satellites constellation.

Despite the noise characteristic of a THz-CVQKD system
is credible and well usable in security proofs, the currently
available SKR of the system need to be increased, which is
consistent with the traditional fiber-based QKD. There are three
possible methods to solve this problem. The first one is to design
new protocols to increase the SKR. The second one is to improve
the pulse repetition rate which requires higher work performance
of detectors and postprocessing speed.

The third idea is to use multicarrier multiplexing (MCM) tech-
nology to generate parallel keys in QKD. In recent years, QKD
based on MCM technology has attracted significant attention
due to its ability to provide higher SKR [38]-[49]. The basic
idea of the CVQKD based on MCM technology is that MCM
divides the high-speed data sequence into several low-speed
sequences and modulates them on subcarriers to achieve par-
allel key distribution. In 2015, Bahrani et al. [48] propose two
possible schemes to significantly improve the key generation
rate by using multiplexing technique for DVQKD systems. In
the first scheme, subcarriers are generated directly by an optical
comb generator or laser sources [50], [51]. After modulating the
subcarriers, an optical coupler merges them to generate MCM
signals. In the second one, MCM signals are generated by the
optical inverse discrete Fourier transform (OIDFT) circuit [52].
Both schemes are dependent on real-time optical discrete Fourier
transform (ODFT) at receivers [53].

Inspired by the first scheme, we propose a CVQKD protocol at
THz bands based on MCM technology (THz-MCM-CVQKD).
The superposition of multipath Gaussian states is realized by
MCM and Gaussian modulation (GM). At the receiver, the
subcarriers of Gaussian states are separated by ODFT, and
the keys are obtained in parallel by homodyne detection and
post processing. We analyze the security of the proposed QKD
protocol against the optimal collective Gaussian attack strategy
at THz bands under indoor environment and in inter-satellite
links respectively.

Structure diagram of THz-MCM-CVQKD system. DeMUX: demultiplexer; GM: q/p-Gaussian modulation; ODFT: optical discrete Fourier transform;

This paper is organized as follows. In Section II, we propose
the system construction and protocol procedure of the THz-
MCM-CVQKD. In Section III, we analyze the security of the
proposed QKD. Section IV analyzes the SKR of the system
under indoor environment and in inter-satellite links. Finally, in
Section V we give our conclusions.

II. QKD BASED ON MCM AT THZ BANDS
A. Schematic Setup of THz-MCM-CVQKD

The schematic setup of THz-MCM-CVQKD is shown in
Fig. 1, and the following description assumes the use of NV
Gaussian subchannels for the transmission of subcarriers. At
Alice’s station, a THz frequency comb synthesizer [54] and a de-
multiplexer generate N subcarriers of thermal states, which have
the same frequency interval and are orthogonal in the frequency-
domain. Each subcarrier is modulated by a ¢/p-Gaussian mod-
ulator (¢/p-GM) [6]. The structure of the ¢/p-GM is shown
in Fig 2. It consists of a double Mach-Zehnder interferometer
(MZI), i.e., an MZI is embedded in each arm. A coherent state
|a) and an assisted vacuum state |0) are propagated in the double
MZI by a balanced beam-splitter (BS;). In the upper arm of the
double MZI, an auxiliary state |0) is added again. The state in the
upper arm of MZI; is modulated by phase shift 4+, the state
in the lower arm of MZI; is modulated by phase shift —¢;. In
the lower arm of the double MZI, phase shifts +¢o and —¢9
are added in the upper and lower arms of MZI,, respectively.
One of the output of the MZI; is shifted by 7/2 and then is
propagated in BSo with one of the output of the MZI; . Finally
the state |o’) = |a(cos p1 + j cos p2)/2) is obtained [6]. After
q/p-GM, the N modulated states are

\ai>:|qi+jpi>,i:O,1,...,N—1, (1)

with quadrature components ¢; and p; that are realizations of
two random variables () and P. The random variables () and
P obey the same zero-centered normal distribution (Q v~ P v~
N (0, Vinoa). The transmitter input signals at Alice’s station
whose dimensionless operator is derived by

ai=Q;+jP,i=0,1,...,N — 1. (2)
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Fig. 2. The schematic of a ¢/p - Gaussian modulation.

Fig. 3. The N-way passive ODFT circuit.
The modulated quantum signals are combined by a N x 1
coupler as

a;e”*m (3)

where f; is the frequency of the i-th subcarrier.

After arriving at Bob’s station, we ignore the influence of
channel noise, which will be taken into account when we calcu-
late the SKR. The received quantum signals can be given by

2

-1
aled? it 0 <t < Ty, 4)
0

F(t) =

El
Il

where, T is the pulse width. Then Bob decomposes them into
N subcarriers by performing ODFT operations. The implemen-
tation of ODFT is shown in Fig. 3 [50]. It is a passive structure
composed of N — 1 MZIs. Through this structure, DFT can be
achieved by phase shifting, coupling and delay, etc. Each output
of the ODFT circuit is a weighted sum of shifted copies of the
input. The output signals by performing ODFT operations are
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where T = T /N. Substituting Eq. (4) into Eq. (5), we obtain

N-1 N-1oo

Xn(t) =) et (Z 6Wej2mf0n> ; (6)
k=0 n=0

where fj is the initial frequency, f; = fo +iAf, and Af =

1/NT. is the frequency interval of the subcarriers. Assuming fo

and 7T, are constants. The term in brackets in Eq. (6) is nonzero

only if i +m = N. Then we obtain

Xm(t) = Kbd/(N,m)ejQ“'f(N*"")t’ (7)

where K, is a constant and the m-th output corresponds to the
frequency f(n_m)-

Bob then sends N output signals to N homodyne detec-
tors, HomDety, HomDety, ..., HomDety _1, respectively. The
structure of the homodyne detection is shown in Fig. 4. The
signal (Sig) and the local oscillator (LO) [6] are coherently
mixed and then enter the detector. Finally, data acquisition and
post-processing (PP) are performed.
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Fig. 4.

The schematic of homodyne detection.

B. Procedure of THz-MCM-CVQKD

In our protocol, Alice and Bob are two honest participants and

we make the following assumptions for a THz-MCM-CVQKD:

1) Alice is the sender and is responsible for preparing for
quantum signals.

2) Bob is the receiver, who resumes and detects the signals

from Alice.

3) The classical channel is authenticated, while the quantum

channel is insecure for eavesdropping.

4) The prepared noise is confined to Alice’s station and

unknown to eavesdropping.

There are four steps in the process of key distribution:

Step 1 (Preparation): Alice prepares N THz subcar-
rier thermal states and performs ¢/p-Gaussian modulations
GMop, GMy, ..., GMy_; on them respectively. After ¢/p-GM,
she obtains N modulated thermal states |a;) = |q; + jpi),i =
0,1,..., N — 1, with quadrature components ¢; and p; that
are realizations of two random variables () and P. The ran-
dom variables ) and P obey the same zero-centered normal
distribution @ «~~ P «~ N(0, Vinod)- The ¢/p-GM variance is
Vinod- The overall variance of the ¢-th quantum state prepared
by Aliceis V; = V4, = Vinoa, + Vs, 2 =0,1,..., N — 1. Here
Vs is the shot noise. The relationship between Vg and different
frequencies is described by [5]

Vg =2n+1, ®)

where n denotes the average photon number which is given
by [5]
1
"= exp(hf/rkT) — 1’ ©)
where f is the frequency of quantum signals, h is Planck’s
constant, ~ is Boltzmann’s constant, and 7 is the absolute
temperature.

Step 2 (Transmission): Alice combines all modulated THz
source subcarriers to generate quantum signals and then sends
them to Bob.

Step 3 (Detection): After receiving the MCM pulses from
Alice, Bob performs ODFT operation to decompose them into NV
subcarriers. Then he sends the subcarriers to perform homodyne
detection separately.

Step 4 (Post-processing): Bob samples the detection results
and performs post-processing with Alice, including security
check, information reconciliation and privacy amplification, and
finally obtains the secret keys.

IEEE PHOTONICS JOURNAL, VOL. 13, NO. 4, AUGUST 2021

III. SECuRrITY OF THZ-MCM-CVQKD
A. The Model of Noise and Eve’s Attack

Apart from the specifications on signal modulation, a THz-
MCM-CVQKD system can be characterized by the transmit-
tance 7' (channel transmission T¢, detection efficiency 7,
etc.) and the noise ¢ (channel noise £, detection noise &get,
etc.), in which the parameter of each subsystem is (73, &;),7 =

0,1,..., N — 1. The subchannel noise can be given by [3]
1—-Ty.
o, = — g, i=0,1,...,N—1,  (10)
Tch,-

where ¢; is the excess noise (e.g., modulation noise, phase-
recovery noise, Raman noise, etc.). Similarly, the dectection
noise is represented as [3]

Iomitva o9 N-o1,
B

Sdet; = (11)
where v, is an additional variance caused by the electronic noise
of the detector. The total noise of each subsystem is given by the
sum:

1
& = Een, + 75— Edet, - (12)

TChi

After transmitting the Alice’s signal through the lossy and noisy
channel, Bob will measure a total quadrature variance as [3]

VB, = Ten,ni (Vi + &).

Substituting Eq. (12) into Eq. (13), we obtain

13)

1
VBi = Tchi'r]i (sz + gchi + T 5det>
ch;

— Ten, 1T (1—n+ v
TChi et TChi ( i ))

= chini‘/i - Tchini + Tchini&_i +1+ Vel
= Tz(‘/z —1 +Uz) + 1,

1-1T:
= Lch; T <V; + £

(14)

where we defined T; := Ten, 1, 0 := €; + veal/T;.

In the channel communication, the optimal collective Gaus-
sian attack is the most important type of Eve’s attack [23], [24].
As is shown in Fig. 5, Eve prepares ancilla modes £’ and E” in
N Einstein-Podolsky-Rosen (EPR) entangled Gaussian states
|U)*N with the variance of W;,i =0,1,..., N — 1, respec-
tively. One of the particle in each entangled pair interferes with
the signal by a beam splitter with the transmittance 7;. Eve
measures another particle of each entangled pair for obtaining
useful imformation. This attack can be simply described by two
parameters: the transmittance 7; and the subchannel noise W;.
The latter parameter can be given by [5], [6]

Tio;

;=1 ;=0,1,...,N — 1. 1
Wi= 1t i =01 (15)
Therefore, Eq. (14) can be reformulated as
Ve, = (1 =T)W; + T;V;. (16)
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N ODFT
coupler
Alice Bob

Fig. 5. Eve’s attack model.

B. Direct Reconciliation and Reverse Reconciliation

In the case of a single subcarrier, the key rate of the MCM
system is consistent with the THz CVQKD protocol, therefore,
the covariance matrix 4 B is denoted as [6]

_ Vil VIL(VE-1)-Z
0 T \VLVE =) 2 (1= T)Wi + 1] 1
a7
Here, I and Z are the pauli matrices
10 10
(- (00)

We begin the analysis of the SKR of THz-MCM-CVQKD sys-
tem by considering direct reconciliation (denoted by the symbol
») using homodyne detection and then in the following section
consider reverse reconciliation (denoted by the symbol «€).

A. Direct Reconciliation

The SKR R for direct reconciliation (DR) using homodyne
detection is given by

>

where (3 is the reconciliation efficiency. [ 4 g @ and Sag () are the
mutual information between Alice and Bob in the i-th subsystem
and the amount of information stolen by Eve respectively.

The mutual information /4 p,,, using homodyne detection is
given by [5], [6]

19)

Ihom

1 1 VB,
= §log2(1 + SNR;) = —log, < B )

ABw 2 VBi |VA74
1 (1-T)W; +T;V;
= 1 20
2 %82 |1 - T)W, +TZ-VJ ’ 0)

where, SNR; denotes the signal to noise ratio, which is the ratio
between the total transmitted signal power and the total noise
power in the ¢-th subsystem. The mutual information between
Eve and Alice is bounded by the Holevo bound [S] Sa g ) which
is defined as,

SAE(i) = SEz - S(E\A)ia (21)
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where S is the von Neumann entropy. For Gaussian states,
the von Neumann entropy can be written by its symplectic

eigenvalues
S=> h(x), (22)
where
+1 +1 -1 -1
o= (57 e (557) - (557 s (7).
(23)

To calculate von Neumann entropy of Sg, and S| 4),, we note
that a two-mode covariance matrix in block form

(A C
7=\cr B):
The symplectic eigenvalues v; and v of covariance matrix ~y
can be calculated using the formula [5]

(24)

v =i/, (25)

where v > 1, the symbol €2 defines the symplectic form and is
given by

~/ 0 1
Q.@(_l 0), (26)
k=1
the symbol € is the direct sum indicating adding matrices on
the block diagonal. The symplectic eigenvalues vy and v can

be written in the form

V1,2 = \/;(Aﬂ: \/ A2 74det"}/),

where det 7y is the determinant of the covariance matrix v, A =
det A + det B + 2det C' [4].

The covariance matrix corresponding to Eve’s information of
the i-th subsystem is

_ <([1 —TVi+ TWy) -1 /T; (W7 — 1).z)
B (W1 Z W1 '
(28)
Therefore Eve’s symplectic eigenvalues can be obtained by
using Eq. (27).
Next we need to calculate symplectic eigenvalues of the
covariance matrix 7(g|a),. Eve’s covariance matrix is made up

from the two modes £’ and E":
ye(V,V) = (diag[mv,mv] go~Z<p-ZWZ-~I), (29)

where my = (1 —T;)V + TiWi, ¢ = [T:(W? —1)]'/? and
the symbol “diag” represents a diagonal matrix. Eve’s condi-
tional covariance matrix is given by [5]

Yy = v8(Vs, Vi) — (Va,) ' CIICT,
where Vy, = V;,

0. (1 o)) 0=<_‘/1_T“0/Vi2_1'z>.(31)

27)

(30)

0 0
We can conclude from Eq. (30) and Eq. (31) that

D FE
Y(EA); = (ET F) ) (32)
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where
U-T)WVVaVEHD) |y, 0
D= ’
0 (1-T,)Vi+ T;W;
E = Tz (Wi2 - 1) Z’
F=Ww,;- 1

(33)
Using Eq. (27), the corresponding symplectic eigenvalues of
Y(E|4), can be calculated, thereby we can obtain the SKR RY
for DR using homodyne detection.
B. Reverse Reconciliation
The SKR R;* for reverse reconciliation (RR) using homodyne
detection is given by

< _

where I 4 B is defined in Eq. (20). The Holevo bound between
Eve and Bob SBE“> is defined as,

(34

SBE, = SE; — S(E|B);- (35)
For RR, Sp B,y can be simplified as [6]
SeE, =SB, —S(EIB), = SABL — SAIB);- (36)

The covariance matrix yap,, corresponding to Alice’s and
Bob’s information of the i-th subsystem is defined in Eq. (17).
We can simplify v4p,, to the following form,

(a1 c-Z
TABG T\ ez b1 )"
Using Eqg. (25), the symplectic eigenvalues v1 2 of yap,, is
given by

(37

ors = %(zi b—a), 38)

where z = /(a + b)? — 4¢%. These two eigenvalues can be

used to calculate the entropy Sag,,, . The derivation method
of the covariance matrix (4 ), is the same as Eq. (30), which
is given by

Yapy, =74 — (Vg,) ' DIIDT

_a—%O
B 0 a)’

where y4 =a-1,D = c-Z, Vg, = b. And therefore, the sym-
plectic eigenvalue vz of (4 p), is given by

c2
V3 = a(ab).

This eigenvalue can be used to calculate the entropy S(ap), -
Thereby we can obtain the SKR R;* for RR using homodyne
detection.

(39)

(40)
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C. Analysis of Subchannel Crosstalk

For multicarrier systems, crosstalk noise is an additional
noise compared with single carrier systems, which may occur
in neighboring subchannels. It is an inherent characteristic of
optical devices which is mainly caused by the imperfection of
optical switches, optical filters or other optical elements. As
a result, some information called crosstalk information from
adjacent channels may leak, thus affecting the security of the
system. The crosstalk information S¢, in the i-th subchannel
can be expressed as [49]

Sc, = Z CiSap,
[

(41)

where, 0 < () < 1 is the crosstalk coefficient which can be
obtained by the actual experimental setup. Sap,,, is the Holevo
information between Alice and Bob in the [-th subchannel, for
all [ # 14, given by

SaB,, =SB, — S(BlA),- (42)
In order to calculate the value of Sap,,, we know that the
covariance matrix yap,, can be expressed as

( Vi1 VIVE—1)-Z )
B0 T\ YTVE-1)-Z [(1-T)W + TVi]-1)
(43)

Therefore, the symplectic eigenvalues of 74, can be calcu-
lated by using Eq. (27) and the value of S4p,,, can be obtained.

Since the crosstalk noise in subchannels can act as Gaussian
noise to Bob, this additional noise is already included in the
subchannel noise W; of Eve’s optimal collective Gaussian at-
tack [49]. The change of Holevo information between Eve and
Alice (Bob) caused by crosstalk noise is as follows [49].

N-1
SAE(i)(gBE(i)) = SAE(i) (SBE(i)) + Z |Ti|2SC7:‘
=0

(44)

As for the influence of crosstalk noise on the security of the
system, Theorem 3 of Ref. [49] has proved that under the optimal
Gaussian collective attack, any crosstalk between subchannels is
not allowed to leak more information to Eve than single-carrier
CVQKD protocols. The theorem is as follows.

Theorem [49] Under the optimal Gaussian collective attack,
suppose ¥ > 0 is a non-zero crosstalk between subchannels in a
multicarrier quadrature division modulation setup, and S,
is Eve’s Holevo information for single carrier CVQKD. Then,
SpE; < SBEy.» Where Spp. is Eve’s Holevo information
for multicarrier quadrature division modulation in the case of
crosstalk.

According to the theorem, under the optimal Gaussian col-
lective attack, crosstalk noise does not affect on the security of
the multicarrier quadrature division modulation.
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TABLE I
FivE THZ WAVE HIGH TRANSMITTANCE WINDOWS

Number  Frequency (GHz)  Absorption coefficient oy (dB/km)
1 300 3
2 350 7
3 410 12
4 670 38
5 850 51

Subsequently, for THz-MCM-CVQKD system, the total SKR
K can be derived as a sum of the key rates of each channel

N-1

K= frep Z [ﬂIABu) — Sap, (SBE, )}
1=0
N-1
= Jrep [Z (RF = |T;[*Sc,) | (45)
i=0

where f;.p is the pulse repetition rate.

IV. SECRET KEY RATE OF THZ-MCM-CVQKD
A. Channel Model Under Indoor Environment

When THz waves travel in the atmosphere, path loss will
occur. It mainly consists of miscellaneous loss, atmospheric
molecular absorption loss and free space path loss. Under indoor
environment, we only consider small miscellaneous loss and
atmospheric molecular absorption loss for short distance. The
transmittance 74, in the atmosphere can be expressed as

Tup = 10 s4/10, (46)

where oy is the atmospheric absorption coefficient at frequency
f and d is the transmission distance.

The loss of atmospheric absorption depends on the composi-
tion of the mixed gase molecules (i.e. oxygen (O2), water vapor
(H2O(g)), carbon dioxide (CO3), nitrogen (N2), etc.) found
along the path. We assume that the atmospheric environment
is mainly composed of Ny (78%) and O- (21%) as well as
H>O(g) (1%). Since different gas molecules have extremely
different effects on electromagnetic waves of different bands,
for THz bands, O3 and HyO(g) are the most important absorp-
tion components. The atmospheric absorption coefficient oy at
frequency f can be given by

ay = as(02) + ap(HaO(g)).

Based on the method described in ITU recommendation
P.676-10 [55], we calculate the atmospheric attenuation at wave
frequencies from 0.1 THz to 1 THz. The parameters take the
typical values, i.e., the water vapor density is 7.53g/m? and
the atmospheric pressure P is 1013.25hPa. The results also are
shown in Fig. 6 in which we can obtain that water vapor in the
atmosphere plays a major role in the attenuation of THz waves.
We can also see that there are some spectral windows with low
absorption attenuation and the transmittance can reach almost
100%. Most of the former works have been performed within
these spectral windows [31], [56], [57]. We select five main
available centre frequencies shown in Table I. Table II shows
the parameters setting.
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B. Simulation and Discussion Under Indoor Environment

Numerical simulations between the SKR and the transmis-
sion distance for the THz-MCM-CVQKD under indoor envi-
ronment is shown in Fig. 7. For a given subcarriers number
N =1,4,8,16,32, we assume that each subchannel is the
same, the pulse repetition rate as f,op, = 1 MHz, the modulation
variance as Viyoq = 100, the frequency of subcarriers as f =
300 GHz, corresponding atmospheric absorption coefficient as
ay =3 dB/km and the absolute temperature as 7 = 300 K
(room temperature). Obviously, as the number of the subcarriers
N increases, the SKR increases significantly in DR and RR.
However, the maximal transmission distance decreases with the
increase of V. This is because the crosstalk noise of subchannels
increases with the increase of N. The maximal transmission
distance of 32 subcarriers is 24 m in DR and 0.44 m in RR
which is slightly shorter than that of single carrier (28 m in DR
and 0.45 m in RR), but the SKR is significantly increased.

In Fig. 8, we plot the SKR of THz-MCM-CVQKD system
with different frequencies (f = 300,410,670 GHz). Different
frequencies have influence on the SKR and maximal trans-
mission distance. As the frequency f increases, although the
shot noise decreases, the atmospheric absorption coefficient
increases and the final result is that the SKR and the transmission
distance decrease in DR and RR. The maximal distance of 32
subcarriers with 410 GHz and 670 GHz is nearly 8 m and 4.8 m
respectively in DR and is 0.21 m and 0.18 m in RR.

In addition, we also consider the influence of channel noise on
the system shown in Fig. 9(a). We compare the SKR with single
carrier and 32 subcarriers under different channel noise, where
the channel noise is 1, 10 and 50 SNU respectively. As depicted
in Fig. 9, as the channel noise increases, the secure transmission
distance of 32 subcarriers with 300 Ghz decreases from nearly
24 mto 10.5 m in DR.

Next, we will show the improvement of the SKR of THz-
MCM-CVQKD system. We describe the increment by defining
the multi-channel gain GG, which can be expressed as

G = K _ frep

Rsingle

N-1
[Z Canl |Tz-|25c,;)] . @)

Rg;
single i—0

where, [ging1e 1s the SKR in the single channel CV-QKD and the
parameter values are the same as in the multi-channel system.
As shown in Fig. 9(b), with the increase of d and N, the
multi-channel gain G decreases rapidly. When the maximal
transmission distance is reached, G' drops to 0. We find that
in the case of short distance (e.g., d < 4 m), the gain of THz-
MCM-CVQKD system is approximately /N times than the single
carrier. Therefore, the SKR is greatly improved.

The above results show that THz waves have potential appli-
cation prospects in wireless short distance high-speed quantum
communication under indoor enviroment. Lower THz frequen-
cies and increasing the number of subcarriers in DR or RR can
achieve optimal performance. In this case, DR has higher noise
immunity than RR.
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TABLE II
PARAMETER SETTING. INDOOR ENVIRONMENT AND INTER-SATELLITES LINK
Symbol Parameter setting Indoor environment Inter-satellites link
Vs Shot noise Independent variable  Independent variable
T Transmittance Independent variable  Independent variable
f Frequency Independent variable  Independent variable
w Channel noise Independent variable  Independent variable
€ Excess noise - 0.05
n Detection efficiency 1 0.7
B Reconciliation efficiency 1 0.98 [58]
Vinod Modulation variance 100 10
T Temperature 300 K 30 K
Srep Pulse repetition rate 1 MHz 1 MHz
20 Beam-waist radius - 20 cm
ly Receiver-aperture radius - 20 cm
F T T T T T T T I I 5
1 06 E == =Oxygen absorption £
E == =\Water vapour absorption|3
i Atmospheric absorption |
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Fig. 6. Oxygen absorption coefficient, water vapour absorption coefficient and atmospheric absorption coefficient in the frequency range of 0.1 THz - 1 THz.

(Blue) Oxygen absorption. (Red) Water vapour absorption. (Light blue) Atmospheric absorption.

C. Channel Model in Inter-Satellite Links

When electromagnetic waves propagate in free space chan-
nels, it will suffer from absorption, scattering and turbulence,
etc. The atmospheric turbulence can cause beam drift and scin-
tillation effects, leading to degradation and severe fading of
quantum entanglement. Satellite-based QKD usually involves
the exchange of information through atmospheric channels. The
atmosphere effect limits the transmission performance of THz
waves. However, THz QKD will have potential applications in
secure inter-satellite communications. In this case, the absorp-
tion is almost negligible, and the beam drift effect can be ignored,
which allows us to approximately attribute the channel to a fixed
attenuation with only diffraction effects. The loss derived from
diffraction effects is caused only by the size of the diffracted
beam at the receiving aperture. The transmittance 7T's;, can be
given by [32]

Tsp, = 1 —exp(=213/2*(d)), (49)

where [, denotes the radius of receiving aperture, d denotes the
path distance of the beam and z(d) denotes the beam radius
at distance d. Using the Gaussian approximation, z(d) is given

by [32]

z(d) = zo\/1 + (Ad/723)2, (50)
where 2y denotes the radius of the waist of the beam and A
denotes the wavelength of the beam. Noted that the waist of the
beam and receiving aperture are affected by the limitations of
the actual hardware. In this model, we assume that temperature
of the environment is 30 K because a recent thermal analysis of
space-based quantum experiments has shown that the satellite-
board optical bench can be cooled down to 27 K [59]. The
parameters setting is shown in Table II.

D. Simulation and Discussion in Inter-Satellite Links

In inter-satellite links, we plot the relationship between the
SKR and the transmission distance in DR and RR, as shown
in Fig. 10. Here we let the modulation variance Vi,,q = 10,
the detection efficiency n = 0.7, the frequency of subcarriers
f =10 THz, the pulse repetition rate fy., = 1 MHz, the ab-
solute temperature 7 = 30 K, and the number of sucarriers
N =1,4,8,16, 32 respectively. Similarly, as the increase of N,
the SKR increases significantly. Numerical simulations show
that the maximal transmission distance of 32 subcarriers is
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Fig. 7.

atmospheric absorption coefficient as ovy = 3 dB/km and the absolute temperature as 7 = 300 K.

Fig. 8.
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Vinod = 10, the detection efficiency as = 0.7, the pulse repetition rate as f,op = 1 MHz, the frequencies of the subcarrieres as f = 3, 6,10 THz, the absolute
temperature as 7 = 30 K, and the number of subcarriers as N = 1, 32 respectively.

nearly 2 km in DR while it can exceed 400 km in RR. This
is because DR has a 3 dB limit, that is, when the channel
loss is greater than 3 dB, the CV-QKD protocols will can not
generate the secure keys. Interestingly, we find that a RR-based
SKR of 10? bit/s can attain 100 km and 200 km transmission
distance when the number of subcarriers is more than 4 and
16, respectively. It is also observed that when the number of
subcarriers is 32, a 10? bit/s RR-based SKR can be achieved at 10
THz frequency in a nearly 400 km inter-satellite link. Moreover,
as the number of subcarriers increases, the SKR will continue to
increase. The results indicate that THz-MCM-CVQKD of long
distance with high SKR can be achieved in the inter-satellite
link.

In Fig. 11, we analyse the influence of different frequencies
(f = 3,6,10 THz) on the THz-MCM-CVQKD system. we find
that as the frequency f increases, the noise immunity increases
significantly in DR and RR. The maximal transmission distance
of 32 subcarriers with 3 THz and 6 THz is nearly 0.55 km and
1.2 km respectively in DR. We can also observe that a 10? bit/s

RR-based SKR can be achieved over a 100 km 3 THz and a
200 km 6 THz inter-satellite link respectively. The results shown
here again support the feasibility of inter-satellite THz-MCM-
CVQKD.

We also demonstrate the improvement of the SKR of THz-
MCM-CVQKD system by using Eq. (48) in inter-satellite links.
Fig. 12 shows the relation between multi-channel gain G and d
in inter-satellite links in RR. Similarly, with the increase of d and
N, the multi-channel gain G decreases rapidly. For d < 250 km,
the system greatly improves the SKR with a approximately NV
times gain. That is to say, THz-MCM-CVQKD system can pro-
vide an efficient path for high-speed quantum communication
in inter-satellite links.

From our analysis, the proposed system can achieve the
optimal performance in inter-satellite links with higher THz
frequency and increasing the number of subcarriers. In this
case, the advantage of using RR is obvious, which is also
the reconciliation method of post-processing adopted by most
current CVQKD protocols.
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Since the transmitted pulses can be changed by distortion,
interference and noise, we finally analyze the bit error rate
(BER) performance in the system under different SNR when
N =1,4,8,16,32. The BER is defined as the ratio of error bits
to total transmission bits. The asymptotic BER can be calculated
by [60]

pp - VM1 \/2W—13SNRlog2M
VM logy M VN-1  2(M —1)
(S1)
where,
9,
Q(z)z[ﬂ ﬁe du, (52)

M denotes the modulation level (we employ M =4 in the
system). As shown in Fig. 13, we can observe that compared
with a single carrier, as the number of subcarriers increases, the
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required SNR decreases for the same BER. The required SNR
for a BER of 10~4 is about 8.3 dB, 6.6 dB, 6 dB, 5.6 dB and
5.4 dB, respectively when N = 1,4, 8, 16, 32. For SNR=2 dB,
as the number of subcarriers increases from 1 to 32, the BER
decreases from 3.75 x 1072 to 6.3 x 1073. Thus, an efficient
post-processing is essential in the protocol.

E. Comparisons

In this section, we will compare the performance of our
scheme with the schemes in Ref. [26], [27], [32]. In order
to facilitate comparison, in both indoor environment or inter-
satellite links, we set the same parameter values as the schemes
in the above references. Under indoor environment, we set f =
300 GHz,n =0.1,7 =300 K, 8 =1, e = 0.01, Viu0q = 100,
frep = 1 MHz respectively and compare the SKR and the gain
with Ref. [26], [27] in DR. In inter-satellite links, we set f =
10 THz, n = 0.1, 7 = 30 K, 8 = 0.98, ¢ = 0.01, V04 = 10,
zop =10 cm, [, = 10 cm, fiep = 1 MHz respectively and also
compare the SKR and the gain with Ref. [32] in RR.

We compare the SKR of THz-MCM-CVQKD with Ref. [26],
[27] under indoor environment as shown in Fig. 14(a). We can
see that for a single carrier system, the maximal transmission
distance of Ref. [26] is about 2.4 m, that of Ref. [27] is about
1.9 m and that of THz-MCM-CVQKD is about 2.5 m (N =
1). For d > 1.5 m, the noise immunity of Ref. [26] and THz-
MCM-CVQKD (N = 1) is higher than Ref. [27]. At the same
distance, the SKR of THz-MCM-CVQKD (N = 1) is higher
than that of Ref. [26], [27]. For N > 1, THz-MCM-CVQKD has
an obvious advantage in improving SKR. In particular, for N =
32, the SKR of THz-MCM-CVQKD is much higher than that of
Ref. [26], but their maximal transmission distances are almost
the same. The comparison of the SKR of THz-MCM-CVQKD
with Ref. [32] in inter-satellite links as shown in Fig. 14(b).
The maximal transmission distance of both Ref. [32] and THz-
MCM-CVQKD exceeds 120 km. For a single carrier system,
the SKR of THz-MCM-CVQKD (N = 1) is slightly higher than
that of Ref. [32] at the same distance. This might be correlated
to the estimation formula of SKR. However, for N > 1, THz-
MCM-CVQKD has powerful advantages in improving the SKR
compared with Ref. [32].

In Fig. 15(a), we also compare the gain of THz-MCM-
CVQKD with Ref. [26], [27] under indoor environment. We can
obtain that for d > 1.5 m, the gain of Ref. [26], [27] is gradually
lower than that of THZ-MCM-CVQKD (N = 1) and finally
drops to 0 when they reach the maximal transmission distance.
For d < 1.5 m, the gain of THz-MCM-CVQKD (N > 1) is
approximately N times than that of Ref. [26], [27]. As shown
in Fig. 15(b), for d < 120 km, the gain of THz-MCM-CVQKD
(N = 1) and Ref. [32] is almost the same in inter-satellite links.
For N > 1 and d < 120 km, THz-MCM-CVQKD also greatly
improves the SKR with a approximately /V times gain than that
of Ref. [32]. In short, the above results show that THz-MCM-
CVQKD system has powerful advantages in improving the SKR
and the gain of the system is approximately /N times as many as
the one of other systems within a certain range of transmission
distance.
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V. CONCLUSION

We evaluate the performance of THz-MCM-CVQKD and
show that the MCM technology is very effective for improv-
ing the SKR at the cost of slightly shortening the maximal
transmission distance. Under indoor environment, the proposed
system has great development potential in wireless short-range
secure and high-speed communication. In inter-satellite links,
we observe that THz-MCM-CVQKD at 10 THz frequency with
32 subcarriers can work in a secure distance of more than
400 km. The results strongly support the feasibility of inter-
satellite THz-MCM-CVQKD. Moreover, with the increase of
the number of subcarriers, the SKR will continue to increase.
Therefore, THz-MCM-CVQKD can provide an efficient path
to build a secure and high-speed global quantum communi-
cation network. However, for THz-QKD systems, the secure
transmission distance depends mainly on the channel noise and
antenna gain. In the process of practical application, various
technologies need to be combined, e.g., noise suppression, high
gain antenna, high efficiency detector, and accurate parameter
estimation algorithm, etc. These are what we need to overcome
in the future.
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