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On the Physical Layer Security of Mixed FSO-RF
SWIPT System With Non-Ideal Power Amplifier

Rupender Singh

Abstract—Free-space optical (FSO) links are contemplated as a
potential paradigm to yield efficient point-to-point communication
in wireless systems. Notably, these links are used to provide the
proficient wireless connectivity between the radio frequency (RF)
wireless network and the fiber optic-based network. To this end,
more attention has been paid to mixed FSO-RF systems where
single-hop FSO transmission and single-hop RF transmission con-
figuration is used. In this paper, we propose a mixed FSO-RF
dual-hop simultaneous wireless information and power transfer
(SWIPT) relaying system in the presence of power amplifier (PA).
It is assumed that FSO links suffer from Malaga (M)-turbulence
with pointing errors and RF links experience the double shadowed
Rician fading. Particularly, the physical layer security is analyzed
by deriving the closed-form expressions for secrecy metrics such
as secure outage probability, strictly positive secrecy capacity, and
secrecy throughput. We consider the three scenarios: 1) FSO-side
eavesdropping attack 2) RF-side eavesdropping attack 3) Simulta-
neous FSO- and RF-side eavesdropping attacks. The asymptotic ap-
proximations for the final results are also derived to obtain secrecy
diversity order. The effect of SWIPT parameters and PA efficiency
on the secrecy performance are then further investigated in detail.
In summary, the results show that the reliability and security of
the proposed system can be enhanced by utilizing efficient PAs at
the RF front end depending on the eavesdropper’s location and can
also be controlled by the SWIPT parameters.

Index Terms—Double shadowed Rician (DSR) fading, physical
layer security (PLS), Malaga (M)-turbulence, mixed FSO-RF
systems, power amplifier (PA), secrecy outage probability (SOP),
strictly positive secrecy capacity (SPSC), secrecy throughput (ST).

1. INTRODUCTION
A. Background

OMPARED with radio frequency (RF) wireless systems,
free-space optical (FSO) communication has several ad-
vantages such as high bandwidth, high security at physical layer,
short deployment time, large transmission capacity, immutabil-
ity to RF interferences, and flexibility. Due to wide range of FSO
applications in wireless back-haul networks and fiber backup,
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FSO communication has received significant attention over the
decade. FSO communication utilizes the unlicensed optical
spectrum for high security transmission through line-of-sight
(LOS) at low cost [1]. In addition, FSO is also contemplated
as a promising technology for the last mile problem in wireless
systems. However, the applications of FSO communication on a
broad scale are restricted due to many limiting factors, including
strong path-loss, atmospheric turbulence and pointing error.
Therefore, a dual-hop configuration for so-called mixed FSO-RF
systems has been proposed in [2] to amalgamate the benefits of
both FSO and RF technologies. The proposed system can be
applied in a downlink environment where the high-speed FSO
stream is demultiplexed to serve multiple RF users [2]—[8]. In
a typical mixed FSO-RF system, the signals are propagated to
the relay node (which serves as a base station) via the FSO link.
Then, the converted and demultiplexed RF signals are imparted
to the destination through an RF link.

Cooperative communication assists terminal nodes to com-
municate through relay nodes by exploiting the broadcast nature
of wireless communication [9]. The relay-based approach can
find its applications in green communication networks and 5G
systems by improving transmission reliability, power efficiency,
network connectivity, and service availability [7]-[9]. It also has
rewarding merits such as hardware feasibility and deployment
flexibility. However, the main bottleneck of power-constrained
relay-based system is that it consists of low cost high power con-
suming elements such as power amplifiers (PAs). Particularly,
when analyzing the performance of the system, the effects of
hardware impairments including PA efficiency should be con-
sidered [9], [10]. This problem must be paid immediate attention
because 70%-90% of the total power is consumed by the radio
transmitters, especially at RF PA stage. Therefore, it is necessary
to design PA aware data transmission schemes [11]. It is worth
noting that a few studies in [9]-[11] analyzed the performance
of single-and multi-relay networks by considering the effects of
PAs. Although plenty of studies revealed that PA inefficiency is
having a substantial impact on the performance of single- and
multi-relay systems in the recent past. In the realistic scenario,
the relays are non-ideal hardware, and they create non-linear dis-
tortions during the signal amplification due to its low quality. The
previous studies in [12]-[16] investigated the performance of
PA-based systems in terms of symbol error rate, power spectral
density, the optimal power allocation, and the power efficiency
for different relaying techniques. The studies adopted different
PA non-linearity models to obtain the results; for instance,
for instance, a few of them considered Bussgang linearization
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theory, which is different from our adopted non-ideal PA model.
In contrast to these studies, we consider the mixed FSO-RF
SWIPT system in the presence of FSO- and RF-side eavesdrop-
pers. Moreover, the obtained analytical/numerical results on the
PLS secrecy metrics such as SOP, SPSC, and ST, as well as our
investigations on the effect of non-ideal PA on security, have
not been presented before. In fact, the problem formulation in
this study is completely different from the ones in the previous
studies, e.g., [12]-[16], and also our analytical/numerical results
and conclusion make this study unique. The numerical and the
analytical results show that:

1) Secure transmission is largely affected by various pa-
rameters, including atmospheric turbulence conditions,
pointing errors, and SWIPT parameters.

2) The PA efficiency affects the secrecy performance con-
siderably. Depending on the location of the adversary, the
system security and reliability can be controlled by the PA
inefficiencies.

3) As long as the double shadowing becomes more severe,
the proposed system is more susceptible to eavesdropping
attacks.

4) The secrecy of the system can be enhanced by reducing
the energy at the harvester, which costs the battery life of
the RF receiver node.

5) While eavesdropping attacks can occur on any link but RF-
side eavesdropping is always stronger compare to FSO-
side eavesdropping.

On the other hand, next generation wireless sensor networks
will incorporate the battery-operated sensor nodes. Due to lim-
ited energy budget, replacing or recharging the batteries is infea-
sible in many difficult-to-access scenarios (e.g., sensor nodes in-
serted into the human body or fixed in typical building structures,
underground installed sensor nodes). To overcome such chal-
lenges, the concept of simultaneous wireless information and
power transfer (SWIPT) technology was proposed to vanquish
such challenges [17]-[21]. SWIPT allows both the processes
of information decoding and energy harvesting at the sensor
node simultaneously. Therefore, SWIPT presents tremendous
potential to prolong the lifetime of sensor nodes. Since the
batteries at receivers are charged from a part of signal energy, the
power of information signal is reduced, which will lead to the
compromise in the performance of the system [22]. Thus a few
studies focused on secrecy performance of the SWIPT systems
[23]-[25].

B. Related Work

Recently, by exploiting the random nature of time-varying
wireless channels, the physical layer security (PLS) techniques
are propounded as a potential solution to counteract the eaves-
dropping by the adversaries [26]-[30]. Therefore, several re-
searchers considered the secure mixed RF-FSO (uplink) and
mixed FSO-RF (downlink) communication systems and inves-
tigated the secure outage probability (SOP), strictly positive
secrecy capacity (SPSC), and average secrecy capacity (ASC).
For instance, the numerical studies of PLS for mixed RF-FSO
systems were performed under various fading environments,
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including Rayleigh-I'T" [26], Nakagami-m-I'I" [32], [33], n-
w-M-turbulence [34], SWIPT mixed RF-FSO system [35] and
SWIPT mixed RF-FSO systems with multiple antennas [36].
Subsequently, in these works, it was assumed that an adversary
is located near the RF receiver, and the full channel state infor-
mation (CSI) of the adversary channel is known to the informa-
tion source. Moreover, many researchers have recently devoted
their efforts to conduct the performance analysis under various
fading scenarios for mixed FSO-RF systems. In these studies,
the authors have analyzed the performance of mixed FSO-RF
for various fading scenarios, including Gamma-Gamma (I'I")-
Nakagami-m [2], [3], ['['-generalized-K [4], double generalized
Gamma-Nakagami-m [5], Malaga(M)-turbulence-x-p [6], I'T"-
Rician [7], exponentiated-Weibull-Nakagami-m [8] and SWIPT
mixed FSO-RF systems [32] under either the decode-and-
forward (DF) or amplify-and-forward (AF) relaying schemes.
More recently, the PLS of Wyner’s Model over optical links
was introduced in [38]. Inherently, FSO links are considered
more protected from unauthorized access than RF links due to
the high directionality of the laser beam. However, in few scenar-
ios, eavesdropping may occur due to optical beam divergence,
atmospheric turbulence, pointing errors, and channel scattering.
Therefore, in [39] and [40], it is pointed out that the adversaries
can access the information through scattering over a non-line-
of-sight (NLOS) channel and scattering over LOS channel (due
to aerosol particles), respectively. In [38], it is highlighted that
if both the adversary and the legitimate receiver are placed close
to each other, then eavesdropping may be possible through FSO
links. Then, in [1], the authors have shown that beam reflection
due to the dust particles or blocked by solid objects may result
in eavesdropping. Thereafter, the PLS secrecy of the FSO link
was investigated over M-turbulence in [1]. Similarly, the PLS
security metrics such as SOP, SPSC, and ASC were derived
into unified form in the context of FSO communication in [38]
and [41], respectively. In [42], secrecy analysis was conducted
for a mixed RF-FSO system in which an adversary is accessing
the secure information through the FSO link by collecting a
fraction of optical power because of beam scattering. Hitherto,
the performance of PLS for mixed FSO-RF systems has been
investigated by a few studies. The authors in [43] have conducted
the PLS secrecy analysis for the mixed FSO-RF system over
I'T'-Rayleigh fading scenario. In [44], the secrecy performance
of the mixed FSO-RF SWIPT system was analyzed under DF
relaying scheme. These reported works have considered the FSO
side eavesdropping under full CSI of eavesdropper’s channel. It
is noteworthy that reported studies in [1]-[8], [31]-[36], [43],
[44] are limited to the PLS secrecy analysis under the assumption
of ideal PA deployment at the RF front end. However, in the
practical scenario, the secrecy performance is highly impacted
due to the non-negligible power consumption by PA. Hence,
the effects of PA efficiency cannot be neglected in PLS secrecy
analysis. Although the impact of hardware imperfections on
the performance of mixed RF-FSO systems were investigated
in a very few studies in [10], [45]. To model these hardware
imperfections, the soft envelope limiter (SEL) PA non-linearities
were considered in [45], while in [10] degradation PA model
was used to characterize the hardware impairments. A recent
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study in [46] analyzed the secrecy performance of hybrid RF-
FSO system under hardware impairments by considering the
degradation PA model. They considered the scenario where
only RF eavesdropper intercepted the secure information. Unlike
these studies, we propose a different system structure for a mixed
FSO-RF system under hardware imperfections in which all RF
receivers explore the SWIPT technique to collect energy from
the received wireless signals sent by the relay. Moreover, it is
assumed that both FSO- and RF-side eavesdroppers can over-
hear the intended information separately and simultaneously.
However, the consideration of non-ideal PA poses the major
challenge on obtaining the novel closed-form expressions for
PLS metrics which is hugely improved in our work. To the best
of the author’s knowledge, no study has considered the effect of
PA efficiency on the secrecy performance of mixed FSO-RF or
mixed RF-FSO systems. In addition, the previous works have
studied the secrecy performance of only SWIPT mixed RF-FSO
systems, and the secrecy performance of SWIPT mixed FSO-RF
systems is still an open issue.

C. Contribution

The studies, as mentioned earlier, motivate exploring the
effects of non-ideal (realistic) PA inefficiencies on PLS secrecy
of SWIPT mixed FSO-RF system in which information is wire-
tapped either from the FSO side or RF side eavesdroppers.
In particular, the SWIPT mixed FSO-RF system is proposed
in which a non-ideal PA is deployed at the RF front end.
Specifically, we focus on the trade-off between the consumed (or
processed) and transmitted power directly by using the effective
efficiencies of PA. The efficiency degradation model is adopted
to characterize the different PA classes (i.e., class A, B, C). This
model signifies that the reduction in consumed power cannot
be translated into transmitted power because of PA nonlineari-
ties. The RF link is subject to double shadowed Rician (DSR)
fading whereas FSO link experiences M-turbulence. Recently
introduced DSR fading has the ability to characterize the double
shadowing effects of RF channels that may arise due to varying
levels of shadowing and moving obstacles [47]. The physical
model of DSR fading can illustrate the environment in which
the blockages (e.g., buildings, trees, cars, people, and moun-
tains) between transmitter and receiver path may cause primary
shadowing followed by secondary shadowing due to obstacles
in the vicinity of the transmitter/receiver. It is worth remarking
that well-known fading conditions such as shadowed Rician,
shadowed Rayleigh Nakagami-¢, Rician, and Rayleigh can be
obtained as special cases of DSR fading. On the other hand,
M-distribution is regarded because of its generality to model the
conventional turbulence models (i.e., both generalized-K and
lognormal) and its ability to characterize the irradiance for a wide
range (weak to strong) turbulence conditions. It is noteworthy
that the applications of the proposed system can be seen in future
technologies (i.e., loon by Google), satellite-aerial-terrestrial
networks, and cooperative satellite-terrestrial systems to pro-
vide wireless connectivity in rural and remote areas. The main
contribution of our study are summarized as follows:
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Fig. 1. Wireless relay network model for the proposed system.

1) We propose a mixed FSO-RF SWIPT system for three
different scenarios; in the first scenario, it is assumed that
only the FSO link is under eavesdropping attack. Secondly,
it is assumed that the eavesdropper is overhearing only the
RF link. Finally, in the last scenario, it is assumed that two
active eavesdroppers are wiretapping both FSO and RF
links simultaneously.

2) We derive the probability density function (PDF) and
cumulative distribution function (CDF) of the signal-to-
noise ratio (SNR) of the RF links with energy harvesting
technology in the case with non-ideal PA at the relay.

3) We evaluate the PLS secrecy of the proposed relaying
system with non-ideal PA at RF front end. In particular, we
derive the expressions of PLS secrecy metrics such as SOP,
SPSC, and secrecy throughput (ST) into closed-form.
Furthermore, we also investigate the effects of FSO link
parameters, RF SWIPT parameters, and PA efficiency on
the secrecy performance.

4) Afterwards, the asymptotic expressions of the derived
results are determined to obtain the secrecy diversity order
of the proposed system. Moreover, the obtained results
are compared with the previous works to validate the
usefulness of the proposed system. Additionally, as a
special case, the M-turbulence/Rayleigh fading scenario
is illustrated.

II. SYSTEM AND CHANNEL MODEL

As illustrated in Fig. 1, a downlink mixed FSO-RF SWIPT
system is proposed where an optical source (S) transmits secure
information to DF relaying based relay (R) over M-turbulence
channel (S — R) in the presence of pointing errors under the
heterodyne (HD) detection and the intensity modulation with
direct detection (IM-DD). The relay R consists of an optical
filter, a photo-detector (PD), a demodulator, a modulator with
a local oscillator (LO), and an RF antenna and forwards the
secure information to the RF receiver (D) over an independent
and identical DSR fading channel (R — D). It is also assumed
that a non-ideal PA is deployed at R as shown in Fig. 2(a). During
transmission, the eavesdroppers (E/ and E2) are intercepting
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(a) Lo

Fig. 2.

the secure information through the LOS scattering FSO link
(S — E1) and RF links (R — E2), respectively. The transmis-
sion bandwidth is restricted by the bandwidth of the RF link.
All the RF receivers (D and E1) are accoutred with rechargeable
batteries and adopt the power splitting (PS) method to propor-
tionate the energy harvesting and information decoding from the
received RF signal. In other words, the received RF signal is split
into two portions, out of which A.(0 < A. < 1;e € {D, E2})
proportion is utilized to decode the secure information, and the
rest of the signal power is used by the energy harvester. The
illustration of PS approach is shown in Fig. 2(b). The system
parameters of the proposed system with definitions are provided
in Table I.

A. Power Amplifier Model

To take the non-ideal PA effects into account, we assume that
the relay R is equipped with a non-ideal PA as shown in the
Fig. 2(a). The PA is responsible for the majority of the power
losses. Several studies derive the generic expression for the
losses and efficiency of PA [9], [11]. For instance, the maximum
theoretical effi ciency of ideal class B amplifier at P, = Ppax
can be obtained as [50]

==2 (1)

For the low values of P,, the PA efficiency is related to the
square root of P, as [10]

o PO

EPA = Pc = €max Pmax (2)
where €5 € [0, 1] is denoting the maximum PA efficiency
which is achieved only when P, = P,,,x. The maximum PA
efficiencies for different classes of PA are provided in the Ta-
ble II. If we want to change efficiency we have to change the
hardware [51]. Another approach to control the PA efficiency
is removing higher order harmonics which are responsible for
heatdissipation. Atep,ax = 0, the PA provides zero output power
(i.e., P, = 0 dBm) and all the power is dissipated. In [50], the
authors have expressed the effective PA efficiency as

P, 7%
e = 5 ~ Smax ) Po <
TR <Pmax)
where / is related to the PA classes that can vary between [0, 1].

In [52, Eq. (2.14)], and [53, Eq. (6) and Table I], it is shown
that at £ = 0.5, the measurements of efficiency for different

Prax 3
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(a) Relay model with non-ideal PA at RF end (b) Power splitting model at energy harvester.

classes are accurate as the PA output power linearly increases
with P, at £ = 0.5. Therefore, in harmony with the previous
studies, we adopt the PA model of (3) in this study. In Fig. 3(a),
the €.y is illustrated in percentage as a function of P.. It can
be noted that at P, = Py ax, €cs attained its maximum value
€max; further increment in P, may result in a reduction in gy ¢,
which may damage the PA. It can also be seen that the P, is
reached at its peak at lower P, for higher e, With comparing
to lower e.x. In (3), P, can also be written in terms of Py,
and P, as P. = P;.+ P;,. Usually, P;. remains constant
for a particular PA class, while increasing P;,, may result in
increasing P,. It is worth noting that P,,,x provides power
constraint P, < Py .y at the relay and also affects the ecyy.
As illustrated in Fig. 3(b), the low PA output power is obtained
at small values of PA input power due to the low efficiency.
Moreover, high values of PA input power may improve the PA
output power up to saturation point under power constraint P, <
Ppax. Finally, with an ideal PA, we have e, = 1,/ = 0, and
Prax — 00 in (3).

B. FSO Links

The effects of pointing errors, path-loss and atmospheric
turbulence are considered and received optical information by
R and E1 can be expressed as [44]

ys; = ET/2I‘I;§2 + zs; “4)

where j € {R, E1}, x is the message symbol with E[|z|*] = 1,
zg; denotes zero mean complex valued additive white Gaussian
noise (AWGN) with variance Ny and Ig; represents the coef-
ficients of FSO link, which is described as the joint effects of
pointing errors (I,,), path-loss (1), and atmospheric turbulence
(14). Mathematically, it can be given by Is; = I,1;1,,. Here, itis
assumed that the path-loss I; remains unchanged for a given link
distance and the provided weather conditions. Also, the zero-
boresight pointing errors are considered that can be expressed
as I, ~ Ay exp(f2D2/w§€q) where Ag = [er f(v)]?, erf(e)is
denoting error function, w2 = w2[y/mer f(v)/2v exp(—v?)],
v = /70/(V2w.)[29]. The PDF of I, is given as [, (I,) =

(€2/A5)I5 "5 0 < I, < Ag[1], where & = w2, /202 The M-
distribution is adopted to characterize the atmospheric turbu-
lence I,, and its PDF can be written as [6]

B
1,
1, I) =AY 0yl Ka-y (2, /g;‘ﬂm) . I,>0 (5
q=1
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TABLE I
DEFINITIONS OF SYSTEM AND CHANNEL PARAMETERS
Parameters | Definitions
Iy, RF channel coefficient
r Parameter related to the type of detection scheme (=1 for HD and » =2 for IM-DD)
4 Ratio between beam radius and jitter at receiver
& Photoelectric conversion ratio
a FSO link parameter related to the effective number of large-scale cells of the scattering process (& > 0)
9 Amount of fading of FSO link
p Amount of scattering power coupled to the LOS component p<[0,1]
b, Phase of the LOS term
by Phase of the coupled-to-LOS scatter
w, Beam waist
o Radius of the detection aperture
D Radial displacement
w Equivalent beam width
2
o, Jitter standard derivation
Q Average power of the LOS term
Hys M Electrical SNRs of S-R and S-E7 links
Aps Ay Power used to decode the information at D and E2, respectively
VoY ne Average SNRs of the R-D and R-E2 link, respectively
dp,dy, Distance between {R, D} and {R, E2} in meters, respectively
m; Inverse Nakagami-m parameter
m, Nakagami-m parameter
k Rician parameter
n Path-loss exponent 7 <[2.7,3.1]
L Propagation loss constant of RF link
P PA output power at R
P Maximum PA output power
P PA consumed power
P, PA bias power
T PA input power
Meijer-G function [48, Eq. (07.34.02.0001.01)]
Extended generalized bivariate Meijer-G function [49, Eq. (1)]
v (-,-,-,) Gaussian hypergeometric function [48, Eq. (07.23.02.0001.01)]
(a), Pochhamer symbol [48, Eq. (06.10.02.0001.01)]
where 2v/2pQcos(¢pa — ¢p), and 23 represent the average power
N 2002 o8 Bta/2 of total scatter con'lponents. ' -
A= < ) (6) The corresponding SNR can be written from (4) as vs; =
grtel2T (o) \ g + & (els;)7s3 /No. Under the assumption of M-distributed turbu-
A (5 1 ) (98 + Q,)17q/2 (Q/>ql <a> q/2 lence, the CDF of 7yg; can be obtained as
9, = (=) (3) s O
q—1 I'(q) g B

g = 250 (1 — p) describes the average power received by off-
axis eddies due to scattered component, ' = Q + 2Sgp +

Bsj

. Eg;
3r,1 S

Fyg, (7) = Ds; E Cqs;Gr+1,3r+1 { .
=1 Hrs;

1,7
57,0

} ®)
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TABLE II
MAXIMUM PA EFFICIENCIES [52]

PA Class &

max
Non-ideal class A PA 0.50
Non-ideal class BPA | ().785
Non-ideal class C PA | (.90
Ideal PA 1

where ¢, = b,rotlD = £2A/2T(27T)T71, by = Oglaf/
(98 + )]0 BBt B2 ap(g 4 Q)
(2 + D(gB+ )], Ti=[A(rE+1)], T2=[ArE?),
A(r,a),A(r,q)], where A(z,y) is defined as A(x,y) =
[ﬂ y+1 w+y‘71]

) g o z

With the help of [48, Eq. (07.34.21.0084.01)] and (8), the PDF
of yg;can be determined as

Bsj Sj
Ds;Es; 3r,2 Esjv | —1,0,777 — 1
, = 2270 G5 5, — j
Frs; ") firs, ;cqu 42,3742 rs; ng —1,0,—-1
©

Note that as a special case, when {p =1, =0, =1},
the M-turbulence model can be transformed into I'I" turbulence
model.

C. RF Links

The received signal by D and E2 under short-term RF fading
and path-loss effects can be expressed as [26]

YRe = \/)\: (Whl%ex/ + zRe) + Ve (10)

where x’ is the retrieved message symbol at R and zg. and
v, denote zero mean AWGN noise with variance Ny and ag,
respectively. The corresponding SNR of yr, is then written as
(44]

)\eLc(smaxPc)l/17£|hRe‘2
TRe = _
d! Pl (heNo + 02)

QY

—— non-ideal Class A PA
— - non-ideal Class B PA
— - non-ideal Class C PA

Ideal PA [

(a) Effective PA efficiency for different PA classes (b) PA output power for different PA classes.

It is recalled that RF link is subject to DSR fading, the PDF
of |hge|* for DSR distributed fading channel can be enunciated
by using [45] as

dee

mg s
Tre " Mg, (Mspe _l)m Re (1+kpe)
f\th\Q(,Y) =

('7 (1+kRe)+ (msRe 71) 7Re>m8R6+l

kre (1+kpge) vy

) dRe
Mdp, +kRe

F; , +1;1;
2 1(dee Msgre (dee+kRe) (7(1+kRe)+(msRe_1) WRe)

(12)

which can also be expressed in terms of Meijer’s G function by
utilizing [48, Eq. (07.23.02.0001.01)] and [54, Eq. (8.4.2.5)] as
follows

o0
1,1 —Ms
finnez (V) = Tre E HpeiGy4 |:7-Re'y‘ i } (13)
i=0
1+kRe)
her = Utkre) n H
where | TRe = and Re;
mSRck}'?.E(dec)i(msRe+l)i ( Mdpe )dee
(Map,+kre) (1), T (ms g +1414) Mdp, +hRre )

The corresponding CDF of |hg.|?

and [55, Eq. (26)], to be

can be derived, using (13)

— Mgy, 1

~ 1,2
Flpper (V) = ZHR%GZ? i+1,0

‘ 1
i=0

|:TR6'V } (14)

Note that the considered DSR distribution is advantageous to
characterize the RF link as it includes other well-known tradi-
tional fading distributions for fixed values of fading parameters,
i.e., Shadowed Rician distribution (mgs — 0o, my, k), Shad-
owed Rayleigh distribution (ms — oo, mq — 0, k), Nakagami-
q distribution (ms; — oo, mg — 0.5, k), Rician distribution
(ms — 00, mg — 00, k), and Rayleigh distribution (ms —
00, mg — 00, k — 0).

After performing necessary algebraic manipulations, the PDF
and CDF of vp. can be obtained, respectively, as

o0 _ _ _ms )
frre (V) = TRe Z;HRei:‘eGiﬁ [ZeTRe'Y‘ i fre :| (15)

)
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o
- 1—mg,.,1
Fyp (V) = ) Hre Gy [:emw‘ e 0} (16)
i=0 ’
where =, = (ke Not02) Padas "

)\eLc(smaxPc)l/l “
Note that the derived PDF and CDF given by (15) and (16),

respectively, are convergent with increasing number of terms .
The test of convergence is carried out using d’Alembert’s ratio
test for the infinite series of (15) and (16). Accordingly, under
the following condition, the convergence of infinite series can
be testified.

lim |24 <1 (17)
1—00 a;
where a; is denoting the i*" term in the infinite series.
The i term in the series expansion of CDF in (16) is
a; = mbRekRe(dee) (méRe + 1)
(dee + kRe) Z!(l)ir (mSRe +1+ Z)
Mdg. MdRe 1.2 | — 1-— mg ,1
_ —Re G ) He e Re
X (dee+kRe> 2,2[ TR 7‘ i+1,0
(18)
Therefore,
Qi1 _
[¢%
1—-m 1
G2 |ZeThe [ SRer
kRe(deeJriJrl) 2’2|: Thed Z+230:|
(dec +kRe) (Z+ 1) (Z+2) 172 —_ 1 _mSReal
G272 =eTRe" i+ 1’0
(19)

From (19), it is pronounced that infinite series in (15) and
(16) are convergent, considering the fact that the order of ¢ in
the numerator is lesser than the order of 7 in the denominator,
and also, for all values of 7, the ratio of two Meijer’s G function
results in a non-zero real number.

Remark 1: The proposed mixed FSO-RF SWIPT system
can be seen as a generalized version of the system models
considered in previous studies [5], [6], [37]. For instance, the
proposed system is similar to the system model presented in
[5] for mg — oo with the assumption of no energy harvesting
at the receiver. The system considered in [6] can be obtained
from the proposed system by setting {m; — oo, mq — 00, k}
and {p=1,9=0,9 =1} in the absence of the SWIPT
concept. Furthermore, our model leads to the system model
discussed in [37] when {ms — oo, mg — 00,k — 0} and
{p=1,9=0,9 =1}
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D. End-to-End SNR

When a DF relaying scheme is utilized at R, the end-to-end
SNR i.e., Yeq,p received by D can be enunciated as!

Yeq,D = min (’YSR» IYRD) (20)

From (20), the CDF of 7,4, p can be obtained as
F,..» (v) =Pr{min (ysr,YrD) < Yeq,0} = Frsr (V)

+ F’YRD (7) - F’YSR (7) F"/RD (7) (21)

After placing (8) and (16) into (21), the CDF of 7., p can be
written as

Bsr
E 1 ’rSR
3r,1 SR
Fy,n(v)=Dsr Z CQSRGr:-LSr—i-l { 'IZSRl 0
g=1 TSR 2

o0
— 1—mg,,,1
+ > Hrp, Gy {:DTRDV ‘ nn }

— 1+ 1,0
SES 3,1 Espy |1, T7E
~Dsn Y S HiwasnGithores || 24|
g=1i=0 Tsr |72 0
— 1—-—mg,,,1
Gy [:DTRD’Y‘ e 0] 22)

Upon expanding Meijer’s G function at high SNR by using
[48, Eq. (07.34.06.0006.01)] and after some algebraic manipu-
lations, the asymptotic CDF of v, p is obtained as

oo (M = Fy, () +F, ()

Hrgp

FOC

’YSR( )FOO

YRD ( ) (23)
where
TSR

Bsr 3r " 5
DSR Z Cqu Z ( TSR >

Esry

FOO

’YSR

3r
I T (TSR . TSR)
p=1,p#l % &

r+1
(1+757) 11 1 (8% - T57)
p:

(24)

(v) =Y _ Hgrp,(Eptrpy)™
i=0
F(_i_]‘)r(msRD +i+1)
T(it2)

F>

YRD

(25)

In (24), Y5 is representing the v™'term of T3 7.

III. PHYSICAL LAYER SECRECY ANALYSIS

In what follows, the secrecy capacity is firstly described as
the maximum rate of transfer of secure information over the
reliable link between transmitter and receiver. At the same

I'The approximated end-to-end SNR with variable gain AF relaying scheme
is similar to (21), as testified in literature [2], [3], and [33].
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time, the eavesdropper is unable to intercept the link. Therefore,
achievable secrecy rate can be mathematically written as

[Ceq,0 — Cz], for Yeq,p > vz
0, otherwise

Co = [Ceq,D - OZP_ = {
(26)

where Z € {F1, E2}, [A]T = max(0, A), max(.) describes

the maximum of the arguments, Cey p = logy(1 4+ 7eq,p) and
Cz = logy(1 4 vz) are denoting the channel capacities of le-
gitimate link and eavesdropper’s link, respectively and vz is
representing the SNR at E/ (or E2), respectively. Next, we define
the PLS performance metric i.e., SOP which is elucidated as
the probability that C, falls below the target secrecy rate R,.
Usually, the SOP analysis allows determining the probability
that the transmitted information is secretly overheard by the
eavesdropper. Mathematically, for the considered scenario, the
SOP can be expressed as

Pout (Ro)
Pr [’YEILD > ’YZ] +Pr [’qu7D < ’YZ]

=Pr [Co < Roh’eq,D > ’72]
(27)

In the following, we perform the SOP analysis and also derive
the expressions for SPSC and ST. We consider three scenarios:
1) First in which it is assumed that only the FSO link encounters
eavesdropping attacks 2) Second in which the information is
leaked to the RF eavesdropper only 3) Third in which both
eavesdroppers E/ and E2 can intercept the secure information
simultaneously.

A. Scenario 1: Eavesdropping on FSO Link Only

Here we perform secrecy analysis for the case where a passive
eavesdropper E/ is intercepting the confidential information
through FSO link. In this case, the transmitters (S and R) has
no choice but to adopt constant target secrecy rate as R,. As
long as C, > R,, the perfect secure link is established between
S and D, otherwise the secrecy is compromised and information
is leaked to E1.

1) SOP: After performing some mathematical manipulation,
(27) can be further obtained as [36]

Pout (Ro) 1"qu7D > ’YSEl)

(28)

=Pr (%q,D < 2% (1 4+ v5p1) —

Pr (Yeq,0 > vsE1) + Pr (Veq,p0 < VsE1)
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which can also be expressed as

/ /2}?" 1+yse1)—
YSE1
Freap (Veq.D) fryspr (VsE1) dYVeqdVsEL

0 YSE1
+/0 /0 f’qu,D ('Veq,D)f“/sm ('YSEl) dYeq,pdVsE1
(29)

out

Due to intractability in obtaining the (29) into closed-form,
the lower bound of the SOP for vgg1 >> 1 is derived as
follows [24]

PL, (R,) = / Fyo o (2%sm1) From (vsE1) dysin

(30)

On plugging (9) and (22) into (30) and applying [48, Eq.
(07.34.21.0011.01), the resulting SOP is obtained as (31), shown
2RoTRp gy and

at the bottom of the page, where $; = Fam
280 Egppu, SE1

Ry = Espibrgp

Substituting (9) and (23) into (30) and using [48, Eq.
(07.34.21.0009.01)], we have the asymptotic lower bound
of SOP at high SNR in (32), shown at the bottom of the
I RNCE )

(1+7138

next page, where H; = and M,; =

r+1
) I DOrgn s R

(i )T (o it 1)
T(i+2)
Next, we evaluate the secrecy diversity order of the pro-

posed system to obtain useful insights. For this purpose, the
secrecy diversity order can be defined as asymptotic ratio of

the logarithmic P ,(R,) to the logarithmic SNR (i.e., G4 =
SR

log(PL,) log(SNR)) [32], [44]. The GY is usually

described as the slope of SOP at high SNR. From (32), the G§
can be evaluated as

2
G = min (5530‘51“’ ):0 (33)

T T r

Here, it is assumed that the average SNR of the FSO link /4.,
is varied while 7, is kept fixed. The diversity order of zero
implies the presence of zero-floor in SOP performance. Further,

B oo
L _ 3,3r+2
P, (Ro) = Dspn E E Cqsen HRD, G374 714 [%1
q=1 =0
Bskr BsE1
3r+2,3r+1
+DSRDSE1 E E CISRCqu1G4r+3,47‘+3 |:§R2
=1 g=1

Bsr Bsr o

2,3r;1,2;3r,1
—DSRDSEIE E E ClSRCQSElHRDiG3r+2,r+2;2,2;r+1,3r+1

1=1 q=1i=0

1 7m5RD7171 T§E17071:|

i+1,1,0,1 - T{FL 0

1,1 - Y5 0,1, T9F
T581,0,1 - Y7L 0

1-"5F1 0,1
1,0,1 — YF!

1—mgu,, 1| 1,T7E
i+1,0] T3E 0,

%1,%2} (€29



SINGH et al.: ON THE PHYSICAL LAYER SECURITY OF MIXED FSO-RF SWIPT SYSTEM WITH NON-IDEAL POWER AMPLIFIER

the obtained G is applicable for both the detection techniques
(i.e., HD and IM-DD).

Remark 2: The derived lower bound of SOP is considerably
affected by firg., freg,» and R, while slightly affected by
% rp- This unfolds the fact that the increasing ¢, ,, has adverse
impacts on the secrecy of the system, which cannot be controlled.
To improve the security, S is required to increase fi,,Which
may result in higher pointing accuracy as i, is direct related
to the {sr. Moreover, PA with high €,,,,x can help to improve
the security of the system. The designer can adopt various
digital pre-distortion algorithms to boost PA efficiency and also
compensate the power losses, which enhance the secrecy of the
system [56]. Additionally, the SWIPT parameter =p can also
improve reliability by adjusting the harvested RF energy.

2) SPSC: From (26) and using the non-negativity nature of
channel capacity, it is revealed that the C, is positive when
Yeq,D > Yz and is zero when .4 p < 7vz. Therefore, the SPSC
is defined as the probability of attaining positive secrecy rate
(i.e., C, > 0) and can be expressed as [30]

7300517

The SPSC can be determined straighforwardly by substituting
R, = 0in(31),thenusing 1 — PZ . (0) as (36), shown at the bot-

out
- T - -
tom of the page, where R3 = Zp % and R4 —m.

E rg

Similar to (36), the asymptotic SPSC can be obtgf&gd by
substituting (32) into (35) at R, = 0. Then, asymptotic SPSC
can be written as (37), shown at the bottom of the next page.

Remark 3: Interestingly, it is observed that the SPSC depends
on SWIPT parameters including A p, 7, and dp and is indepen-
dent of R, Particularly, the SPSC is a monotonically increasing
function of Ap, which implies that an energy-efficient system
provides better secrecy.

3) Secrecy Throughput: In this study, it is assumed that the
transmission between all the transmitters (i.e., S and R) and
legitimate receivers (i.e., R and D) is delay intolerant. In this case,
the transmitters transfer the secure information at a fixed rate R,
regardless of the wiretap code rates. Particularly, due to fix value
of R,, the trade-off between system reliability and R, can be
utilized. Moreover, the transmitters can use the higher R, for
information transmission at the cost of reliability of the system
if it is acceptable. In this context, we adopt another PLS metric

Pspsc =Pr(Cy, > 0) = Pr(Yeq,p0 > 72) (34) i.e., ST to investigate the secrecy performance which contribute
in analysing both secure and reliable system. It quantifies the
From (28), (34) can also be written in terms of SOP as average rate, of secure information decoded correctly by the le-
gitimate user when perfect secrecy is achieved. Mathematically,
Pspsc =1— Pk, (0) 35)

Bsr Bse1 i ~T§R . (T§t1?+1) ‘1;[1 T <T§tR + 'rngl)
Pl (), = Denbien 33 Yo (i) (1)
Hrgp=>> =1 g—1 SR SE1 1:[ F<T§tR+TiE1)
el ; SEL
BsE1 oo 1 [ i+2 H1 r (z + 1473 )
o= 7 'S 1=
+ Dgg1 [Z ZcqulHRD (2 =ZDTRD ) (E;;) 2 ' .
g=1 i=0 F(z—l—l—i—le )
=3
Bsr Bse1 o - 3 u Tng . i+2+T'§tR
— DsrDsg1 Hprp, M; QR"EDTRD ! ClanC H, (7"51:‘) < 7”SE1>
=1 ¢=1 iz:; l ) e ; "\ 2R Esp Esp
3r
Inr (z +14+ 158+ Tgfl)
j=1
T — (32)
T (i +1+ 157+ ")
Pspsc
_ 33742 1_m 7171—T§E17071 -
Dspi qzl Z;Q CqulHRD G3r+r4 r+4 [% Z-S_(jDL 1,0,1— TfEl, 0
Bsr Bse1 1.1 —TSE1 . 1. 7SR
3r+2,3r+1
=1- +DsrDsE1 121 21 ClsrCase Gyt s aris {%4 ’IIQSR ) S . " ”I‘%Ell 0]
= q= ) ) b )
Bsr Bsr o . 1-7TSEl 01| 1—m 1 TSR
2,37;1,2;3r,1 s Yy D)
__DSRDSEl z; qZ::1 z;o CsnCaspr HRD, Gl 122 0041 3041 [ 1,0, 12— TyEL z':I—?Li,O’ T5E 0, R, %4} |

(36)
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the ST can be written as [57]

L
Pout

T=R, ( (R, ))

Remark 4: Itis noteworthy that R, can take any value between
in interval {0, oo}, which affects both ST and SOP. At low R,
both SOP and ST are small. Moreover, at large R, a secure and
reliable transmission cannot be established, which also provides
areduction in ST. This means that there must be an optimal R,
(i.e., R}) exist to achieve the maximum ST. Based on the derived
ST in (38), the maximum ST can be obtained for R}, by utilizing
the gradient based search method [58].

(38)

B. Scenario 2: Eavesdropping on RF Link Only

Here we compute the PLS metrics, including SOP, SPSC, and
ST, for the system under consideration where an RF eavesdrop-
per E2 is present on the RF link. E2 processes the wiretapped RF
energy for information decoding as well as for energy harvesting.

1) SOP: Utilizing (27) and (30), the lower bound of the SOP
can be written as

PL

out

(Ro) /0 Es..p (2%vsE82) frsms (VsE2) dyse:

(39)

On plugging (15) and (22) into (39) and applying [48, Eq.

(07.34.21.0011.01) and Eq. (07.34.21.0081.01)], the resulting
SOP is obtained as (40), shown at the bottom of the page.

On placing (15) and (23) into (40) and using [48, Eq.

(07.34.21.0009.01)], the asymptotic lower bound of SOP at high

IEEE PHOTONICS JOURNAL, VOL. 13, NO. 4, AUGUST 2021

SNR can be achieved as (41), shown at the bottom of the next
page.

It should be noted that only the dominant terms are required to
represent the expression in (41). Here, we define a ratio of SNRs
at destination and eavesdropper, i.e., Yp,g2 = TrD /Y rEs- For
fixed fi,4,, the secrecy diversity order at 7, o — o0 can be
obtained as

2 2
G5 = min (fsp”, —aSR, g,i + 1) = min (fSR , q)
T T r asr>Bsr r r
(42)

Remark 5: From (41), it is observed that the SOP is propor-
tional to the 7 ;5. Hence, the secrecy of the system is compro-
mised with increasing 7 go. To mitigate the impacts of ¥ go
on secrecy performance, S has to adjust the R, accordingly.
In addition, we observe that the increasing P, increases the
ergodic capacity of the eavesdropper’s link which improves the
intercept probability (i.e., Pr[C'ga > R,]) and also degrades the
secrecy performance. On the other hand, system reliability is
compromised with decreasing P,. Therefore, the relay choose
optimal P, (i.e., P°P') to maintain secrecy of the system without
affecting the system reliability (i.e., Pr[Ceq,p > R,]). Since the
relay operates under DF protocol, the transmission with Py, ax
would be inefficient and wastage of power resources in the case
of FSO dominant because no improvement can be achieved
in secrecy performance. Whereas, in case of RF dominant,
the transmission with Py, enhances the system reliability but
reduces the secrecy performance.

oo}
Pspse =
“7‘SR>>11
B 3r T
Bsr Bser u -T5R “ (r SR+1) _H1F<T§t}a+y§_fm)
DgrD ClspC H( "SR) ' ( 7'551) i=
SRLSE1 Z Z lsrCqser Z Esr Esp1 TEZF(TSRJrTSEl)
Jj=3
3r
Bse1 oo i1 [ i+2 ]Hl (1+1+TSE1)
(= TSE =
+Dsp1 | 2 2 CqsmHrp,Mi(EDTRD) (ESEJ) 32 .
q=1 i=0 '_1:[3F(z+1+T15j D)
_ ; - Favgn | GD
SR 00 -T 2¢
_D D Z ZE:l Z H M(QRO’: T ) i+1 c c Z H Hrosp 2¢ Hrgpy
SRLSE1 -~ L L RD; V4 —D'TRD lsrCqsE1 t\ FEgr Esp1
?—1 F(Z+1+TSR+TSE1>
j=1
% i+21’\ i+1 TSR TSEl
Bsn oo ok i TSR
PL -D H G3rL2 SR 1, =2, 17
out 0) — YSR Cesp1RE2,Ury23r42 |7 - = TSR m 0
g=1 i=0 Hrsr TRE2ZE2 2 s Msppss
oR °TRDZD |1 —m 1,—
+§ E Hgp, HRE2G [ . ISRD’ ’ g
=0 =0 TRE2ZEE2 14+ 1, Mg,
Bsr oo o0 R R _
Dsr Y 33" cenHrp, Hrpe, Gy a5, { LYy 1msRD71‘ 27 Esr  27TRDED | 40
- qdsRr i p—1,1;r+1,3r+1;2,2 SR : = ’ =
v T3 Msppe | L37,0 1+ 1,0 | s, TRE2EE2 TRE2ZE2

g=1 i=0 p=0
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2) SPSC: Similar to (35), the SPSC can be derived in (43),
shown at the bottom of the page, using (40).

C. Scenario 3: Simultaneous eavesdropping on Both FSO and
RF Links

In this scenario, it is assumed that both eavesdroppers E7 and
E?2 are active simultaneously and can intercept secure informa-
tion through FSO and RF links, respectively. Similar to previous
scenario 2, E2 has the ability to utilize received wireless energy
for both information decoding and energy harvesting.

1) SOP: Following (27), the SOP for independent two hops
under DF scheme can be written as [59]

Pout (Ro) - PI‘ [Co < Ro] = PI' [mm (CSR7 CRD) < Ra]
(44)
By using basic probability theory, (44) can be rewritten as
Pt (RO) =1-—Pr [min (CSR, ORD) > RO]

=1-—Pr [CSR > Ro] Pr [CRD > RO} 45)

With the help of (30) and (39), the lower bound on SOP can
be obtained from (45) as

L
Pout

(RO) =1
- <1 - / f"/SEl (’YSEl) Fosn (ZROVSEl) d’YSEl)
0

o0
X (1 —/ fyres (VRE2) Fap (2%°VRE2) d’VRE2> (46)
0
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Using (8), (9), (13) and (14) in (46) and by utilizing the integral
identities from [48, Eq. (07.34.21.0011.01)], the solution of (46)
is given in (47), shown at the bottom of the next page.

Substituting (9), (15), (24) and (25) into (46) and using [48,
Eq. (07.34.21.0009.01)], we have the asymptotic lower bound
of SOP at high SNR in (48), shown at the bottom of the next
page.

Remark 6: Interestingly, it is revealed numerically from (48)
that the SOP is independent of PA output power. This means
that the security and reliability of the proposed system cannot
be controlled by varying P,. Therefore, the system designer can
be provided the flexibility to choose some optimum value of P,
(.e., P,;’pt) to reduce the cost of the power budget. Moreover,
both the eavesdroppers EI and E2 can dominantly affect the
secrecy of the system by intercepting both the links. It is due to
that the SOP is proportional to both j15r1 and ¥ p 5. Therefore,
similar to the previous scenario, S has to adjust the R, to keep
information secure from eavesdropping attacks.

IV. NUMERICAL RESULTS & DISCUSSIONS

In this section, the derived results are illustrated using fig-
ures to elucidate the PLS secrecy performance of the proposed
system. Particularly, we investigate the effects of the following
parameters on SOP, SPSC and ST: FSO turbulence parameters,
RF fading parameters, power splitting factor, non-linearity of
the power amplifier, and detection techniques. Additionally,
the simulations are performed to validate the derived results.
For simplification, it is assumed that agp = agp1 = @, fsg =
Bsp1 = BiMspp = Mg, = MsyMdgp, = Mdgg, = Md,and
krp = krp2 = k. Unless otherwise stated, the values of the

~ Bsr oo 3r _TgtR
L (R ) N Dsgr Hprpo,c (MSR) Ht(EEgTREg)_TiRF TSE +1+4) T _T5R +m
outs ] WRD >>1 ;; i “qSR tz:; 2R°ESR ( 2 ) ( 24 sREz)
— i —_ i . .
+ Y Hrps,Hrp,(Ep2™7rp)" Mi(EpatrE2) T (i+2+p)T (=i — 1+ mypy,)
i=0 p=0
Bsr oo o0 - 3r i 7T§tR on
—_ 7 — _ i
— DSR Z ZZHRDiHRE%CqSRMi(:D2RUTRD> Z (ﬁ) Ht(.:EQTREZ) 2 !
q=1i=0 p=0 ) SR

xD (Y8R +i4+2+p) T (=Y5F —i— 1+ mypp,)] (41)

Pspsc
i BSR 00 1 s TSR -
3r+1,2 E )~ 17
DSR qzz:l ZZ:O CQSRHRE21‘ GT+273T+2 l:MVrVSRT:§2EE2 Tng Msppas 0 :l
SR 2,3 | _trpEp 1- Mskp> 1,—p
=1- + z;) p;O HRD1HRE21)G3,3 TRE2ZE2 i+ 1, mSRE2,0
Bsr oo o0 SR
1,1;3r,151,2 —p | LY |1 —mgg,, 1 E =
—Dsr qE::I zz:() pE::O CqSRHRDiHREQPG1,1§T+1>3T+1§2s2 |: Mis g0 TgR, 0 ’L':I-“i, 0 ILTSRT;:ERQEEQ ’ 771—222522

(43)
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TABLE III
THE VALUES OF THE SYSTEM PARAMETERS

Parameters Values

Optical link length 1km
Wavelength 785 nm

C, and {a, B} 1.2x10"m®® and {8,4}

(weak turbulence)
C’ and {a, B}
(moderate turbulence)
C,and {a, B}

(strong turbulence)

10" m?® and {4.2,3}

2.8x107*m*® and {2.296,2}

R 1 bits/s/Hz
d,=d;,=d 10m
P 15 dBm
P 18 dBm
( 0.5
3, 0.1079
Q 1.3265
Y 0.596
¢A _¢3 7[/2
L, 3.597x107
N, =0} =0 1

0 D E2

FSO and RF links parameters used in our work are set according
to [1], [5], [10], [36], [44], [60], [61] and provided in Table III.

A. Scenario 1: Eavesdropping on FSO Link Only

Fig. 4(a) illustrates the significant impact of PA non-linearity
on the security of the proposed system. As expected, the SOP
follows water filling with increasing fi, .. This is because high
Irs, improves the channel capacity of the legitimate link. It
is seen that our asymptotic curves perfectly match with the
SOP at the high SNR regime and also predict the secrecy
gain and secrecy diversity order. It is observed that lower SOP
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is obtained for the relaying system with ideal PA compared
with the imperfect PAs. The reason is that SOP depends on
the difference between the channel capacities of the legitimate
and eavesdropper’s links. The ideal PA delivers the maximum
output power which leads to increase in channel capacity of the
legitimate link while the channel capacity of the eavesdropper’s
link remains same as eavesdropper is receiving information
through the FSO link only. This implies that increasing PA output
power enhances the security of the overall system. It is also
important to mention that with same PA input power, the larger
PA output power can be delivered by the efficient PAs. Thus, the
SOP will be lower for ideal PA with the same P.. Furthermore,
the SOP is higher with low PA input power than that with high
PA input power. It can also be revealed from Fig. 4(a) that
inefficient PAs have significant adverse effects on the secrecy
performance of the proposed system. The similar effects of PA
efficiency and PA output power on the system performance are
exhibited in [10], [61]. Furthermore, the SOP performance of
the mixed FSO-RF SWIPT system with non-ideal class C PA in
[44] under I'["-Nakagami-m fading scenario is compared with
the SOP performance of the proposed system. It is revealed that
the behavioural pattern of the SOP of the proposed system is
similar as exhibited in [44]. Finally, the SOP stays stagnant with
increasing /i, at high SNR as the DF becomes independent
of ;4 at higher values. Consequently, the RF link becomes
dominating in this region, as testified in [44].

To evaluate the effect of detection techniques on the SOP
performance, Fig. 4(b) represent the SOP as a function of .,
under varying pointing error. It is worth mentioning that PLS
secrecy can be enhanced by utilizing the physical characteristics
of the transmission link such as turbulence, pointing error,
and fading etc. It can be clearly observed that the secrecy of
the proposed system can be enhanced with the HD technique
(r = 1) compared to IM-DD technique (r = 2).This result is
expected as limited modulation schemes are permitted in the
IM-DD technique due to reduced cost and complexity. Contrar-
ily, the relay can improve the received SNR by utilizing the HD
technique, which enhances the security against eavesdropping.
Furthermore, the result also shows the impact of strong and
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negligible pointing error. Due to improved pointing accuracy
with negligible pointing error (¢ = 6), a better secure link is
established between the transmitter and the receiver.

Fig. 4(c) demonstrates the influence of target secrecy rate on
the security of the proposed system with varying fi,,,. It can
be observed that the SOP with higher fi,,, is higher than that
with the lower .., . This is because the channel capacity of
the eavesdropper’s link improves with higher i, ., , leading to
a decrease in the secrecy capacity. Besides the impacts of SNR
of the eavesdropper’s link, the dominance of target secrecy rate
on the SOP performance is also shown in Fig. 4(c). Since the
probability of C, being less than R, is enhanced with increasing
R,, the secrecy of the proposed system is reduced for higher R,,.
Similar to Fig. 4(a), a zero floor can also be observed in high
SNR regime due to the dominance of RF link.

To examine the impact of double shadowing on the se-
crecy performance, Fig. 5(a) shows the SOP versus p,.., for
different values of {ms,,,Mad,,}. We can see that at low
SNR regime, the double shadowing has negligible effect on
the SOP performance. This is because DF depends only on
FSO link in low SNR regime. Therefore, the varying RF link
parameters have insignificant impacts on SOP performance. One
can also observe that severe multiplicative shadowing (i.e., low
ms, ) has destructive effect on the secure transmission between
transmitter and receiver, when compared to the LOS shadowing
(i.e.,low mgq,, ). This is the case where the received signal (both
through multipath and LOS) is highly impacted due to a number
of moving obstacles present in the vicinity of the legitimate
receiver. By considering the impact of fading severity on secrecy
performance, our observation is consistent with the results in
[44], [57].

In Fig. 5(b), the SPSC performance is demonstrated with
respect to fi,o, for different detection techniques with vary-
ing pointing error conditions. It can be observed that as long
as Urgp < fhrep > the SPSC with IM-DD tends to be better
compared to SPSC with HD. The enhancement in secrecy is
obtained because the SNR received at R with HD is higher
than the SNR received with IM-DD but lower than the SNR
of the eavesdropper’s link, which always provides zero secrecy
capacity. Similarly, despite the high pointing accuracy, the SPSC
with higher ¢ is lower than that with lower £. Another important
observation can be noted that as ., surpasses the fi,g,,,
the HD technique contributes to improved secrecy performance
compared to IM-DD technique. The reason for this trend is
already discussed in Fig. 4(b). From the pointing accuracy point
of view, the high value of £ leads to secure transmission as the
eavesdropper has fewer chances to receive the optical signal.

Fig. 5(c) plots the secrecy throughput versus the target secrecy
rate for varying power splitting factor. We can observe the bell
shaped behavioural pattern of secrecy throughput with increas-
ing R,. The secrecy throughput first increases and reach a certain
value at optimum R, and then it decreases with further increase
in R,. The reason for this behaviour is that secrecy throughput
depends on R, as given in (38) and thus relatively low values
of R, provides increment in secrecy throughput. However, at
large values of R, the security and reliability of the system
are compromised and hence SOP increases then the secrecy
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throughput decreases. It can also be observed that power splitting
factor A p has favourable impact on optimal R,,. This is because
secrecy capacity ameliorates at higher Ap as a large portion of
received power is utilized to decode the secure information. Our
results trends are also supported by [57], [58], [62].

In Fig. 6(a), the secrecy throughput is presented as a function
of p,., for different turbulence conditions and fi,,,. The
secrecy throughput significantly improves with increasing (i, ,
in the low SNR regime. There is a ceiling in the high SNR
regime since the received SNR at D becomes equal to Y.
The adverse effect of high p,.,, on secrecy throughput can
be observed from the result. This is because secrecy capacity
reduces with higher p,.. ., and hence the SOP increases which
results in decrement in ST. As another important observation,
it can be noted that severe atmospheric turbulence conditions
have favourable impacts on secrecy throughput for the case
when /i, ., > (. Under such condition, the secrecy capacity
becomes zero, which upper-bounded the SOP, and the resultant
secrecy throughput increases.

B. Scenario 2: Eavesdropping on RF Link Only

To demonstrate the non-linear effects of PA on the secrecy
performance, Fig. 6(b) plots the SOP versus the ratio of SNRs at
destination and eavesdropper ¥ p, , o for different detection tech-
niques. It is clear from the result that the secrecy performance
improves while increasing the ¥ / 5. This is because increasing
7 p) k2 leads to weakening the eavesdropper link. Interestingly,
the SOP for the case with efficient PA is highly deteriorated
compared to cases with inefficient PA. This occurs because the
transmitted power increases with efficient PA, which makes the
eavesdropper link (i.e., R — E2) better. This can be seen from
(11) that the SNR at E2 increases with increasing £,,.x and P..
Since the received SNR at D is dominated by min(ysg, YrD)s
the SNR at D stays stagnant with efficient PA, but the SNR at
E2 improves. As a result, the difference between the ergodic
capacities of legitimate link and eavesdropper’s link is reduced
and the probability of C, being less than R, is increased. This
observation trend is supported by the previous study presented
in [63]. Furthermore, the security of the system is enhanced
for the scenario where the relay utilizes the HD technique for
signal detection. The explanation for this behavior is already
discussed in Fig. 5(a). Additionally, by determining the secrecy
diversity order, the asymptotic analysis of the proposed system
can be verified. For instance, SOP with HD for non-ideal class
A PA at 70 dB and 80 dB are 1.418 x 10~° and 1.509 x 1079,
respectively. Then, the slope can be evaluated at high SNR as
log($2835407) = 0.97 ~ min(¢?, ¢) = 1. Furthermore, the
obtained result is compared with the SOP performance of the
mixed FSO-RF SWIPT system proposed in [44]. It is evident
that our observation is consistent with the result in [44].

Fig. 6(c) plots the SOP versus 7, , o for different turbulence
conditions with varying path-loss exponent. The lowest SOP is
achieved for weak turbulence while comparing to the moderate
and strong turbulence conditions that also agree well with [35],
[36], [57], [60].This is due to the fact that with increasing level
of turbulence, the SNR at D is highly deteriorated, resulting in a
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reduction in ergodic capacity of the legitimate link. Furthermore, be seen that secrecy performance improves with increasing
itcan also be seen that a higher value of 7y has an adverse effecton A p. This is because the level of power is increased at the
the SOP performance, where 7 represents the stronger path-loss  information decoder for higher values of Ap, resulting in a
for RF links. small amount of power being utilized at the energy harvester.

In Fig. 7(a), the SOP versus ¥ /g, is presented for various  This leads to a higher received SNR at D which results in a
values of power splitting factor Ap at destination with varying higher ergodic capacity of the legitimate link and a reduction
distance between relay and destination. Since Ap signifies the in the SOP. On the other hand, as the destination moves away
fraction of power allocated to decoding the information, it can from the relay, the secrecy performance deteriorates, which is
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evident because the RF signal suffers stronger path-loss with
increasing dp.

Fig. 7(b) demonstrate the SPSC versus p,,for different
values of power splitting factor Ags at the eavesdropper with
varying distance between the relay and the eavesdropper. It
can be observed that the SPSC with higher dgo outperforms
as compared to the SPSC with lower dgs. Since the received
SNR at the eavesdropper depends on dgo as given in (11), the
eavesdropper’s link is degraded with increasing d 5. Therefore,
the difference between the ergodic capacities of legitimate link
and eavesdropper’s link is increased, and the resultant SPSC is
enhanced. In addition, it can also be deduced from the result
that the secrecy performance suffers destructive effects with
increasing Ago. This performance behavior is inversive if we
compare the impact of the power splitting factor on the secrecy
of the system in Fig. 7(a). The reason for this trend is discussed
in the previous finding in Fig. 7(a).

Fig. 7(c) plots secrecy throughput versus p, . for different
values of average SNR of the eavesdropper’s link. As ex-
pected, higher values of the received SNR at eavesdropper have
detrimental effects on the secrecy performance. It is observed
that the secrecy throughput with high 55, is lower than that
with low 7  zo. This is because the quality of the eavesdropper’s

link is enhanced with increasing 7 9, reducing secrecy capac-
ity. As another important observation, the destructive impacts
of efficient PA on the secrecy throughput can be noted from the
result. The explanation for this trend is similar to that for the
previous findings in Fig. 7(a).

C. Scenario 3: Simultaneous eavesdropping on Both FSO and
RF Links

Fig. 8(a) represents the SOP derived in (47) for different
pointing errors and atmospheric conditions when both eaves-
droppers EI and E2 are active. To show the impact of both
the eavesdroppers, we set [iyq,, = Vg2 = VE- As expected,
the SOP with lower ¢ is higher than with the larger £. This
is because larger values of ¢ represents severe pointing errors
and creates substantial distortions in optical signals. These
distortions weaken the signal received by the relay and result
in a reduction in the channel capacity of the legitimate link.
Furthermore, one can also see that the SOP with strong tur-
bulence is higher than that with weak turbulence. The reason
is the same as that for the previous findings in Fig. 6(a) and
Fig. 6(c). These observations are in agreement with the previous
study on simultaneous FSO- and RF-side eavesdropping in
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[59]. Moreover, the SOP decreases with increasing 7, keeping
other parameters constant. The reason for this is that increasing
7 g enhances the channel capacities of illegitimate links (i.e.,
S — E1and R — E2), which deteriorates the overall secrecy
of the system. Finally, the validity of the obtained results is
verified by including the SOP at A = 1550 nm in Fig. 8(a).
The change in wavelength has an influence on the atmospheric
turbulence parameters and the values of these parameters can
be calculated as {a = 4.2, 5 = 5}[64]. It is clearly noted that
the system can be designed for all other specific values of
parameters, and this analysis will also be applicable to these
systems.

In Fig. 8(b), the secrecy throughput is illustrated as a function
of R, for varying power splitting factor at the E2. Similar to
Fig. 5(c), the bell-shaped behavioral pattern can be observed
from the results. The reason is the same as discussed in Fig. 5(c).
It can also be observed that power splitting factor A g has an
influence on the optimal R,. Moreover, the secrecy through-
put with lower X pgo is higher than that with larger Ags. This
is because the more the power at E2 is utilized to decode
the information, the channel capacity of illegitimate link (i.e.,
R — E?2) increases, which results in a reduction in secrecy
capacity.

V. CONCLUSION

In this work, we have proposed a mixed FSO-RF SWIPT
system under the effects of atmospheric turbulence and hardware
impairments wherein it has been assumed that two eavesdrop-
pers could hear the secure information either through FSO
or RF links and also through both links simultaneously. The
secrecy performance was analyzed by deriving the closed-form
expressions for various PLS performance indicators such as
SOP, SPSC, and ST. Furthermore, the asymptotic expressions
were derived to highlight the significant insights into the se-
crecy performance in the high SNR regime and also determined
the secrecy diversity order. Our analysis demonstrated that the
secure transmission was largely affected by various parameters,
including atmospheric turbulence conditions, pointing errors,
and SWIPT parameters. Moreover, these parameters can play
a crucial role in establishing a secure link between source and
destination. Our results also show that the secrecy performance
of the proposed system is remarkably affected by the PA ineffi-
ciencies and should be carefully considered in the system design.
Based on the location of an adversary, it can be noticed that
efficient PA can provide enhanced secrecy performance when
an eavesdropper is present on the FSO link. Whereas the system
reliability improves with efficient PA when an eavesdropper
is present on the RF link. Therefore, the networks should be
designed in such a way that in case of optical eavesdropping
efficient PAs can be used to provide high security while in case of
RF eavesdropping the designer has flexibility in compromising
with efficiency of PAs to establish a secure link between intended
users. However, it is not easy to select the PA properties due to
dependency on several other parameters such as infrastructure
size, cost of device and circuit complexity. In addition, it was
also found that double shadowing had a significant impact on
the PLS secrecy of the proposed system.
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